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Module for Entra ID Contents of the package

In this preventive, informal assessment, we — Interview-based assessment of architecture, tools, operations, and selected

. . configurations.
examine how well the Microsoft Entra ID &

— Manual assessment for detailed testing of the environment, including

environment is equipped to defend against >
vulnerability assessment.

attacks. This is based on our experience from

. . . . — Creation of a report with classification. Prioritization and remediation
projects, operations, and incident response.

recommendations

The objective and result of this package is to

identify concrete measures to protect Topics of the assessment
Microsoft Entra ID from compromise and to

— Hybrid Identity and Tenant-Level — Operational Excellence and
provide information for emergency plans, in Configuration Security Operations
addition to offering a detailed assessment of — Identity Lifecycle — Privileged Identity and Access
the situation.

— ldentity Security Management

— App Integration and Workload
|ldentities

— Zero Trust Implementation
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Contents of the package

This preventive assessment evaluates how well the Microsoft Entra ID environment is prepared against attacks.
This is based on our experience from projects, operations and incident response.

O O j B Elj=
Interview T Assessment Vs Report -
Interview on architecture, tools, Manual assessment for detailed Creation of a report with
operational processes, and testing of the environment, classification. Prioritization, as
selected configurations. including evaluation for well as recommendations for
vulnerabilities. action and discussion of the
2x ~2 Stunden results.

The goal and outcome of the package is to determine the current situation and to identify concrete measures to protect
the Entra ID environment from compromise and to provide guidance for contingency plans.
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