&) Bright
BRIGHT SECURITY IDE EXTENSION FOR

DEVELOPER-CENTRIC DAST SCANS

www.brightsec.com

The need to protect software resources against bad actors increases year over year. As
the digital world continues to evolve, the ability to gain financial profit, or cause damage
through cyber attacks increases. Customers expect organizations to proactively identify
and remediate vulnerabilities to protect their data." Many standards (e.g., ISO/IEC, SOC,
etc.) require organizations to identify cyber threats actively using the appropriate security
controls.

Traditional AppSec practices await for all development and functional testing activities to
complete before the security validation starts. This leads to vulnerabilities being identified
very late in the release process. In fact, due to businesses' need to release the software to
the end users, companies release software with known vulnerabilities, as they cannot
postpone the release until all, or even all high and critical issues are resolved. Companies
try to manage risk by assuming exploitation likelihood instead of fixing the open attack
vectors.

Bright Security’s Dev-Centric DAST solution resolves this challenge by enabling
vulnerability-finding in the development process. Bright provides an extension to the
developer IDE (Integrated Development Environment) so developers can invoke security
testing within their working environment and as part of the dev process without the need
for a supplementary Ul (e.g., integrated extension into Visual Studio Code). Members of
the development team can complete their service development and immediately run an
attack simulation to validate that the new code does not expose an attack vector. It can be
part of the Pull Request (PR) process or alongside this process. The security test findings
are also shown both within the IDE, with detailed proof of the vulnerability and remediation
guidelines so developers can take immediate action, and within the Bright Ul so AppSec
teams can learn, track and continuously improve. In addition, the DevSecOps team can
add additional critical scans to the CI/CD pipeline to ensure the new build is secure.
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Adopting a Dev-Centric DAST approach drives
significant value for organizations

Identify vulnerabilities early in the development cycle when there is time to remediate and

@ avoid pushing known vulnerabilities to production thus significantly reducing risk.

. Remediating a vulnerability early in the SDLC can be up to 60X faster than remediating it in
pre-prod, or production.

_,  Providing developers with validated vulnerabilities saves them time chasing ghosts
(unvalidated vulnerabilities) and wasting time on false positives.

. The developers are not required to learn a new tool or have a context switch - the DAST
capabilities are available within their day-to-day working environment.

_, Improved collaboration, trust and transparency between the developers team and the

AppSec team.

-  Executive visibility for the application security posture as it is being developed.

How does Dev-Centric DAST work?

Bright's DAST identifies the attack surface - all the entry points of the application,
microservices, or APIs that might be used as exploitation targets. This is achieved by
running a discovery based on Bright's automated crawler or pointing to an API Schema like
OAS for REST or introspection for GraphQL. The discovery can be done centrally by the
AppSec team or individually by the developers within the IDE. Once the attack surface is
available, a developer can select the specific entry point which they wish to simulate an
attack and execute the tests. Bright provides a recommended set of tests for each stage
of the pipeline, and the developer can also override it for their specific needs.

The tests involve a series of attack simulations where Bright manipulates the requests sent
to the application, similar to what an actual attacker or penetration tester would do. They
then validate whether the response is as expected or if the manipulation of the request
was successful. If the response reveals unplanned information, such as personally
identifiable information (PIl) or data that should not be exposed to attackers, the
application is considered vulnerable.

At the end of the testing cycle, all vulnerability findings are shown to the developer in the
IDE with the proof of vulnerability and the exact actions that were performed to find this
open attack vector. The AppSec team can also monitor the findings from the main Bright
dashboard. The findings are shown by their severity to simplify the prioritization of the
remediation process. Once the developer fixes the issue, he can re-run the specific test
that found the vulnerability to validate his fix (at this point, the concept is similar to test-
driven development methodology (TDD)

Adopting this methodology dramatically improves the application's security posture and
gives different stakeholders the confidence to release secure working software at high
velocity.
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