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•
•

For this scenario we will start by creating two resource groups (rg) “MAIN_AKS ” and “DR_AKS”

MAIN_AKS - will be deployed in West Europe

DR_AKS - will be deployed in North Europe

The two zones have direct connections in Azure Public Cloud and therefore is recommended that 
these zone to be used in this scenarios.

 

In each rg we will deploy one Virtual Network . In this example those are named mainAKS_vnet 
and drAKS-vnet.

Adress space for each vNet will be as follow:

mainAKS_vnet : 10.0.0.0/16
drAKS_vnet: 10.1.0.0/16

In each vNet we will create 3 subnet’s

Example:

aksMAIN_subnet 10.0.0.0/18

agw-subnet 10.0.67.0/24

main_default_subnet 10.0.64.0/24

Example:

For more zones that are directly connected please check Azure official documentation.

Next all resources that will be deployed in one of the rg we will specify the location of the 
resource to match the location of the rg.



Change the name of the subnet and adress-space according to the vnet.
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1 Azure AKS Deployment
In each rg we will deploy one Azure Kubernetes Service(AKS) and as example we can use as bellow 
images:

 

The configuration must be similar in both zones.



 

Azure DR Deployment

 

aurachain.ch

 

 

 

6



 

Azure DR Deployment

 

aurachain.ch

 

 

 

7



 

Azure DR Deployment

 

aurachain.ch

 

 

 

8

 



 

Azure DR Deployment

 

aurachain.ch

 

 

 

9



 

Azure DR Deployment

 

aurachain.ch

 

 

 

10



 

Azure DR Deployment

 

aurachain.ch

 

 

 

11

2 Azure Postgres Deployment
For postgres we will deploy “Azure Database for PostgreSQL” in Single server mode. This service 
will be deployed in the MAIN rg.

Hardware will be chosen by project specs but in this example we will chose General Purpose tier 
with 4vCores , 100GB storage and backup Geo-Redundant.

After the first instance is deployed at Replication settings we will add a new replica set in North 
Europe and after build process is finished we will move the replica from MAIN rg to DR rg.
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Example:
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Also after both resources are deployed and moved to specific rg “Private endpoint connections” 
will be build . For guidance check Azure official documentation.

 

In order to create databases we will connect to the main instance (the second instance is only 
read-replica by default) from the jump server by using the user defined at setup.

Example:

psql "host=postgres-test-aurachain.postgres.database.azure.com port=5432 
dbname=postgres user=dbuser@postgres-aurachain password=mystrongpass sslmode=require"
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CREATE DATABASE <database_name> WITH ENCODING='utf8' OWNER=<owner_name> LC_COLLATE='E
nglish_United States.1252'  LC_CTYPE='English_United States.1252' CONNECTION LIMIT=-1;

Because postgres service is build on windows servers we have to create databases 
manually and specify Windows specific ENCONDING , LC_TYPE etc



In order to run “psql” commands please login to az cli and install necessary packages 
before following below example.





 

Azure DR Deployment

 

aurachain.ch

 

 

 

15

3 Azure Storage Account
Storage account resource will be deployed in to the MAIN rg and is mandatory to specify at the 
deployment GZRS redundancy to have a replica in North Europe.

 

After deployment is finished we can check the availability by going to Geo-replication settings. 
Both zones must appear Available
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In order to connect storage account to AKS and to create PV and PVC we will use bellow guide.

The same setup must be performed in both AKS clusters!

 

az storage account show-connection-string -n aurachainstorage -g MAIN_AKS -o tsv
export AZURE_STORAGE_CONNECTION_STRING=`az storage account show-connection-string -n 
aurachainstorage -g MAIN_AKS -o tsv`
az storage share create -n aurachain-storage-common --connection-string 
$AZURE_STORAGE_CONNECTION_STRING
STORAGE_KEY=$(az storage account keys list --resource-group MAIN_AKS --account-name 
aurachainstorage --query "[0].value" -o tsv)
kubectl create secret generic azure-secret-storageaccount --from-
literal=azurestorageaccountname=aurachainstorage --from-
literal=azurestorageaccountkey=$STORAGE_KEY

 

Next we will use yaml files in order to create PV and PVC in desired namespace

In this example our storage account is named “aurachainstorage” in the “MAIN_AKS” rg 
and the file share that will be created is named: “aurachain-storage-common”



Please check closely below example and change name/labels/spec’s as per your setup!

In order to run “az” and “kubectl” commands please login and install necessary packages 
before perform this setup


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cat pv-azure-create.yaml
 
 
apiVersion: v1
kind: PersistentVolume
metadata:
  name: aurachain-storage-prod-pv
  # The label is used for matching the exact claim
  labels:
    usage: aurachain-storage-pv
spec:
  capacity:
    storage: 100Gi
  accessModes:
    - ReadWriteMany
  persistentVolumeReclaimPolicy: Retain
  azureFile:
    # Replace with your secret name
    secretName: azure-secret-storageaccount
    # Replace with correct storage share name
    shareName: aurachain-storage-common
    # In case the secret is stored in a different namespace
    #secretNamespace: default
    readOnly: false

 

cat pvc-azure-create.yaml
 
 
kind: PersistentVolumeClaim
apiVersion: v1
metadata:
  name: common-storage
  namespace: aurachain-prod
  # Set this annotation to NOT let Kubernetes automatically create
  # a persistent volume for this volume claim.
  annotations:
    volume.beta.kubernetes.io/storage-class: ""
spec:
  accessModes:
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    - ReadWriteMany
  resources:
    requests:
      storage: 100Gi
  selector:
    # To make sure we match the claim with the exact volume, match the label
    matchLabels:
      usage: aurachain-storage-pv

 

kubectl apply -f pv-azure-create.yaml
kubectl apply -f pvc-azure-create.yaml

 

root@jump-main:~# kubectl get pvc,pv -n aurachain-prod
NAME                                   STATUS   VOLUME                      CAPACITY   
ACCESS MODES   STORAGECLASS   AGE
persistentvolumeclaim/common-storage   Bound    aurachain-storage-prod-pv   100Gi      
RWX                           3d4h
 
NAME                                            CAPACITY   ACCESS MODES   RECLAIM 
POLICY   STATUS   CLAIM                                  STORAGECLASS   REASON   AGE
persistentvolume/aurachain-storage-prod-pv        100Gi      RWX            Retain           
Bound    aurachain-prod/common-storage                                3d4h
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4 Azure VM deployment and ASR setup
Jump Machine:

In DR scenario we will install one vm per rg .

Jump vm will be used to run commands like: kubectl,az cli,psql,helm etc and also to manage and 
access all other resources that are in vnet and/or rg.

At the deployment we will specify that internal network to be in defaul subnet , and also we need 
to create a public ip address that will be used for external access via ssh.

ELK stack:

In MAIN rg we will create one vm per each component all vm’s will have one internal network in 
default subnet.

The installing of ELK services will be performed according to specified documentation.

For rg DR we don’t need to create ELK vm’s because ASR(Azure site recovery) and/or Backup 
services from Azure cloud will cover this aspect.

 

Monitoring:

In MAIN rg we will create one vm, the vm will have one internal network in default subnet.

The installing of specific monitorig services will be performed according to specified 
documentation.

 

For rg DR we don’t need to create monitoring VM because ASR(Azure site recovery) and/or Backup 
services from Azure cloud will cover this aspect.

 

 

ASR(Azure site recovery) SETUP:

For each type of command we need to install specified packages and all the necessary 
tools.



For security reason is important to secure access to jump (users, passcode, ssh keys, 
network security etc)


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In rg DR we will create the resource called “Backup and Site Recovery”

After the deployment on each vm that need to be protected we will create a disaster recovery job:

Example:
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For more informations please check Azure official documentation:

https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-quickstart

 

Backup SETUP:

In order to configure Backup functionality in we need to deploy in rg MAIN “Backup and Site 
Recovery” resource.

After deployment we need to configure Backup jobs, and backup policies in each vm that we need 
to be protected.

For more informations please check Azure official documentation:

https://docs.microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm

https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal

In Storage Settings we must select both disks; os and also data disk.

https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-quickstart
https://docs.microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm
https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal
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5 Azure Cosmos MongoDB
In rg MAIN we will create the resource named: “Azure Cosmos DB API for MongoDB”

In order to cover DR scenario we will activate Geo-Redundancy functionality in this way we 
will our data available in DR location.


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After the resource is successfully deployed you can check the status of the availability regions :
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and also we need to enable Automatic Failover
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6 Azure Application gateway
In order for this service to work properly is better to deploy it last.

For deployment we will create in each rg/zone one instance of: “Application gateway“. Each 
instance will have one public ip and one internal network. For internal network “agw-subnet” will 
be used.
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In order to finish deployment complete a dummy setup that will be erased later.
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After the resource is successfully deployed we can do the configuration:

The order for setup is:

1. Backend Pools - We define here the ip/hosts/fqdn of the services that we need to expose to 
internet

2. HTTP settings - Defines the ports that the services from backend are listenting.

3. Listeners - We define the ports that will be opened to the internet and also here we can set up 
certificates , timeout settings, cookies etc… .

4 Rules - At this final test we are binding together all settings defined previous.

 

Examples:

Backend pools:
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HTTP Settings:
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Listners:
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Rules:
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Additional we can create custom probes or health probes that will be added to HTTP settings:
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Do not forget to delete the dummy configuration build at the initial deployment.
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