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Cloud Readiness & Migration Assessment

A first step towards defining your cloud transformation journey
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Activities Deliverables Customer Commit

« Current Application Landscape Assessment  » Executive Summary Stakeholder availability for 4 x 2-hour
« VMWare Report » Detailed Migration Scope and Inventory workshops (Infrastructure and Application
* Current Infrastructure analysis * VM Selection Teams)
« As-is Technical Architecture Review « Target Solution Architecture (Landing Zone)
« Applications and Integrations review « Proposed Migration Approach*
» Applications and DB Mapping « Migration Solution Architecture
« Enterprise Applications Architecture and  Rmethod Migration Approach for Lift and

Solution Design workshop Shift/ Greenfield Migrations *
. HA and DR requirements workshop CProjectTimeline

* Project Team Structure
* Working Assumptions
» Cost Estimates (Infra, Software, Services)

Any ERP or Application (Oracle EBS, Baan, SAP etc.) specific analysis is not in scope and may be included at additional cost if requested by customer


https://customers.microsoft.com/en-us/story/859805-chobani-consumer-goods-azure

Khoj CloudScape4ENT Suite of Methodologies

The Khoj CloudScape4ENT Suite of Methodologies
Enterprise Workloads on Azure

Khaj ClouwdScopedENT Methadology for oll Enterprize Workloods on Azure Deployment scengnio is g tied ond tested gpproach followed by clents for o successful Cowd jourmey.

Assessment & Foundation Migrate & Build Run & Optimize

CloudShift

Migrate from on-prem to

cloud (it and shaft)
R-Method rationalzation
Wave planning - detailad

CloudBase

CloudGauge

Cloud Assessment & Cloud Foundation &

Azure Migrate/ASR Execution -
S
Azure Stack

Optimization &

CMDE build & discovery Cperate & Maintain
Readiness Scaffolding Continwous
» 25+ L 1
«  As-w (EWASIntersiea] - s MArch Desgn Secton . qn-“r-i—mrnium _ S
;m"mt ) WADS] :I.I_II' _ CloudErect a SLA mesmgrement A = Costoptmzaton
* 'l"ﬂ'ltﬂ'l':!'ﬂlﬂ'lﬂ?ﬂ »  Subscription desgn reparting «  Mutomertion
® .ﬁrchl:l'ﬂgnSmun = l'hTi19 Conwen T in { = izt el = |l=al finfra == a Code]
§ADS) - HLD + Vnetand subnets Barmn \ cloud {Gre execution 2 i
+ Readiness review «  Expresfoute/SD-WAK busids ) « Pericd patching ffecycle * Fenstration tesing
- uﬂud_mﬂ,r.-,: + RBAC design fdepl . Iﬂ-l;'::cd images & build = ulnerabiity scanning
analysis =  Dwrectory Services s PerformanceiData
. - +  Mutomated baild R
Setup Azure Migrate (AAD Hybricd] s |m5 o O R r

Apphcation installs
* Desgn & build Ha & DR
s  Desgn & build backups,
mnitaring,

+ Design and build DhAZ
+  Secunty dessgn and build



CloudScape Automation Platform

Resource Tagging /

Reporting

Resource Cleanup

¢

Migration Aut-o Ta'g Orphanec.i Disk Snapsr.rot Cloud CMDB DR Disk Report Email Trig.ger Time Trig.ger

Assessment Tagging In-Heritance Cleansing Cleansing Automation Automation
Provide Tags will be flown Addresses the A:d”resses tfheld* Maintains Collects information Customer Authorized Scheduled
comprehensive from Source disk challenge of g @ eEge oro Comprehensive about ASR Email can perform Automation tasks
details on (ASR configured) to orphaned disks ngs 9;5 . CMDB of Cloud replicated disks. various kind of can be performed
Migration Destination disk in within the cloud é utside ot Resources Provide information automation tasks Cloud VM
Assessment by DR with the infrastructure. SEE (FEee] about disks which based on subject of Reboot
consolidating data introduction of new e G are present in DR email and
collected by argument Report Unattached eporhs site but deleted attachment
RVTools and Azure “detailed_flow = Disks >napshots Production site « VM Clone
Migration and True”. *  Snapshot Backup

Authorized Email

¥ @@

come up with a Authorized Email _ of VM

Migration strategy request will request wil * VM Provisioning
with Waves, Move securely delete the seClirer Cleanup * VM Start
Groups, Target specified disks, Old* Snapshots * VM Stop

Landing zone, VM
shape and other
details

mitigating the risks
associated with
unused or
redundant
resources.

specified disks

RO

Note:

Cloudscape is Flexible tool. New services can be added or deleted as per customer requirement . Existing services can be also modified as per specific
requirement.




Value Proposition

What is different
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Exper’f Certified Resourcing Unified Standardized Continuous Process
Standardlzed.Governance P.rocess Service Model for CPG Improvement

across Projects and Services e

Reference Architectures for Products and Toolset Strategic Partnerships

HA environments Agnostic - Maximize ROI



Azure Service Catalog

) * Technical Architecture
Azure Service :

Performance Management

y Technical Architecture

* Provide technical
architecture during the build phase
and optimize it for run phase

» Requirements gathering
* Define toolset for monitoring,
backup and automation.

» Define Virtual and Logical network
componenis

A\
Update Management Performance Management

+ OMS Patch and Update
Management

ofl Khoj Information Technology, Inc.

Finding Solutens To Complex Business Problems

@ Build/Installation

» Setup and Implement hardening
guidelines

*  Provision Virtual Networks
* Provision Virtual Machines as

required.

« Setup Anti-Virus Host protection
on all VM's

* Provision PaasS services as
required

Identify Cloud Infrastructure
reguirements for Application
performance.

Monitor Cloud Services 1o make
sure it is performing to application
requirement

Perform regular health checks

* Build/Installation * Backup/Recovery * Disaster Recovery * Release Management
* Account Mgmt. + System Monitoring * Security Mgmt. * Workload Scheduling
@ Backup/Recovery @ Disaster Recovery W Workload Scheduling
* Define/Implement Storage Management * DR Architecture « Setup, configure and
Architecture for backups. « Define critical application mOdifY Operating system's
« Define Standards for Backup and in scope for disaster recovery. batch job scheduler
Recovery « Analyze and adhere to * Setup Operational
« Test Backup and Recovery procedures RPO/RTO Runbooks
« Setup Alerting for Backup failures and « Annual DR Test * Install and configure
develop procedures for automated . Document/update DR Remote agents on Linux
resolution document and Windows

Account Management

Account Setup

Logging and Retention
standards are setup

Implement procedures to
identify inappropriate
access

Implement Account De-
provisioning procedures

System Monitoring

Implement procedure to monitor
Servers and underlying
resources

Monitor Network Infrastructure
Establish Monitoring Thresholds

Define alert/paging process and
procedures

Monitor Cluster Failovers

Security Management

Network Intrusion detection systems are
implemented

Host-based Intrusion Detection systems are
installed.

Intrusion Detect agents are regularly updated.
Compliance reports are generated.

Penetration tests are conducted against the
applications and issues identified are remediated.

Scan results of Anti- malware are analyzed, and
issues are remediated.
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No part of this document can be reproduced or transmitted in any form or for any purpose without the express permission of Khoj Information Technology, Inc. (Khoj) . The
information cannot be changed without notifying Khoj.

Some software products, services and names marketed by Khoj which belong to other companies contain proprietary information of those companies.

SAP is licensed software by SAP- AG and its affiliates and it’s the registered trademark of SAP. Microsoft Azure, Windows, Outlook, SQL Server and PowerPoint are registered
trademarks of Microsoft Corporation.

All other product and service names mentioned are the trademarks of their respective companies. Data contained in this document serves for informational purposes only.
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