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Modules
|. WEB SECURITY
1. Technical Details of Web Security

In today's digital age, web security has become crucial for organizations. With the increasing
reliance on the internet and web-based applications, the threat landscape has become more
complex, and cybercriminals are becoming more sophisticated. Web security involves protecting
an organization's web infrastructure from attacks, vulnerabilities, and other threats that can cause
damage to its reputation, financial loss, and legal liabilities.

1.1. The Importance of Web Security: Statistics Speak

According to a report by Positive Technologies, web applications accounted for 17% of all
cyber-attacks in 2020 1. Similarly, a report by Imperva indicates that web application attacks
particularly DoS attacks increased by 82% on the application layer [2l. These statistics highlight
the importance of web security for organizations.

1.2.  The Harmful Effects of Web Security Gaps

A web security gap can lead to various harmful effects, including data breaches, loss of
sensitive information, financial loss, and legal liabilities. Data breaches can be catastrophic for
organizations, leading to reputation loss, customer trust, and legal penalties. In addition, web
security gaps can allow cybercriminals to gain unauthorized access to an organization's web
infrastructure, leading to the installation of malware, ransomware, and other harmful software.

1.3. Introducing Cytomate Web Security - The Solution to Web Security
Challenges

Cytomate's assessment tool assigns different security levels ranging from low to critical to
assess the security status of these websites. By leveraging an expansive database of Common
Vulnerabilities and Exposures (CVEs), misconfigurations, vulnerabilities, directory traversals,
arbitrary file reads, sensitive information, DOM_XSS, network, subdomain takeover, exposed
panels, and miscellaneous risks, Cytomate empowers users to proactively test their web
domains for potential vulnerabilities. With its comprehensive approach to web security
assessments, Cytomate is a valuable tool for organizations seeking to protect themselves from
the ever-increasing risk of web-based attacks.

N
&
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Web Assessment Web Recon
Cytomate Detects abnormalities like some of these are:

i. CVEs: (Common Vulnerabilities and Exposures) are publicly disclosed security
vulnerabilities found in software, hardware, or firmware.

ii.  Misconfigurations: refer to errors or oversights in the configuration of software,
systems, or applications that can lead to security vulnerabilities.

iii.  Subdomain takeovers: occurs when an attacker gains control of a subdomain that is no
longer in use or is misconfigured, allowing them to host malicious content or launch
attacks.

iv.  Exposed panels: refer to administrative interfaces or control panels that are accessible
over the internet and not properly secured, allowing unauthorized access to data.

v.  Sensitive information: refers to data that, if disclosed or compromised, could result in
significant harm to individuals or organizations.

1.4. Benefits of Cytomate Web Security

i.  Provides a detailed breakdown of the severity counts of attacks discovered.
ii.  Provides actionable mitigations against discovered vulnerabilities and threats.
iii.  Discovers leaked sensitive information about the company and guides how to
protect it.
iv.  Performs a detailed assessment of an organization's web security posture.

Web security is critical for organizations in today's digital age, and Cytomate Web Security provides
an effective solution to web security challenges. With its powerful 'features and ability to detect
and report on web-based threats, vulnerabilities, and abnormalities, it is a must-have for any
organization that wants to protect its web infrastructure.

2. User Manual of Web Security

Scope of Manual

This section aims to explain the functionality of Cytomate Breach+ Web Security, and its ability to
protect web application assets by identifying vulnerabilities. Furthermore, we will delineate the
essential hardware and software prerequisites that must be fulfilled for the proper utilization of
Cytomate Breach+ Web Security on your computer.

Definitions

21. Web reconnaissance

In Cytomate, Web Recon performs the passive enumeration and discovery of sub-domains

Office 903, Excellence Tower, \ +974 31526979 @ www.cytomate.net 7
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from diverse sources, followed by the detection of installed solutions and services along with
their respective versions in each subdomain. This analysis helps us to narrow down or shortlist
the use cases for web assessment. Additionally, we perform both active and passive discovery
of endpoints to further evaluate and identify potential vulnerabilities and possible attacks.

22. Web assessment

Comprehensive test cases are triggered against the targeted web domains, with both
immediate and scheduled assessments available to ensure continuous monitoring and
mitigation of security risks. Our platform is designed to evaluate all test cases and assessments
in a sophisticated, and controlled manner, ensuring complete security throughout the process.
Web assessment will be executed to expose these most occurring security loopholes like
misconfigurations, OWASP Top10 vulnerabilities, subdomain takeovers, exposed panels, and
default logins.

2.3.  Web Mitigations

Cytomate Breach+ recommends implementing suitable mitigation measures for web
security, such as updating web security protocols and adding supplementary security controls
to enhance its resilience against threats.

3. Cytomate Web Security Solution

To start a web assessment on a web domain, follow these steps:

1. Please access the Cytomate Breach+ portal by visiting https://apt.cytomate.net/ and using

the Google Chrome web browser for optimal performance.
2. Afterward, input your login credentials and proceed to click the "Login" button to gain
access to the Cytomate Breach+ dashboard. Thank you.

@ LOGIN \

CYTOMATE
! 'g_gsg new
Welcome Back!
Discovthrtrinsen et~ ¢ ) S~/ /\ \—
Forget Password?
contact@cytomate.net
\¥ lin) B Sign in with Microsoft J
. N
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3. To access the dedicated dashboard for Web Security Assessments, please navigate to the
side menu and click on the "Web" option. This will direct you to the appropriate dashboard.

Assessments

Completed ‘ In Progress | Failed Assessments

Overall Assessment Summary Vulnerabilites Summary
1. There are five distinct tabs located at the top of the dashboard, each presenting
exclusive functionalities and features.

3.1. Overview

2. The current tab in use is labeled "Overview" which showcases a graphical
representation of web assessment details through the utilization of widgets and
graphs.

Overview Assessment Recor Reports Schedule Assessment

Within the "Overview" tab, there exist four primary widgets that present an expedited view of web
assessment details. These widgets consist of the following:

i. Completed Assessments: This widget displays information regarding the total number of
assessments that have been completed by the user since the account's creation.

i. In Progress Assessments: This widget presents the total number of assessments that are
currently in progress by the user since the account's inception.

ii. Failed Assessments: This widget provides information concerning the total number of
assessments that have failed since the account's creation.

iv. Test Cases Added: This widget highlights the total number of test cases that have been added
by Cytomate for user utilization in assessments.

Completed In Progress Failed Assessments Test Cases Added
Assessments 1 Assessments D O O
- N
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Overall Assessment Summary: This graph featured in the Web dashboard presents a comprehensive
visualization of the overall security measurements identified through web assessments.

i. The chart provides an in-depth analysis of all vulnerabilities with their relevant security
measures from informative to critical.

i. By hovering the cursor over the shaded area, you can see the category and details against each
assessment.

Overall Assessment Summary \

[Jinfo: 10: 10

‘g ‘4 L)

Vulnerabilities Summary graph: This chart provides an elaborate breakdown of various
vulnerabilities, which are categorized as "CVEs, misconfigurations, arbitrary file read, common,
subdomain takeover, exposed tokens, exposed logins, directory traversal, sensitive information, LFl
in the header, LFl in the path, DOM XSS, and exposed panels".

i. Moreover, hovering the cursor over the chart bars enables the viewer to observe the total

number of vulnerabilities found in the relevant category against the provided web domain for
an assessment.

Office 903, Excellence Tower, N +97431526979 () www.cytomate.net 10
West Bay, Doha, Qatar
I



w CYTOMATE | I January 30, 2024

Vulnerabilites Summary

Il xyz.com

Sensitive Information
[Jxyz.com: 5

3.2. Web Recon

Before starting the Web Recon, the user needs to ensure the verification of the web
domain by using these steps— domain verification, automated and manual recon process.

3.2.1. Domain Verification

It is necessary to first verify the domain before starting a recon or assessment on a
targeted domain. The verification method involves triggering the recon process through the
verification of the web domain.

i.  Tostartadomain verification, verify the web domain by clicking the "Accounts" option
from the side panel and selecting "Domains".

Profile Package Domains Wallet

i. A domain will appear in the table below with the "Verified" column set to "false".

Office 903, Excellence Tower, N +97431526979 () www.cytomate.net 11
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-

Domain

xyz.com

Q {} Refresh

Verified

Key

hTEYKN7S

\

+ Add

~

o

Action

Verify

6 / page

the "Add" button.

e

.

Add Domain

A

/

iv.  To verify the domain, copy the key from the "Key" column and paste it into the

domain's DNS as a TXT record.

v.  Once your domain registrar publishes your verification code (which may take the time
up to 72 hours to propagate worldwide, although it typically takes a few hours), click

on the "Verify" button to check if the TXT record exists.

vi.  If the record is found, the "Verified" column will be set to "true" and we'll know you

are the owner of your domain.

9 Office 903, Excellence Tower,

West Bay, Doha, Qatar
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3.2.2. Automated Web Recon

When the domain verification process will complete then the automated Recon will
start.

3.2.3. Manual Web Recon

Initiating the Web recon process involves the following steps:

1. Navigate to the "Web" option located in the navigation bar.
2. Tostartthe manual Web Recon, navigate to the “Web” option in the navbar, then
select the "Recon" option within the "Dashboard" section.

Overview Assessment Recon Reports Schedule Assessment

3. Select the web domain (verified) to start the Recon service against it.

xyz.com

4. Furthermore, in the next selection you have options to select the Recon options
in a singular manner or through a selection of multiple tasks simultaneously on a
specific web domain, as per your requirement.

- )
|

Enum Subdomains

Tech Detect

Qw um Urls /

In the aforementioned tasks, each task has its functionalities and relevant features:

i. Subdomain Enumeration: To execute a subdomain enumeration on a web domain, select
the "Enum Subdomain" option from the dropdown list located against the targeted web
domain, followed by clicking the "Start Assessment" button.

Office 903, Excellence Tower, \ +974 31526979 @ www.cytomate.net 13
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Enum Subdomains

i. Technology detection: To identify web technology utilized by a specific web domain,

select the "Tech Detect" option from the dropdown list located against the web domain
and click the "Start Assessment" button.

{ Tech Detect J

iii. URLs Enumeration: To enumerate web domain URLs associated with your web domain,
choose the "Enum Urls" option and click the "Start Assessment" button.

[ Enum Urls ]

5. You can choose test cases altogether and click on the “Start Recon” button to
start the Recon against the targeted web domain.

/ Perform Web Recon \

Xyz.com Enum Subdomains

N y

6. Wait for the pop-up notification that indicates the assessment has been started
successfully.

3.3. Web Assessment

Web assessment services offer organizations the chance to assess the security of their
Web domain against the latest web-based threats. This evaluation encompasses the testing of

Office 903, Excellence Tower, \ +974 31526979 @ www.cytomate.net 14
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potential vulnerabilities related to CVEs, misconfigurations, exposed panels, sensitive

information leakage, DOM XSS, subdomain takeover, exposed logins, and exposed tokens. By

utilizing these assessment services, organizations can effectively identify potential security

vulnerabilities within their Web domain and take necessary actions to enhance their overall

security posture through mitigations.

Note: The Web Recon process should always be performed on the targeted web domain

before starting the web assessment. It is important to ensure that the Web Recon process is

completed before commencing the web assessment.

1.

To start the assessment, first navigate to the “Assessment” tab in the dashboard menu
within the Web Module.

Overview Assessment Recon Reports Schedule Assessment
- N

2. To start a web assessment, you need to select the (verified) web domain through the
aforementioned steps in Recon via the “Select Domain” option.
Xyz.com J
3. Then to start the Assessment, just click the “Start Assessment” button.
/ Assess You Web Attack Surface \
N y,
4. After starting the assessment, wait for the pop-up notification that indicates that the
assessment has been started.
@
Office 903, Excellence Tower, \\\ +974 31526979 @ www.cytomate.net 15
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Error Response: If a web assessment is executed without adhering to the essential procedures of
web reconnaissance and web domain verification, an "Error message" will be displayed.

Note: It is imperative to ensure the completion of web recon before assessment by ensuring the
web domain verification before initiating the web recon process.

3.3.1. Scheduling Assessment

1. To schedule an assessment for later, follow the above mentioned steps as well
as select the entire date and time from the given calendar, and time chart and
hit the “Start Assessment” button.

Apr 2023

00 00 00

Su Mo Tu We Th Fr Sa
01 01 01

1
02 02 02

2 4 s 6 7 8
03 03 03

9 10 n 12 13 14 15
04 04 04
16 17 18 19 20 21 22 05 05 05

23 24 25 26 27 28 29 08 08 08

30 07 07 Q7

>

2. Wait for the pop-up notification indicating the successful schedule of the web
assessment.

Now
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3.4. Web Reports

Within the "Web" module, there is a designated tab named "Reports" that offers
comprehensive insights into all assessments conducted, whether normal or scheduled. This
tab presents a detailed overview of assessment results, allowing for thorough analysis and
evaluation. By utilizing this feature, users can gain a more comprehensive understanding of
their assessments and make informed decisions based on the results.

Overview Assessment Recon Reports Schedule Assessment
-

1. Here, users are presented with a list of all assessments conducted, accompanied by
their respective names and relevant details.

2. Users can view a detailed report of any assessment by clicking on the name of the
desired report. This process enables users to thoroughly analyze assessment results
and make informed decisions based on the information presented.

/ Q 3 Refresh O \

Name  Status Date PDF Action
25 Jan 2022, 9:14:02
xyz.com M an ) Generate PDF () Launch Again

E 6/ page
\_ /

3. Arecently generated report will be visible, indicating the status and time of generation.
Click on "Generate PDF" to obtain a comprehensive report.

Office 903, Excellence Tower, N +97431526979 () www.cytomate.net 17
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[ D Generate PDF ]

If you wish to execute the assessment again, simply click "Launch Again".

() Launch Again

The generated report will include all the identified findings such as CVEs,
misconfigurations, vulnerabilities, subdomain takeovers, logins, directory traversals,
sensitive information, etc.

3.4.1. Column Detail

This section contains the same columns as the "Assessments" tab, except for the

following:

Name Column: This column displays information about the web domain that was
selected by the user to run the Web assessment.

Status Column: This column displays information about the status of the assessment
whether it is completed, in progress, or failed.

[ Status \

Completed
In progress

Failed

Date Column: This column displays the date and time when the assessment started.
PDF column: This column allows the user to download a PDF report of the assessment

iv.
only after it has been completed successfully.

v.  Action Column: This column allows the user to relaunch the same assessment.

vi.  Delete: Allows the user to delete anything within Web assessment that is typically not
available until you select any assessment.

vii.  Refresh: Can be used to refresh the report in case of issues while loading.

3.4.2. View Report
1. After PDF report generation, it will automatically create and save in the designated
"Download" folder.
2. The report will be named "Web" for easy identification.
Office 903, Excellence Tower, \ +974 31526979 @ www.cytomate.net 18
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3. To access the report, simply navigate to the "Download" folder and locate the
"Web" file.

/ HEPUR.i, \

Domain: xyz_co
Assessment Date: January 25th 2022, 4:14:02 pm +00:0C
Status: i

SUMMARY

SEVERITY COUNT
Info Count
Low Count
Medium Count
High Count
Count

ABNORMALITIES
Cves
Misconfigurations

Vulnerabilities

Arbitary File Read

Common

Subdomain Takeover

Exposed Tokens

Exposed Logins

Directory Traversal

Sensitive Information

Lfi In Header

Lfi In Path

Passives

Xss

Lfi In Parameter
xposed Panels

-
Lo LN o

-

OOOOU’!OOOOOOOUSU/

l

3.5. Web Report Summary

To view the detailed report summary within the report tab against a particular domain
available in assessment history. Follow these steps:

i.  Click on a web domain in the Report list to view its complete assessment summary.

Xyz.com

ii.  You will be able to see the overall detailed assessment summary. Which is further
categorized into the following components.

3.5.1. Summary

The purpose of this document is to provide a comprehensive summary of web threats,
which includes CVEs, misconfigurations, vulnerabilities, subdomain takeovers, exposed panels,
and default logins.
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The report summary covers a range of listed tasks and presents a detailed summary of
vulnerabilities found in the web assessment with different techniques and an overview of the
overall vulnerability’s summary.

1. On top of the page the selected domain will appear and also appears the assessment
status, date, and time with the assessment execution path.

~

< Go Back to Reports

xgzcom ‘:} Refresh @ Show History ,D Generate PDF ff elete

Assessment type:

/

This assessment aims to provide Web domains with relevant information regarding
vulnerabilities arising from various misconfigurations in the Web domain.

You can take the following actions with the overall assessment summary.

i. Refresh: can be used to refresh the report in case of issues while loading.
ii. Show history: display the history of all assessments that are to be done so far.

/ Web Assessment History \\

Q
Sr.
Date Status Type  Action
No.
M,“" m Open Report
[1] > [87page

iii. Generate PDF: this allows the user to download the report in PDF format.

iv. Delete: allows the user to delete the report.
Overall Summary: This donut shape graph displays all security levels utilized through
vulnerabilities to determine their severity levels, which diverge from Info (as informative
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vulnerabilities), Low, Medium, High, and Critical (severe level).

/ Overall Summary \

B 'nfo: 10 [ Low: 2 Medium: 3 ] High: 0 [jj Critical: 3

[Jinfo: 10: 10

\. /

2. Now Navigate to the “Detail Report” tab, to determine the details of the report.

DetailReport Mitigation

3.5.2. CVEs

If a CVE is identified and matches with the already-known CVEs, it will be displayed

along with its associated severity level, which can be categorized as informative, low, medium,
or critical.

i.  Type: Display the type of CVE found against the web domain in assessment.
ii.  Severity: Determine their severity levels, which diverge from Info (as informative
vulnerabilities), Low, Medium, High, and Critical (severe level).
iii.  Details: Description of the CVE exploitation and remediation.
iv.  Found On: Platform where the CVE was found during the assessment.

v.  Single Test Run: Execution routine as if you want to restart the assessment.
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) ) Found Single Test
Type Severity Url Details
n Run
&
CVE- http.//mmevdi.xyz.com/solr/error_video_c
2021- critical onverter/replication/? Start Again
27905 command=fetchindex&masterUrl=https://
example.com (J
& http://orcl-wbhentr
CVE- . i
- nt.xyz.com/solr/emp_offers/replication/? X
2021- i . Start Again
command=fetchindex&masterUrl=https.// -
27905
example.com (J
&
CVE- http://cities.xyz.com/solr/dynaForms/rep
2021- m cation/?
27905 command=fetchindex&masterUrl=https.//

examplecom

3.5.3. Misconfigurations

Misconfigurations can result from incorrect or suboptimal configurations, leaving

systems susceptible to exploitation by malicious actors.

Vi.

Vvii.

Office 903, Excellence Tower,
West Bay, Doha, Qatar

Type: Display the type of misconfiguration found in vulnerabilities.

Severity: Determine their severity levels, which diverge from Info (as informative
vulnerabilities), Low, Medium, High, and Critical (severe level).

URL: Reference of URL where misconfiguration was found during assessment
against a web domain.

Details: Description of the misconfiguration found and its remediation.

Found On: Platform where the misconfiguration was found during the assessment.
Single Test Run: Execution routine as if you want to restart the assessment.

For Example, Cytomate offers a facility to list all identified misconfigurations,
including but not limited to "front-page-misconfigurations" and "internal-ip-
disclosure".

\\\ +974 31526979 @ www.cytomate.net
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Misconfigurations Vulnerabilities ! Ibdomain_takeover

]
_ ) Found Single Test
Type Severity Url Details
Run
@
front-page- . L
m http://bps.xyz.com/_vti_infh Start Again
misconfi
£ tml 0
(.’?
front-page- . A
m http//bps.xyz.com/_vti_pvt Start Again
misconfig .
service.cnf O
@
front-page- . i
m https.//bps.xyz.com/_vti_inf Start Again
misconfi
£ html U|
&
front-page- L
m https://t vti_pvt Start Again
misconfi
& /service.cnf G
@
iis-internal-ip- i
3 m nttps.//autodiscover.xyz.co Start Again
disclosure
m
iis-internal-ip-
e m @ https://mail xyz.com O
disclosure

3.5.4. Sensitive Information

It helps in finding the exposure of an organization’s sensitive information that may

cause harm to security controls and leave a huge impact on the reputation of that organization.

Type: Display the type of sensitive information found in vulnerabilities.

Severity: Determine their severity levels, which diverge from Info (as informative
vulnerabilities), Low, Medium, High, and Critical (severe level).

URL: Reference of URL where misconfiguration was found during assessment
against a web domain.

iv.  Details: Description of the information exploitation and remediation.

v.  Found On: Platform where the information is found during the assessment.

vi.  Single Test Run: Execution routine as if you want to restart the assessment.

vii.  For Example, Web assessment reports list all possible points where S| disclosure
may occur, including but not limited to "exposed-share-point-list" and "thumb-db-
disclosure".
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Sensitive_information
]

3.5.5.

. ; Found Single Test
Type Severity Url Details
Run
a’)
exposed-sharepoint-
— . m https.//bps.xyz.com/_vti_bin Start Again
list )
/lists.asmx?WsDL CJ
&
exposed- https.//bps.xyz.com/_vti_bin X
m A —— Start Again
authentication-asmx /Authentication.asmx?
op=Mode
c’)
thumbs-db- 7 N 2
http://gcec.xyz.com/Thumbs Start Again
disclosure
do 0
c’)
thumbs-db- : )
http.//kids.xyz.com/Thumbs
disclosure
do (O
c’)
thumbs -db- :
http://aljaiza.xyz.com/Thum
disclosure
bs.db O

Exposed Panel

When access controls are limited to username and password combinations alone, it

becomes significantly easier for attackers to breach the site.

Type: Display the type of sensitive information found in vulnerabilities.

Severity: Determine their severity levels, which diverge from Info (as informative
vulnerabilities), Low, Medium, High, and Critical (severe level).

URL: Reference of URL where misconfiguration was found during assessment
against a web domain.

iv.  Details: Description of the information exploitation and remediation.

v.  Found On: Platform where the information is found during the assessment.

vi.  Single Test Run: Execution routine as if you want to restart the assessment.

vii.  For Example: To mitigate these risks, Cytomate identifies all vulnerabilities found in
exposed panels, such as "solr-exposure" and "microsoft-exchange-panel", and
categorizes them based on their associated severity levels.
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Arbitar y_hie_read Sensitive_information Dom_xss Network EXposed_paneIs
]
. . Found Single Test
Type Severity Url Details
On Run
solr-exposure medium @ http://bp.xyz.com/solr/ a Start Again

solr-exposure medium @ http.//mmevdi.xyz.com/solr/ a Start Again

= @ http://orcl-wbentr Start Aaai
solr-exposure medium art Again
= int.xyz.com/solr/ QI -

@

https://autodiscover.xyz.com/owa/
microsoft-

auth/logon.aspx? Star
exchange-panel ;
replaceCurrent=16url=https://autod

iscover.xyz.com/ecp

3.5.6. Web Mitigations

After identifying all web domain weaknesses, Cytomate suggests appropriate
mitigations related to the web domain to address the vulnerabilities with their relevant
security measurement and patch them.

i.  Navigate to the “Mitigation” tab within the summary page.

DetailReport Mitigation
]

ii.  Type: Display all types of vulnerabilities found in the web domain with mitigations
to patch them.

iii.  Name: Display the name of the vulnerability found to mitigate it.

iv.  Description: Details of the found vulnerabilities from breach to security
remediation.

v.  Remediation: Method to patch the vulnerability to exploit the loophole.

vi.  Reference: URL that is being utilized to find the vulnerability n the provided web
domain.
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vii.  For example, if an extension vulnerability is found on Microsoft Front Page, it will
suggest suitable remediation strategies along with descriptions and references
to guide organizations in taking proactive measures as mentioned below.

Mitigation
D

Type Name Description Remediation Reference

pache Sol
CVE-2021-27905

3.6. Scheduled Assessment

The list of scheduled assessments displays complete details of the domain, including the
domain name, date, and time.

1. Navigate to the "Scheduled Assessments" tab located in the "Web" sub-menu to view
all scheduled assessments.

Overview Assessment Recor Reports Schedule Assessment
C ——

2. The scheduled assessment will appear with the status of "Scheduled" and it will trigger
automatically at the scheduled time and date.
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Il. WAF SECURITY

1. Technical Details of WAF Security

Web application firewalls (WAFs) are critical tools for organizations to protect their web
applications from various cyber threats, such as SQL injection, cross-site scripting, and distributed
denial-of-service (DDoS) attacks. However, a recent study found that 99% of web application
attacks still exploit known vulnerabilities, highlighting the importance of having a strong WAF in
place.

1.1. The Importance of WAF: Statistics Speak

According to a report by Cybersecurity Ventures, cybercrime will cost the world $10.5 trillion
annually by 2025 /. Moreover, 90% of businesses experienced at least one cyber-attack in the last
year, and 59% of organizations had to deal with an application layer attack in the same period /.

A WAF helps protect web applications from such attacks and provides an additional layer of
security to prevent malicious traffic from reaching the application server. Failure to secure web
applications can result in financial loss, reputational damage, and legal liability.

1.2.  Introducing Cytomate WAF Security: The Solution to Web Security Challenges

Cytomate WAF solution is a unique solution that helps organizations assess their WAF's
effectiveness against various payloads, including cross-site scripting and SQL injection attacks.
Using Cytomate’s WAF solution, organizations can simulate attacks and test their WAFs'
resilience against different threat vectors, including payloads that are designed to bypass
WAFs. The Open Web Application Security Project (OWASP) Top vulnerabilities are a list of the
most common and critical web application security risks. Here is the list of OWASP’s Top
vulnerabilities:

Injection: Injection vulnerabilities occur when untrusted user input is sent to an
interpreter as part of a command or query, allowing attackers to execute unintended
commands or access unauthorized data.

ii.  Cross-Site Scripting (XSS): XSS vulnerabilities occur when an application includes
untrusted data in a web page without proper validation or escaping, allowing attackers
to execute malicious scripts in a victim's browser.
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Directory Traversal: Directory Traversal is a type of attack where an attacker can access
files and directories outside of the web root directory on a vulnerable server.

Command Injection (CMDI) is a security vulnerability that allows attackers to execute
arbitrary commands on a vulnerable system by injecting malicious commands through
an application or system that does not properly validate user input.

| |

SNIPEX Integration: Cytomate WAF solution integrates with the SNIPEX system, which
uses Al and machine learning algorithms to generate payloads that are specifically
designed to bypass WAFs. By testing your WAF against these payloads, you can ensure
that your WAF is capable of detecting and blocking the most advanced attacks,
including those that are specifically crafted to evade traditional security measures.

& -~ &

= "'ﬁi‘ = \ ‘o <smpt>a\u:l:(|l</>uipb
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]
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Using Components with Known Vulnerabilities: Using components with known vulnerabilities
occurs when an application uses third-party components that are known to have security
vulnerabilities, allowing attackers to exploit those vulnerabilities to gain access to the

application or system.

Cytomate’s WAF solution provides a comprehensive report on the WAF's efficacy, identifying
any vulnerabilities or gaps that may exist.
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1.3.  Benefits of Cytomate WAF Security

Comprehensive Testing: Cytomate WAF solution tests the organization's WAF against
a broad range of threat vectors, including payloads, and spoofed headers.

i. Intelligent Reporting: The platform provides a detailed report on the effectiveness of
the organization's WAF.

iii.  Scalable and Automated: Cytomate WAF solution is a scalable and automated solution,
enabling organizations to schedule tests at their convenience and receive
comprehensive reports automatically.

Web application attacks continue to be a major threat to organizations worldwide, and a WAF
is a critical tool to mitigate such threats. Cytomate WAF solution is a unique solution that
provides comprehensive testing and intelligent reporting to help organizations assess their
WAF's effectiveness against various threats. With its custom payloads, scalability, and
automation capabilities, Cytomate WAF solution is an ideal solution for organizations of all
sizes and industries.

2. User Manual of WAF Security

Scope of the Manual

In this section, we aim to explain the significance of Cytomate Breach+ WAF Security and how
it can serve as a defense against potential Web Application Firewall (WAF) threats.
Additionally, we will provide an overview of the essential hardware and software prerequisites
that are required to utilize Cytomate Breach+ WAF Security to its full potential.

Definitions

21. Web Application Firewall (WAF)

A WAF monitors and filters incoming and outgoing traffic between a web application and
the internet and blocks malicious traffic before it reaches the web application. In today's
business landscape, web applications have emerged as a key component of numerous
organizations, demanding significant resources like (WAFs) to safeguard these digital assets.

However, as the internet evolves, the number and scope of threats also continue to escalate,
encompassing everything from complex malware to targeted application-layer attacks,
distributed denial of service (DoS/DDoS) strikes, to security-induced usability issues.

2.2. WAF Assessment

To counteract these threats, most organizations invest in Web Application Firewalls,
which sometimes provide a false sense of security and leave organizations open to
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exploitation. To address this problem, Cytomate has developed an advanced WAF assessment
tool that evaluates the configuration, implementation, and features of your WAF to identify
web application attacks like XSS, SQLi, LFI, CMDi, and many other injection attacks and
misconfigurations that may expose your organization to cyberattacks.

Our state-of-the-art simulation techniques simulate an attacker attempting to bypass the
WAF, infiltrate the web application firewall, and launch destructive attacks like mining
sensitive information, damaging data, and redirecting users to infected sites.

2.3.  WAF Mitigations

Cytomate Breach+ suggests appropriate mitigations related to the WAF, updates WAF
security, and adds more rules to harden WAF.

3. Advanced WAF Assessment

Advanced WAF assessment is a process that evaluates and tests the security controls of a Web
Application Firewall to protect a Web application against various threats and malicious traffic. The
WAF assessment service provider organizations the opportunity to evaluate the security of their
Web Application Firewall (WAF) against the latest web-based threats. This includes testing for
potential vulnerabilities related to abused SSL ciphers, abused DNS history, basic payloads,
obfuscated basic payloads, advanced payloads, known payloads, and SnipeX payloads.

3.4. Hardware and Software Requirements

To use Cytomate WAF Security Solution, the following hardware and software
requirements must be met:

3.1.1. Domain Verification

Cytomate WAF assessment required a verified domain. Domain verification steps are
described in the “Assessment” part.

32. Cytomate WAF Security Solution

To start the WAF assessment follow the simple steps as follows:

1. Access the Cytomate Breach+ portal https://apt.cytomate.net/.

2. Login through credentials (enter username and password) to access Cytomate Breach+
Dashboard.
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CYTOMATE

Welcome Back!

Discovering Unknown Threats

contact@cytomate.net

Privacy Policy A

demo®cytomste net

Forget Password?

up Log

¥ Sign in with Microsoft

\

/

3. Navigate to the “WAF” module to access its functionalities and features.

e

= Waf
CYTOMATE
Overview
S
EB Dashboard
Completed In Progress
% Web Assessments Assessments
& wer
4& Email Gateway
E Endpoint Overall Assessments Summary
4il Analytics
http//xyz.com/us.
kd

.

(D Agent &JR_

Failed Payload Added
Assessments O

Bypassed Payloads Overview

http://xyz.com/us.

=

3.2.1. Overview

Within the WAF module, there are four different tabs, each of them offering unique

functionalities and features.

Overview
]

In the overview tab, four widgets provide a quick review of the WAF assessment and an

overview of WAF assessment details in the form of graphs. These widgets include:

i. Completed Assessments: This widget contains information on how many total

assessments have been completed by users since the account was created.
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ii. Inprogress Assessments: This widget displays how many assessments by the user
are currently in progress since the account was created.

iii. Failed Assessments: This widget contains information on how many total
assessments have failed since the account was created.

iv.  Payloads added: This widget contains information on how many new payloads
have been added by Cytomate within the last 30 days that can be used for WAF
assessments by the user.

Completed In Progress Failed Payload Added
Assessments 4 Assessments O Assessments O O
@ All time © All time © All time @ Last 30 days

Overall Assessment: This Rose Chart displays the overall security weaknesses detected in the
WAF and provides a detailed overview of all payloads used by users and shows statistics about
payloads that Bypassed, Blocked, and Failed out of all available payloads. You can choose the
URL from the list to view the details.

/ Overall Assessments Summary \

| https://xyz.com/Si...

I Bypassed Payloads: 23 |l] Blocked Payloads: 55 Falled Payloads: (

Overall Assessments Summary

| https://xyz.com/Si...

\.

Bypassed Payload Overview: This graph provides a detailed breakdown of various payloads,
which are further categorized as “Basic, Obfuscated Basic, Advanced, Bypassed Requests, and

Known Requests, out of the total number of sent requests”.

i.  Additionally, the section includes information on spoofed request headers and Al-
based payloads.
i.  Select the URL to view the statistics.
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iii.  This chart visualizes the number of Bypassed payloads against different payload
categories basic, obfuscated, and SnipeX payloads, etc.

iv.  You can hover on the wedges to see the total number of payloads against that
particular category.

Bypassed Payloads Overview \

| https://xyz.com/Si...

This comprehensive display of information makes a clear understanding of the security
vulnerabilities present and enables users to take the necessary steps to strengthen the security
of their Web application firewall.

3.2.2. Assessment

3.2.2.1. Domain Verification Steps
To run the assessment, it is essential to provide a verified domain. If the targeted
domain is not verified yet, you should follow these steps to verify it.

1. Navigate to the “Accounts” option from the side panel.
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2 = Account & &P 2 Demo Accowr
CYTOMATE

Edit Profile >

Demo Account /

2. Click the “Domains” tab.

Profile Package Domains Wallet
I

3. Click the “Add” icon to add a new domain.

+ Add 0

4. Enter the required web domain and proceed to the next step click “Add Domain”.

Add Domain

Add Domain

+
Q ‘:f Refresh + Add
Domain Verified Key Action
\ xyz.com m KTEYKN7S O Varify

5. Wait for the prompt that indicates the domain has been added successfully.

v

Domain Added Successfu .
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6. To verify the domain, copy the key from the "Key" column and paste it into the domain's
DNS as a TXT record.

7. Once your domain registrar publishes your verification code (which may take the time up
to 72 hours to propagate worldwide, although it typically takes a few hours), click on the
"Verify" button to check if the TXT record exists.

8. |If the record is found, the "Verified" column will be set to "true" and we'll know you are
the owner of your domain.

Verified

3.2.2.1.1. Column Details
i. ~ Domain Column: This column contains the name of the domain which are successfully
verified or being verified.
ii.  Verified Column: This column contains the verification status against the domain.
iii.  Key Column: This column contains a verification key of this domain.
iv.  Action Column: This column contains the actions against the particular domain
whether these are verified or pending.

3.2.2.1.2. Steps to start an assessment
1. Tostartthe assessment, first navigate to the “Assessment” tab within the WAF module.

verview Assessment Reports Schedule Assessment
]

2. Interested parties need to provide the URL with a parameter by accessing the “Select
URL" option.

http://xyz.com/?search=

3. Add the verified web domain via the "Select Domain" option.
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Xyz.com

4. Click the "Start Assessment" button.\

/ Assess Your Web Application Firewall \

http://xyz.com/?search= xyz.com

2023-03-20 05:05:.05

k Start Assessment /

5. When you will hit the “Start Assessment” button wait for the pop-up notification that

indicates the assessment has been started successfully.

<

val assSessment stariead successruliy

3.2.2.1.3. Steps to start (Schedule) an Assessment

The client can schedule an assessment to begin at a later time if you prefer not to
initiate the assessment immediately. Cytomate WAF assessment module provides the
convenience of scheduling assessments on domains according to an organization's specific
needs. By scheduling assessments in advance, ensure that you have conducted assessments
at a time that minimizes disruption to your daily activities.

To schedule an assessment, the user must follow these steps:

To schedule a WAF assessment, simply follow all the above-mentioned steps to start
an immediate assessment.

ii.  Choose the targeted Domain and URL with the parameter.

iii.  An additional step you need to follow. Set the date and time and press the “Start
Assessment” button to schedule the WAF assessment for later execution.
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. - N

Start Assessment

\. /

iv.  Wait for a pop-up notification that indicates the assessment has been scheduled

successfully.

Note: It is mandatory to provide both URLs with parameters and targeted domains to start the
WAF assessment.

v.  The scheduled assessment will appear in scheduled assessments with the status of
"Scheduled" and it will trigger automatically at the selected time.

Q O Refresh B
Name Scheduled Date Status
http://xyz.com/?search= 4 Apr 2023, 6:58:30 AM | scheduled |

vi.  To schedule an assessment for a later time or date, follow the above steps but select
the desired date and time from the calendar.

3.2.2.1.4. Columns Details
ii. Name Column: This column contains the URL with a parameter it indicates the specific

endpoint upon which the assessment is going to start according to the scheduled date

and time.

iv. Scheduled Date Column: This column contains the date and time for assessment.

v. Status Column: This column contains the assessment status which is possibly
completed, scheduled, and failed.
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\

Completed
Scheduled

Failed

)

3.2.3. Reports

The "WAF" module contains a tab called "Reports" that provides you with detailed
information on all assessments, including both normal and scheduled assessments. This tab
allows you to view and analyze the results of your assessments in a more detailed manner. The
resulting report will comprise a comprehensive overview of all findings identified during the
assessment. These findings will include potential vulnerabilities related to abused SSL ciphers,
abused DNS history, basic payloads, obfuscated basic payloads, advanced payloads, known
payloads, spoofed request headers, SnipeX, and other relevant issues that may have been
identified.

Upon the successful completion of the WAF assessment on the selected URL, you can generate
a report.

1. Navigate to the "Reports" tab within the WAF module to access the generated report.
Overview Assessment Reports Schedule Assessment
- ===

2. Arecently generated report will be visible, indicating the status and time of assessment.

/ﬁame Status Date \

https://xyz.com/SiteSearch.aspx?BusinessUnitID=6516txtSearch= 2 Mar 2023, 6:24:33 PM

\ IT‘ 6/ page /

3. Click on "Generate PDF" to obtain a comprehensive report.
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:D Generate PDF

4. If you wish to execute the assessment again, simply click "Launch Again" assessment will
be started again.

() Launch Again

/ Q £} Refresh \

Ch

Name Status Date POF Action

https://xyz.com/SiteSearch aspx?BusinessUnitiD=E515txtSearch= 2Mar 2023, 6:24:33 PM [) Generate POF () Launch Again

\ 1 6/ page /

3.2.3.1. Columns details
This section contains the same columns as the "Assessments" tab, except for the

following:

i. ~ Name Column: This column displays information about the URL that was selected by
the user to run the WAF assessment on a specific domain.

ii.  Status Column: This column displays information about the status of the assessment,
including:

a. Completed: This means that the assessment started by the user has been
completed, and the user can view the detailed report.

b. In progress: This means that the assessment is currently being performed.

c. Failed: This means that an error occurred either on the server side or on the
endpoint, but it does not necessarily mean that the exploit failed to perform its
functions. The developers will be notified, and they will investigate and resolve
the issue.
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/ Status \

Completed
In progress

Failed

)

Date Column: This column displays the date and time when the assessment started.
PDF column: This column allows the user to download a PDF report of the assessment
only after it has been completed.

Action Column: This column allows the user to relaunch the same assessment.

Delete: Allows the user to delete anything within the WAF assessment.

Refresh: Can be used to refresh the report in case of issues while loading.

3.2.3.2. Viewing the Assessment (PDF) Report

1. After PDF report generation, it will automatically create and save in the designated
"Download" folder.
The report will be named "Waf.Pdf" for easy identification.
To access the report, simply navigate to the "Download" folder and locate the
"Waf.Pdf" file. Double-click on the file to open it and view the report.
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Cytomate \

REPORT

Origin: https://xyz.com
Path: /SiteSearch aspx
Search: 7BusinessUnitiD=651&txtSearch=
Assessment Date: March 2nd 2023, 1:24:33 pm +00:00

Status: completed
OVERALL SUMMARY
Total Bypassed Requests 23
Total Failed Requests 0
INDIVIDUAL TESTS SUMMARY
BASIC
Total Bypassed Requests 1
Total Failed Requests 0
OBFUSCATED BASIC
Total Requests 18
Total Bypassed Requests 1
Total Blocked Requests 15
Total Failed Requests 0
ADVANCE
TotalRequests
Total Bypassed Requests 0
Total Blocked Requests 0
Total Failed Requests 0
TOTAL BYPASSED REQUESTS /

Total Bypassed Requests

3.2.3.3. Behavior (Payload) report

To view the detailed report summary, the user must perform the following steps:

1. Click ona URL to view its complete assessment summary.

http://@uz.cum/‘?searcm

2. It will open a new window that displays a detailed report of the payload behavior.
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Aaack to Reports \

http://xgz.cnm 3 Refresh @ Show History _‘f:‘ Generate POF ] Delete

31 Mar 2023, 107:58 PM SR LIEe

Detailed Summary Overall Summary

D Blocked D Failed D Bypassed

Bypassed: 100

3. Atthe top of the report, there is a navigation button that allows the user to go back to the
"All Reports" page.

[é Go Back to Fiapnrts]

4. Following the navigation button, there are action buttons alongside the behavior name
that serve different purposes, as explained below:

[{} Refresh (T Show History L) GeneratePOF ] Delgtu]

5. Show History: this allows the user to view all previous assessments that were done using
this exploit. Click the “Open Report” option to view the assessment report.

/ WAF Assessment History \

Sr. No. Date Status Action

31Mar 2023, 1:07.58 PM Open Report

\ 2 20 Mar 2023, 5:.05:07 AM Open Report /

i.  Generate PDF: this allows the user to download the report in PDF format.
ii. Delete: allows the user to delete any item.
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6. Below the action button, there is a detailed assessment section that includes information
about the status of the assessment, the date and time when the assessment started, the
path that was used for the assessment, and the type of exploit used for the assessment.

http://xyz.com

7. The next section is the Detailed Summary and overall summary.
i. Detailed summary: In this graph, multiple payloads with different techniques with their
responses are visualized such as bypassed, blocked, and failed which can be useful to

mitigate vulnerabilities.

/ Detailed Summary \

-
N

ii. Overall Summary: This Donut shape graph displays the overall blocked, bypassed, and
failed payloads.
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/ Overall Summary \

Overall WAF Bypasses

Bl Bypassed 23 |l Blocked 55 [l Failed 0

\ /

While moving down on the same page further two tabs are available providing more details:

3.2.3.4. Detail Report
1. Navigate to the “Detail Report” tab.

DetailReport Mitigation
-

2. Following payload categories are available:
3.2.3.4.1. Basic Payloads

i. During the basic payload testing phase, the assessment will transmit the simple
payloads to the WAF in their unaltered state, to generate a generic response.

ii. The objective of this phase is to observe the WAF's response and assess how WAF
reacts to a specific payload applied to a particular URL endpoint.

iii. It should be noted that many of the payloads used in this phase are malicious in nature
and will likely be blocked by the WAF.
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Q
Type Payload Status Status Code
Basic l
q oR 1 Q 103
| DER BY 1--+ e
! INION ALL SELECT 15-- )

BEOEDE

55 script> rt[1)</scr al
k 1 2 3 > 6 / page /

3.2.3.4.2. Known Payloads
i. Inthis phase, known payloads will send to the WAF during the assessment.

ii.  These are the payloads collected from an open source shared by the hackers on daily
basis.

iii.  They can be categorized based on their level of complexity and sophistication, ranging
from basic payloads that require little knowledge or skill to advanced payloads that are
specifically crafted to bypass complex security measures.

Tl Payload Status -
e

Seolon;\U00BN\UO0BC\O0E5\LO0T2\L00 4B ipar t
- | 7 s . <--'<img/stc=" onerror=confimm”>--> () 403
rrrrrrrrrrrrrrr %22--%3E%3C/style%3IE%3C E%3Cscript¥3Eshad 0x000 C/script%3E () 03
<scriptoevallatob(decodeURICompornent(‘payload’]))// () 403
7 <svg/onload=5#976410B641016411452001166#4062416%x2768x27 (J 3 403 -

3.2.3.4.3. Obfuscate Payloads
i.  Inthis phase, the obfuscated payloads will be used during the assessment.
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ii. These basic WAF-blocked payloads will be intentionally obfuscated to generate
mutated payloads with different encoding and decoding patterns, which obscure the
original payload.

Status Encoged
Tupe Original Payload Payload Status y
Code Obfuscation
ng ! ICIMg%2S2F arc ¢ Jouni
o t Done r 3 £ - ]

o i o=
it Q

a F o =

= : =

a ==

U ¥ 1
o - =
=3

3.2.3.4.4. SnipeX Payloads
i. In this phase, Al-Based mutated payloads will send through requests that have been
mutated by a Reinforcement Learning based system with multiple types of mutations,
encodings, and decoding schemes, to blur the effect of the original payload.
- ° e

Status
Code

Type Payload Status

3.2.3.4.4.1. Columns Details
Against payload following details are available:

i.  Type: it provides information about the payload category.
ii.  Original Payload: it displays the original payloads sent to the WAF without
applying any obfuscation technique.
iii.  Payload: it displays the payload that is obfuscated through different techniques.
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iv.  Status: it displays the status of the payload after applying a payload whether it is
blocked or bypassed by WAF.

v.  Status Code: It displays the response status code that indicates the request was
successfully sent if the status code is 200.

vi.  Encoded Obfuscation: it displays the obfuscation technique category applied to
the mutated payload.

[ Type Original Payload Payload Status

Status Encoded
Code Obfuscation

3.2.3.4.5. WAF Mitigations
Cytomate identifies WAF weaknesses and suggests appropriate mitigations related
to the WAF, updates WAF security and adds more rules to harden WAF. Also, it suggests

suitable remediation strategies with descriptions to guide WAF vendors in taking proactive
measures.

i.  Navigate to the “Mitigation” tab within the summary page.

DetailReport Mitigation

ii. Strategy: it displays which strategy should be followed against a particular
misconfiguration.

iii.  Description: it shows a detailed description of the strategy to implement in WAF
against misconfiguration and defines new rules.

Mitigation

Strategy Description
Add Rules/Signaturs Add Rules/Signaturea of bypassed payloads in WAF at your endpoint to prevent these payloads from bypassing this andpaoint again in future.

1 6/ page

3.2.4. Schedule Assessment (WAF)

1. Navigate to the "Scheduled Assessments" tab located in the "WAF" sub-menu to view
all scheduled assessments.

Overview Assessment Reports Schedule Assessment

2. The scheduled assessment will appear with the status and time. It will trigger
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automatically at the scheduled date and time.

Name Scheduled Date Status

http://xyz.com/?search= 3 Apr 2023, 200:00 AM [ scheduled |

I1l. EMAIL GATEWAY

1. Technical Detail of Email Gateway

The number of cyberattacks is a growing concern, with over 75% of such attacks being initiated
through the receipt of malicious emails. As the number of targets and attacks continues to
increase, it is imperative to protect against potential identity theft, password scams, and other
forms of regular fraudulent activities that can cause significant harm.

1.1. The Importance of Email Gateway

Malicious files, particularly office documents, are often used by cybercriminals as a first
step to gaining access to an organization's network. These files may contain various types of
email scams, such as phishing and business email compromise (BEC) scams. For instance, a
common phishing scam involves sending an email that appears to be from a reputable
organization, such as a bank or an online shopping website, and requesting the recipient to
provide sensitive information such as login credentials or credit card numbers.

These emails may also contain a link to a fake website that resembles the legitimate one,
tricking the victim into entering their personal information, which is then captured by the
attacker. Similarly, a BEC scam involves an attacker impersonating an executive or a vendor
and requesting the recipient to transfer funds to a fraudulent account. These scams may be
disguised as legitimate office documents, such as invoices or purchase orders, and can be
difficult to detect.

1.2. Introducing Cytomate Email Gateway: The Solution to Email Gateway Challenges

Cytomate Email Gateway is an advanced security solution that helps organizations to
assess the resilience of their email gateway security controls. As email remains one of the
primary means of communication for businesses, it is a critical attack vector for cybercriminals.
The assessment uses advanced techniques to emulate real-world attack scenarios. The
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assessment includes a comprehensive analysis of the email security architecture, including the
identification of email security gaps, vulnerabilities, and potential threats.

It helps to evaluate the organization's response to these simulated attacks, assessing the
effectiveness of the email gateway security controls. The results of the assessment are presented
in a detailed report, which includes an overview of the email gateway security controls, a
description of the simulated attacks, an analysis of the results, and recommendations for
improving the email gateway security controls. The report also provides insights into the

Q 111RANSOMWARE11100001110101010
q
0011101010
0101111011

' 1110101011 0101010110

010101010107T700 RANSOMWARE

organization's overall security posture.

Payloads Malware Attack Ransomware Attack

These threats are being hidden with different run-time file formats (Penetration Vectors) to bypass
common security products such as Mail Relay, Sanitize Solutions, and Sandbox. Mitigation
recommendations are also offered by Cytomate for each threat that has been discovered
depending on the category and prevention vector.

1.3. Benefits of Email Gateway

i. Test using one dedicated mailbox which does not affect users or systems in the
organization’s network.

ii. Email gateway assessment automatically runs in stages; first Cytomate email
assessment module will send an email with malicious contents, then the Cytomate
agent will access and open emails, download attachments for static analysis, and then
report to the server.

iii. All stages of the test are done automatically, including the hash comparison of
penetrated payloads and the deletion of sent emails to the agent once it lands in the
tested mailbox.

iv.  Testing can be performed on a regular basis to monitor the threats continuously by
selecting individual or multiple test cases to execute on a targeted email gateway.

v. By scheduling assessments in advance, ensure that you have conducted the
assessment at a time that minimizes disruption to your daily activities.

vi.  Based on the identified findings and associated risks, Cytomate also offers suggestions

for actionable mitigations that organizations can implement to avoid potential threats.

vii.  Detailed reports with mitigation tips based on file type and behavior of penetrated
emails.
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2. User Manual of Email Gateway

Scope of the Manual

In this section, we aim to explain the significance of Cytomate Breach+ Email Gateway Security
and how it can serve as a defense against potential email-based threats. Additionally, we will
provide an overview of the essential hardware and software prerequisites that are required to
utilize Cytomate Breach+ Email Gateway Security to its full potential.

Definitions

2.1. Email gateway (Security)

An email gateway is a type of email server that protects an organization or user’s internal
email servers. This server acts as a gateway through which every incoming and outgoing email
passes. All the security solutions that are typically implemented at the email gateway level
include features such as content filtering, antivirus scanning, encryption, and authentication
mechanisms to ensure the safety and integrity of email communication.

2.2. Cytomate Agent

Cytomate relies on a lightweight agent known as the "BreachPlusAgent" to evaluate the
security of the email gateway. You can choose the operating system “Windows or Linux” for
the system agent which enables communication with Cytomate Breach+.

2.3. Mitigation

Cytomate Breach+ suggests appropriate mitigations related to the email gateway
security, updating email security and adding more security controls to keep it safe from
threats.

3. Cytomate Email Gateway Assessment

Cytomate offers an email gateway assessment that assesses your organizational email gateway
security and identifies all the associated threats. It is a process that evaluates and tests the security
controls of the email gateway to protect your organizational email security posture. As email
gateways use a combination of technologies, including spam filters, antivirus software, content
filtering, encryption, and authentication mechanisms to protect email communications. This
service allows organizations to launch a diverse range of simulated malicious emails containing
threats such as ransomware, payloads, exploits, malware, worms, and dummy files.

The entire email gateway security assessment process is performed securely and confidentially,

with the utmost consideration for the privacy of the client organization. The results of the
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assessment are then used to provide actionable mitigations to protect against the weaker security

areas.

4. Hardware and Software Requirements

To use Cytomate Email Gateway Security Solution, the following hardware and software

requirements must be met:

4.1. Cytomate Agent installation

The solution includes a lightweight agent that is installed on the system and
communicates with the Cytomate Breach+. This agent is used by Cytomate to test corporate
email gateway security controls and identify any vulnerabilities or weaknesses in the security
defenses.

1. Todownload and install the agent on your system, please refer to the Agent installation
guide.

2. This guide provides detailed instructions on how to install and configure the agent to
start using the Email gateway security solution.

4.2. Domain Verification

Cytomate email gateway assessment required a verified domain. Domain verification
steps are described in the “Assessment” part in this document.

4.3. Features and Functionalities

This section provides an interactive demonstration of Breach+ Email Gateway Security
solution features and functionalities. Through the use of screenshots and step-by-step
instructions, users can learn how to effectively use the solution to protect their Email gateway
security. By the end of this section, users will have a thorough understanding of how to use
Breach+ Email Gateway Security solution to enhance email protection against potential
threats.

5. Cytomate Breach+ Email Gateway Security Solution

To start an Email gateway assessment following steps should be followed:

1.

Go to the Cytomate Breach+ portal at https://apt.cytomate.net/.

2. Login through username and password and click “Login” to access the main Dashboard.
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@ LOGIN

CYTOMATE

Welcome Back!

Discovering Unknown Threat
Forget Password?

~ = Dashboard @ Stort Assesmant || (D Agent |i@% R Demo Accod
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3. Navigate to the “Email Gateway” module from the side menu to access the email gateway
dashboard.

- Z Email Gateway o) ¥ 2 e
CYTOMATE

Completed In Progress Falled Assessments Payload Added
Assessments Assessments U ‘; O
Overall Assessments Summary Bypassed Payloads Overview
= El
x N
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5.1. Overview

At the top of the dashboard, you will find four different tabs, each offering unique
functionalities and features. The currently active tab is "Overview," which displays an overview
of the endpoint assessment details in the form of widgets and graphs.

Overview Assessment Reports Schedule Assessment
]

In the "Overview" tab, there are four top widgets that provide a quick view of the Email
Gateway assessment details. These widgets include:

Completed Assessments: This widget contains information on how many total
assessments have been completed by the user since the account was created.

i.  InProgress Assessments: This widget displays how many assessments by the user are
currently in progress since the account was created.

iii.  Failed Assessments: This widget contains information on how many total assessments
have failed since the account was created.

iv.  Payload Added: This widget contains information on how many new payloads have
been added by Cytomate that can be used for assessments by the user.

Completed In Progress Failed Assessments Payload Added
Assessments ’I ? Assessments D D D

Overall Assessment Summary: This interactive Rose-shaped chart provides the summary of all
payloads used by the client and shows statistics about the “Not Assessed”, “Bypassed” and
“Not Bypassed” payloads out among all test cases.

/ Overall Assessments Summary \

\_ _/
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Bypassed payloads Overview: This Pie Donut graph displayed the overview of all bypassed
payloads used by the client. It represents various bypassed payloads like “Ransomware
Bypassed”, “Dropper Bypassed” and “Exploit Bypassed” with their total number.

/ Bypassed Payloads Overview \

\ / B Dropper Bypassed: 2" 2

By hovering over the chart bars, users can see information on the counts of each tactic's bypassed
payloads.

5.2. Assessment

The “Assessment” tab within the email gateway module allows clients to evaluate the
effectiveness of their Email Gateway security by conducting an assessment through the
Cytomate Email Gateway module. An email gateway assessment that assesses your
organizational email and identifies all the associated threats to protect email communications.

5.2.1. Domain verification

To run the assessment, it is essential to provide a verified email. If the targeted email
is not verified yet, you should follow these steps to verify it.

Navigate to the “Accounts” option from the side panel.
There are four tabs on top of the page.
Navigate to the “Domain” tab and then click the “Add” icon to add a new domain.

[+ Add |

4. Enter the required email address and proceed to the next step click “Add Domain”.
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Add Domain

Q ‘:f Refresh + Add
Domain Verified Key Action
\ xyz.com m hTEYKNTS O Verify

5. Wait for the prompt that indicates the domain has been added successfully.

%

6. To verify the domain, copy the key from the "Key" column and paste it into the
domain's DNS as a TXT record.

7. Once your domain registrar publishes your verification code (which may take the time
up to 72 hours to propagate worldwide, although it typically takes a few hours), click
on the "Verify" button to check if the TXT record exists.

8. |If the record is found, the "Verified" column will be set to "true" and we'll know you
are the owner of your domain.

Verified

9. Once the domain verification process is completed, then all associated emails will be
verified immediately.
5.2.1.1. Column details

i. Domain Column: This column contains the name of the domain which is successfully
verified or being verified.
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ii. Verified Column: This column contains the verification status against the domain.

iii. Key Column: This column contains a verification key of this domain.

iv. Action Column: This column contains the actions against the particular domain whether
these are verified or pending.

5.2.2. Email Gateway Security Testing Setup

To access the email gateway component, you must integrate the agent with your email gateway
through the login process. A successful login requires the addition of your organization:

e Email

e Password

e Server Hostname (Optional but required in some scenarios)
e Port

Once successfully logged in, the Breach+ agent automatically establishes a connection with the client's
email server using the IMAP protocol. Subsequently, it retrieves emails from the inbox and checks for
the presence of specific extensions. This automated process ensures a seamless assessment of the
email content for enhanced security measures.

On the email gateway user interface, it will also provide information about the email gateway exploits
which is not tested. also tells how many exploits successfully bypassed your email gateway defenses and
how many were effectively blocked.

Office 903, Excellence Tower, \\ +97431526979 () www.cytomate.net 56
West Bay, Doha, Qatar
I



@ CYTOMATE | January 30, 2024

CYTOMATE Not Bypassed Not Tested Bypassed

Login Email

Password

Server Hostname

Once the agent is logged in to the testing email. You can launch assessments from the Breach+ webapp.

5.2.3. Steps to Start an Assessment

Note: Before conducting an email assessment, it is important to ensure that these
three necessary steps have already been completed.

i.  Domain verification
ii.  Agentinstallation
iii.  Testing Email Login from Agent (e.g. cytomate@YOUR DOMAIN.com)

To start an email assessment user must perform the following steps:

1. First navigate to the “Assessment” tab within the Email Gateway module.

ervie Assessment chedule Assessment
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/ Assess Your Email Gateway Security \

Q G Patresh
Pagosd Description Category Tactic @ Tags Tested Price

|II

2. Enter the (verified) Email by accessing the “Select Email” option. Follow the pattern of

email which is visible as a hint.

*

cytomate@xyz.com

3. Choose payload then click the "Start Assessment" button to immediately execute it.
You can select the available payloads executed by previous assessments or you can
provide a new payload.

Payload
Nama

Description Category Tactic @ Tags Tested Price

4. Wait for the pop-up notification that indicates the assessment started successfully.

5. Onthe Breach+ agent, if it is online, the assessment would start immediately. It does 3
main tasks:
e Check for emails.
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e Check for static analysis.
e Report

CYTOMATE Not Bypassed Not Tested Bypassed

Assessment Details
& Email Gateway

N Fran Checking for Mails ———— {2 Static Analysis

5.2.4. Steps to Start (Schedule) an Assessment

The client can schedule an assessment to begin at a later time if you prefer not to
initiate the assessment immediately. Cytomate Breach+ Email Gateway provides the
convenience of scheduling assessments on domains according to an organization's specific
needs. By scheduling assessments in advance, ensure that you have conducted assessments
at a time that minimizes disruption to your daily activities.

To schedule an assessment, the user must follow these steps:

To schedule an email assessment, simply follow all the above-mentioned steps to start
an immediate assessment.

ii.  Choose the targeted email and select the payload you want to use.

iii.  An additional step you need to follow. Set the date and time and press the “Start
Assessment” button to schedule an email assessment for later execution.
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Start Assessment

iv.  Wait for a pop-up notification that indicates the assessment has been scheduled.

v

v.  The scheduled assessment will appear with the status of "Scheduled" and it will trigger
automatically at the selected time.

vi.  To schedule an assessment for a later time or date, follow the above steps but select
the desired date and time from the calendar.

Status Details
Name Scheduled Date
xyz.com 3 Apr 2023, 100:00 AM m o
vii.  For more details, click the “Eye” option to check your scheduled Assessment details.

a I

Email Gateway Assessment Details

Sr. No. File Name Category

1 EX-283 ¥ exploit

\ 0 = y,

5.2.4.1. Columns Details
i. Payloads Column: This column contains the name of executed payloads.

ii. Description column: This column contains the description of each exploit and it can be
seen by hovering the cursor over the details.
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The adversary is trying to figure
out your environment. Discovery

consists of techniques an

adversary may use to gain
knowledge about the system and
internal network. These
techniques help adversaries
observe the environment and
orient themselves before deciding
how to act. They also allow
adversaries to explore what they
can control and what's around

e their entry point in order to 3
discover how it could benefit their

current objective. Native

operating system tools are often

P.d toward this pos

iii. Category Column: This column infers the category of the exploit that can be any out of
the given below list. Further, it also allows applying filters to select exploits based on

these categories:

a. Exploit A program or technique used to take advantage of a vulnerability in a
system, software, or application to gain unauthorized access or execute
malicious code.

b. Ransomware: A type of malware that encrypts a user's files or system and
demands payment in exchange for restoring access to the affected data.

c. Dropper: A type of malware, drops and executes the additional malware onto
the victim's system once executed successfully on the targeted system.

iv. Tactics Column: This column contains information about the tactic, technique, and
sub-technique of each exploit that can be seen by hovering over the cursor on the
tactic name. Further Tactic Filter allows filtering out exploits based on MITRE tactics
and then selecting from those exploits.

Command and Contro

Exfiltration

mpact

v. Tags column: Contains information about payload tags. Users can apply filters to select
payloads based on three tag categories: Public, Public Customized, and Custom.
a. Public: Payloads collected from the internet for static analysis without being
executed by Breach+.
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b. Custom: Highly advanced and sophisticated payloads developed by the Breach+

team.

4 Tags )

Public

Public Customized

\_ &,

vi. Tested Column: Allows users to filter payloads based on whether they have been used
(True) or not used (False) in previous assessments.
vii. Price Colum: This column displays the price of each payload used by the client.

5.3. Reports

The "Email Gateway" contains a tab called "Reports" that provides you with detailed
information on all assessments, including both normal and scheduled assessments. This tab
allows you to view and analyze the results of your assessments in a more detailed manner.

To assess the report of your email assessment following steps should be followed:

1. Navigate to the "Reports" panel to access the generated report.

Assessment Reports schedule Assessment
- ==
2. Generated report will be visible, indicating the status and time of generation.
/ Q €+ Refresh o
Neme Domain  Tactic® Tags Status Date PDF Action
4 M
5:3 XYz .com it .i.:_": L) Generate POF ) Launch Again

\

3. Click on "Generate PDF" to obtain a comprehensive report.

[ ,,D Generate PDF ]

4. If you want to execute the assessment again, click "Launch Again" Assessment will be
restarted on the targeted email.
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[ () Launch Again J

5.3.1. Columns Details

i. Name Column: This column displays information about the payload that was selected
by the user to run an assessment on a specific domain. In other words, it indicates
which payload the assessment was performed on.

ii. Domain Column: This column displays information about the domain that was given by
the user to run an assessment.

iii. Tactics Column: This column contains information about the tactic, technique, and sub-
technique of each exploit. Further Tactic Filter allows filtering out payloads based on
MITRE tactics and then selecting from those exploits.

iv. Status Column: This column displays information about the status of the assessment,
including:

a. Completed: This means that the assessment started by the user has been
completed, and the user can view the detailed report.

b. In progress: This means that the assessment is currently being performed.

c. Failed: This means that an error occurred either on the server side or on the
email gateway, but it does not necessarily mean that the payloads failed to
perform their functions. The developers will be notified, and they will
investigate and resolve the issue.

v. Date Column: This column displays the date and time when the assessment was
started.

vi. PDF column: This column allows the user to download a PDF report of the assessment
only after it has been completed.

vii. Action Column: This column allows the user to relaunch the same assessment.

5.3.2. Viewing the Assessment Report

To see the report of the assessment, users must perform the following steps:

1. Select the “Report” tab.

== = .

2. In the report section, locate the name of the exploit or behavior in that you wish to
view a detailed report.
3. Click on the name of the payload for further details.
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ExF’jzaa
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1. It will open a new window that displays a detailed report of the exploit behavior.

«C Back to Reports
X'283 0 Refresh G Show History f\ Generate POF G Delete

5.3.3. Behavior (Payload) report

@ SendEn Exploit Classification
Sending maiicious
content in amaill MITRE ATTECK Description
Tactic Discovery (TADOO? The adversary is trying to figure out
Bypassed Static Not Avallable ° el o ¥ 4ing o
Analysis ® Technique Sustem Network Confi your environment. Discovery
P Paries consists of techniques an adversary
guration Discovery (T1016)
may use to gain knowledge about
the system and internal network

These techniques help adversaries

observe the environment and orient

themselves before deciding how to
act. They also allow adversaries to
explore what they can control and

what's around their entry point in

order to discover how it could

benefit their current obj

Native operating system tools are

 th

2. Atthe top of the report, there is a navigation button that allows the user to go back to
the "All Reports" page.

[é Go Back to Fiapurts]

3. Following the navigation button, there are action buttons alongside the behavior name
that serve different purposes, as explained below:

[{} Refresh (T Show History L) GeneratePDF T[] Delcte]

i.  Show History: this allows the user to view all previous assessments that were done
using this exploit. Click the “Open Report” option to view the assessment report.

G Email Gateway Assessment History

Sr. No. Date Status Action

\\ 2 Apr 2023, 14253 PM m m/

i.  Generate PDF: this allows the user to download the report in PDF format.

iii.  Delete: allows the user to delete any item they wish.

Office 903, Excellence Tower, \\\ +974 31526979 @ www.cytomate.net 64

West Bay, Doha, Qatar
|



@ CYTOMATE | January 30, 2024

4. Below the action button, there is a detailed assessment section that includes

information about the status of the assessment, the date and time when the
assessment started, the email that was used for the assessment, and the type of exploit
used for the assessment.

[m 2 Apr2023, 14253 PM IR T

=)

5. The next section is the breach status, which shows the status of analyses. Possible
statuses are:
i.  Successful: if the analysis was successful.

i.  UnSuccessful: if any of the analyses, either static or dynamic, failed.

iii.  Not Available: It means the payloads didn't bypass the security controls or the exploit
did not work correctly

Breach [e)
Bypassed Static Analysis
6. The center of the window displays the "Server Tasks List," which shows the stages of
assessment. These are:
i.  Send Email means the server is collecting the malicious contents from emails to analyze
the behaviors or compiling them.

ii.  Open Email: the server is sending the request and waiting for an agent to open the
email.

iii.  Download Attachment: it means the server is wrapping up the malicious attachment
to perform static analysis and cleaning the environment on both the email gateway
and server.

iv.  Report: server is waiting for an agent to report the details the of assessment.

Send Email
6 Sending malicious content in emalll
7. Ontheright side of the window, the Exploit Classification based on the MITRE ATT&CK
framework is shown, containing information about the tactic and technique of the
exploit, along with a brief description.
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Exploit Classification
MITRE ATTECK

@ Tactic Discovery [TADDD7)

@ Technique System Network Configuration Discovery (T1018)
g - = 4

5.3.4. Mitigations

Based on the identified findings and associated risks, Breach+ also offers suggestions
for actionable mitigations that organizations can implement to avoid potential threats. This
report provides valuable guidance for organizations to ensure they have a comprehensive
understanding of the risks they face and the measures they can take to protect against them.

1. Navigate to the “Mitigation” tab

Mitigation
| ——

Mitigate Mitigate Mitigate
Strategy Category Description Effectiveness Code Network Data

Execution Propagation Exfitration

Attachment
Filtering

Very igh [ o | £ =

-

5.4. Scheduled Assessments

1. Navigate to the “Scheduled Assessment” tab located in the “Email Gateway” sub-menu
to view all scheduled assessments.

Overview Assessment Reports Schedule Assessment
Q 0 Refresh G
Name Scheduled Date Status Details
xyz.com 3 Apr 2023, 100:00 AM [ scheduled | @
. N
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2. To view additional details about a specific assessment, click on the "Eye" icon located
in the "Details" column. A pop-up window will appear with information about the
selected exploits for the assessment.

/ Email Gateway Assessment Details \

” Sr. No. File Name Category

3. The following actions can be performed on the selected assessments:

i. Delete: If a scheduled assessment is no longer needed, select the assessment by
checkbox and click the delete button to remove it from the list.

IV. ENDPOINT SECURITY

1. Technical Detail of Endpoint Security

In today's digital landscape, organizations face a growing threat of cyberattacks, making it
imperative for them to implement robust security measures to protect their sensitive data. An
Endpoint Security framework, comprising of Antivirus (AV), Endpoint Detection and Response
(EDR), or Endpoint Protection Platform (EPP), can serve as a powerful defense line against
malicious actors. However, user workstations within a network domain can serve as easy entry
points for attackers, and in cases where the Endpoint Security framework falls short, the likelihood
of a successful cyberattack increase.

1.1. The Importance of Endpoint Security

For instance, a common endpoint security threat is a ransomware attack, where
attackers use malicious software to encrypt an organization's data and demand a ransom in
exchange for the decryption key. Breach+ offers a framework as Endpoint Security module.
This module ensures organizations can perform controlled real-ransomware, Trojan Horse,
worms, spyware, adware, virus, botnet, rootkit, and other malware attack tests securely and
safely.

Office 903, Excellence Tower, \\\ +974 31526979 @ www.cytomate.net 67
West Bay, Doha, Qatar
I



@ CYTOMATE | January 30, 2024

1.2. Introducing Breach+ Endpoint Security: The Solution to Endpoint Security
Challenges

This task determines if organization security products are strong enough to protect
endpoint nodes. It can also consider signature-based antivirus detection. After the assessment
completion, the reports are generated in a simple format that is easy to understand.
Organizations can view the security state of each endpoint and take action to upgrade
endpoints. Endpoint security may be vulnerable to OS (operating system) patches and third-
party software. There are many types of malwares, each designed to achieve different
malicious goals. Here are some common types of malwares:

i.  Virus: A virus is a malicious program that replicates itself and infects other
programs or files on a computer.

ii.  Worm: A worm is a self-replicating malware that spreads through networks and
can cause widespread damage.

iii.  Trojan: ATrojan is a type of malware that disguises itself as legitimate software but
is designed to harm a computer system or steal data.

iv.  Spyware: Spyware is a type of malware that collects information about a user's
activity without their knowledge or consent.

27

spyware
5339111100 x
25110100113
el
LIS
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v.  Rootkit: A rootkit is a type of malware that allows an attacker to maintain
unauthorized access to a computer system while hiding their presence from

detection.
L
ROOTKIT
vi.  Botnet: A botnet is a network of infected computers controlled by a central server,

often used to carry out distributed denial of service (DDoS) attacks or spam
campaigns.

Upon completion of the assessment, the generated reports are presented in a concise and
understandable format. These reports offer organizations an overview of the security state of each
endpoint and enable them to take proactive measures to address any security issues. In addition,
the reports provide specific mitigations for each identified threat, based on the type of attack
detected.

While Endpoint Security frameworks are essential for protecting against cyber threats, they
may be vulnerable to exploitation via OS patches and third-party software. Mitigations can help in
Regular and timely updates of these components, coupled with hard security protocols, and
enhance the overall security posture of an organization.

al
| >

Windows Agent Linux Agent

1.3. Benefits of Breach+ Endpoint Security

i.  Basicand advanced scenarios running on a dedicated workstation inside the internal
network with no user interaction.

ii.  Mimicking real behavior of malware such as ransomware, computer worms, and
Trojans.

iii.  Breach+ agent cleans all remaining “malicious” content once the assessment is over.

iv.  Use custom and undetectable exploits to determine if the endpoint security can
detect and prevent simulated attacks.

v.  No execution is done in case of Public malware.
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Execution of custom commands mapped to MITRE ATT&CK tactics. This comprehensive

framework emulates real-world attacks and tests the effectiveness of endpoint security controls.

MITRE | ATT&CK

2. User Manual of Endpoint Security
Scope of the Manual

In this section, we will explain what Cytomate Breach+ Endpoint Security is and how it
can protect your computer if you are using Windows or Linux operating systems. We will
alsooutline the necessary hardware and software requirements that you need to have on
your computer to use Breach+ Endpoint Security properly.

Definitions

2.1. Endpoint (Security)

The devices or machines on which the Cytomate Breach+Agentisinstalled and
actively runtest cases. The agent provides continuous evaluation of the security
status of eachendpoint, generating alerts and notifications when any security risks
are detected.

2.2. Cytomate Agent

Cytomate Breach+ relies on a lightweight agent known as the "BreachPlusAgent" to

evaluate the security of the email gateway. You can choose the operating system “Windows

or Linux” for the system agent which enables communication with Cytomate Breach+.

2.3. Cytomate Breach+

Cytomate Breach+ is a Breach and Attack Simulation (BAS) solution that emulates,
assesses, and validates the most recent attack tactics used by Advanced Persistent
Threats (APTs) and other hostile groups.

3. Endpoint Security Assessment

Endpoint Security Assessment is a critical process that evaluates and tests the security
controls of computer networks to protect against various cyber threats. By performing
an endpoint security assessment, organizations can identify vulnerabilities and
weaknesses in their security infrastructure and implement necessary measures to secure
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their networks.

3.1. Breach+ Endpoint Security Assessment

Breach+ Endpoint Security solution is a comprehensive security solution that
offers advanced features to protect against different types of malwares, ransomware,
worms, and trojans. The solution includes endpoint security assessment, which allows
organizations to deploy and run real ransomware, Trojans, worms, and viruses on a
dedicated endpoint in a controlled and safe manner. This comprehensive testing
covers all aspects of endpoint security, including virus detection, known
vulnerabilities detection, and behavioral changes detection.

3.2. Breach+ Endpoint Security Assessment & MITRE ATT&CK Tactics

Breach+ Endpoint Security solution provides advanced security features to
protect against various malware, ransomware, worms, and trojans. The solution also
offers endpoint security assessment using the MITRE ATT&CK tactics to evaluate the
strength of the corporate endpoint security controls.

The MITRE ATT&CK tactics provide a comprehensive framework to simulate real-world
attacks and test the effectiveness of endpoint security controls. Breach+ endpoint
module uses these tactics, which include but are not limited to Initial Access,
Persistence, Lateral Movement, Defense Evasion, Collection, Privilege Escalation,
Credential Access, Reconnaissance, Discovery, Command and Control, Execution, and
Impact. The module also uses custom and undetected exploits to determine if the
endpoint security can detect and prevent the simulated attacks.

The entire endpoint security assessment process is performed in a secure and
confidential manner, with utmost consideration of the privacy of the client
organization. The results of the assessment are then used to provide actionable
mitigations to protect against the weaker security areas.

Breach+ endpoint module employs various techniques beyond the MITRE ATT&CK
tactics to test endpoint security controls and identify any vulnerabilities or
weaknesses in the security defenses. This approach enables the solution to provide
comprehensive endpoint security assessment and ensure that the organization's
endpoints are secure from potential threats.

By using the MITRE ATT&CK tactics, along with other techniques, Breach+ Endpoint
Security solution provides a comprehensive and reliable endpoint security
assessment to help organizations identify and address potential security gaps in their
endpoint security defenses.
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4. Hardware and Software Requirements

To use Breach+ Endpoint Security solution, the following hardware and software
requirements must be met:

4.1. Breach+ Agent

The solution includes a lightweight agent that is installed on the endpoint and
communicates with the Breach+. This agent is used by breach+ to test corporate
endpoint security controls and identify any vulnerabilities or weaknessesin the
security defenses.

Todownload and install the agent, please refer to the agent installation guide. This
guide provides detailed instructions on how to install and configure the agent to start
using the endpoint security solution.

5. Features and Functionalities

This section provides an interactive demonstration of breach+ Endpoint Security
solution features and functionalities. Through the use of screenshots and step-by-step
instructions, users can learn how to effectively use the solution to protect their
endpoints. By the end of this section, users will have a thorough understanding of how
touse breach+ Endpoint Security solution to enhance endpoint protection against
potential threats.

5.1. Breach+ Endpoint Security Solution

To start using the Breach+ Endpoint Security Solution, follow these steps:

i.  Go to the Breach+ portal at https://apt.cytomate.net/ (Use Google Chromefor
the best experience.)

ii. Enteryour credentials and click "Login" to access the Breach+ dashboard.
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ii. Click on “Endpoint” from the side menu to open the dedicated dashboard for
Endpoint Security Assessments.
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vi. Atthe top of the dashboard, you will find five different tabs, each offering unique

functionalities and features. The current active tab is "Overview," which displays an
overview of the endpoint assessment details in the form of widgets and graphs.

Overview Assessments Reports Agents Scheduled Assessment

vii. In the "Overview" tab, there are four top widgets that provide a quick view of the
endpoint assessment details. These widgets include:

e Completed Assessments: This widget contains information on how
many totalassessments have been successfully completed by the user since
the account wascreated.

e InProgress Assessments: This widget displays how many assessments by the
userare currently in progress since the account was created.

e Failed Assessments: This widget contains information on how many total
assessments have failed since the account was created.

e Exploit Added: This widget contains information on how many new exploits
have been added by Breach+ that can be used for assessments by the user.

Completed In Progress Failed Exploit Added
Assessments 2 8 Assessments 1 Assessments 0 1 5
@ All time @ All time @ All time @ Last 30 days
. N
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viii. After the widgets section, three interactive graphs are displayed to provide detailed
information. These graphs are explained below:

e MITRE Coverage: This interactive radar graph displays the number of total
exploits developed by breach+ for both Linux and Windows operating
systems based on teTactics of MITRE ATT&CK Framework

/ Mitre Coverage \

[ windows [] Linux
Recennaissance
Initial Access Privilege Escalation
Collecticn Persistence
Command and Contral Lateral Movement
Credential Access Impact

Defense Evasion Execution
Discovery

i. The dots on the graph represent the number of exploits in the

respective tactic and operating system, which can be viewed by hovering
the cursor overthem.
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Collection

Collection Windows: 96

iil. Moreover, users can apply filters to the graphs based on the operating
systemusing toggle buttons displayed as legends on the graph.

[ #herebems [T Linux

e Overall Assessment Summary: This Pie Doughnut graph displays the overall
summary of all exploits used by the client and shows statistics about exploits
that Bypassed, Not Bypassed, and Not Assessed out of all available exploits.

f Overall Assessment Summary \

Windows Vv

B Bypassed: 16 [l Not Bypassed: 3
Il NotAssessed: 442

N /
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Green Color indicates that client's endpoint security defenses
successfullydefended against those exploits, while red color shows the
number of exploitsthat bypassed the security defenses and hence marked
as danger.

A filter is available at the top of the graph, allowing users to see the
statistics for the operating system of their choice, such as Windows or
Linux.

Windows

MITRE Assessment Summary: This chart presents a comprehensive
displayof successful exploits that have bypassed the Windows or
Linux operatingsystems, based on the Mitre Tactics.

/ Mitre Assessment Summa@

Il ‘Windows [l Linux
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iv. By hovering over the chart bars, users can see information on the counts

ofeach tactic's bypassed exploits.

Defense Evasion
[CIwWindows: 5

5.1.1. Assessments

The "Assessments" tab within the Endpoint module allows clients to evaluate the
effectiveness of their Endpoint Security Controls by conducting assessments using
breach+ exploits.

1. Column Details

A. Name Column: This column contains the name of each exploit also
known as behavior.

CVE-2022-3113 is an issue was
discovered in the Linux kernel
through 5.16-rcB.
mtk_vcodec_fw_vpu_init in
drivers/media/platform/mtk-

vcodec/mtk_vcodec_fw_vpu.c
lacks check of the return value of
devm_kzalloc[] and will cause the
null pointer dereference.

B. Description Column: This column contains the description of each
exploit, and itcan be seen by hovering the cursor over the details

C. Tactic Column: This column contains information about the tactic,
technique and sub-technique of each exploit that can be seen by hovering
over the cursor on thetactic name. Further Tactic Filter allows filtering
out exploits based on MITRE tactics and then selecting from those
exploits.
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: Sub Technique: Not available

Privilege Escalation

D. Catego

ry Column: This column infers about the category of the exploit that

can beany out of the given below list. Further, it also allows applying

filters to select exploits based on these categories:

Exploit: A program or technique used to take advantage of a
vulnerability in a system, software, or application to gain
unauthorized access or execute malicious code.

Ransomware: A type of malware that encrypts a user's files or
system anddemands payment in exchange for restoring access to
the affected data.

Backdoor: A hidden and unauthorized means of accessing a
computer system or network, often used by hackers to gain control
of a compromisedsystem.

Worm: A type of malware that replicates itself to spread across
networksand infect other computers, often causing damage or
disrupting normalsystem operations.

RAT (Remote Access Trojan): A type of malware that provides
unauthorizedaccess to a victim's computer, allowing an attacker
to take control of thesystem and perform various malicious
activities.

Keylogger: A type of software that records every keystroke made by
a user, including passwords and sensitive data, often used by
attackers to stealconfidential information.
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E. Platform Column: Displays the operating system, such as Linux or Windows,
on which an exploit will run. Allows users to apply filters to select exploits
for specificOS types.

F. Tags Column: Contains information about exploit tags. Users can apply
filters to select exploits based on three tag categories: Public, Public
Customized, and Custom.

e Public: Exploits collected from the internet for static analysis without
beingexecuted by Breach+.

e Custom: Highly advanced and sophisticated exploits developed
by the Breach+ team.

G. Tested Column: Allows users to filter exploits based on whether they have
been used (True) or not used (False) in previous assessments.

H. Price Column: Displays the price of each exploit

2. Steps to Start (Schedule) an Assessment

To initiate assessments, users must perform the following steps:

o Navigate to the "Assessments" tab in the “Endpoint” module.

Overview Assessments Reports Agents Scheduled Assessment

ﬁgelec‘t Exploits \
Q 3 Refrech

Neme DEL‘,P‘I;‘_I[IDH Tarctle Estegnr‘g Platfarm Tags Tested Priee
EX-
TADOD4
OER CVE-2021-38200 is w Privilaga Espalation [’\@ A Bustom 1§
Pal

< —

. N
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o Select the agent(s) installed on the endpoints that require assessment.

* Select Agents

5 zytomate.net-kali-rews

= cylurmalenel demo

o Choose the desired exploits by selecting the checkboxes next to each exploit
or using the search field to locate specific exploits.
a. Note: Exploits can only be selected after selecting the agent(s). Filters
can also be applied to select exploits. To select all exploits, check the
checkbox on the left side of "Name".

ﬂfExp\st Selected!

B . Name Description

o Click the "Start Assessment" button to begin the assessment process.

e
( * Select Agents \
Z Exploits Selected! a

+1..
L Name Description

Schedule B

3 Start Assessment

\ J

o Wait for a pop-up notification that indicates the assessment has started.

Q X

Erdaoint ossessment(s] should be started ina

mornent!

¢+ Toschedule an assessment for a later time or date, follow the above steps but
select the desired date and time from the calendar.
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6 Exploits Selected! g * Select Agents a

L
u Name Description +1..

a Schedule 2 \
2023-03-19 15:3151
Mar 2023 153151

T

B M s
1 “ 1
a z 1 5 B 17 . 1 a5 -
0 21 22 23 24 25

\er =
¢ Wait for a pop-up message indicating the successful scheduling of the
assessment.
Endpaint assessmentwill start at March 31st 2023,
15:37.1)

5.1.2.  Reports

The "Endpoint" contains a tab called "Reports" that provides you with detailed
information on all assessments, including both normal and scheduled assessments.
This tab allows you to view and analyze the results of your assessments in a more
detailed manner.

To access the Reports section, simply navigate to the "Endpoint" tab and click on the
"Reports" sub-tab. From here, you can view a list of all assessments, including their
namesand relevantinformation. Toview the detailed report of any assessment, simply
click on the name of the report.

Onceyou clickonthe report name, a new page will open, displaying the detailed report
for the selected assessment. This report will provide you with in-depth information
about the assessment, including any relevant data, graphs, and other visual aids.

MEme Description Agent Tactic Status T Dete FDF Action
BO=- 7 M=r
TADDDS- 2023,
T1055- This is & malware that Usman Gikandsr I L) Generete POF ) Leunch Again
5005-F1 At
. N
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1. Column Details

This section contains the same columns as the "Assessments" tab, with the exception

of the following:

A.

Agent Column: This column displays information about the agent that was
selected bythe user to run an assessment on a specific endpoint. In other words,
itindicates wihendpoint the assessment was performed on.
Status Column: This column displays information about the status of
theassessment, including:
¢ Completed: This means that the assessment started by the user has
beensuccessfully completed, and the user can view the detailed
report.

January 30, 2024

* In progress: This means that the assessment is currently being

performed.

e Failed: This means that an error occurred either on the server side or
on theendpoint, but it does not necessarily mean that the exploit
failed to performits functions. The developers will be notified, and
they will investigate and resolve the issue.

Date Column: This column displays the date and time when the assessment
wasstarted.

PDF column: This column allows the user to download a PDF report of
theassessment only after it has been successfully completed.

Action Column: This column allows the user to relaunch the same assessment.

Viewing the Assessment Report

To see the report of assessment, users must perform the following steps:

Select the "Reports" tab

Name

BO-
TADDDS-
TiO55-
5005-F1

Description Agent Tactic Status ¥ Date POF Action
7 Mar
2023,
This is 8 malware that_ Usman Sikandsr [\ Benerete POF I Launch Agaln

10:18:14
Prl

In the Reports section, locate the Name of the exploit or behavior that you
wishto view a detailed report for.
Click on the Name of the exploit for a detailed report.
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BD-
TADOOS

-T1055-

SD@E-M

3. Behavior (exploit) Report
/(GD Back to Reports

BD-TAOODS5-T1055-S005-P1

~

‘.} Refresh @ Show History Q Generate POF ﬁ Delete

Bypassed Statle

Successful

Starting c2 listenar.

Pkl Agsnt Usman 5 kander Custom
Breach [¢) Pre Attack Exploit Classification
. . Preparing attack
Stecessful arsenal. MITRE ATTECK Dascription
cz2 @ Tactic: Daferee Evasion [TA Thig is a malware that injects

0005]

malicious shallcode into

Analysls
|zgitimate procosscs using

Agent
Callback FunzLion

Waiting for agent to
axscute attack

@ Technique: Process Injectio
n (T1055)

Bypassed Dynamic
Analysls

Successfl

@ Sub_technique: Thread Loc
al Sluraye [S005]

Post Attack
Wrapping attack and

©—0-0—0

cleaning

anvirnhrmant.

. /

o It will open a new window that displays a detailed report of the behavior.

o Atthetop ofthereport, thereis a navigation button that allows the user to
goback to the "All Reports" page.

< Go Back to Reports

¢ Following the navigation button, there are action buttons alongside
thebehavior name that serve different purposes, as explained below:

/ Behavior (exploit) name / To refresh the report

BD-TAODOS5-T1055-5005-P1 € Refresh (S ShowHistory ) GeneratePDF T Delete

To see history of assessment / To get pdf report /

To delete report

a. Show History: allows the user to view all previous assessments that
weredone using this exploit.

\\\ +974 31526979 @ www.cytomate.net
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‘Endpoint Assessment History)

Sr.
No.

7 Mar 2023,
! 10:8:14 PM OJpE0 (REEErs
B / page

b. Generate PDF: allows the user to download the report in PDF format.

Date Status Action

c. Delete: allows the user to delete any item they wish, anywhere
in Breach+ Endpoint.

d. Refresh: can be used to refresh the report in case of issues while
loading.
¢« Below the action buttons, there is a detailed assessment section that includes
information about the status of the assessment, the date and time when
the assessment started, the agent name, the type of exploit used for
assessment,and the tag.

[ completed Al (DHEHENRIN N  Agent: Usman Sikander Custom ]

¢ The next section is the breach status, which shows the status of analyses.
Possible statuses are:
a. Successful: if the analysis was successful.
b. Unsuccessful: if any of the analysis, either static or dynamic, failed.

c. Not Available: It means the exploits didn't bypass the security
controlsor the exploit did not work correctly.
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reach

Successful

Bypassed Static
Analysis

Successful

Bypassed Oynamic

Analysis

Successful

o The center of the window displays the "Server Tasks List," which shows

thestages of assessment. These are:

a. Pre-Attack: it means the server is collecting the exploit from

thecollection of behaviors or compiling it.

b. Agent: the server is sending that exploit to the selected agent.

c. Post-Attack: it means the server is wrapping up the attack and

cleaningthe environment on both endpoint and server.

©
|
©
©
|
®

NG

Pre Attack )
Preparing attack
arsanal.

c2
Starting c2 listener.

Agent
Waiting for agent to

executa attack.

Post Attack
Wrapping attack and
cleaning
environment. )

o Ontheright side of the window, the Exploit Classification based on the MITRE
ATT&CK framework is shown, containing information about the tactic,

technique, and sub-technigue of the exploit, along with a brief description.
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@xploit Classification A
MITRE ATTSCK Description
@ Tactic: Defense Evesion [TA000S] This is @ malware that injects malicious
® Technique: Process Injection (T1055] shellcode into legitimate processes
using Callback Function
& Sub_technigque: Thread Local Storage
@005] )

4. Attack Path

The Attack Path refers to the sequence of steps taken by an exploit to successfully
execute.
¢ The Detailed Attack Path provides a step-by-step account of the exploit's
actions, from its initial download to its successful execution.

@xploit Attack Path : )
File downloaded Waiting five seconds for file ° File downloaded
CAUsers\DARKN3T\Downloads\java.exe CA\Users\DARKN3IT\Downlnads\java.exe C:A\Users\DARKNE

\ %

¢ Following the Attack Path section, the user can access a sub-menu that
provides additional details such as a comprehensive report, instructions for
detecting the exploit, and effective mitigation strategies to counter such
malicious behavior.

Detail Report Detections Mitigations
- |

5. Detailed Report

In addition to the exploit report, a detailed JSON version of the report is also provided to
users for further analysis. The detailed report includes actionable intelligence, and
evidence of successful execution of the exploit on the targeted endpoint.
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6. Evidence

¢ Theleft window provides users with detailed evidence, such as any commands
that the exploit was expected to run, and their respective responses.

¢ If the exploit was aimed at downloading a malicious file from the internet,
thepath of the file is provided, among other details.
a. Note: these details may vary from exploit to exploit based on its
natureand behavior.

4 Evidence )

o command: systeminfo

o output: systeminfo Host Name: DESKTOR-79P1C73
0S Name: Microsott Windows 10 Pro OS Version:
10.0.19045 N/A Build 18045 OS Manufacturer:
Microsoft Corporation 0OS Configuration: Standalone
Workstation 05 Build Type: Multiprocessor Free
Registered Owner: DARKN3T Registered
Organization: Product 10: 00330-80000-00000-

\ AA188 Original Install Date: 11/24/2022, 4:38:46 PM/

7. Report JSON View

o Users can find a detailed report of the exploit in JSON format on the right side
window after evidence. Clicking on the copy button against each key allows
users to easily copy the values of the keys. The full report can be copied using
the copy icon present on the first line of the report.
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a Report Json View I
¥ "Report" : {
"dynamic_analysis_bypassed” : true
"metasploit_session_created” : true
"overall bypassed" : true

>"trace_file" : {...}

"attack _index™ : int®©

"file_path" :

string
"C:\Users\DARKN3T\Downloads\golden-jerboa-
from-hell..."

"static_analysis_bypassed" : true

'\ /

8. Detection

¢ This sub-tab provides actionable details on how to detect a particular

exploitor behavior.

Detail Report Detections Mitigations

-
K Strategy Description N
Windows APl calls such as CreateRemoteThread,
Mit SuspendThread/SetThreadContext/ResumeThread, and those that can be used
itre
to modify memory within another process, such as
VirtualAllocEx/WriteProcessMemory, may be used for this technigqus.
Process monitoring is a minimum requirement for reliably detecting Process
Process Injection. Even though injection can be invisible to some forms of process
monitoring monitoring, the effects of the injection become harder to miss once you

compare process behaviors against expected functionality. /

9. Mitigations

o This tab appears only if the exploit successfully bypasses the security

controls, and the breach result is "Successful." It contains steps and guidelines

that the user must follow as a remedy or threat mitigation solution to
mitigatethe exploit and protect the endpoint from further exploitation in
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the future.

Detail Report Detections Mitigations

K Strateqy Description \

Install anti-malware with heuristics capabilities or endpoint detection and response [FDR]

Mit products. These products use AP| hooking to detect Windows AP calls commonly used by
itre
malware authors. Combined with heuristics and machine learning, they have the capability

to detect suspicious process injections and alert the user as it happens.

Application control to prevent execution of unapproved/malicious programs including .exe,
DLL, scripts. An appropriately configured implementation of application control helps to
prevent the undesired execution of software regardless of whether the software was
Application downloaded from & website, clicked on as an email aztachment or introduced via
cantrol CD/DVD/USB removable storage media. A very basic implementation to mitigate some

unsophisticated malware from running involves using application control or filesystem

permissions to block execution from user profile directories. Such directories include
K %AppData%, %lLocalAppData%, their subdirectories, as well as % TEMP%. /

10. Agents

o Next tab in sub-menu of endpoint is “Agent” that contains information about
allof the installed agents by the user on the endpoints.

Overview Assessments Reports Agents Scheduled Assessment

a. Torename the agent, select agent from the list of agents and click
onthe “Edit” button.

Name Mac Address Platfarm Createc On Modify

cytomate.net- DESKTOR-KOUNVVES BC18458B082A3 == 21 Mar 2023, 1:12:38 AM Edit

b. Apop-up window will appear where you can change the name. Click
onthe Update button to apply the changes.
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s 2

Edit Agent
* Marme * Mac Address
cytomate.net-dema
* System Mame Platform

. Z

o Finally, the updated agent name will be visible under the “Agents” tab and

onthe agent itself.

cytomate.net-demn 8C1845B082A8 == 21Mar 2023, 1:12:38 AM Edit

11. Scheduled Assessments

o Navigate to the "Scheduled Assessments" tab located in the "Endpoint"
sub-menu to view all scheduled assessments.

Overview Assessments Reports Agents Scheduled Assessment]
O
/|:| Name Scheduled Date Status Details\
1 assessments scheduled across 1 31 Mar 2023, 3:37:18
scheduled o
agents PM
2 assessments scheduled across 1 31 Mar 2023, 4:12:34
scheduled o
agents PM

¢ To view additional details about a specific assessment, click on the "Eye" icon
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located in the "Details" column. A pop-up window will appear with
information about the selected exploits for the assessment.

X
Endpoint Assessment Details

Sr.No. Exploit Name Agent Name
1 ¥ EX-TADDDA-T1068-P28 cytomate.nat-kali-news
2 ﬁ- EX-TADOO4-T1068-P2S cytomate.nat-kali-news

[1] > 8/page
N /

o The following actions can be performed on the selected assessments:

a. Delete: If a scheduled assessment is no longer needed, select the
assessment by checkbox and clickthe delete button to remove it from
the list.

Refresh: Click the refresh button to update the assessments list and view any new scheduled
assessments.

5.2. Breach+ Campaign Security Assessment

5.2.1. Campaign Overview

Definition:

Campaigns are basically a sequence of malware behaviors or test-cases that have been extracted
from a real-world malware sample.

Malware analysis is a critical component of our services. Our team uses advances tools and
techniques to dissect malicious code and determine its intended behavior. By understanding the
TTPs used by the malware, we can identify the specific techniques that the attackers have used to
compromise a system, exfiltrate data, or otherwise achieve their objectives. The main purpose of
malware analysis is to uncover latest attack paths from malware-in-the-wild which we recreate
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into safe test-cases that we call “behaviors” to emulate the whole malware and check the response
of organization’s security architecture. Our TTP extraction process involves identifying various
tactics used by the attackers and the techniques and procedures that they use to execute those
tactics. By understanding the TTPs used by specific malware variant or attack group, we can
develop effective countermeasures to protect our clients from future attacks.

Breach+ Lab analyzes latest malware-in-the-wild. We have a TTP extraction process, which include
dividing the sample’s malicious behavior into multiple TTPs each mapped on MITRE ATT&CK. Once
all the TTPs have been extracted from the sample, our team of malware developers recreate those
TTPs using the exact way as used by malware for example: using the same API calls, or same way
of coding and even using the same language it is written in. All these behaviors are then added as
a campaign in sequence making a whole APT.

5.2.2. Campaign Assessments

To start using the Breach+ Campaign Security Assessment, follow these steps:

i. Go to the Breach+ portal at https://apt.cytomate.net/ (Use Google Chrome for

the best experience.)
ii. Enteryour credentials and click "Login" to access the Breach+ dashboard.
iii. Gotothe campaigns tab on the side bar

~

" Campaign

F@ Reports

iv. It has a similar interface as in Endpoint assessments tab.
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Completed In Progress Failed Campaigns Pending
Campaigns 5 Campaigns [] [:] Campaigns O
U All time G All tir Y tirr Y 30 day

Assess Your Campaign Assessment

Q 43 Refresh
Start Assessment
What is a Campaign?
Name Apt Group Active Since Platform Description

Streamlining the vulnerability assessment

process for organizations. Gain insights from
e NanoCore RAT v1.22.0 varistion#3 22 Jan 2024, 3:00:00 AM [ - This is & variation of N cybersecurity experts to efficiently safeguard

: endpaints against evolving threats.

B NanoCore RAT v1.222.0 variation#2 22 Jan 2024, 300:00 AM = This is a variation of N
o NanoCore RAT v1.2.2.0 variation#1 22 Jan 2024, 3:00:00 AM ] Thisis a variation of N..
ﬁ‘ Remcos RAT 4.9.2 Pro 28 Nov 2023, T1:30:12 AM = Remcas is s commerc
u APT28 (BRCA4] Cozy Bear 2022 APT29 [aka Coxy Bear 2 Oct 2023, 3:00:00 AM [ Russia-linked APT29

(-]

3 > S/ page

v. You will see the overview above. It shows all the campaigns that are completed, in
progress, pending or failed

Completed In Progress Failed Campaigns Pending
Campaigns 5 Campaigns D D Campaigns D
All time & All time @ All time @ Last 30 days

vi. Starting campaign assessment is very similar to starting simple Endpoint assessment.
You will select the agent first

== cytomate.net-Demo

| . —

mm cytomate.net-OESKTOP-UUACS3ID
@ cytomatenet-kali-news

== cytomate.net-demo

vii. Once the agent is selected, you can select the Malware campaigns that you want to test
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< amnpaignl(s) Selected!

[ ] Name Apt Group Active Since Platform Description
NancCore RAT
e NanoCare RAT v12.20 variation#2 22 Jan 2024, 3:00:00 AM [ ] This is a variation of N.
7:*.‘. NanoCore RAT v1.2.2.0 variation#1 22 Jan 2024, 3:00:00 AM == This is a variation of N...
REMCOS
\ m APT29 (BRCA4) Cozy Bear 2022 2 Oct 2023, 3:00:00 AM 15 Russia-linked APT29 .
T —

viii. After selecting the desired campaigns for assessment. You can start the assessment
immediately by clicking on the “Start Assessment” button

== cytomate.net-Demo *

’ Start Assessment

ix. Wait for the Notification to confirm that the assessment has been started

0 X

Campaigns started successfully!

5

5.2.3. Campaign Reports

i.  Tocheck on campaign reports. Go to the tab of Reports under Campaign tab
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%" Campaign

ii.  Hereyou can see the overall summary of all the campaigns you have assessed. The
summary includes:
i. Name of Campaign
ii. Description of Campaign
iii. Agent against which it was tested
iv. Status of the campaign
1. completed: Successfully completed
2. in progress: It is currently being assessed
3. pending: It is preparing for the assessment but hasn’t started yet
v. Date on which it was assessed
vi. Actions that define:
1. Launch assessment again
2. Generate PDF Report

Q €+ Refresh O
lcon Name Description Agent Status Date Actions
. D
.*_' NanoCore RAT v1.22.0 variation#3 This is a variation of N. cytomate.net-Dema 29 Jan 2024,10:02.05 AM
N
@  RemcosRAT482Pro Remcos is a commerc cytomate.net-Dema 28 Jan 2024, 10:02:05 AM
) Generats POF
G APT29 [BRCA) Cozy Bear 2022 Russia-linked APT28 cytomate.net THEPUNISHE [ compiatsd | 2 Oct 2023, 2:20:57 PM
O Launch Again
) Generats POF
w-, NanoCore RAT v122.0 NanoCore RAT is a pot Win | compiated | 24 Sep 2023, 353:53 PM
@ Launch Again
L) Generate POF
. MAR-10158513.r1v1 - SamSam Ransomware This campaign fully e sytomate.net- THEPUNISHER | completed | 18 Sep 2023, 1:30:16 PM .
Launch Again
1 2 > S / page

iii.  From this tab, you can Refresh the tab to get updated status

0 Refresh
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iv.  From this tab, you can select any campaigns and delete

ﬁ Delete

v.  From this tab, you can search for any specific campaigns

January 30, 2024

Medusalocker Q
Ilcon Name Description
ﬁ Medusal.ocker Medusalocker is a ty...

vi.  Toview detailed reports of Campaigns. Click on any campaign
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£+ Retresh (T ShowHistory ] De

NanoCore RAT v1.2.2.0 NenoCore RAT s a potent Remote Access Trojan (RAT) malware known for its stealthy capabilities. (J

Campaign Risk Summary
W Risk > 70% [l Risk > 40% [ Risk >25% [ Risk > 10% i Risk > 0%

! MNanoCore RAT v1.2.2.0 - 92.9%

) Defense Evasion - 4.7% © Privilege Escalation - 6.3% © Command and Control - 7.1%

Campaign
=
— —- - - _
Risk Score ¥ Go to Assessment I Go to Assessment < Go to Assessment < Go to Assessment ¥ GotoAsse:
Description Description ] Description = Description = Description
vii.  The campaign report contains following key information:
1. Breach:
a. Successful: Every TTP is breached
b. Partial: Some of the test cases have been breached and
some of them have been prevented
c. Unsuccessful: Every TTP has been prevented
Breach: Partial
2. Status:
a. completed
b. failed
C. inprogress
d. pending
completed
3. Date
5 Oct 2023, 11:00:13 AM
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4. Agent

Agent: testcytomate
5. Description

Medusalocker is a type of ransomware that encrypts victims' files and demands a ransom. J

6. Campaign Risk Summary
a. Overall Risk
b. Risk for every MITRE Tactic

Campaign Risk Summary

a2 a Ld
I Risk >70% [l Risk > 40% [ Risk >25% [ Risk >10% [l Risk > 0%

o Medusalocker - 79.3%

® Privilege Escalation - 11.5% © Persistence - 9.2% o Impact - 8.0% © Defense Evasion - 5.2% © Discovery - 8.0%

7. Campaign test cases

a. TestcaselD
b. Test case description
c. Test case status
d. Test case category
e. Test case risk
f. Test case Breach
Campaign
e
—3 — == — oz — =
Pk Score < Go to Assessment < Go to Assessment < Go to Assessment < Go to Assessment
Description Description = Description = Description =
\
viii.  Campaign test case Reports can be viewed individually. The test case report is similar to

the Endpoint Reports that have been explained in the section of Behavior (exploit) Report
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3 DTADDDSTS48-5002-pg e TIS%

. [ compotea |

< Go to Assessment

January 30, 2024

¥ e S — ¥ ST — m

EX-TADO40-TH91-5001-P1 LIS
w

@ Description = — — - -
o 7‘ ‘ 4 Goto Assessment 4 Go to Assessment 7 Goto Assessment 7 Goto Assest
i Description Description = Description Description
EX-TADDOA-T1548-S002-P9 49 1 T 3. 1| V-TA
€3 Refresh ) Generate POF
EX-TADOD4-T1548-5002-P9
==
e orsr— Risk Percentage
Breach O: (o) Freptack Exploit Classification
' MITRE ATT&CK Description
@ ‘oo oo .
Bypassed Static Analysis | [,
@ Post Attack o r' '
(#) o | ,
ix.  There are a few other options available in the campaign reports on the top right corner:

5.3. Breach+

1. Refresh: refresh the reports

2. Show History: show previous assessments

3. Delete: delete campaign report

€3 Refresh @ Show History

ATT&CK Maps

@ Delete

Breach+ ATT&CK Maps is a feature that shows an overview of all endpoint & email gateway
assessments mapped on MITRE ATT&CK framework matrix. The ATT&CK Maps also provides a heat
map of assessments by organizing the results of assessments in a way that gives the user a
perspective of which TTPs are hot and which are cold in their security architecture by assigned

relevant colors.

To open ATT&CK Maps, go to the respective tab from side bar

Office 903, Excellence Tower,
West Bay, Doha, Qatar
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&) ATTSCK® Maps

ii.  The heat map is displayed on the ATT&CK Maps tab

T
Mitre Heat Map
Most Secure [N SN |csst Secure
Blocked Not Tested Breached
S(<1>
Cor ind And
Defense Evasion  Credential Access Discovery Latersl Movement Collection ey Extitration impact

oocmmn
Tioan T2z - Ti489
T e noze  TMES  TME2
™mes 648 Nozo | TS  THsa
- v v
Ti08S eo Noss  TMEZ  TMES
-
e 218 mn 537 | TS
v v
™o ™er 522 5 TIos2
b v v
™mes noz? Toce W
3 2
035 s ™ nsoa
\ 4
me ngss Tz nsz8
™mae nos3 mso To4aa e non Tosg T08S ma 808
v -
ms3 ms2 nsor ™m3a mes 058 my mer ne21 n212 nen nes2 ™mos 1026
s mss mes me3 noss noso ™mes mo ™maz ™mo 1063 mao nsn Toss
-
mn nws Ton ™meo nen ™mez2 e ™ms 208 ™me? nsso enw noos Tos4
P
608 o7 ™mes mez2 men ™ma3 ma o1 nens 2o
Tos! ™mse ne Tose nso4 ™mas mm 1Ss6 e nsze
v v
nozs 223 no3s noso oS Ts02 ns3s ne2z

NeSI  TWS1  TIoB2  TME2  TMes TS

\\ new T3 MBS TR TN oo
™TS2  TNE3  TIo34  Toss  TI0B6 1143
O3 MO MSW TIBC TS0 Tnég

iii.  Onthe ATT&CK Maps, every TTP is displayed according to the following color combination:
1. Green: Most Secure
2. Red: Least Secure
3. Grey: Not Tested
iv.  The ATT&CK Maps could be filtered through 3 components:
1. Endpoint & Campaigns
2. Email Gateway
3. Network

Y Show Filter
Plugin..
Email Gateway

Endpoint

Network

&
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v.  If you hover on a specific TTP, it will show detailed information about that TTP like how

many of these TTPs are available or bypassed or prevented.

Scheduled Task/Job (T1053)

Total SubTechniques & Procedures Mitre Heat Map

7 N Least Secure

Not Tested Breached
Bypassed SubTechniques & Procedures
/7

Execution Blocked SubTechniques 6 Procedures se Evasion Credential Access Discovery Lateral Movement
=== /7 ja=——s—=] S TEE———
1ose 1040 1046 T021
v v
T047 T064 Not Tested : 11574 T1555 ™mre nos? no.
0/7 v v v
T1058 Toe n222 T1082 1083
v v
ma2i 1085 R T o T T T1353 o II:S7 1527 1017
mz ™mel s/T1053 ! 1055 7033 1057 11563 m7zs
v v
mae ™o mo37 \ NJB T4g7 11538 1522 ™maa TR 11051 1072
v v
T0S3 . - -
TS558 Tes8 Ti1546 T027 T006 me7 n24 T1040 11534 11087
v v v
568 To3s 56 ™m34 ™me mas 11503 11570 184
v v
7086 Tmas 1067 el 1044 11514 1045 ma2i Tas 11528 1075 1028
™mas TI053 mso 11044 mss ol T0839 1085 ma 11606 1S06 no77
v v
ms3 sz nsol 33 mes 0S8 m? ™ma ne21 na212 1615 1652
1e10 mss mes me3 11038 100 Tmse m70 maz o 1oe63 mao
v
m7z7 m7?s o3 so Ten msz T216 s 1208 ms7 T1580 nz2w
v
2o

g TI072 es  TNe62 81 es _ 74 11081 1619

V. NETWORK SECURITY

1. Technical Detail of Network Security

11557

ma3

1530

The Breach+ Network Control Validation module is a sophisticated tool designed for enhancing

cybersecurity measures, particularly focusing on the efficiency and effectiveness of network-

deployed security controls. This module is tailored for organizations that have invested in next-

generation firewalls (NGFWs) and other similar advanced security technologies. Here's a detailed

explanation of its features and functionalities:
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1.1. Performance Evaluation of Security Controls

The primary function of this module is to assess the performance of security controls
that have been deployed within a network. This is crucial for organizations to ensure that their
investments in security technologies like NGFWs are yielding the desired protective outcomes.

1.2. Use of Packet Capture (PCAP) Replay

A key feature of this module is its ability to replay traffic using PCAP. PCAP is a data packet
capture format that records network traffic. The module replays this recorded traffic between
a target and attacking assets.

1.3. Real-World Malware Traffic Simulation

The traffic replayed is not just any traffic; it includes real-world malware traffic. This
means the module simulates actual malicious traffic patterns and behaviors seen in real
cyberattack scenarios. This provides a more realistic and challenging test environment for the

network's security controls.

1.4. Comprehensive Testing of Inline Security

By replaying whole PCAPs, the module thoroughly checks the inline security measures. 'Inline
security' refers to security controls that are placed directly in the path of network traffic,
actively analyzing, and making decisions about the traffic in real-time. This comprehensive
testing is crucial for identifying any weaknesses or gaps in the security setup.

1.5. Detection and Prevention Analysis

The module not only tests whether the in-line security controls can detect an attack but
also if they can prevent it. This dual capability is essential for a robust security posture, as
detection without prevention may not be sufficient to thwart sophisticated cyber threats.

1.6. Mitigation Recommendations and Prescriptive Guidance

Post analysis, the module provides clear mitigation recommendation options. This
includes prescriptive guidance on how to improve the security posture. Such
recommendations are crucial for organizations to understand the necessary steps needed to
enhance their defenses against identified vulnerabilities.

1.7. Provision of loCs and Vendor-Specific Mitigations

Cytomate also provides Indicators of Compromise (loCs) and vendor-specific mitigation
strategies.
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VI. INTEGRATIONS

The Integration Manager Module is a critical component of a comprehensive security solution
designed to streamline and enhance the integration of multiple security controls with a Breach
and Attack Simulation (BAS) product. Its primary purpose is to facilitate the quick retrieval and
analysis of alerts and logs generated by various security controls following each security
assessment conducted by the BAS product. This module acts as a central hub, ensuring seamless
communication and interoperability between diverse security tools and the BAS solution.

i.  Tovisit integrations module, go to the Integrations tab from side bar

&’ Integrations

ii.  We have a few of EDR and SIEM integration currently available in the INTEGRATIONS
module
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[active | .
‘II I. EDR EDR
SentinelOne Microsoft Defender for Endpoint

é ﬁ\

SIEM
 Microsaft |

Azure Sentinel

iii.  To connect with the integrations, there is a connect & reconnect button available on the

&’ Reconnect &’ Disconnect

iv.  You can edit and insert the required detailed in each integration to connect it with breach+

integration card.

account.
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Authenticate Integration

Details

|
* Tenant Id * Client Id
* Client Secret Connection Delay
o = minutes

v.  The status of Integrations shows if they are active and either connected or disconnected
to the security solutions.

vi.  Apart from these, any other integrations could also be added within a week’s notice
provided with the documentation of the security control and its APIs.

VIl. TEMPLATES

The Testing Templates suite is a meticulously curated collection of malware combinations,
organized to serve specific cybersecurity testing purposes. Each template is tailored to address
distinct security challenges, making it a versatile tool for comprehensive threat assessments. For
instance, the Privilege Escalation template is a compilation of exploits sourced from our threat
library, all strategically chosen to achieve privilege escalation within diverse system environments.
This template aids cybersecurity professionals in assessing and fortifying the resilience of systems
against potential unauthorized access or privileges scenarios. On the other hand, the Financial
Sector template is a specialized set of malware bundles, precision-engineered to target
vulnerabilities commonly found in financial institutions. This template allows security teams in the
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financial sector to simulate and evaluate their defenses against threats specifically tailored to their
industry. These templates not only streamline the testing process but also empower organizations
to proactively identify and remediate vulnerabilities within their unique threat landscape, thereby
bolstering overall cybersecurity resilience.

To open templates, go to the templates tab in side bar

[[] Templates

@ Reports

Custom

ii. Inthe templates tab, there are multiple templates created by our security team. These
templates are regularly updated and posted here

Completed In Progress Failed Templates Added Templates

Templates 0 Templates 0 0 C]

Assess Your Template Assessment

Q €+ Refresh
Name Active Since Platform Description
Financial Sector 29 Jan 2024, 3:00:00 AM ] Collection of exploits
What is a Template?
In-the-wild exploits 29 Jan 2024, 3:00:00 AM iR Collection of public ex h
Ramnsomware 29 Jan 2024, 3:00:00 AM [ ] Collection of famaus .
Remote Access Trojan 29 Jan 2024, 3:00:00 AM == Collection of RAT beh
Persistance 28 Jan 2024, 3:00:00 AM 1] Collection of peristan
|ﬂ 2 > 5/ page
ii.  Onthe overview, we have:
i. Complete Templates

ii. InProgress Templates

iii. Failed Templates

iv. Added Templates

. s
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Completed In Progress Failed Templates Added Templates

Templates 0 Templates [:] O D

iv.  On the search bar, you can search for a specific template

v. To launch a template assessment, select an agent and email address on which the
assessments would be launched

Start Assessment

vi.  You can also create custom templates, go to the Custom tab under Templates.

"] Templates

[':(3 Reports

@@ Custom

vii.  Go to the Add Template tab

Templates
-
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viii. ~ You can fill templates as per your need. In the custom templates, you can also combine
multiple components like:
i. Email Gateway Assessment
ii. Endpoint Assessments
iii. Campaign Assessments

Add Template
* Name « Description
+ Active Since * Platforms

mm/dd/uyyy (=]

Select Step

\.

ix.  Inthe Select Step option, you can choose assessments from 3 different components:
1. Email Gateway: Select the malicious attachments and links for email gateway
assessments.
“tep 1: Email Gataway
Q £ Refresh
3 Exploit{s] Selected!
® . Payload Name Description Category Tactics Tags

EX-280 The adversary is tryin

EX-278 The adversary is tryin,
E 2 |3 4

2. Endpoint: In the endpoint section, the threat library of endpoint will be provided
from which a user can select different types of malicious test cases or behaviors.

63 > 5/ page
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4 Step |: Email Gateway

[ v Step2: Endpoint

3 Exploit(s) Selected!

= Name Description Category

sgent tesla comodo dragon stealer This test case is build

January 30, 2024

Platform Tags

sgent tesla Chedot stealer This test case Is bulld

S/page «

3. Campaign: From the campaigns step, a user can include different campaigns

available in breach+.

“tep | Email Gateway
> Step2: Endpoint

v Step 3: Campaign

2 Exploit[s) Selected!

L] Name Active Since

Platform

Description

| APT ADMIN@338 17 Aug 2023, 300:00 AM L China-based Cyber Th
E Active Directory Exploitation Attack Path 1 [ custom | 18 Jul 2023, 3:00:00 AM LH Active Directory Enu
-
2 Active Directory Exploitation Attack Path 2 [ custom | 26 Jul 2023, 3.0000 AM HH Active Directory Enu
< 1 B 3 > 5/ page

Xx.  Combining all these steps a custom template could be created by the user itself from the

“Add Template” menu.

Submit

Office 903, Excellence Tower,

\\\ +974 31526979 @ www.cytomate.net
West Bay, Doha, Qatar

110



@ CYTOMATE |

January 30, 2024

xi.  Once the custom templates are created, they will appear in custom templates tab and user

can launch these assessments from main templates tab

Templates Add Templar
Q £+ Rafresh o
Name Active Since Platform Description Modify
Custom Template 2 29 Jan 2024, 3:00:00 AM [ ] This s testing template Edit
S
xii.  User can also modify these assessments from Edit menu
Modify
Edit
Edit
xiii. ~ Once the templates are successfully created, they will appear on the main template
window to launch templates assessments
~ame Active Since Platform Description
Custom Template 2 28 Jan 2024, 3:00:00 AM == This is testing template
Custom Template 1 28 Jan 2024, 3:00:00 AM == This is for testing
Financial Sector 29 Jan 2024, 3:00:00 AM == Collection of exploits
In-the-wild exploits 28 Jan 2024, 3:00:00 AM == Collection of public ex
Ramnsomware 29 Jan 2024, 3:00:00 AM == Collection of famous r.
m 2 > S/ page
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VIIl. ANALYTICS

Cytomate’s Breach+ incorporates robust analytics across four main components, each tailored to
scrutinize distinct facets of an organization's cybersecurity posture. In the case of WEB analytics,
the focus lies on identifying potential vulnerabilities, misconfigurations, and malicious payloads
within web applications. The BAS product employs advanced scanning techniques to assess web
assets, providing insights into weaknesses that could be exploited by attackers. Similarly, WAF
analytics centers around evaluating the effectiveness of Web Application Firewalls, analyzing how
well they mitigate specific types of payloads.

On the other hand, Email Gateway analytics delve into the risk landscape associated with email
communication. The product assesses the effectiveness of email gateways in detecting and
preventing phishing attempts, malware-laden attachments, and other email-borne threats. The
risk calculations in this context are based on real-world test cases, often mapped onto the MITRE
ATT&CK framework, ensuring a comprehensive evaluation of an organization's email security
posture.

Endpoint analytics focus on evaluating the security posture of individual devices within the
network. Through the execution of simulated attack scenarios, the BAS product gauges the
endpoint's ability to detect and respond to various threat vectors. Risk calculations in this domain
are intricately tied to the MITRE ATT&CK framework, allowing for a nuanced assessment of an
endpoint's resilience against known attack techniques.

By leveraging these analytics across WEB, WAF, Email Gateway, and Endpoint components,
breach+ provides a holistic view of an organization's security posture. This approach not only
identifies specific vulnerabilities or weaknesses but also quantifies the overall risk by aligning
assessments with the MITRE ATT&CK framework, offering a sophisticated and comprehensive
understanding of potential security threats and vulnerabilities within the tested environment. This
information empowers cybersecurity teams to prioritize remediation efforts and fortify their
defenses against real-world cyber threats effectively.

i.  Tosee Analytics, go to the Analytics Tab on the side bar.
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/ﬁf Analytics

ii.  First analytics component shows WEB. In WEB analytics, we have different categories of

problems:
i. Exposed Panels
ii. Miscellaneous
iii. Misconfigurations
iv. Sensitive Information
v. Vulnerabilities
vi. CVEs
=how Filter
Exposed Panels 28 Miscellaneous 22 Misconfigurations ] Sensitive Information ag Vulnerabilities
: ® Crticat 0 ® Crtea ® Criticat 0 ® Critcat 0 ® Crtca
- o o o
Dverall Assessment Summary Vulnerabilites Summary
— ‘ W Bypassed
'J- 1 Vulnerabilities Found :
. 423 L. . l | . .
Threats Found Threats Remediated
] [ cots I ] ] [ ]

{
;[
_
g
—
S
\\
{
{
T
2
J
=
<

ii.  We have overall assessment summary which shows how many vulnerabilities have been
found along with their severity level each color coded.
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iv.  Other graphs show, real-time view of how many Threats have been found during each day
and how many of those threats are remediated

v.  We also have overall risk summary graph which shows risk score across all categories and
their overall risk

Web Risk Summary
Q@a.Ld
B Risk >70% |} Risk > 40% Risk > 25% [ Risk > 10% [ Risk > 0%

© Default Logins 0%

! Miscellaneous 100% ! Cves 100%
! Overall 86.67%
© Network 0% ©)
© Subdomain Takeover 0% ! Misconfigurations 100%
! Vulnerabilities 81% ! Sensitive Information 100%
© Technologies 0%
vi.  Next, we have WAF Analytics, which are similar to WEB analytics. However, here instead

of WEB categories, we have WAF payload categories and their overall risk.
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Show Filter
i 8 Spoofed Request Header 2 Snipex 8 Known 05 Advance 43 Basic
< ) @ Bypassed: 22 ‘ @ Bypessed: 8 @ Bypassed; 105 @ Bypassed: 433 @ Bypassed: 110
@ Blocked: 1207 @ Blocked: 579 ) @ Blocked: 329 @ Blocked: 0 @ Blocked: 56
@ Foiled:0 h o Failed:0 u ® Faled: 15 M o Faled:0 ® Faied: 16
Overall Assessments Summary Bypassed Payloads Overview
- W info W Medum I Hoh Bl Critical
& 800
[ Bypassed Payloads: 584 Vulnerabilities Found ¥ 400
W Blocked Payloads: 2089 884 g 200 .
@ Falled Payloads: 31 5 o _— —
5
nce Bast AOWD Basc oe% e
o Adva 3 Y St e
z ool agonied BRI
Bypassed payload (Type)
Threats Found Threats Remediated
B Theoots increased [l No Threats Il No Change Bl Threots Decreased B Thvests Remedioted Ml No Change [l Threats Increased
2 2 600
: £
z & 200
3 2w
£ £
2 * 500
b3 g v {v & o i v - > & el O o O > el P ¢
A A A A A A T A N A
=) A A Y $ $ s & e Q'
FEF I I F ST F ISP E P S
O S NI L O A A

vii.  Similarly, WAF overall risk summary contains the type of WAF payloads
WAF Risk Summary
[CHCENA® Troe)
W Risk > 70% [l Risk > 40% [ Risk >25% [l Risk >10% [l Risk > 0%
© obfuscated basic: xss 0.00% © obfuscated basic 0.00%
© known: xss 0.00% © basic xs3 0.77%
© known: sqh 0.00% © known 0.00% © basic 0.38% © basic sqh 0.77%
© known: cmdi 0.00% ® O 0008 © basic emdi 0.77%
© total waf risk: xss 0.03% © advance: xss 0.00%
© total waf risk: sqli 026% &' © total waf risk 0.09% © advance 0.00% (g © advance: sqli 0.00%
© total waf risk: cmdi 0.27% © advance: cmdi 0.00%
© spoofed request_header 0.00% © spoofed request header: xss 0.02%
viii.  In case of Email gateway, the analytics categories are based on MITRE ATT&CK

framework
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Mow Filter

Collection 8 Persistence 2 Lateral Movement 1 Initial Access 8 Impact 4

Assessment Summary Domains Bypassed Payloads
W Ransomware Bypassed: 4 [l Dropper Bypassed 8 [l Explods Bypassed: 93
Vulnerabilities Found o
105
Threats Found Threats Remediated
(Grouped By Months] (Grouped By Months])

Threats Remediatec

o
&

No. of

ix.  The overall risk summary is also based on MITRE ATT&CK

Email Gateway Risk Summary

aa.lL

I Risk > 70% [l Risk > 40% [ Risk > 25% [l Risk > 10% [l Risk > 0%

o —0
© Impact: exploit 0.00%

) impact: ransomware 60.00% Initial Access: exploit 80.00%

® Execution: exploit 21.27%

Xx.  Similar to email gateway, the ENDPOINT Analytics are also based on MITRE ATT&CK
framework. It contains Tactics from MITRE as categories and overall risk summary is also
based on the MITRE Tactics
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now Filter
Reconnaissance 1 Privilege Escalation 2 Parsistance 23 Lateral Movement 0 Initial Access L]
<3 @ Eypassed 1 @ Bypassed 21 @ Bypasset: 23 @ Bypassed 10 @ Bypassed 0
@ Not Bypessed: 0 @ Not Bypassed: 51 @ Not Bypassed: 1 @ Not Bypassed 1 @ Not Bypassed: 2
@ Not Assessed: 0 @ Not Assessed: 1004 @ Not Assessed: 435 @ Not Assessed: 52 @ Not Assessed: 0
Assessments Summary Mitre Assessment Summary
W Bypassed
200
I Bypassed 428 Bypassed Test Cases 100 =
I Not Bypassed: 86 428 o e W — — =]
Not Assessed. 2130 o g0 o o @ o o . 6 o -4
" 0 e o @ P Mﬁ"“_yw““:‘:é“w\,&‘”w o
o o v““';,«‘”‘” W e
B o ______________________—3
Threats Found Threats Remediated
(Grouped By Months) (Grouped By Months)
I Theests Incroased [l No Throots [ll No Change I Throots Docreased W Threats Remediated [l No Change [l Threats increased

3 600 g a0

Hbo / 2 0 N/\/\/

£ 200 £

s 0 — e — = i £ 400

2 ar i ) 0 A L > o > ) as ° a 2 B N > D > > > p

o 3 e o e S s 2 L 2 2 7
RN LR L LR LR LR LGN LR L AN W RN LR L T
Date Date
_‘O‘/ y

Endpoint Risk Summary

Qe LD

B Risk > 70% [l Risk > 40% M Risk > 25% [l Risk > 10% [l Risk > 0%

® Privilege Escalation: exploit 21.39% ® Privilege Escalation 21.39%

{) Lateral Movement: exploit 63 64% ) Lateral Movement 63 64% } Reconnaissance 50.00% ) Reconnaissance: exploit 50.00%

) impact: exploit 67.00% () Persistence 56.25% ) Persistence: exploit 56.25%

£ Impact 68.10%
) Impact: ransomware 69.09% © Initial Access 0.00% © Initial Access: exploit 0.00%

Y 5 ® Exfiltration 20.00% ® Exfiltration: exploit 20.00%
Execution: exploit 58.26% Execution 58.26% 0 Overall 5206%

! Defense Evasion: backdoor 84.62% ) Discovery 54.87% L) Discovery: exploit 54.87%

() Defense Evasion: RAT 63.10% | () Defense Evasion 55.10% {) Credential Access: exploit 50.00%
{) Credential Access 46.43%

£) Defense Evasion: exploit 44.83% © Credential Access: keylogger 0.00%

Command and Control: backdoor 60.00% } Collection: keylogger 80.00%
) Collection 60.33%

©® Command and Control: exploit 20.00% {) Command and Control 43.75% £ ) Collection: exploit 59.66%

! Command and Control: RAT 95.00%
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