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File Oversharing Analysis Tool
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What is File Oversharing?

Data shared using “People in <Organization>'

Creates a link in SharePoint/Teams that grants
everyone in the organization access to files/folders

Even if specific names are entered into Sharing dialog

Problem:
4 With Copilot for Microsoft 365, this now means that

data could be surfaced in generated responses because |

the user technically has permissions to the data even if
they cant find the data without knowing the link
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TMI - Too Much Information

& Solving the oversharing problem with a tool that analyzes all
data across your entire M365 tenant in only 3 Steps

1. TMI scans every SharePoint and Teams object in your tenant

2. TMlinteractive reports allow you to analyze the results to
identify high risk overshared sites, folders, files

3. Optional: TMI can be used to remediate all or some of the
overshared sites, folders, files

4 Remediation removes overshared links and replaces with
new individual sharing links for the intended user(s)

& First party tools in SharePoint only provide reporting on
oversharing that has occurred in the last 30 days and do not
have an automated remediation process available
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TMI Dashboarad
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Distribution of Oversharing by Object Type
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Oversharad Sites URL

sharepeint.com/sites/20195trategicPlan

sharepoint.com/sites/2021StrategicPlan
sharepeint.com/sites/2023TecuShft
sharepoint.com/sites/45CategoryMapping
sharepcint.com/sites/80KSUL
sharepecint.com/sites/ABCCement-Limestonetrade
sharepoint.com/sites/AdBriAccoladell
sharepeoint.com/sites/AdbriAccoladelllDesignRevie

sharepeint.com/sites/Akunalocking
sharepeint.com/sites/Alan
sharepoint.com/sites/Alcoa-Newbuilding
sharepoint.com/sites/Alithya-C5LOracleSupport
sharepecint.com/sites/AllHandsonSafePartners
sharepeoint.com/sites/ArcelorMittalliberia
sharepoint.com/sites/AsiaStrateqgy
sharepoint.com/sites/Assetintegrityand Reliability
sharepeint.com/sites/AugustPy23forecast
sharepeoint.com/sites/AugustFY24Forecast
sharepoint.com/sites/AusAsiaBudgetDeepDive

sharepoint.com/sites/Australia-CrewBonus
sharepoint.com/sites/AustralianBusinessFinancePro
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set or shared with a link that is accessible to everyone in your tenant, thereby
making the permissions on any files included in that folder and subfolders visible
to Microsoft Graph and in turn M365 Copilot. Sharing links bypass site level and
group permissions that are in place.

All v Sites with Oversharing Filter by site simply by clicking on the row in the Site Base URL table on the left.

Filter Results by Site Name

Export any table to CSV: Click ellipses [..) and "Export data” BI

TMI Sites List EESCE I | g e ey s s :

https:/ sharepoint.com/sites/20195trategicPlan https:/) .sharepoint.com/sites/45CategoryMapping/Shared Documents/General/1.
AV AV eV https:/s sharepoint.com/sites/20215trategicPlan Redundant/Inventory Clean Up - Phase 2/4402 Orders

httpsyy sharepoint.com/sites/2023TecuShft https:/y sharepeint.com/sites/45CategoryMapping/Shared Documents/General/MDC

https:/; sharepoint.com/sites/45CategoryMapping Cycle Count

https:/s sharepoint.com/sites/80KSUL https:fy sharepoint.com/sites/80KSUL/Shared Documents/General

https:/; sharepeoint.com/sites/ABCCement-Limestonetrade https:/, .sharepoint.com/sites/80KSUL/Shared Decuments/General/Technical

https:/y sharepeoint.com/sites/AdBrifccoladell https:/ sharepoint.com/sites/AdBriAccoladell/Shared Documents/General/Accolade I

https:/; sharepoint.com/sites/AdbrifccoladelllDesignReview Overshared Files Filtered by Selected Site(s) (]

https:/y sharepoint.com/sites/Akun. B £

https:/) sharepoint.com/sites/Alan hittps:/y MPM#‘&M@M

hitps: sharepoint.com/sites/ B Documents/General/MASTER Strategic Modeling_Initiatives + Accelerated + Growth

httpsily sharepoint.com/sites/Alithya- .OracleSupport

https:/; sharepeoint.com/sites/AllHandsonSafePartners

https:/; sharepeoint.com/sites/AsiaStrategy

https:/y sharepoint.com/sites/Assetintegrityand Reliability

https:/; sharepeoint.com/sites/AugustFY23forecast

https:/s sharepoint.com/sites/AugustFY24Forecast https:// sharepoint.com/sites/2023TecuShft/Shared Documents/General/Claim Package

https:/; sharepoint.com/sites/AusAsiaBudgetDeepDive ned 17nov23/  Shaft Claim Package 1.zip

https:/y sharepoint.com/sites/AusBoardofDirectorsPresentation

h_tt;ﬁ sharepoint.com/sites/Australia-Crew iz e

https:/y sharepoint.com/sites/AustralianBusinessFinanceProjects Cydefounty ____Cyde Count - Axlsx

https:/; sharepeint.com/sites/AustralianCCOReportUpdates
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set or shared with a link that is accessible to everyone in your tenant, thereby
making the permissions on any files included in that folder and subfolders visible
1 to Microsoft Graph and in turn M365 Copilot. Sharing links bypass site level and
group permissions that are in place.
All o Sites with Oversharing Filter by site simply by clicking on the row in the Site Base URL table on the left.

Filter Results by Site Name

Export any table to CSV: Click ellipses [...) and "Export data” @

TMI Sites List EE R | Qs o Skt

https:// .sharepoint.com/sites/20195trategicPlan https:// sharepoint.com/sites/45CategoryMapping/Shared Docume i
NN hitps:// sharepoint.com/sites/2021StrategicPlan Redundant/Inventory Clean Up - Phase 2/4402 Orders
https:// .sharepoint.com/sites/2023TecuShft

i ; Inttos./ sharepointcom/sites/4SCategoryMapping

Drill Down by Site ey Sharepoint comsites/AJKSLL
https:// .sharepoint.com/sites/ABCCement-Limestonetrade
https:// sharepoint.com/sites/AdBriAccoladell
hittps:// .sharepoint.com/sites/AdbriAccoladelllDesignReview
hittps:// sharepoint.com/sites/Akun
hittps:// .sharepoint.com/sites/Alan
hittps:// .sharepoint.com/sites/Alcoa
hitps:// .sharepoint.com/sites/Alithya.  OracleSupport
https:// .sharepoint.com/sites/AllHandsonSafePartners
https:// .sharepoint.com/sites/AsiaStrategy
hitps:// sharepoint.com/sites/AssetintegrityandReliability
hitps:// .sharepoint.com/sites/AugustFY23forecast
https:// .sharepoint.com/sites/AugustFY24Forecast
hittps:// .sharepoint.com/sites/AusAsiaBudgetDeepDive
hittps:// .sharepoint.com/sites/AusBoardofDirectorsPresentation
hitps:// .sharepoint.com/sites/AusGranularBusinessovervisw
https:// .sharepoint.com/sites/Australia-Crew
https:// sharepoint.com/sites/AustralianBusinessFinanceProjects

https:// .sharepoint.com/sites/AustralianCCOReportUpdates
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accessible to everyone in your tenant, thereby making the permissions on any
files included in that folder and subfolders visible to Micresoft Graph and in turn
Overshared Folders M365 Copilot. These sharing links bypass site level and group permissions that
Filter Results by Site Name are in place.
All ~
1 8 9 Export to CSV: Click ellipses (..} and "Export data” B
.
from # of Sites
TMI Folders List -
https:/y sharepoint.com/sites/45CategoryMapping/Shared Documents/General/1. Redundant/Inventory Clean Up - Phase 2/4402 Orders
NN https:// sharepoint.com/sites/45CategoryMapping/Shared Documents/General/MDC Cycle Count
https:// sharepoint.com/sites/80KSUL/Shared Documents/General
https:// sharepoint.com/sites/80KSUL/Shared Documents/General/Technical
https/ sharepoint.com/sites/AdBriAccoladell/Shared Documents/General/Accol
https:// sharepoint.com/sites/AdBriAccoladell/Shared Documents/General/Adbri Policies
https:// sharepoint.com/sites/AdBriAccoladell/Shared Documents/General/Board presentation
https:// sharepoint.com/sites/AdBriAccoladell/Shared Documents/General/RFP Submission Documents
https:// sharepoint.com/sites/Alan/Shared Documents/General
https:// sharepoint.com/sites/Alc
https:// sharepoint.com/sites/ OracleSupport/Shared Documents/General/01 Support/adfdi-excel-addin-installer
hitps:l sharepoint.com/sites, ~ OracleSupport/Shared Documents/General/01_Support/Oracle Patch/220
https:// sharepoint.com/sites, OracleSupport/Shared Documents/General/01 Support/Oracle Patch/Oracle Cloud Finance - Test scripts
https:/ sharepoint.com/sites; OracleSupport/Shared Documents/General/06 FXRateFromionthlyToDaily
https:// sharepoint.com/sites JracleSupport/Shared Documents/General/06 FXRateFromMonthlyToDaily/UAT testing by users
https:// sharepoint.com/sites,. ..., .. OracleSupport/Shared Documents/General/10 Recording_Temp
https:// sharepoint.com/sites/AllHandson5afePartners/WORKING GROUP 1/Documents
https:// sharepoint.com/sites/Arc /Shared Documents/General
https:y sharepoint.com/sites/AsiaStrategy/Shared Documents/Presentations
https:// sharepoint.com/sites/AssetintegrityandReliability/Shared Documents/General/02. Maintenance Package/2.1 ME/ W Qx Technical files
https/ sharepoint.com/sites/AssetIntegrityandReliability/Shared Documents/General/06, PM Data Management
https:// sharepoint.com/sites/AugustFY23forecast/Shared Documents/TCE
& 2024 Invero Cigital Inc. All Rights Reserved.




TMI Files List
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O ve rS h a red F | | e S 3 3 8 8 Owvershared files are defined as files that have been shared with a link that is

accessible to everyone in your tenant, thereby bypassing the permissions on the
parent folder or site and making the files visible to Microsoft Graph and in turn

Overshared Files M365 Copilot.

Filter Results by Site Name
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Export to CSV: Click ellipses [..) and "Export data’ ﬂ

) from # of Sites

File URL |

https:// .sharepoint.com/sites/20195trategicPlan/Shared Documents/General/MASTER Strategic Modeling_Initiatives + Accelerated + Growth Tracker FINAL.xlsx

hittps:/y .sharepoint.com/sites/20215trategjcPlan/Shared Documents/General/ 2021 StratPlan story board (2020.04.21).pptx

hittps:/y .sharepoint.com/sites/20215trategicPlan/Shared Documents/General/Storyboard Archive/ 2021 _StratPlan_story board (2020.03.30).pptx

hittps:/y .sharepoint.com/sites/2021StrategicPlan/Shared Documents/General/Storyboard Archive/ 2021 StratPlan story board.pptx

hittps/ sharepoint.com/sites/2023TecuShft/Shared Documents/General/Claim Package ne.1 17nov23/Tecumseh Shaft Claim Package 1.zip

https:// .sharepoint.com/sites/45CategoryMapping/Shared Documents/General/1. Redundant/Inventory Clean Up - Phase 2/4402 Orders/4402-91608 - Order Review.xlsx

https:// .sharepecint.com/sites/45CategoryMapping/Shared Documents/General/MDC Cycle Count/ - MDC Cycle Count - Axlsx

hittps:/) .sharepoint.com/sites/ABCCement-Limestonetrade/Shared Documents/ABC Limestone Vessel Contract Review.docx

hittps:// -sharepoint.com/sites/ABCCement-Limestonetrade/Shared Documents/Commercial proposal/Appendix E - Occupational Health and Safety/Service Contractor Pre-Selection Checklist.docx

hittps:// .sharepoint.com/sites/ABCCement-Limestonetrade/Shared Documents/ Australia Proposal .Dec. 28th, 2017.docx

hittps:/y .sharr_-\poi nt.com;’sites}ABCCemr_-\nt—Limestoneﬂadeg_'Shared Documents/GTS NVessel ODtiOI‘IS xlsx

hitps:/i

https:// .sharepoint.com/sites/ABCCement- L|mest0ne1rade,{5hared Docu mems,{'Pro ect Management/Agenda/ABC Cement Agenda (December 18th, 2017).docx

hitps:/i .sharepecint.com/sites/ABCCement-Limestonetrade/Shared Documents/Project Management/Agenda/ABC Cement Agenda (January 8th, 2018).docx

https:// .sharepeoint.com/sites/ABCCement-Limestonetrade/Shared Documents/Risk Assessment/ABC Limestone vessel risk matrix - Editablexlsx

hittps:/i .sharepoint.com/sites/ABCCement-lLimestonetrade/Shared Documents/Scheduling simulations/Scenarios 2017-12-22.xlsx

https:// .sharepoint.com/sites/ /Shared Documents/General/ Conversion Options.pdf

https:// .sharepoint.com/sites/ ‘Shared Documents/General/. Conversion Options.pptx

hittps:/y .sharepoint.com/sites/ 'Shared Documents/General/Board presentation/i - December 2023, pptx

https:// .sharepoint.com/sites/ /Shared Documents/General/Board presentation/. - June 2023 (05.06.2023).pptx

https:// .sharepoint.com/sites, /Shared Documents/General/Board presentation, - June 2023 Rev3 (31.05.2023).pptx

https:// .sharepoint.com/sites/ |/Shared Documents/General/Board presentation; - December BOD 2023.pptx

hittps:// .sharepoint.com/sites; /Shared Documents/General/Board presentation/ - June BOD 2023.pptx
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