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% The Cyber Security Landscape

at Six Degrees

Accordingto Gartner 50% of organisations
will use MDR/MXDR services by 2025.
Why the demand for security services?

Attacks growing in volume and
sophistication

Attracting and retaining security
talentis increasingly difficult

Regulatory landscape becoming
more complex
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Human-operated ransomware
attacks are up more than
200% in the last year*

8 O— of all successful ransomware

compromises come through

90% unmanaged devices*

12 EU cyber security

regulations between 2016

n eW to 2026

*Source: Microsoft Digital Defence Report 2023



% The Cyber Security Challenge

at Six Degrees

Complex Attack
Surface

Limited Security
Budget

L8

Secure, Integrated Cloud Services

Limited Resources
for 24x7 Coverage

ROI
Uncertainty



CNS CNS at Six Degrees

at Six Degrees

It is our absolute intent to be our
clients’ trusted advisor and security
partner — a team who they can go
to for help, and that provides plain
language guidance and assistance

when it comes to cyber security.

CNS at Six Degrees delivers
Intelligence-led cyber security
services that protect organisations
in today’s hostile digital landscape.
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% Intelligence-Led Security

at Six Degrees

The path forward

Gain Insight Gai JUR
Make confident security decisions with ‘r_’“n _
expert insight directing priority activities Insight Proactively Defend and

l
:
to provide proportional risk mitigation. ' Respond

: Rest easy knowing our experts are
| here to proactively defend and

. respond to cyber incidents

. throughout your environment,

|

24X7.

>

Intelligence
- Led
Security

- en an en e e En e e e e e e e e e e o e o e o - -

Direct Your Business
Move towards a cost-
effective security posture
that delivers tangible
business value.

Proactively
Defend and
Respond

Direct Your
Business
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% Proactively Counter Potential Business-Impacting Security Events

at Six Degrees

Be one step ahead of threat actors by extending your security capability and leveraging expertise.

©

o Human-led management,
detection and response to
endpoint and extended threats.

o Peace of mind, reassured, and
confident in security posture.

o Continuous monitoring and
intelligence.

PROACTIVELY
DEFEND AND

RESPOND
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Provides knowledge and
technology capability to get
ahead of threats.

Access to professionals that
understand and can interpret
threats.

Partnering to extend your
security capability.







CNS  MxDR Vision

at Six Degrees

Imagine knowing what an attacker will do next, and being able to protect your business
beforethe attack even starts — that’s the power of CNS at Six Degrees’ MXDR service.

* Managed service

*  24X7 monitoring

* Analysis, triage and response

- Pre-approved response actions including:

CNS

at Six Degrees

* |solation
’ Restriction
Containment
MXDR gllsaglement
Service OCRAH

- Strategic threat intelligence reporting

« Operational intelligence alerts

« ldentification of advanced persistent threats

* Automatic and human-led analysis of attacks (threat hunting)
*  Pre-emptive recommendations

B® Microsoft

_|!|, Recorded
BN Security '

Future’

Secure, Integrated Cloud Services 10



at Six Degrees

How Six Degrees
Can Help
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% Six Degrees Managed Cyber Security Service Tiers

at Six Degrees

Managed
Managed Managed Extended
Detection ’ . Detection and Detection and
and Alert

Response Response
(MDA)

(MDR) (MXDR)

Managed Threat Intelligence (TI)

Tl can be integrated with any cyber service tier or purchased as an independent service.

Secure, Integrated Cloud Services

12



% Six Degrees Managed Cyber Security Service Tiers

Advanced Service

at Six Degrees

Packagetype Comprehensive Service

Attacks going past the

For organisations . :
9 client’s endpoints

1. Endpoint exposure
2. Ransomware attacks

Managed

Extended |
’ Detection and

Response .

(MXDR)

Managed
Detection
and Alert

Managed
Detection and
Response

(MDR)

* o 0 *

The solution

Builds on MDA Extends response
. technologies capability
What it does Enables endpoint Cloud, endpoint, identity
response and applications

Enhances resilience,
reduces risk,
comprehensive insights

We can stop attacks on

Value devices

Managed Threat Intelligence (TI)



% Managed Cyber Security Services Packaging

at Six Degrees

< 24x7 SOC v/ v v/
g < Advanced Threat Protection \/ \/ \/
o
é < Azure and Microsoft Monitoring \/ \/ \/
< Monitor Non-Microsoft Products \/ \/ \/
N < Contain and Eradicate Attacks X \/ \/
7))}
?,)_ < Stop Attacks on Endpoints x \/ \/
)
T e e X X v

AN AN J
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% Service-Based Products — Monitoring

at Six Degrees

Sentinel SIEM Coverage

Defender for Endpoint

All our services
monitor the
core Microsoft
components as
a baseline and
leverage
Microsoft
Sentinel SIEM.

Defender for Identity

Defender for Office 365

Defender for Cloud Apps

Defender for Cloud

AN N N R IR NN
AN N N R IR NN
AN N N N N NN

Entra ID Protection

CNCYCNC N N\ D

AN AN J
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% Service-Based Products — Response

at Six Degrees

Defender for Endpoint

Services are

differentiated

Defender for Identity
by the breadth

of response _
Defender for Office 365

CNCONC NN N\

X XXX XX

capabilities:
Alert Only Defender for Cloud Apps
Endpoint Defender for Cloud
Response
Extended Entra ID Protection
Response

- J
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X XXX XL

CLOCKKKKL
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CNS What is Response?

at Six Degrees

Response
actions
available in our
services are
designed to
stop cyber-
attacks and
business
compromise,
allowing the
client to then
safely recover
systems and
review the
incident
themselves.

Analysis

Contain

Eradicate

Recover

Review

YO YAYAYS

X XX XS
XX < KL
XX <<«

. \l J Y,
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% Managed Cyber Security Services Benefits

at Six Degrees

24x7 threat detection and Proactive response and advice Situational awareness
response across the environment to protect your business across entire landscape
Maximise Microsoft Consolidated and integrated Proactive threat
security investment security posture hunting

Secure, Integrated Cloud Services
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at Six Degrees

Why Six Degrees
for MXDR?

Secure, Integrated Cloud Services



CNS  The Vvalue of Our Managed Service

at Six Degrees

Cyber Security Operation Centre (CSOC)/People.

CNS .............

Process and Experience °

«  MISA — Microsoft
Intelligent Security .

People and Expertise

« SOC Analysts — Security
Cleared and military

backgrounds Association
at Six Degrees - Access to Security «  Follow MITRE ATT&CK
Engineers framework in analysis

and investigation
. CREST-accredited

.+ Threat Intelligence Analysts
and Cyber Threat Hunters
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% The Customer Experience

at Six Degrees Over 20 years’
experience

UK data
sovereignty

Understanding
SME and mid-enterprise
cyber security challenges

CNS

at Six Degrees

People-centric
approach
experience

Breadth and depth of
cyber securuity expertise

Secure, Integrated Cloud Services

Consultative-led,
right size solution

Broad range of
cyber security
services

Real-world operational
cyber security

21



% Why Us? Experience and Trust

at Six Degrees

Centre of Excellence:

.
o) _Jc¥c

- p

HE Microsoft

Solutions Partner

Security Thought Leaders: QVberS?&‘:‘ﬂEV

BIISINF,SSRF,P()RTF,R News Technology Management Finance Sustainability Resou

TOPICS v VIDEOS v  NEWSLETTER JOURNALS ABOUT v  EXPERT CAREER PROFILES  CYBERSECURITY MAf

CISOs and the board: bridging the cyber-
security gap

TECHNOLOGY

Hidden in Plain Sight: Open-Source Software
Vulnerabilities

|
\ 4 Decermber14,2023 & AndySwit ® 719Views # 0Comments X 4minread
Resilience Forward (<o
Open-source software (0SS), software which has had its original source code made available for

redistribution and adaptation, has become so popular in recent vears that it can now be found in

AllNews Research  JobsinResiience  Resources Community  About Resilience almost every organi b t

to its collaborative,
development hours|
However, its ubiqui
challenges it brings

Hot Topics: Windows 10 Windows 11 Microsoft  Apple Linux Cloud  ChatGPT

The race to regulate Al: The next frontier for
law and society
l By Richard Starnes  Published 5 months ago

Protecting your organization against physical
| social engineering techniques

No Comments (6 a0 JE s
1 T
Security ‘ Y A e —— e
Richard Stames ot Six Degreos argues for the
| — ).

”~
B

.

Specialist
Cloud Security

Threat Protection

Artificial intelligence (Al) is set to be the next major technological advancement to dramatically
impact modern society. From transforming the way we work, to increasing efficiency in
outdated systems, the changes promised by Al have the potential to be utterly
transformational. While this brings a huge range of opportunities, there are also some

role of physical social engineering techniques and what organizations can do fo increase their enormous challenges to overcome if humanity is to strike an effective balance between
resilience to such attacks. progress and risk.

Not every atfack on data and systems comes directly via cyber attacks. Andy Swift explores the

Secure, Integrated Cloud Services 22



CNS

at Six Degrees

Questions?
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CNS Next Steps

at Six Degrees

W ould you like to know more?

Speak to one of our Security Architectsto e
learn what an MXDR service might look '
like for you.

Contact:

Secure, Integrated Cloud Services



CNS

at Six Degrees

Thank You
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