
The technology that simplifies the 
management of access and sharing
on OneDrive, Teams, SharePoint, on-premise file servers and email

5 KEY FEATURES

ACCESS AND PERMISSION REVIEW

FULL OVERVIEW OF M365 AND ON-PREMISE DATA
Get all the information in one centralized place
Precisely explore permissions at a file, group, or user level
Track high-risk activities or incremental configuration changes 
(groups and members, individual permissions, company link permissions, internal users, guest, or anonymous accounts)

PERIODIC ACCESS & PERMISSIONS REVIEW CAMPAIGNS
Schedule periodic campaigns on all or part of the resources (All company 
Link, MIP tagged data, sensitive SharePoint sites)
Manage automatic reminders, follow-ups, and get reporting for 
campaign results

USER-FRIENDLY INTERFACE
Delegate the management of permissions directly to the owner 
through an easy-to-use security dashboard
Give full visibility to your users on exposure of link sharing and high-
risk permissions

AUTOMATIC OWNER ASSIGNMENT
Save time by bulk assigning automatically functional owners of 
collaboration spaces (Teams group, SharePoint site…)
Manage data ownership in bulk and change assignment of one owner to 
another easily (interchangeability)

For preventative or investigative purposes or in case of doubt.

Ensure governance
and compliance of 

permissions and access 

Prevent the risk
of data leakage

and malicious intent

Who can access it? 
Who has permissions? 

Who is looking at and sharing their data?
Identify error or issues

Improve Microsoft 365 access and 
permissions reviews with effective user 
engagement, automation, and fine-grained 
data analysis.

Available on mobile app, web interface with email and sms notifications.



REAL-TIME REMEDIATION & ALERTING
Supervise permission updates
Control the processing of remediation operations 
Receive alerts by any suspicious event

Key features for users: ​
Remove multiple links sharing or prevent specific people from using them

Stop OneDrive file sharing – both internal and external
Remove outdated permissions or Teams members

Remove any group, site, or team guest users
Manage ownership of a team

BENEFITS

Quick and efficient access and 
permissions review process

Maintain recertification of authorizations over time

Manage activities, operations on data 
both M365 or on-premise

Empower your end-user to take part in 
M365 governance and security

IDECSI’S + POINTS

• Expert and native Microsoft 
and on-premise solution

• SaaS platform

• No infrastructure and 
maintenance costs

• Connectors: IAM, Active 
Directory, SIEM, MIP

WHO TRUST US

The first detection platform interacting with users
MICROSOFT 365 AND ON PREMISE SERVERS

www.idecsi.com


