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Introduction

This deployment guide will take you through all the steps required to configure and deploy Siemens
NX via a personal Azure Virtual Desktop (AVD) utilising AMD’s NV8as_V4 instances on Microsoft’s
public cloud Azure. This guide will provide written instruction together with visual representation
around each step of the setup concluding with a fully functional desktop deployment. Most steps
performed will be via Azure Resource Management (ARM) meaning little PowerShell experience is
required. Although this document will ease you through the setup in an easy to follow narrative it is
recommended that some IT experience is required but not necessary.

Intended Audience

This guide will mostly appeal to corporate IT managers that look after existing IT and Microsoft
infrastructure either on-premises or in the cloud. Microsoft’s Azure Virtual Desktops work on a bring
your own license model or “BYOL”, so users will need to have knowledge of and access to their
company’s 0365 and existing Siemens NX network\floating licensing and of course permission to use
corporate payment methods (credit card) required by Microsoft’s Azure public cloud. Please be aware
that in this guide we are building a separate cloud environment, a pop-up project or sandbox if you
will, the steps provided can translate to a production environment however we strongly recommended
that unless you are an IT administrator or decision-maker for your corporation, that you seek the
appropriate permission before attempting this.

Why Azure Virtual Desktop?

Azure Virtual Desktop is a free service and can be used with your existing Microsoft 365 or Windows
per-user licence. There are no additional licence costs, it's a familiar protocol, we've all used windows
remote desktop service. Azure Virtual Desktop has built in security as well as conditional access
control along with providing secure login via multifactor authentication. Whether you are deploying
your Azure Virtual Desktop session hosts to a small team in a development or sandbox scenario or
using Microsoft's Azure virtual desktop for production, it allows you to quickly pop an environment
and add resource as you need with a convenient pay as you go structure, with essentially no IT
infrastructure overheads you will ultimately be able to reduce costs. Azure Virtual Desktop also
provides integration with other platforms like Citrix or VMware to provide a richer desktop experience.
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What you will achieve

The end goal is to have you working from a Azure Virtual Desktop session host with your Siemens NX
software installed and drawing a license from your license server, to be able to connect via remote
desktop services native to Azure Virtual Desktop or via Citrix ICA HDX engine should you choose.
Along the way, you will provision your own virtual private cloud with an isolated virtual network
infrastructure within Microsoft's Azure public cloud. You will configure the backend resources
including infrastructure VM’s and services, storage accounts, NX license server and AVD image with
NX software installed as well as provision session host or hosts enabling you to work on your NX
project on the go.

Getting Started - What do we need?

You need very little to get going, in this guide, we will be starting with a new Microsoft Azure account
which creates a new subscription in your organization’s tenant, you’'ll be using your Office 365 account
for this. You'll need a payment method for upgrading your subscription, you’ll need your Software
bundles (Siemens license server and Siemens NX) including access to your license file. If you are
trying out Citrix Cloud you’ll need a Citrix account to download various software components (sign up
here https://www.citrix.com/welcome/create-account/ ) and a Citrix Cloud account to sign up for a
trial license of Citrix Cloud Virtual Apps and Desktops (Sign up here https://onboarding.cloud.com/).
Other than that you’ll need to decide before you start what region you’ll be deploying in we’ll go East
US, but probably the most important thing is that you give yourself plenty of time to complete the
project...... So let’s get going.........
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Signing up for Azure

If you are completely new to Microsoft Azure let's create a new account and sign up to Azure, if not
and you are not trialling Citrix Cloud go ahead and skip to Check your vCPU Quota:

First, from a web browser of your choice, enter the following URL in the search bar:
https://azure.microsoft.com/en-gb/free/ and Select the green Start for Free button

B Mcroaodt Agure

Create your Azure free account today

Get started with 12 months of free services

You will be prompted to sign in with your existing account or create a new one, simply sign in with
your Office365 email address and password.

Enter your 0365 email address and select the blue Next button.

=: nlcrosofn
Sign in
By acomunt? Creabe ane
i 1 Wil oaws Had 1 S 1Ty by y
s
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Enter your 0365 Password and Select the blue Sign in button:

B2 Microsoft
— imscloud-caduseri®

Enter password

/

For security you will be asked to change your password, do be aware this will change your 0365
password, meaning you’ll need to Sign in to your Office apps with your new credentials afterwards!

Once you have entered your original password and your new password twice, Select the blue Sign in
button.

B2 Microsoft

imscloud-caduser

Update your password

Yorll meed to update your passwond because this s
The first Lime o are signing in, ar because your
pazivore bas axpired

et D
==
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Once you have successfully authenticated you will be redirected to set up your free Azure Account,
with 12 months of free goodness and 150 - 200 ($\£\€) of free credits depending on your region for
the first 30 days.

Create your Azure free account

Popular services free for 12 months

I_I.:' 25+ secvices abvays free

@ 200 eredit to use I o first 30 days

Mo sutomatic charges

To create your account you will need to enter various bits of info including name, address, email etc
which make up your profile, please take care to complete all required fields as you go.

Your profile

Camining/Rapon 0 Create your Azure free account

ried Snabe

Cvame e moron et matches o bleg stien Yeu csst changs this

stedion RS [ souf STusly 18 AL i e BT & Eol esalisin ) woud FRSID .
! Popaler servicos free for 12 months

sl npe

o 25+ services ahaay free
D

S200 credit ta use in your firt 30 days

Ermead adibouss )
Mo s tormatic charges

g

Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 7 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

As per the screenshot here, please ensure the region you select matches your billing address, you
can’t change it later.

Your profile -~
Couriky yfMegion 6
United Stares b

Chirce b lecatior that iratcke s gonr ailieg acdoess, Fou cannit chanie 1 solection lale B

senr ol et Sated DiealTer o mdl ereailabee in o fegom, eeen Blom
First name
Last name

Ertail atdliess &

(B53) 533-8555

Once region, full name, email and Phone number have been entered, if not already checked, check

the box “I agree to the subscription agreement, offer details and privacy statement” and Select Sign
up.

By proceeding you acknowledge that if wou use your organization's ernail, your arganization rmay
have rights to access and manage your data and account. Learn rore

| agree to the customer agreement anc privacy agreement.

| will receive information, tips. and offers about Azure and other Microsoft
products and services,

I:‘ | would like Microsaft to share my information with select partners so |
can receive relevant information about their products and services.
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After a minute or so you are magically logged in to your Azure portal! Select the blue “Build in the
portal” button and we can begin the real sorcery.

B Microgaft Azure

You're ready to start with Azure, imscloud-caduser@

EE

This is what your Azure dashboard will look like!

- @ poital slise sy whione

e resnft AT

o
i 'Jpgradel LF - Z03ien Doscaodl BEnAcEs a0 Secs R4

Arure sarvices

[iC= 1] Winthons

Srared imaga Virual Images Ao TarA e Sorage SO datelasas - WRrE Rerex
CaHTE qroups it Dzskhop gelicnzs Sochincs Bt
Mavigate k
1 ame I
{uhsoprohs [#8]  Re=eure croups SEE Al renurces wll | [Dastboord
Toals
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Create a New Citrix Cloud Account

Note: If you are not going to be setting up Citrix Cloud, please skip this part and head over to

Check your vCPU Quotas

To save yourself some valuable time down the road, it's a good idea to set yourself up on Citrix Cloud
before you begin. You will need to first create a Citrix Cloud account, once your account has been
created you will be able to request a Demo of the Citrix Cloud Virtual Apps and Desktops service and

of course a subsequent free trial of that service.

To create your Citrix Cloud Account, from a browser of your choice navigate to Citrix Cloud via the
following URL https://onboarding.cloud.com/, on the sign-in page select the blue “Sign Up and Try it

free” link towards the bottom:

Citrix Cloud

Lisarmsmme S0l i S ee
Pazzwond Fuirzny passwoed ¢
=2

| Fermermbes me

| SIEN InWith my compary credentisls

Tt haye an accmmt?
Sani g il ry 1 Tk
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Selecting the link will redirect you to https://onboarding.cloud.com where you need to complete all
fields in order to sign up, It's standard stuff so name, address, email etc.

Important: When you are signing up to Citrix Cloud use the same email address as your Azure
account, this will enable you to authenticate with the same email address between Citrix Cloud
and Azure.

Citrix Cloud”

Sign Up

 are required

/.=:_r5 user@theimscloud.com \{\I

Azure User

0000

T Azure Sresst

Londan

United Kingdom A

N 7

Once you have completed your details, you will need to agree to the Citrix cloud Terms of Service,
check the “I've read, understand and agree to the Terms of Service” box, complete the picture puzzle
to confirm you are a real person and select the blue Continue button

@m{erstand and agree to the Terms of Service

[]Yes, I'd like to receive promotional emails from Citrix.
[] Yes, I'd like to hear about Citrix promations by phone.

\/ I'm not a robot
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You will then be asked to select your Home region, select a location that best suits the location of
your AVD deployment, ours is East US so we will select United States, choose the location that best
suits you and select the blue Continue button:

CitrixCloud

Select a home region that best suits your
performance and business needs.

Why is this important? Help me decide.

() Asia Pacific South

() European Union

. United States

“/

You will receive a warning message informing you that your choice of location is final and cannot be
changed, at this point double check your selection and if you are happy, check the “I acknowledge
that my home region is set to United States” box and select the blue Continue button.

You've chosen United States as your home region.
This is where all of your account data will live and connector communications
will be routed, Please note that once the home region is set this cannot be
changed. For more details please click here.

If vou're happy this region suits your business and psrformance needs. please
check the box and continue,
@ac/knmvledge that my home region is set to  United States
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You will see a Confirm Your Email Address message, so head over to your emails to see if you got it,
don’t forget to check your junk folder just in case.

Citrix Cloud

Confirm Your Email Address

We just sent an email to
azure.user@imscadcloud.com Click on the link
found in the email to confirm.

Note: If vou didn’t receave an email, please chech your spam folder
or try adding donofrephynofifications@citrin,com to your address
list.

Costact Supoorl

Having located the email received from Citrix Cloud, open it up and you will see within the body of the
email there is a link to “Confirm Your Account, Select the blue Confirm Your Account button:

Before we can give you full access 1o Cank Cloud . you'll need 1o confirm your
acoaunl by clicking the jink below Il {ake you | tha site =0 you can sst up
woul password and gel starled,

You will be redirected back to your web browser to create a password for your new Citrix Cloud
account. Enter a password and enter it again for confirmation and Select the blue Create Account
button:

Citrix Cloud”

You're almost done!
Create a password /
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You will see a Citrix Cloud account creation confirmation message pop up, Select the blue Sign in
button:

Your Citrix Cloud account has been created,

Remeamizer, you will o signing inowith your amail address and the password vou just created.

e

Enter your Citrix Cloud Username and Password and Select the blue Sign in button:

Citrix Cloud

Username Forgot your usern 7
‘ Citrix.com, My Cigix, or Citrix Cloud) =

Password Forgot passworgd
< > =

TR

[ ] Remember me

We are almost there but first Citrix Cloud will ask you to enroll in multifactor authentication to help
protect your account, Select the blue Enroll Now button:

Citrix Cloud” X
___I

Move Faster, Work Better, Lower IT R

Costs

A single place to simplify delivery of Citrix technologies. Enroll in reultifsctor suthentication

Prowide sacure access to apps, dala and |T lools. Deploy an

any cloud or inlrestruciure. Sipmimng in g Citrix Cloud requires multifactor

suthartication in kaed your sccoant 5

D't harve an asocount?

Sign up and try it froe

Learmmprs snout mubtifsetor authentication
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Selecting Enroll will result in you receiving another email from Citrix, this will contain a six digit code,
enter the code as well as your Citrix Cloud Password and Select the blue Verify button.

Flease check your inbox for an email from donotreplynofifications@citrix.com and enter the 6-digit

verification code below, followed by your Citrix account password.

&
e

If you don't already have it on your mobile device, go ahead and get the Microsoft Authenticator app
from the App or Play store and following along with the on screen instructions. So from the
authenticator app, select add account and Scan the QR code as instructed:

Download an authenticator app
L. Gooyoaur phone's apo gtare
2 Benrch For "authenticedor App”

3, Dawriizad an app of your chaosng

Scan the QR code

Fram yaur apthenticstor agn. scan e QR halow If yo0 canomat scan ihe OF coda use the ke to

gnpar maraaly

Ky

ETOGOUEOMLENZIUY

Your autharticalar app will porerate 8- digst code. Plumse copy the code baloe
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Scanning the QR code will set up a code generator that renews your code every 30 seconds, enter the
code displayed and select the blue verify code button:

Verify your authenticator app

Your authenticator app will generate a 6-digit code. Please copy the code below.

@55701 )

Verify code

Finally, you will be asked to choose two recovery methods for signing into Citrix Cloud should you lose
access to your authenticator app, default is Recovery phone and Backup codes, we’ll leave as default
and Select the blue Finish button.

Choose at least 2 recovery methods

If you lose access to vour authenticator app. yvou can use the recovery methods below to regain
access to your account. Select at least two recovery methods to ensure you can sign in.

Recovery phone Required®
Enter 8 phone number that a Citrix Support represeniative can use to call you and verify your identity Citrix

Support uses this phone number only when you reguesi help to sign in

«| 02081805011 Change recovery phone

Backup codes Required®
One-time use backup codes can heip you log in if you lose your device or can't get codes through your authenticator

app

+| Codes generated and saved Replace backup codes
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Request Citrix Cloud Virtual Apps and Desktop Demo\Trial

Some Citrix Cloud services require you to sign up to a live demo of the desired service before you can
actually request a trial, Citrix Cloud Virtual Apps and Desktops is indeed one of those services.

Now you have access to your Citrix Cloud dashboard and all the services are displayed, browse the
services to find the Virtual Apps and Desktops service:

.k L = |
it SE o |
Analvbuy Eraiperil Mansgsnanl Gy
by pefommanceanghogaze T pble-ksorbect fnuse somparsis oo 250 oo Taws ek prd VO e
Thms e
— e I - - -
m [ Hd S viw T Requesi Demo Aequest Trinl
b
= o oy e
s \ &= ad
| VS Brtagyber imtallgant Trathe Managamens FAcraanpa HIANAK Dyrharirabor Sarurs Ertiwser
Request Dema Hecpaest Trial Reguest Demne Resquest Trial |  Beouezst Trial |
R ORI | T A =M T s | R L o o |
sri e o . s mes —— o Do
=1 z e et o)
@) \ i / D 2}.‘:
Seccure Inbermes Acooss Saoure Waks| 55 Wirtuat Aops and Deskops Wirtuat fvops and Deskiops for Werkspaoe Emdranment
(TR E 3 0 LT Maragamnani
£ Zined o gt 151 1 e S R e e
e
Recqunsl Dema Foyguest Daino Regjuasai Dsenig Recjupsl Dere Feguass] Dep
R A me R R iy

Once located select the Request Demo link.

e

Wirtual Apps and Desktops

Dreliensr wiw tual apapss sred deskLogs onceny

device

Reguest Demo

L erHury rar s

We can’t really document a demo, but the process will simply be that you will receive an
acknowledgement email and a Citrix Cloud rep will reach out to you to arrange a Demo and hook you
up with a Trial of Citrix Cloud Virtual Apps and Desktops afterwards.

Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 17 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

Check your vCPU Quotas

Now we have our Azure account and Subscription set up and ready to go, there are few bits to do

before we provision anything.

When you set up your free account you will have a basic vCPU quota for most of the light instances
usually between 4 and 6, this will not likely include any allowance for the AMD NV_v4 family of
instances in fact that quota is only available once you Upgrade.

To check your vCPU Quota select Subscriptions (it looks like a Key!) from the Azure portal home page

Mavigate

On the Subscriptions page, select your Subscription name, in this case “Free trial”:

Home >

Subscriptions x

Default Directory
+ Add

View list of subscariptions for which yvou have role-b:
Showing subscriptions in Default Directory directon,

Myrole @O

| 8 selected

Apply

Showing 1 of 1 subscriptions Show only subsc
|P Search

Subscription name T

=) Free Trial
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From the left hand pane, use the slide bar to navigate to Settings and Select Usage + quotas

Settings
B Programmmiatic eploymient

%] Resourow grouos

B Resouces
m Preview featares /
= llsage +quaotEs

By default, this will display all service quotas, all providers, all locations etc but you do have the ability
to filter this list so we only display what we need to see:

Quots T2 Previder T, Lesilian T, Wpags 1

.

A 1
Ao

i r

W it £
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For the basic infrastructure VM'’s such as license server, Citrix cloud connector etc we'll be using
something like the D2as_v4, these are part of the Dv4 family. To filter and eliminate the noise select
the dropdown heading All services quotas and uncheck the Select all box and scroll down to find the
Standard DV4 Family, check the box to filter.

= =
! % F ll ] 3 1 ol L
I s D e
H Ao el Farmaly v €3 | .

u i) Sandard Owd Promo Family
- [ i . 3 / Iy v
- i | u::a Jard Enet. Fernily w0
B s it Famly
!}- : X {anidard Shwd Famind woRLIS

We can also filter down further to only see vCPU allocation in that the location we’ll be deploying so
in East US. This time Select the Location filter and de-select All locations, then scroll down and check
the box for East US.

, # East US ~ [
| All locations o~ | |

E Select all
v
. elect all D Australia Central
Australia Central D Australia East
Australia East D Australia Southeast
Australia Southeast (] Brazi soutn
) D Canada Central
Brazil South
- D Canada East
V8 Canada Central
|:| Central India
Canada East D
Central Us

Central India D an
Central US EasRUS
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So now you can see all the DV4 instances in the East US location and the current vCPU quota which
is the default 4 vCPU's.

Yo e wse each Mearosoft Azure resounce up B0 s quoda. Badh subsmption hes sepaste quotas and usage 8 trecked per subsmption. [F you readh a Heguest Increase
€3 30, yDu 0N re0Uest an INgRlse ¥ ippon

Chowang 1o 1of Yirecords MO QrCeupng b

Cluota T4 Prowvider T2 Lacation T4 Usage

Standand D Family wCPlis Microec i Compite i %

Now let's look at the NVSv4 allocation as we’ll be using the NV8as_v4 for our Azure Virtual Desktop
session hosts which require 8 vCPU’s per instance........ Simply go back to the service quota filter,
select the header, scroll down to find the NVSv4 option and check the box, you will now see both
instance types and the vCPU quota for the NVSv4 is 0.

ca oA sk path Weirosodt Amre Tescutee up o its quota, Each subeariion hiae sspavte quinas ind usage is rrdied pa subsoipton, 1o reach 5 quele cap, you o0 reduss! B m

TRas

Quota T) Prowider ¥ Lozation 7§ Liesge ¥

So vCPU wise we know that what we have is not enough especially for the Azure Virtual Desktop
instances, but how much do we need?

The D2as_v4 instance will use 2 vCPU'’s per instance and we’ll be provisioning a maximum of 3-4 VM'’s,
allowing for wiggle room we’ll want our allocation increased to 16 vCPU's.

The NV8as_v4 instances will use 8 vCPU’s per instance and we’ll be provisioning a minimum of 2, one
base or master image and one session host, again allowing for wiggle room (just in case you want to
provision one for a colleague) let's get our allocation increased to 24 vCPU'’s.

Increasing your vCPU quota is easy Microsoft even give you a handy link on the Usage + Quotas pane,
....... However, there is a caveat....... You must upgrade your Subscription to increase NV instance
quotas

o Your free trial subscription isn't eligible for a quota increase. To request a quota
increase, first upgrade to a Pay-As-You-Go 7 subscription. Learn more 7
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Upgrade your Account

Upgrading to pay as you go is also super easy so we'll do that quickly before taking care of the Quota
increase. Please make sure you have the permission of your financial department before doing this.

When you set up a trial there is an upgrade button that sits on the top ribbon next to the search bar:

£ 2 portalarinecom Wi

Micragoft Asire @) Upgrade § B Satm resours srvios and deds Oa0

Azure services

i n ~ (%] o a R &

Select this upgrade button to begin the switch over from your Free account to Pay as you go

= Microsoft Azure ® Upgradﬁ resources, services, and docs (G+/) .

Homme >

Upgrade

Checking on your subscription ~

Cancel
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After a brief wait select the blue “Add payment instrument” button

= Microsoft Azure  [CRVERICEE

Hame >

Upgrade

To upgrade your subscription, yowe®ed to add a payment instrument.

Add payment instrument

A new pane will appear on the right hand side, where you can enter your payment method, complete
all required fields and Select the blue Next button at the bottom of the pane:

Select payment method X

We gocept the followang cards
v 2 @
ardhclder hame

| mizzioud |

ard mambes

i ey
[0~ |]2 ~ |
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You are now given the opportunity to re-name your subscription and select your support plan. Enter
your new subscription name (should you wish) and select the support plan appropriate, as this is just
a pop-up environment, we'll select Basic and select the blue Upgrade button below the displayed
support plans to continue.

Wiltrosolt Anure LT £ Erarch rouies enieed. medacy (G
e
Upgrade
Ipgrade 1o oontimue wAth ywour Adure aoeount and seo i Erens 10 ke products oo Deen usang
Firer @ nevwe name for your therpdion, ssled & -'.Ir-|-r.r| ian, argd thsh s Lipgracls
Suswration fandyaene ® | Ko WREY Aare ulngnigit
= At 5 soppce L pri s Developer 2161 month
Mt A g 5o o g duss o 1eama looking fo auiddy snd effectively get startad on Azure, teminical suppior i available weekidays

00 AR 1o 500 P itk fivivial regporses limes under & business kours;

T4 53 'month
or taams that i productonwendasds nibal responss Sme s botwesa oo kour and one busness day, Srsed on
[ i) Al
Professional Direct 74531/ month
Bor taarts that ney maulimile busnsrs-oticd funcsonig and naed fish resnonses; AOWECNY G8IVSsE, AT #00eRs 10

ft eivart wehinars, Initi g o i geie businees day. Based on cac

3 Migh-geverty nddent marseement

Imcluded
5 or taams that maad biling and sibsmiphon manzgemant suppon and do not fequirs techninal sunport
o charge your peymnet rrathod on 3 monthly' bess for the smoonbs indoted in b offer distails anfil pou

In case you were wondering, what happens to the free credits and services once you upgrade? Well
the good news is that you still have that available to use and are only charged once you have either
used up you free credits or use quotas and services not included with your free trial.

FAQs

What happens after | upgrade?

You get 12 months of popular services for free, plus more than 25 products
that are always free, Beyond what's free, you pay only for what you use each
month and you can cancel any time!

What happens to the Azure creditif | upgrade before 30 days?
Your rermaining creditwill still be available for the full 30 days after you
started your Azure free account,

Do | hawve to pay after | upgrade?
As long as you use the the product quantities that are included for free, you
won't have to pay anything.

TIP: If your subscription is still showing as Free after upgrading, log out of the portal and log back
in.
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Request a vCPU quota Increase

With our account upgraded let’s get the vCPU quota we need, navigate back to Usage + Quotas

Home>Subscriptions>Your Subscription>Usage + Quotas

= MX on WVD Azure subscription | Usage + quatas

i %} Mot =, Dol f [T
Sethmun

B e

el |
Ussge 7
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This will open a new Support request window, 3 options will be displayed, labelled “Issue Type”,
“Subscription” and “Quota Type”. Issue type and Subscription should be automatically completed but
for Quota type you need to change the selection to “Compute-VM (cores-vCPUs) Subscription limit
increases” and select Next: Solutions>>

Horme > Subscriptions > MX on WD Azure subscription >

New support request

Basics

Create a new support request to get assistance with billing, subscription, technical {including advisony or quota
management issues.

Complete the Basics tab by selecting the options that best describe your problem. Providing detailed, accurate information
can help to solve your issues faster.

Issue type * | Service and subscription limits (quotas) N ‘
Subscription * | N3 on WWD Azure subscription (b818fS6f-3ad1-47c2-9f9f-8c52h226a884) ~ ‘
Can'tfi

Quota type * | Compute-¥M (cores-vCPLUs) subscription limit increases ﬂ

| Mext Solutions »» ?

You will hop along to the Details page, you must complete all required fields here, first up is Request
details, select the Enter details Llink which will open an additional Quotas Details pane:

Basics Details

Information provided on this tab will be used to further assess your issue and help the support engineer troubleshoot the
problem. Yerify the caontact information before moving to the Review + Create.

Problem details

Additional information is required to promptly process your request for 8 quota increase.

Request details * Provide details for the request
Enter details
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For the Quota details, leave deployment model option as Resource manager, for locations select the
location that you've decided to deploy in, in this example we’ll go with South Central US (you can
choose multiple regions if you wish), for Types leave as standard and for Standard select the 2
instance families or Series of the Quota you wish to increase, in this case the Dv4 and NVv4, you will
see your current limit displayed and be able to enter the new vCPU Llimit, we are going for 16 for the
Dv4 and 24 for the NVv4. Once completed select the blue save and continue button towards the
bottom of the pane.

Quota details =
[ ent moche
£ e Ma §
at
Fast US o
pe
g
electe
VM Series Current vCPU Limit New vOPU Limit

Your request details will now be updated to reflect this
Problem details
Additional information is required to promptly process your request for a guota increase,

Reguest details 2 reqjuests
Update details
Request Surnmary Wew Lirnit
Resource Manager, EASTUS, Dwd Series 16

Resource Manager, EASTUS, MVl Series 24
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To complete the request, select your desired Contact method and enter your Contact info, then select
Next: Review and create>>

Support method

Suppaort plan Basic support

Severity C - Minimal impact/
Preferred contact method * (®) =1 Email
A Support engineer will contact you over email,

O % Phone

A Support enginger will contact you over the phone.

Your availability Business Hours

Support language * ) [ English v |

Contact info

First name * | theimscad o |
Last name * [ cloud ]
Email * | theimﬂcloud@ I

Additional email for notification | |

Phone | v |

Country/region ™ | United Kingdom ~ |

< < Previous: Basics | | Next Review + create >> /
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On the review page if you are happy, simply select the Blue Create button to submit your request.

Basics Details Review + create

Bazics

Issue type Service and subscription limits (quotas)

Subscription Pay-As-You-Go (652151c7-aad-4bBB-a7c6-7974e8fa2558)
Quota type Compute-¥M (cores-vCPUs) subscription limit increases
Summary wCPU Quota Increa

Terms, conditions, and privacy policy
By dlicking "Create” you accept the terms and conditions O,

View our privacy policy G\

Details

Reguest Surnmary Mew Limit
Resource Manager, EASTUS, Dvd Series 16
Rezource Manager, EASTUS, Mvwd Series 24

Support method

Severity C - Minirmal impact
Support plan Basic support
Your availability Business Hours
Support language English

Contact method Email

Contact info

<« Previous: Details M

You will then receive an email from Microsoft support to acknowledge your support request, which
should be followed about 30 minutes later by another email from Microsoft support to confirm your
request has been completed.

Once you have your confirmation email, we can quickly check quotas have been increased by again
navigating back to Home>Subscriptions>Your Subscription>Usage + quotas. We can then begin the
road to AVD.
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Create a Resource Group

From the Azure home page, type Resource groups in the search bar and select the service by the
same name from the list:

I A reealic groug . -
Servoes Teeal M3 roeplade
['#] Resmrce groda: £ Resceroe grecp

Subsaizbon:

Dosmertatlon seenl
e §

w [escurce Graal Cralore) |
AL Maisge resnus R apnuas - Auck paral s dres Aesomuioe n
= Resnace Grash queqes

BASSGE TRt iR GraNEs - AZUTE PRARIGhe)  AZure Reso e

i\ Rzspurcs Exprorar
BB i
g Maisge resousce groups - dzurs LL - Boee Hesoutie .
BE A ez ous

Liaphey resoourcus o resagroe angups - Saure Hesporce

Ezsouroe Groaps
a Aapiczt an gprauas

M resuks vene Fonned
£ Bing Resounes

| poa ={{FE ]
Hrsoarioes

o rrsubs vescs oend

Pkt St w1l g e g 48
B Ty searching v stubring

E Ty scardhing r Amaa Adivs Diecery

Sravhow sl miem b Ty

On the Resource group page select + New to create a new Resource group

Home >

Resource groups =
Default Directory

Mew o Manage wiew v () refresh L Export to C5V = Cpen guery

| Fitter for any field.. | Subszcription == all Location == all X< oy
Showing 1to 1 of 1 records.
|:| Narne T
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There are several required fields here, Under Project details “Subscription” should be populated
automatically with your subscription if not select it from the dropdown menu. “Resource Group” this
is where you enter a name for your Resource group, try and keep it descriptive if you can. Finally,
under Resource details “Region” is where you create your resource group, we have chosen East US
but go ahead and choose a region relevant to you and your deployment. Finally select the region. To
finalise select the blue Review + create button:

= Microsoft Azure £ Search resources, services, a

Home > Resource groups >

Create a resource group

Basics  Tags Rewiew + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization, Learn more 2

Project details

Subscription * (3 | X on WD Azure subscription Y |

Resource group * @ (| mscLoun_nxa] ) /]

Resource details

Region * (O @East us ) v |

e
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You should see a Green tick with Validation passed message, so go ahead and Select the blue Create
button:

= Microsoft Azure J

Hore » Resource groups >

Create a resource group
Q Walidation passed,

Basics Tags Review + create

Basics

Subscription M on WD Azure subscription

Resource group IMSCLOUD_MXWD

Region Eazt US

Tags

Mone

Wext = Download a template for automation
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Unlike some other services, creating a Resource group will not display a “Your Deployment is
complete” message, don’t worry you will see an alert confirming “Resource group created” in your
notifications instead, Select the blue “Go to resource group” button, or from the search bar enter
Resource groups and select that same service from the list:

e & 7 s
Iz S : DEFALILT DIRECTORY
Notifications X
Maore events in the activity log — Dismiss all
>

o Resource group created

Creating resource group 'IMSCLOUD_MXWWVD' in subscription '™X on WD
Azure subscription' succeedeg

Go to resource group # Pin to dashboard

5 hours ago

You should see your shiny new resource group:

= Microsoft Azure £ Search resources, services, an

Home >

Resource groups =
Default Directory

Mew 0% Manage view ) Refresh L Export to C5W = Open query 7 Feedback % Assign tags

| Filter for any field... | Subscription == all Location == all X +v Add filter

Showing 1to 2 of 2 records.

[] Name @ /

[] [ imscLoun Mo
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Tip: To quickly access your resources try using the Portal “Hamburger” Menu (Top Left), it has handy
links to all your services and if there’s one missing that you use often you can create your own, the
search bar will become a thing of the past!

Closed:
Open:

&

Create a resource
ﬂ' Home
=4 Dashboard
= All services
* HVORITES
EEE All resources
['#] Resource groups
" Quickstart Center
& App Services
“7* Function App
Bl S0l databases
€ Azure Cosmos DB
KX virtual machines
@’ Load balancers
== Storage accounts
£ virtual networks

® Azure Active Directory

C) KMonitor
& Advisor
@ Security Center
G Cost Management + Eilling

:2 Help + support
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Create a Storage Account

From the Azure Portal Hamburger menu and select Storage Accounts:

[ Creats s resource

i Home
E Dashboard

= Al services

B Al resaurces

[%a] Resource groups
%" Culizkstart Center
:3 APR Services

% Function Apo

1 =0L databases
L Azae Cosmos DB

I virtual machines

4% Load balancers /
= Gtorage scoounts

On the Storage account page Select + New to begin Storage account creation

= Microsoft Azure £ Search resources, services, and docs (G+/)

Horme >

Storage accounts =

Default DirECty

Mew 50¢ Manage view () Refresh Export to C5V % Open query < Feedhack 2 Aszign tags |8 Delete

| Filterfor any field... | Subscription == all Resource group == all < Location == all +v Add filter

Showing 0 to O of O records.

Narme T Type TL
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On the Create a storage account page, complete all the required fields, under Project details
“Subscription” and “Resource group” should be automatically populated with your subscription and
new Resource group, if not select the fields for Subscription and Resource group and choose the
appropriate entry from the drop-down list.

For Instance details, enter an appropriate Storage account name, note this will need to be all
lowercase, we have called ours imscloudsa. Select your Region, we're going for East US, Select your
performance tier, standard is fine (default so leave as is) and finally for redundancy select Locally-
redundant storage (LRS), now select the Next: Advanced> button at the bottom of the page:

= Microsoft Azure ' Search resources, services, and

Home > Storage accounts

Create a storage account

Basics  Adwanced  Metworking Data protection  Tags Rewiew + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage GenZ2, Azure Files, Azure Queues, and
Azure Tables, The cost of your storage account depends on the usage and the options you choose below. Learn more about
Azure storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
ranage your storage account together with other resources.

Subscription * | MX on WD Azure subscription s |
Resource group * | IMSCLOUD_NXWVD v |
Create new

Instance details

If you need to create a legacy storage account type, please click here,

Storage account name [ @ |

Region @ * (| ws) East us) |

Performance (0 @ Standard: Recommended for most scenarios (general-purpose w2 account)

O Premiurn: Recommended for scenarios that require low latency,

Redundangy (O * | Locally-redundant storage (LRSh R
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Here’'s a useful link to Microsoft docs on Storage accounts: https://docs.microsoft.com/en-
us/azure/storage/common/storage-account-overview

On the Advanced page, you can go ahead and leave as defaults, Select the Next: Networking> button
at the bottom of the page:

= Microsoft Azure 2 Search resources, services, ant

Home » Storage accounts >

Create a storage account

Basics  Advanced  Metwarking Data protection  Tags Review + create

Security

Configure security settings that impact your storage account.
Enable secure transfer (@ B

Enable infrastructure encryption (&

i ] Sign up is currently required to enable infrastructure encryption on a per-
subscription basis, Sign up

Enable bloh public access (1) B

Enable storage account key access (0 B

Minimum TLS version (T | Wersion 1.2 b

Data Lake Storage Gen2

The Data Lake Storage Gen2 hierarchical namespace accelerates big data analytics workloads and enables file-level access
control lists (ACLs), Learn maore

Enable hierarchical namespace D

Blob storage
Enable network file share v3 ()

Li ] Sigh up is currently required to enable NF3w3 on a per-subscription basis. Sign up

Access tier (D @ Hot: Frequently accessed data and day-to-day usage scenarios

O Cool: Infrequently accessed data and backup scenarios

Azure Files
Enable large file shares (D D
Review + create = Previous | | Mext | Metworking =
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On the Networking page, you can again leave the default settings and select the Next: Data
Protection> button at the bottom of the page:

= Microsoft Azure B Search resources, services, a

Home > Storage accounts >

Create a storage account

Basics  Adwanced  Metworking  Data protection  Tags Rewiew + create

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

Connectivity method @ Public endpoint (all networks)

O Public endpoint (selected networls)

O Private endpaint
O 2l networks will be able to access this storage account, We recormmend using

Private endpoint for accessing this resource privately frorm wour netuork, Learn
mare

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers,

Routing preference (i) *

© Microsoft network routing

O Internet routing

g

Review + create < Previous | | Wext : Data protection = |
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On the Data protection page, again here you can leave as defaults and select the Next: Tags> Button
at the bottom of the page:

= Microsoft Azure A Search resources, services, and

Home » Storage accounts

Create a storage account

Basics Adwanced  Metworking Data protection  Tags Review + create

Recovery

Protect your data from accidental er erroneous deletion or modification.

D Enable point-in-time restore for containers

Use point-in-time restore to restore one or more containers to an earlier state, If point-in-time restore is enabled, then wersioning,
change feed, and blob soft delete rmust also be enabled, Learn rmore

E Enable soft delete for blobs

Soft delete enables you to recowver blobs that were previously marked for deletion, including blobs thatwere owvernritten, Learn more

Days to retain deleted blobs (D 7

Enable soft delete for containers

Soft delete enables you to recover containers that were previously marked for deletion, Learn maore
Li ] Sigrn up is required on a per-subscription basis to use container soft delete, Sign up for container soft delete

n Enable soft delete for file shares

Soft delete enables you to recover file shares thatwere previously marked for deletion, Learn rore

Days to retain deleted file shares (i) 7

Tracking

Manage versions and keep track of changes made to your blob data.

|:\ Enable wersioning for blobs

Use wersioning to automatically maintain previous versions of your blobs for recovery and restoration, Learn more

|:\ Enable blob change feed
Keep track of create, modification, and delete changes to blobs inyour account, Learn rmore

Review + create < Previous | | Next : Tags »
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On the Tags section, should you wish to categorize resource you can do so here, however we are not
using tags for this example so go ahead and Select the Next: Review + create button at the bottom of
the page:

= Microsoft Azure £ Search resources, services, :

Home » Storage accounts >

Create a storage account

Basics  Adwanced  Metworking Data protection  Tags  Rewiew + create

Tags are narmefvalue pairs that enable you to categorize resources and view consolidated billing by applying the same tag
to multiple resources and resource groups. Learn more about tags

Mote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

MName Yalue Resource
e | . | e | | All resources selected e
Review + create < Previous | | Next : Review + create >
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Finally on the Review and create summary page, you should see that familiar green tick confirming
your configuration is good, check through your selections and Select the Blue Create button at the
bottom of the page:

= Microsoft Azure £ Sean

Home » Storage accounts >

Create a storage account

@ Walidation passed

Basics  Advanced  Metworking Data protection  Tags Review + create

Basics

Subscription N on WD Azure subscription

Resource Group IMSCLOUD_MXWD

Location eastus

Storage account name imscloudsa

Deployment model Resource manager

performance Standard

Replication Locally-redundant storage (LRS)
Advanced

Secure transfer Enabled

Allow storage account key access Enabled

Infrastructure encryption Disabled

Blob public access Enabled

Minimurm TLS version Version 1.2

Enable hierarchical namespace Disabled

Enahle network file share v2 Disabled

Access tier Hot

Large file shares Disabled

Networking

Metwark cannectivity Public endpoint (all networks)

Default routing tier Microsoft network routing

Data protection

Point-in-time restore Disabled
Blob soft delete Enabled
Blob retainment period in days 7
Container soft delete Disabled
File share soft delete Enabled
File share retainment period in days 7
Versioning Disabled
Disabled

Blob change feed

Next » Deownload a template for automation
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It may take a few moments, but you should eventually get the desired green tick alongside “Your
deployment is complete” message.

i oL A g U Sgaidi minurees seadidand dai s

o

& imscloudsa 1619895926105 | Overview & -

S gy e

X Restepley O chesh

ﬂ s e i fesidbachl b

P £ Your deployment iz complete
e Ll et briiea TETEREREAE G Soar o AN 1A S
S.Esaphon e T B cepeancn D $Edeaci-Zat-d 14T-Ral a0 To e a2l

LI NIt T

RELIIDE Crings
. Daplmmant detalls oapizac:

o et Arps

You can check out your new Storage account by either selecting the blue “Go to resource” button or
by selecting storage accounts from our friend the hamburger menu

{= reaty 3 resouree
i Home
8] Lachboane

= All service

& FRVORITES

B Al zsourszs /
Storage secoLnT

| R2EcuUris grouns

% Cuicketart Cantar

Here you can see our newly created imscloudsa Storage account.

p Sy e Sewicesr e o

Home >

Storage accounts »
Default Directory

Mew 0¥ Manage view () Refresh L Export to CSW = Open query < Feedback 7 Assign tags |8 Delete

| Filter for any field... | Subscription == all Resource group == all < Location == all X< +v Add filter

Showing 1to 1 of 1 records,
[] Name © / Type Ty Kind Ty
D = imscloudsa Storage account Storagev2
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Azure AD Domain Services Setup

If you are using an existing subscription and already have the ability to join Azure virtual machines
to a domain in place, please skip this and pop along Create a License Server VM. Otherwise lets create
our Azure AD Domain. From the Azure portal home page, type Azure AD Domain Services into the
search bar and select that same option from the list, unfortunately you need the search for this one:

et el ol Ok

OOOMAY S TO Ry

e AD Doongen Sencces
Larviten et r  MMbeplace
Azure s
Asse AD Dommeb Serwe O &t 20 Dowstr tevee

»
_+_ & O sarmme Zation } _)
" & erniie vesty ¢ . AN » )

Navigal

P

Next Select the blue “Create Azure AD Domain Services” button:

F T rpieerts g @t 30wy G il i [EPTR sy ]
E r DL T DT Y

Azure AD Domain Services = .

[E L | Sfiirpson = s S groi s all cction = = ol i ki e

M * e * Nimminw group ¥, Lemation *, idnrption *

[+
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On the Basics page you can leave the Subscription fields as default and for Resource group select the
resource you created. Enter a DNS Domain name, we are going for imscloudonazure.com but choose
something appropriate to you. Select your region and Appropriate SKU we are using East US and

Basic, Select Next:

Create Azure AD Domain Services

*Basics " Metworking Administration Synchronization Security Settings Tags Rewiew + create

Azure AD Domain Senvices provides managed domain services such as domain join, group policy, LDAP, and
Kerberos/MTLM authentication, Y¥ou can use Azure AD Domain Services without needing to manage, patch, or service
dormain controllers in the cloud. For ease and simplicity, defaults have been specified to provide a one-click
deployment. Learn more

Project details

When choosing the basic information needed for Azure AD Domain Services, keep in mind that the subscription,
resource group, DMS domain name, and location cannot be changed after creation.

Subscription * | Fay-As-you-Go v |
Resource group * (&) | IMECLOUD_MNXWD 7 |
Create new
Help me choose the subscription and resource group
DMS domain narme * (5 q imscloudonazure.com) v
Help me choose the DMS name
Region * (O | (US) East US v |
SKU* @ v |

@dard )

Help me choose a 5kU

Forest type * (D [ User

"

Help me choose a forest type

-
Recource J

e

Rewview + create

N ext
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On the Networking page you can leave the default entries and Select Next

Create Azure AD Domain Services

"Basics T MNetworking  Administration Synchronization Security Settings Tags Rewiew + create

Azure AD Domain Services uses a dedicated subnet within a virtual network to hold all of its resources. If using an
existing networlk, ensure that the netwark configuration does not blodk the ports required for Azure AD Dormain
Services to run. Learn more

Wirtual network * (O {new) aadds-vnet ~
Create new

Help me choose the virtual network and address

Subnet * (0 {hew) aadds-subnet (10.0.0.0/24) s

Help me choose the subnet and MSG

o A netuvork security group will be autormatically created and associated to the subnet to protect 280 Dornain Services,
The netiark security group will be configured according to quidelines for configuring MEGs,

Review + create | Previous | | Mext
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On the Administration page you can again leave as default and Select Next:

Create Azure AD Domain Services

"Basics " Metwarking Administration  Swnchronization Security Settings Tags Review + create

Use these settings to specify which users should have administrative privileges and be notified of problems on your
managed domain. Learn more

AAD DC Administrators (5 Manage group memkbership

Help me choose 48D DC Admins

Motifications These groups will be notified when you have an alert of warning or critical
severity

2l Global Administrators of
the Azure AD directory.

Mermbers of the AAD DC
Administrators group.

Additional email recipients:

| Add another email to be contacted at

Help me choose who gets notifications

e

Review + create | Previgus | | Mext |
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On the Synchronization page you can leave as the default “All” and Select the blue Review + create
button

Create Azure AD Domain Services

"Basics " Metworking Administration Synchronization  Security Settings Tags Review + create

Azure AD Domain Services provides a one-way synchronization from Azure Active Directory to the managed domain.
In addition, only certain attributes are synchronized down to the managed domain, along with groups, group
memberships, and passwords, Learn maore

Synchronization type im Scoped :I'

Help me choose the synchronization type

o Scoped synchronization can be modified with different group selections or comverted to synchronize all users and

groups. Changes to synchronization settings are not immediate, Please allow time for changes to complete, bore
inforrmation

Previous | | N et
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On the Review + create summary page, check through your entries and selections, if no changes are
required select the blue Create button

Create Azure AD Domain Services

*Basics " MNetworking

Basics

Marme
Subscription

Resource group

Administration Synchronization

imscloudonazure.cam
Pay-Ac-you-Go
IMSCLOUD_MNOANWD

Region East Us
SKU Standard
Forest type User
Network

wirtual netwark
Subnet
Subnet Address

Metwork security group

Administrator group

Administrator group

(new) aadds-vnet
{new) aadds-subnet
10.0.0.0/24

(new) aadds-nsg

AAD DC Administrators

Mermbership Type Assigned
Notifications

Motify global administrators e
Motify A8D DC administrators group e
Security Settings

TLS 1.2 Only Mode Dizable
MTLM Authentication Enable
MTLM Password Synchronization from Enable
On-Premises

Password Synchronization from On- Enable
Premises

kerberos RC Encryption Enable
Kerberos Armaoring Dizable

Tags

Security Settings Tags Review + create

0 By enabling Azure A0 Dornain Services for this directory, you consent to storing credential hashes required for NTLM

and Kerberas authentication in &zure 4D,

Download a template for automation

Previous
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You will see a “You should know” pop up, explaining your choices are final and can’'t be changed,
Select the blue OK button to begin the deployment:

You should know...

The following choices are final and won't be able to be changed after creation.

DME name
Subscription
Resource group
Wirtual netwaork
Subnet

* Forest type

Click OK to contig 0 create Azure AD Domain Services,

Tip: This deployment will take around 30 minutes, a good time to make a coffee.

o Microsoft. DomainServices. NSG.VNET.Subnet-202105120948147 | Overview &

g

Beplogment
| £ Sparch (e | Celrs ',_-', ranes : Refrssn
L Cranreieed
ey & bk Tiudact]. =
G Itz
= ontait === Dieployiment 15 in progress
1= letrplele Deploymon: namp: Meoocot.Domainszv cos NS GAMET.Subret-2.,  Start b 320002 1L 104E0 DAM
Sussarprlizng Pag o g Carrglalice 108 a1 G705 Qodl 440l 2dcle T2 147ETh 2 2
Fozaurce gnoug: EILOUD:AYD
s Deploymapnt detalle 0 owmosd]
Henwre Iype Slan s

g resds

Once the deployment has completed, select the blue Go to resource button

F

4. Microsoft.DomainServices. NSG.VNET.Subnet-20210514152704Z | Overview  #

Teriagrasnt

[ 2 Bear et | @ i Dekte Cageel 1) Resepoy L) Rekesn
o Lhrars ﬂ Wiw'd bowr pour Fesdback] =
x Inpds
Dulpies & Your deplayment is complete
E remglate ﬂ Dealnyment far Moot DenarSerce s MAEVHET. Faanet- 2. Skt time 5OL20E ] 2TOT P
sscoplicn: Fey-fseyng=Gn Correlaiion IL: duddolde-4 bt he 1-basgd2aadsch b
Aponnree granp IVECIOLD MERT
»  Deployment details Doerioar)
o et stops /
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It's not uncommon for the managed domain to still be deploying and you need to wait a little bit
longer before you see the status as Running so don’t panic.

Also, it's not uncommon to see a configuration issues warning

A imscloudonazure.,

Smars M0 Doreain Seroce:
| £ seandh witrlhy i ) Refresh [ Celate
"z} Cvendiew Ak ComFiguration issues faryoir managed darmain were deta ched, Run corfiguration dagaostics 1o see 3 detailed diagrosis, =
E Actvity Tng
Ho Access ceatrol AR
& Tags ﬁ imsdoudonazure, & Ruinng
Wi healts
Settings
' properies

Should you see the configuration issues warning, you should address this before moving on, Select
the small arrow at the end of the warning to enter the configuration diagnostics page

1Yy Configuration issues foryour managed domain were detected, Bun configuration diagnostics to see a detailed diagnosis,

On the Configuration diagnostics page, Select the small blue arrow to Run the diagnostic tool

Home > imscloudonazure..

i imscloudonazure.. | Configuration diagnostics

Azure AD Domain Services /
2 Search (Ctrl+) ‘ ¢ Run

@ overview Metwaork diagnastics provides the capahility to check the logical Azure Resource |

W Activity log Click Run to diagnose the networking subnet hosting Azure AD Domain Services,

Once the diagnostic has run, expand the entry that has a warning result, in this case it is labelled DNS
records

| btz missoudnnaEursar

g imscloudonazure, | Configuration diagnostics

Azt S0 Uoran e ce

Srapss e | + Fun

£ ol i " . TS
L L Ciegrostos Fae the fene Al Doai Seviies

& AdnTy g A Clesprestion cavpleneel vith Srg ar M0 wEongs A LIRS0 1800 A

o Acosez coctrel AN walezton
& T T el Lftmathiis y o o
Setbrgs DS ecerds
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Expanding the warning field will reveal the issue found, select the blue FIX button:

s
2} Run

Diagnostics for the Azure AD Dormain Services

A Diagnostics completed with one or more warnings at 14/05/2021, 18:02:36,

Validation Result
East US/aadds-subnet-02 9 oK
~DNS records A Warning

Issues found

* DMS server settings for managed domain service IPs 10.0.2.5,10.0.24 need to be configured for virtual networks East

Usfaadds-vi

A new pane will open on the right hand side, again simply select the blue FIX button towards the
bottom of the pane and the diagnostic service will automatically attempt to resolve the issue for you.

DNS records X

Issues found

* DNS server settings for managed domain service IPs 10.0.2.5,10.0.2.4 need to be
configured for virtual networks East US/aadds-wvnet-02

Resolution

According to Azure AD Domain Services network configuration guidelines, the following fixes
are proposed:

* Add DMS server settings for managed dorain service IPs 10.0.2.5,10.0.2.4 on East
Us/aadds-vnet-02.

The fixes can be carried out manually, or by cicking "Fix" below, By clicking "Fix" below, you
agree the proposed fixes are carried out on your behalf,
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After a few short moments, you will see the issue result status change to OK and a nice green tick

appears.

Diagnostics for the Azure AD Domain Services

@ Diagnostics completed successfully at 14/05/2021, 18:12:00,

validation
East Usfaadds-subnet-0z2

DMS records

Result

@ oK

With our issue resolved, we need to create an account that we'll use later to join our Azure Virtual
Desktops to the domain during the provisioning process, a service account if you will. From the

hamburger menu Select Azure Active Directory

Create a resource
ﬁ Home
4 Dashboard
= All services
' FAVORITES
sas All resources
Resource groups /

> Azure Active Directory

l:"_uu‘. App Services

To create a user, from the left-hand pane (if not visible already) use the slide bar to find the Manage

section and Select Users:

Home

o IMS Cloud

Azure Sctive Directory

| Overview

. C&y Switch tenant

O Cwerview

1 Getting started

f Delete tenant

ﬂ Azyre Active Directory can help you en

I Preview features

#. Diagnose and solve problems

IMS Cloud
Manage — —
& Search your tenant
s Users
£8 Groups » Tenant information

BE External Identities
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Select + New user

=

Home > [MS Cloud >

® Users | All users (Preview)

IMS Cloud - Azure Active Directory

%
= Mew user

o All users (Preview)

o Deleted users (Preview)

MNew guest user

0 This page includes previews availak

—
‘ L Search users

Password reset
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Complete the required fields, we are calling our user “adjoinsvc” but otherwise use something
appropriate, Select let me choose password and enter a password, finally Select the blue Create button

to create the user:

New user
Default Directary

2 Got feedhade

(®) Create user

Create a new user in your organization, This
user will have a user name like

alice@imscoudcaduseroutlook.onmicrosoft.com.

| want to create users in bulk

O

Invite user

Invite 3 new guest user to
collaborate with your organization,
The user will be emailed an
invitation they can accept in order

to begin collaborating.
| want to invite guest users in bulk

Help me decide

Identity
User narme * (1) (I adjomsvc) - |@| imscloudcaduseroutiook.... | E
The domain name | need isn't shown here
Marne = (D (| adjginsve ) v ‘
First name | ‘
Last name | ‘
Password
O Auto-generate password
@ Let me create the password
Initial password * (0 Q """ 'I 3 v

Groups and roles
Groups 0 groups selected

Roles User

Settings
Block sign in 'Z: es m‘

Usage location | N

Job info

Job title | |

Department | |

Company name | |
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Once back at the User page, Select the adjoinsvc user you just created:

2 Users | All users (Preview)

Dhal sl Dhirec ey = Sagte Al pgs Ditecs

% Moy nsor
A D USErS (PReaEe
B pestes usars (Prewicd
Pasvmurd reset
| krBgarch usars
B User settings
#  Dizgnnse snd sobee problems

I—_| . adjrayrye

AT

M guest user

2 Lsers found
Marme

s ol ¥ 2
Bulk operatiars I} Hefresh [ " Wuki-Factar o

ﬂ This page ociudes arevizeg weailebls faryour evaluation, Wi previess —

+T adz filters

User prindpal neme T4 User type

adjoinsvofmscaud emher

On the adjoinsvc user page Select Groups and select + Add memberships

2a adjoinsvc | Groups

ser

#_ Diagnose and solve problems

Add memberships

Remove memberships C_J Refresh

0 This page includes previews available foryour evaluation, Wiew preview:

Manage
i Profile Marme

& Assigned roles
a2 Administf’atiy
A Groups

Applications

Object 1d

Mot a member of any groups
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A new pane will pop up, select the AAD DC Administrators group (if it's not there you can search for
it), this will then populate the selected groups section, Select the blue Select button to continue:

Select groups X

Search (O

) Search

AAD DC Adrﬁs
- Selected

Selected groups

. AAD DC Administrators
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You will see the user is now a member of the AAD DC Administrators group

2a adjoinsve | Groups

User

Add mermberships Remove mermberships ) Refresh
# Diagnose and solve problems

6 This page includes previews available for your evaluation. View prewview
Manage

Profile Narne

D . AAD DC Administrators

Be

Object 1d
i, Assigned roles Sdchabab-az13-49|
% Administrative units

A8 Groups

i aApplications

Tip: Test to make sure your new account can authenticate, try signing in to
http://myapplications.microsoft.com/ with your new user account, see Testing Authentication with a
newly created user for a quick walkthrough.
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Create a License Server Virtual Machine

You'll need to create a virtual machine to host your Siemens SPLM License Server and of course your
licenses, for this we will create a virtual machine based on Windows server 2019, but you can use
2016 should you wish. The Siemens SPLM License Server itself is light in terms of the resource it will
require, so as mentioned previously when we were increasing quotas, we’ll go ahead and use the
D2as_v4 instance for this.

From Azure home, enter virtual machine in the search bar and select that same service from the list
or use our buddy the hamburger menu:

—— Creafte a resource
B Hame
2] Cashboard
= All saraces
W AVORIES
855 Al resources
[*#] Resource groups
B Agure Active Dirgclony

3 wirtal machines

i

On the Virtual Machines page Select + Add and then Select + Virtual machine

Virtual machines =
Default Directory

Al Awitch to cassic (E:' Reservations

Wirtual machine

dption == all
Start with a preset configuration
Cheawarne 1 +a O ~F O ra-me bl
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On the initial Create virtual machine page, you’ll need to enter all the required fields. So starting with
the Project details section, “Subscription” should be automatically populated and for “Resource
group” select your resource group from the list.

Create a virtual machine

Basics  Disks  Metworking Marnagement  Advanced — Tags Rewiew + create

Create a virtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized

irmage, Complete the Basics 134 then Review + create to provision a virtual machine with default parameters or review each
tab for full customization more o
Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources.

Subscription * (@ | Pay-Asz-You-Go e |
Resource group * (@ [ mscLovo s D |
Creaté few

Under the Instance Details section, for Virtual machine name , enter something appropriate and that
clearly identifies this as your Siemens license server, we are going for NX-LICSRV. .......... In some
environments you may have multiple license servers for different products or services, so it's
important to differentiate.

Instance details

virtual machine name = (@ NXLICSRY D -]

Region * @ | Ws) East US v |
Availability options (@ | Mo infrastructure redundancy reguired v |
Image * (O | nWindows Server 2019 Datacenter - Gen1l N |

See all images

Azure Spot instance () I:‘
Size * () | Standard_D2as_vd - 2 vcpus, 8 GiB memory (£102.29/month) ~
See all sizes
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Still under the Instance details section, the Region should default to the same region as your resource
group, so here it's East US and you can leave as default, you can also leave Availability options as
default but for Image you can select from the drop down list, here we are going with Windows server

brage ™ /

I Wineerat Server 2070 Catacenter - Gerl

Regpiniy Jiep =

E'-\'ll dlgays 190 Cnlerprse b sessdn, Werson 1505 Teill
Baraolalzoe fages Lo get shaited
3 Ut Serves 10,04 [T5 - Send
& Hed kot Entorprise Linooe 2.2 L) - Gonl
= SSE Enbesprise Linae 13 P2 - Gen
ﬁf"'.'cnt'.'ﬁ-ba:cd £.21 - EEnT
= 3 5
Deian 17 “Buster” - Gep |

u Crace Linux B2 LYwA - Bent

[]'.l::...-r I Serves T 0TS - Gent /
n'-\.‘.nd:l.'.l:. Server 2018 Datacenier - Tsenl

Bl windows sener 2016 Datacenmar < Senl

n'-\.‘.rd:::.-:. Smrypr 2002 42 Datacsmer - Gengt

f_E'N-rﬂ:'.l.‘.-: I Pro, Wersian 2042 - Geal

e e Gl .

The drop-down Llist will show popular marketplace images but you can select “See all images” to

browse the full range available if you need.

For Size as mentioned above we’ll go for D2as_v4, the drop-down list will show recommended instance
sizes for the image you have chosen, if the D2as_v4 is not on the list? You can select the blue See all
sizes link at the bottom of the drop-down list and browse to size you are looking for:

Sime [ Stanciard_D2as v - 2 wepus, B Gib memory ( 102,20/ marith)

~]

Your recently used SiZES

Stancland Das w4 - 2 vepus, B Gl memary (10229 rhanth)

Recommendsd by image publisher
Stenclard DS1.w2 - 1 vepu, 3.5 B memary (68,55 month)
Stanclard D4 w3 - & vipus, 16 GiB memary ¢ 204.57 frianth)

Stanclard EZs w3 = 2 wipus, 16 BB rigmony [ 11E.67 month)

d
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Selecting See all sizes will display this Select a VM size page, simply scroll down to the instance you
are looking for, select the image and select the blue Select button:

Select a VM size

2 Search by VM size... Display cost : Monthly wCRUs Al
Showing 406 VM sizes, Subscription: Pay-As-You-Go Region: East US

VM Size Ty Farnily Ty
> Maost used by Azure users ~7 1
' D-Series v4 1
General purpose

D2ds_v4d General purpose

D25 vd General purpose

Dd as_vd General purpose

Ddds_vd General purpose

Dds_vd General purpose

DEas_vd General purpose

Dads_vd General purpose

Das_vd General purpose
> E-Series |
> A-Series w2 E
> E-Series wd 1
> F-Series w2 L
> H-Series 3
> L-Series v2 3

Prices presented are estimates in your local currency that include o
pricing calculator,
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Next Under the Administrator account section, lets enter the administrator credentials you'll use to
connect to the image once provisioned, it's basically a local administrator account. Choose a name
and enter a password twice for validation.

Finally leave the Inbound port rules section as default and check the Licensing boxes as appropriate,
once the Basics page is complete select Next: Disks>

Administrator account

Usernatme * (0 @Ioud) vy |
Password * (D) (L ........... ) - |

Confirm password * (O q ------------ ) ~ |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Metworking tahb.

Public inbound ports * (D O Mane

'@} Allow selected ports

Select inbound ports * | ROP (3389) v

A\ This will allow all IP addresses to access your virtual machine. This is anly
recommended for testing, Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses,

Licensing
Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more o

Would you like to use an existing
Windows Server licensey * (O

| confirm | have an eligible Windows Server licenze with Software Assurance
or Windows Server subscription to apply this Azure Hybrid Benefit. *

Review Azure hybrid benefit compliance

Review + create

Next : Disks >
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On the disks Section select the OS disk type appropriate to your needs, here we have gone for Standard
SSD. The remaining selections on the Disks page can left as default, select Next: Networking>

Create a virtual machine

Basics Disks  Metworking Management  Adwanced  Tags Rewiew + create

Azure WMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data
disks. The size of the WM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

08 disk type * @ 4,\Standard S50 (locally-redundant storage)) ~

The selectedvivsize mpports premium disks. We recomrmend Prermium S5D for

high 10PS workloads, Virtual machines with Premiurm S50 disks qualify for the
99.9% connectivity SLA.

Encryption type * | (Default) Encryption at-rest with a platform-managed key ~ |

Enahle Ultra Disk compatibility @

Data disks

Yfou can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with
3 termporary disk.

LUN Name Size (GiB) Dizk type Host caching

Create and attach a new disk Attach an existing disk

~  Advanced

| < Previous || Next | Networking »
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On the Networking page under Network interface leave Virtual network and Subnet options as default
but for Public IP, select the blue Create new link.

Create a virtual machine

Basics Disks Metworking  Management  Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (MIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution,
Learn more of

Network interface

When creating a virtual machine, a network interface will be created for you.

Wirtual network * (D) | aadds-vnet RV |
Create new
Subnet* (o | aadds-subnet (10.0.0.0/24) ~ |

Manage subnet configuration

Fublic IP () | Mone ~ |
Create newh

MIC network security group (O @ Mene
O Basic
O Advanced

o The selected subnet 'aadds-subnet (10.0.0.0/24)" is already associated to a
nebwiark security group 'zadds-nsg’, We recormmend managing connectivity
to this wirtual machine via the existing network security group instead of
creating a new one here,

Accelerated networking (O

Load balancing

wou can place this virtual machine in the backend poel of an existing Azure load balancing solution. Learn more o

| < Previous || Mext : Management » |
A new pane will open on the right-hand side of the Networking page where you can give your public
IP address a name, as it will be associated to our license server we'll simply call it NX-LICSVR-pip,
Select the blue Ok button towards the bottom of the pane to continue

Create public IP address =

L] F ndard

i
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The public IP will now display the name you gave it, for the NIC network security group option select
the Basic option and Select the Next: Management> button

Create a virtual machine

When creating a virtual machine, a network interface will be created for you.

Wirtual network = (0 | aadds-vnet “ |
Create new
Subnet* @ [ aadds-subnet (10.0.0.0/24) v |

Manage subnet configuration

PubliciP @ | (new) MX-LICSVR-ip v |
Create new

NIC network security group (@ O Mone
@ Basic
O Advanced

o The selected subnet 'aadds-subnet (T0.0.0,0/24)" is already associated toa
netaork secutity group ‘aadds-nsg'. We recommend managing connectivity
o this virtual machine via the existing network security group instead of
creating a news one here,

Public inbound ports * (@ O MNone
(®) Allow selected ports

Select inbound ports * | rOP (3383) v

A This will allow all IP addresses to access your virtual machine. This is only
recornrmended for testing, Use the Advanced controls in the Metworking tab
to create rules to limit inbound traffic to known [P addresses,

Accelerated networking (O

Review + create | < Previous || Mext : Management >
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On the management page, unless you want your VM’s always powered up, go ahead and check the
“Enable auto-shutdown” box. Select an appropriate time to you for the machine to automatically shut
down. Should you wish to be notified, or as a handy reminder prior to shutdown, check the box
“Notification before shutdown” and enter an email address for the alert to be sent, Select the Next:
Advanced button

Create a virtual machine

Basics Disks  Metworking Management  Adwanced  Tags  Rewiew + create
Configure monitoring and management options for wour Wi,

Azure Security Center

PAzune Security Center prowides unified ==curity management and advanced threat protection acnoss hybrid cloud
workloads. Leam more &

Enable basic plan for free (0
This will apphy to every Wi in the sskected subscription
Ronitaring
Boot dagnostics (0 ':i:' Enakle with managed stomge account [recommended)
O Enakle with custom stomge account
() Dimbk
Enable &S guest dagnostics (1) D
Identity
Systern assigned managed identity (0 D
Azure Active Directory
Login weith Azune Acthee Diectory (00 |:|

ﬂ RBAC ol assignment of Virtua | Machine Adm inistmtor Loginor Virtie | Machine
Ltz=r Login is requinsd when wsing Azure AD bagin. L=arm mons o

Auto shutdown

Enable auto-shutdowen (00

| 70000 P

[wmac ted Universl Time

Shutdewen time 0

Time zone )

Motification before shutdowen (0

Ermail* ) | imscloud-cadu sen@” / |
Backup

Enable backup (0 |:|

Site Recovery

Enable Dimster Recoweny () D

Guest 05 updates
Review + create < Previous || Mext : Adwanced = /
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On the Advanced page you can go ahead and leave the default settings, Select the Next: Tags> button

Create a virtual machine

Basics Disks Netwarking Management  Advanced  Tags Rewiew + create
Add additional configuration, agents, scripts or applications wia virtual machine extensions or cloud-init.

Extensions

Extensions provide post-deployment configuration and automation,

Extensions (3 Select an extension to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved
on the ¥M in a known location, Learn more about custom data for ¥is o

Custorn data

0 our image must have a code to support consumption of custom data. If your image supports cloud-init, custom-data will be
processed by cloud-init, Learn more about custom data and cloud init o7

User data
Pass a script, configuration file, or other data that will be accessible to your applications throughout the lifetime of the
virtual machine. Don't use user data for storing your secrets ar passwaords, Learn more about user data for s o

Enable user data D

Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to
your Azure subscription. & dedicated host gives you assurance that only WMs from your subscription are on the host,
flexibility to choose WMs from your subscription that will be provisioned on the host, and the control of platform
maintenance at the level of the host. Learn more o

Host group (D Mo host group found ~

Proximity placement group
Proximity placement groups allow you to group Azure resources physically closer together in the same region,

Learn more

Proximity placement group (& Mo proximity placement groups found ~

VM generation

Generation 2 ¥Ms support features such as UEFI-based boot architecture, increased memory and 05 disk size limits, Intel®
Software Guard Extensions [(SGX), and virtual persistent memory (WPMEM).
Click here to learn more about Gen?2 virtual machine capshbilities.

VM generation (O @ Gen 1

O Gen 2

| < Previous H Mext : Tags »
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On the Tags page, should you wish, you can categorize your resource using Tags, as this is a pop-up
environment intended for just accessing NX via AVD we'll leave as is and select the blue Review +

create button

Create a virtual machine

Basics Disks  Metworking Management  Adwvanced — Tags  Review + create

Tags are name/fvalue pairs that enable you to categorize resources and view consolidated hilling by applying the same tag
to rmultiple resources and resource groups. Learn more about tags o

Maote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name (O Value @ Respource
| : | ‘ | 12 selected %
< Prewious || Next | Review + create »
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On the Review and create summary page you should see a nice validation passed indicator with a

green tick.
Create a virtual machine

o Walidation passed

Basics Disks Metworking Management

PRODUCT DETAILS

Standard D2as_wd

by Microsoft
Terrns of use | Privacy policy

0.0960 USD/hr

TERM3S

Adwvanced

Tags Review + create

Subscription credits apply

Pricing for other WM sizes

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(sy
listed above; (b) authorize Microzoft to bill my current payment method for the fees associated with the offering(s), with
the same billing frequency as my Azure subscription: and (0 agree that Microseft may share my contad, usage and
transactional infarmation with the provider(s) of the offering(s) for support, billing and other transactional activities.
Microsoft does not provide rights far third-party offerings. See the Azure Marketplace Terms for additional details.

A\ You have set RDP port(s) open to the internet. This is only recornmended for testing, If you want to change this setting, go

back to Basics tab.

Unrestricted Produced by © IMSCAD Cloud 2021
8701118

W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207

Page 69 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

The review and create screen will also display your configuration choices, check these through and if
you are satisfied Select the blue Create button.

Basics

Subscription Pay-As-you-Go

Resource group IMSCLOUD_ MWD

Wirtual machine name MNE-LICSVR

Region East US

Availability options Mo infrastructure redundancy required
Image Windows Server 2019 Datacenter - Genl
Size Standard D2as_wd (2 wepus, 8 GIB memory)
Usernarme imscloud

Public inbound ports ROP

Alreacly have a Windows license? Yes

License type Windows Server

Disks

05 dizk type Standard 550 LRS

Use managed dizks ‘Yas

Ephemeral 05 disk Mo

lMlanagement

Azure Security Center Basic ifree)

Boot diagnostics on

Enable OS5 guest diagnostics Off

Systern assigned managed identity Off

Login with Azure Active Directary Off

Auto-shutdown on

Backup Dizabled

Site Recovery Disabled

Enable hotpatch (Preview) Off

Patch orchestration options OS-archestrated patching: patches will be installed by O3
Advanced

Extenzions MNone

Cloud init Mo

User data Mo

Proximity placement group Mane

= Previgus Download a template for automation
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After just a few minutes, you’ll see another green tick confirming your deployment is complete! So
let’s install our Siemens SPLM License Server manager software

Heme
. CreateVYm MicrosoftWindowsServerWindowsServer 201 20210512154529 | Overview =
[.2 Fesren jozrien | [l Relets Ty Roceploy ) Remed

AT €3 we o love yourtesdbackl =

+ Inpiz
= Outputs @ Your deployment is camplete
" Templake
K e T I Deplayrne paire: Credlesr B ioosol Vs e Ser ve Wi, SLrlleae 51202021, 2910 P
WY subsoipan BapAdyniEca rareahon 0 ddeiatf-281 Tars3-acsd-Shen 1oarhs
Roiource graupe WWICLOUE FEMVD

s Dl pend, delgils (Dosyifoad
~ Mot steps

Selup quba-shildses  Reoammendes

wanitor Wiv hoaith, pedfomance zrd nebeark Jepeadences . Recammerded
R & senprinade thewetuaemadting . Beenepmeaned
| cecoatre
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Installing a Siemens SPLM License Server Manager

Once your machine has been created you will now need to connect in order to install the license server
software. From the hamburger menu select Virtual Machines:

™ Create a resource
ﬁ Homa

2l [ashbgard

Al zervces

4  ANORITES
B Al resources
|4 Resource grovos
" Cuickstart Center

E3 virual machines ’

@ Afp SETVICES
On the Virtual machines page, you will see your fresh new license server, so let's select NX-LICSVR:

Virtual machines =
M3 Cloud Ltd {irmscadglobal.com)

add ~ 2 Switch to dassic (E) Reseryvations Manage view v 'C_:' Refresh  + Exportto CSV G\T: o]

| I:ilter for any field... Subscription == all Reszource group == all Location == all +v Add

Showing 1to 1 of 1 records,

D Narne T Subscription T Resource group T

[[] BB nx-Licsvr ’ Pay-As-you-Go IMSCLOUD_MNXWAD

On the NX-LICSVR page, Select Connect

3 NX-LICSVR =

Wirtual rachine

|;J fearch (ctri+p | < & Connect C Restart [ Stop

B2 Overview A Essentials

& Acivity log Resource group (change) : IMSCLOUD_MXWVD
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From the dropdown menu Select the RDP option

,@1 Connect QI Res
rop

[

S5H T
) n

Bastian

L SE—

From the RDP pop-up window Select the blue Download RDP file button:

RDP  55H BAITION

Connect with RDP
To connect to your virtual machine wia RDP, select an IP address, optionally change the port number, and download
the ROF file.

IP address *

| Public IP address (13.82.121.188)

Part number *
| 3380 |

Download RDP File

Once the file has downloaded, Select Open file

LS OG- L SR g

M ° 0 5 -~ @ B o

You'll see the Remote desktop connection box appear, Select Connect

=

" Ramot: Deskton Cornaction
ﬂ The publisher of this remote connection can't be identifisd. Do you want to connect

LR Temcte connechion codd harmoes e neslor reencte comisoer Do net Sonnesct Uness il ki whers
“his COnnEchy Same T i Eve Lss 1T hetie

*- Fuzisher Unkrwn publisher
5]

|]l|'|F' Bt eston 2veachnn

Ramats compulsrn Bt Pl B

1 Do sk e g Tor crneclioes (o s Somipute

= Show Dt et
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You'll be prompted you enter your credentials, this will usually pull through your native Microsoft
account by default, but here we want to sign with the Administrator account we set when creating the
instance. To log in with our new credentials select the blue More choices link:

Winidows Secutly x

Enter your credentials

These credentinds will be used to connect to 23964727

D femember me

ok Cancel

Now select Use a different account:

B Use a different account /

Now enter your instance administrator credentials and Select OK:

Windows Security b

Enter your credentials

These credentials will be used to connect 1o 23964727,

imscloud

|:| Remembear me

Mare choices /

Ok Cancel
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You may see an identity warning, with certificate errors, don’'t worry Select Yes to proceed:

%) Remote Desktop Connection X |
|

| gal The identity of the remote computer cannot be verified. Do
' ¥ you want to connect anyway?
The remote computer coukd not be authenticated due to problems with its
secunty cedficate  may be unsafe to proceead

Certficate name

] Name n the certficate from the remote computer
5
NX-LICSRY

Certficate amors

The following erors were encounterad whie validating the remote
compider's cerdificate

A, The cenficate is not from 3 trusted cetfying authorty

Do you wart to connect deapite these cerficate emom?

[[] Dont ask me again for connections to ths compiter /

T - [R]

After a short time you will be connected to your NX-LICSVR remote session:
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Download the installation media from your Siemens account https://support.sw.siemens.com/en-
US/signin to a location such as Downloads folder or Desktop, we have dropped ours on the Desktop.
Note: Here is a useful link to the NX installation and licensing documentation page

ogAmz_ N

SPLALCEn

Before we proceed with installation, first obtain License file from your Siemens PLM Software reseller
or account executive and download the file to the License Server NX-LICSRYV, we are going to save our
file to the Downloads folder

+ | Downloads

4 |
Home Share View

-« « 4 > ThisPC » Downloads
Name Date modified Type
7 Quick access
SiemensMX part 2 File folder
B Deskto @
i Software File folder
¥ Downloads =] ugslmd_NXLICSRY 3 Text Docum

= Documents

1w v

We now need to amend the license file to change the Vendor port to 28001. Right-Click on the License
file and select ‘Edit’

« 4 J& 5 ThisPC > Downloads

MName Date modified Type
I Quick access

SiemensMX part 2 9/24/2021 12242 PM  File fold
I Desktop )

Software 0/24/2021 10:39 AM  File fold
& Downloads =] ugsimd_NXLICSRV_3 02072191 205D Text Do
= Documents Open
& Pictures Print /

Edit
0 This PC
% Share

¥ Metwork Open with »
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Locate the line VENDOR ugslmd PORT=" (typically line 13) and amend the Port number to 28001

3] gt MELCSRY 3 - Binteped

Fie Edb Fonmat  Wee  Help

¥ ¥
¥ Siemens PLM Softwara Inc, £
¥ Licensa File ¥
# #
¥ S0ld-Te/Trstall: QOSCORI0HS Wetkey Access Code: N/A - Internal #
¥ Contact Neme: WILE E COYOTE Cruated; 8%/16/2821 £
# Cistomer Nama: Siemens Tndustry Software Tnc ]
¥ E-mail Addres=: MOT AVAZLABLE Version: 2887 ¥

SERVER METG5389 COMPOSITE-12X1211 5
WEHDOH ugslmd PORT=Z302]
PACKAGE HX14181N ugslnd 380 COMPOHENTS-"MX14101H_3e_to_2d_flattenar Y

HX14181N adv_sssenbliss KXI410LM assemblies Y
HE14180H design_ studic HX14181N drarting MXTAIOIN dxt To_ug

Select File menu and click Save

Mj ugslmd_NXLICSRV_3 - Notepad
File Edit Format View Help

Mew Ctrl+M

Open... Chrl+0 Siemens F.’LM Softtjrar*e Inc.

Save ‘trhs License File

Save As... 1306000 lebKey Access
Page Setup.. ;erliscf[):fj}l—gtr*y Software Inc o
Print... Cl+P AVATLABLE Ver
Bit 0 CHEHHEHEHRHEHHEHRHRHRHEHERERERE

Srnven o wosus s woad £=12212112 28060

VENDOR ugslmd PORT=28E]B:L|

PACKAGE NX141@1N ugslmd 39.8 COMPONENTS="NX141@1N_3d_to_2
NX14181N_adv_assemblies NX14181N_assemblies \
NX14101N_design_studic NX141@1N_drafting MNX14181N

Once you have amended the License file, go ahead, and proceed with the in stallion of the License
Server.

Double click in the server install file icon to start the installation.

When prompted Select your chosen language (default is English) and Select the OK button

Please select the installation language

English v|

&

Cancel
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At the Welcome screen Select the Next button

Sctup - Siemens PLM License Senver

SIEMENS ‘Welcoeme to the Sernens PLM License Server betup Wizard:
.l'ha-mu-'n'?-(ur-.'ﬂ':

Unless you specifically wish to select a different directory for the software installation, leave as default
and select the Next button

#! Siemens PLM License Server v11.0.0 — x

Install Folder »

Please specify the directory where Siemens PLM License Server will be installed.

Installation Directory C’:‘-.Prcsram Files\Siemens\PLMLicenseSenve | 24

<

< Back Mext > Cancel l
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Next you will be asked for the location of your license file, you can navigate to the directory where

your license file is stored by clicking on the box with a green arrow j next to the license File Path

box and Select the Next> button

@ Siemens PLM License Server v11.0.0 — X

License File :>
License File Path: |t:\Users\IMSCAD\D0wnIoads\ugslmd_NXLICS\fR_3| E? /

<~

< Back Mext = Cancel

The installation will check the license file is valid.

License File ‘:>

License File Path: C:\Users\IMSCAD\DownIoads\ugslmd_NXLICS\l’R_3| EF

# Please wait X
Checking NXLicSVR...

< Back Mest = Cancel
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If the license file matches the server information, you will see the Pre-installation Summary displayed,
Select the Next button to continue.

- bed

# Siemens PLM License Server v11.0.0

Pre-Installation Summary *

Please review the following before continuing:

Product name: Siemens PLM License Server
Install folder: C:\Program Files\Siemens\PLMLicenseServer

Disk space: 26937 KB
Selected license file: C\Users\IMSCAD\Downleads\ugslmd_MNXLICSYR_20-Jun-2021.lic

Advanced Action: NONE

< Back i Mext» Cancel

The license Server installation will then begin:

- -

Please wait while Setup installs Siemens PLM License Server en your computer,

# Please wait X

_ Starting Siemens PLM License Server... _

< Back Mext = Cancel
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If successful, you will see an Install Complete pop-up window and a nice congratulations message!

Good work! Simply Select the OK button to clear the message.

- -»

# Install Complete =

Please wait whil

0 Congratulations! Siemens PLM License Server has been
successfully installed to:

_ ChProgram Files\Siemens\PLMLicenseServer -

The installation log (install.log) can be found at the above
location after the installation is complete,

The server log (splm_ugsimd.log) can be found at C\Program
Files\5iemens\PLMLicenseServer,

< Back Mext = Cancel

And finally Select the Finish button to complete the install.

# Siemens PLM License Server v11.0.0 — b4

Completing the Siemens PLM License Server Setup Wizard

Setup has finished installing Siemens PLM License Server on your computer,
SIEMENS 2 2 < 4
l'hamuity{art‘fq

13

e ’ 3 ‘-i
| ﬁl‘. T |
iens PLM Software

e

< Back Cancel
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It's good practice to check the license service is now running, open up Task Manager by right clicking
on the Task bar and Selecting the Task Manager from the list:

Toodhars

Seach
o Show Cortana bumon
W GShow Task View bulton
Show People cn the tasidses
Shicr Windows [nk Wiekspace Button

Shie towch keyboard button

Cascade mindows
Shiorw windidss stadoed

Shiw windows cide by side

Shiw hduhy

Task Manager
Select more details and then Select the Services Tab. Scroll down using the slide bar to until you
come across the Siemens PLM Licenser Server service, here you want to see the Status as “Running”.

N

N

Processes Performance Users Details  Services
Name ¢ PID Description Status Group
« RemoteAccess Routing and Remote Access Stopped netsves
s RemoteRegistry Remote Registry Stopped localService
. BmSve Radio Management Service Stopped LocalServiceN...
o RpckptMapper s RPC Endpomnt Mapper Running RPCSS
« Rpclocator Remaote Procedure Call (RPC) Locator Stopped
i RpeSs 848 Bemots Procedure Call (RPC) Running fpcss
"« RS5oPProv Resultant Set of Policy Provider Stopped
o sacsvr 2768 Special Admunstration Console Helper Running netsves
« SamSs 716 Security Accounts Manager Running
" SCardSvr Smart Card Stepped LocaiSenaceA .
", ScDeviceEnum Smart Card Device Enumeration Service Stopped LocatSystemiN...
4 Schedule 1708 Task Scheduler Running netsves
", SCPobcySvc Smart Card Removal Policy Stopped netsves
s seclogon Secondary Logon Stopped netsves
" SecurityHealthService Windows Security Service Stepped
" SEMarive Payments and NFC/SE Manager Stopped LocaiService
e SENS 1588 System Event Notificabion Service Running netsves
" Sense Windows Defender Advanced Threat Protection Service  Stopped
. SensoDataService Sensct Data Service Stopped
« SensorService Sensor Service Stopped LocatSyztermN...
S SensrSvc Sensor Monitaring Service Stopped LocaiServiceA..
 SessionEnv 2380 Remote Desktop Configuration Runneng netswcs
+ SgrmBroker System Guard Runtime Monitor Broker Stopped
+; SharedAccess internet Connection Sharing (ICS) Stopped netsves
%, ShellHWDetection 1788 Shell Hardware Detection Running netsves
« shpamsve Shared PC Account Manager Stopped netovcs
v, Siemens PLM License Server 3900 Siemens PLM License Sesver Running
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Finally, you will need to add a firewall exception into the Windows firewall on the server for ports
28000 and 28001 in order for the Azure Virtual Desktop once provisioned to communicate with the
license server. Click on the Windows start menu button (bottom left) and type ‘firewall’, from the
options displayed Select Windows Defender Firewall:

- O I T Fiten

Bt il

* Whndows Defender Firswall

Sadlingm

i Check feiesall siaius

W Allow an app through Windows Firewall
@ Foewall & nebanr protecton

" SEcufity ol 8 glehde

Aepis

o Wirdows Deierder Firewall wein Advanced Securty

On the Windows Defender Firewall page, Select ‘Advanced settings’ from the options on the left hand
pane

." Windows Defender Firgveall
4 i Cordrol Panel Lestem and Securty Windows Defender Fireaall
Contrat Pamel Home Halp protect your PC with Windows Defender Firewall
(alal i) e (Al pil

Wnidows Defender Fiewall can heig prevent hackers or malicous software from Gaineng ACOESs [0 Y PC
Allave an 2pp or fiesture theough the Intemnet or 5 nelwok
theoizgh Windows Deferder

Firpsaall = = - 1
Private networks Lonnected

ﬁ' Change notification settings

$| Tier Windews Defende Metwrarks st home ar work whene pou know and trust Lhe people and devices on the network
Firewall on o off
g Pactare defauilts ‘Windaves Defender Firswall sate Cn
B hdvanced settings Ingaming conmectmn: Black all connections Lo apps that are not on the list
R of allowed apps
Treubleshoot my network
Active private networks! - S A—
Matificstion sate Do nat notify me when Windowst Defender Firesiall

blocks = new: app

' g Guest or public networks Not connected
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On the Advanced setting page, Select “Inbound Rules”

Fie Action View Hep
o mEm

& Windows Defender Firewall P Windows Defeader Firewall with Advanced Security on local Computer
K3 Inbound Rules — T
B Outbound Rules
¥a Connection Security Rules

» B Monitoring

¥ Vircows Defender Frewad wih Adh

d Secusty d
[

Overview

Domain Profile

@ Waodowe Delender Frewal = on

Q \bound cornectons that do not match & ke are Slocked.
B Oubound conmecticns that do nct match a nde are alowed
Private Profile is Active

@ Vndows Defender Frewsl son

Q Ibound connectons that do not match a e are dlockad
€ Oubound connections that da not match a ne are alowed

Public Profile

@ Wndows Defender Frewal s on

© hbound connectons thar do not match a nde ar tiocked
G Oubund corvmctioos Ihat da ret malch 3 ke e dbswed

B Vindows Defonder Frewst Propesies

And Select “New Rule” from the right hand pane.

Fide Action Wiew Help
= 2m = Him

‘ ‘Windows Defender Firewall with Advanced Se SRS 8 P

£ Inbound Rules

N G -
& Outhound Rules P roup
& Connection Security Rules € Allicyn Router [TCP-In) Alloyn Rauter i@ NewRule..
o5 Mpsleces ANy o K A W Filter by Brofile
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...
BranchCache Hosted Cache Server (MTT... BranchCache - Hosted Cach..| || ¥ Fiter by State

BranchCache Peer Discovery (W50-In)

R

BranchCache - Frer Discove.. || T Filter by Sroup
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On the Rule Type page, select the Port option and Select Next

r
| i Mew Inmedind Rube Wizard

, Hule Typa
I Esdect 1he bype of firmswal mile o coale

| Sl
# Fuls Type
& Polgcy and Pore

@ fetion i Program
& oo Pl grolnois eiemscian for & prosgrast

o
= corinds comrecions for 2 TOF o UOF poet.

) Predefined:

‘What sype of rule woudd vou loe 1o create?

Elimm Finge

Fuie that cortrois conrecion for 2 Windywa soenencs

Custonr rds.

Bk Carce

On the Protocols and Ports page, leave the Protocol as default TCP, for this rule to apply to Select

Specific local ports and enter 28000-28001, Select the Next> button

& Fow Inbacnd Rule Wizand
Protocol and Porta
Epecty e probocals and pons 1o whichiibs e appbes:
Shepa:
a FueTipe Dloses thes nibs 2ppiy 1o TCF or UDF?
& Projocal and Fogs @
@ Aclien ) TP
#@ Prolie
- Heame Croees this nide applvio o lncal pods or soscific local pods?
i Al levcal parta
= '
T, 50005010
i[> 1| G
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On the Action page, leave the default selection as “Allow the connection” and Select the Next> button

¥
| i Mew Inbound Rufe Wizard M
| Action T
# Soecfy the arton bobe tahen when 2 conneclion maiches the soncbiors specfied inihe s l
il
o e

& 'Fibi Tioe \Whnat zotan should be 1amer whien a connection matchea the: specited condltions

@ Protnochand Pers

[ Allow the connedlion

[ iy TRE e e eions that ane prsscted with [Pace as wel 2o thase am nat
@ Ptk

W 1 Allow ihe conneclion § # s seouns
|# Ham=

Thia indides only connections that hame heen autherlicated by waing IPaec, Conmoclions
FI a0 ﬁlud ueng e slnge m IFesc properdse and rubes i e Connechon Securty
Tushe 1

1 Block e conswsction

On the Profile page, uncheck the Public box and Select the Next> button

y
| o Mew Inbiound Rude Wizard T
3

| Profike T

o Spacy e gl o mbech this ada appie
1|

{ Steps:
| & Rde Tipe Wihen choes Thas nibe apoh ™
@ Fiotocsd s Pz
| @ Acten E Dhcamemirs
& Polle Apphes when & computer @ connscled 0 B3 coponye domen
@ Hatw E Private:
Applen whan 3 camplon & connecled 19 @ privne netwerk Deation, sich as a home
oewark placs
nmmﬂﬁmm:na:uhmnmmibcdbn
itBak | fedr || Cawel
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On the Name page, give your new rule a name, we’ll simply call ours Siemens NX Firewall Rule and
Select the Finish button to complete the setup.

] ﬂ Mew Inbound Rule Wizard >

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports

@ Action

@ Profile m
» Name |S|emens M Firewall Rules|/

Description {optional):

< Back Cancel

The new rule will now be active and displayed within the Inbound Rules list.

File Action View Help
s 25 = HE

@ Windows Defender Firewall with Advanced SE] Inbound Rules

&3 Inbound Rules K

£ Outbound Rules .

¥ Connection Security Rules L | Siemens NX Firewall Rules

B Monitoring @ Alloyn Router (TCP-In) |
9 AlJoyn Router (UDP-In) i

n e ~ . e N s S Y

With the firewall rule now in place, our license server is ready to go and we can move on to creating
a AVD Master image.
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Create Azure Virtual Desktop Master Image

From the Azure portal home screen, you can either search for ‘Virtual machines’ using the search bar
at the top and then simply selecting that service from the list or use the good old hamburger menu

= Creatz 2 rescurce
1 Hame
41 Dastboard
Al seruices
WORAORIES
§5 Al rescurces

| Recalrss groups

b Azure Active Directony
i'.i Wirhual mackinec /

& App Serice:

On the Virtual Machines page Select + Add and then Select + Virtual machine

Virtual machines
DefaultDirecty
b oadd Y 2 Switch to classic ':E:' Rezervations

Yirtual machine/

Start with a preset configuration

Chevanrmem 1 +0 O AF O Facmrre

“iption == all

On the initial Create virtual machine page, you'll need to enter all the required fields. So starting with
the Project details section, “Subscription” should be automatically populated and for “Resource
group” select your resource group from the list.

Create a virtual machine

Basics  Disks Metworking Management  Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized
irmage. Complete the Basics tab then Review + create to provision a virtual machine with default pararmeters or review each

tab for full custﬂw‘ more of

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ | Pay-As-You-Go A |

Resource group * (2 IMSCLOUD_MNXAD 5 e I
h
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Under the Instance Details section, for Virtual machine name, enter something appropriate and that
clearly identifies this as your Siemens NX Master image, we are going for NXWVD-MSTR. .......... In
some environments you may have multiple master images, so give it an appropriate name.

Instance details /
Virtual machine name * () @D-MSTR D) /]

Region* @ [ ws) East Us v |

Availability options (D | Mo infrastructure redundancy required e |

Image * @ | DWindows 10 Enterprise, Version 1909 - Gen1 R |
See all images

Azure Spot instance (D D

Size * (D) | Standard_Mv8as_wd - 8§ wepus, 28 GIB memory (£253.54/month) v
See all sizes

Still under the Instance details section, the Region should default to the same region as your resource
group, so here it's East US and you can leave as default, you can also leave Availability options as
default, but for Image you need to select the appropriate OS version for your instance from the drop-
down list, here we are going with Windows 10 Enterprise 1909. If the Image you want to use is not
displayed, you can search for it by selecting the blue See all images link

nage ™ 10 / Ej Winamess 0 Eaberprise, Warsion 1904 - Genl -~

. Tibroe AN 171 WER Standard Fdiban - ZI00ahes - Genl e
B Cibo A0 120 WEX Stencard Ceibar - 200 Mbas - Cenl
E} indrews 161 Bra, Versan 10600 - tieas
mMarkotplace images to get carted
D Jdbunto Pro 200 LTS - Gent
B cihurty 3erver 13,54 0T5 - Gen
= SUSE Enterprse Linu 15 522 Gend
ik Son Eat Enterpoeso Limus B2 LMY - Sen
Bl cvace L 6.3 1w - Genl
(T Debiar 70 *Busker® - Sent
080 Centos-basen 7.9 Genl
n'-\.'l'ld;r.-".- Serge 3010 Diglacenbe: - Sepd
E'.\'i'\r]mr'ﬁ Serves 2016 Datacenter - fGend

n'-'\'l"llilL‘-'.'\-S- Senfer 2012 AL Catacerder - Cend

] winehs 1(5WU": - t5zn 1
Aewlew + aEate -
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Windows 10 Enterprise 1909 did not show up automatically for us, so we'll go ahead and select See
all images. You’'ll be taken to the Market Place where you can browse for what you are looking for
but in this case we found it quicker to simply enter Windows 10 in the search bar

Select an image

My Items

by Images

Shared Images

Marketplace

Recently created

Categories

&)+ Machine Learning
Analytics

Elockchain

Compute

Containers

Databases

Marketplace

d’;’ Windows 10

D |

Showing results for “Windows 107,

O

Windows 10 Preview

Micrasoft

Wirtual Machine

Windows 10 Preview

Bring your own license

Select

ne

Iicrosoft Windows 10

Microsoft Corporation

Virtual Machine

Microsoft Windows 10 Desktap
Wirtuwal Machine Images

Select ~w
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To select the Windows 10 version you want, open the Select dropdown list and scroll to the version
you are looking for. Select the image version you want and it will take you back to the Create a virtual
machine page with the image you have selected now set as your image.

Wardowe 10 Fro Vo 20M - Send
Wirdowss 10 Proy Yersins 2004 - Sen?
WIrgowes G0 FrD, Varsiod JiHd - Gen
WP o T0FRG Mg 02 - Gl
Wirdowes 10 Proc BH-0M, YMerwon 2008 - Gerr
Wircowss 10 Pro 74 O Sees o A00S  Ger?
Wirdows 10 Fro ZH-1N, Mertan deHE - end
Wirdowes 10 P10 8 -0 e ok 20012 - Cand
n Wircoes 10 Fro Y, Wersion 200 Send
Wraows 10 fro "i. warsioa S - oagngd
Micmsoft WindWS 10 WARGowE 10 Fie N Varson TR0 - Jend
Wfirdowes 10 Froo N, Warsion 2042 - Gup

hicrosoft Corporation Wm0 fre 4, Warding 2042 Gan?

— Wirdowes 10 erterpnse, Merion d00s - Gen 1

Wirdgowes 10 Dnlerprise Wersien 2004 - Geng

Yirtval Machine

Microsoft Windows 10 Desktop
“Wirtual Machine Images

Wirdowss 10 Frterprise. Wersion 1509
WIrgowss 10 erforpn sa, Marsion 1B Geng
Wirdowes 10 Enterps se. Verdion TECD - Ganl
Wirdowes |10 Enlerpiise. Wersion 20HI - Gend

Wirdowss 0 Frtcrpnae. Woreian 2EHE - Gend

WIrdowes 10 Entarpnse M, Wersion dU0# - G

I:*:? Wirdiowes 10 Ceterpnse M ergion 2004 - Send
@ Wirdonss (0 Emterpd sao b Wersicn 1609 - Gen

With our image now selected for Size we want to go for the NV8as_V4, the drop down list will show
recommended instance sizes for the image you have chosen, however the NV8as_v4 will not likely be
displayed, so let's browse to the VM size list via the blue See all sizes link at the bottom of the drop
down list

Sie* ! Standiard_LiZas v - 2 wepus, B G memory (302,28 manth) “ ]

Your recently used sizes

Stanclard D2as w4 - 2 vopus, B Gilmemaory (10229 manth)

Recommended by image publisher
Stenclard DS1.62 « 1 vopu, 3.5 B memany (68,55 month)

Stanclare Dds w3 - & vopus, 16 Gl memary ¢ 204.57 frnanth)

Stanglard EZs va yzu.nemm 118,61/t
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Selecting See all sizes will display this Select a VM size page, simply scroll down to the instance you
are looking for, select the image and select the blue Select button:

Select a VM size

| £ Search by WM size... ‘ Display cost : Monthly wCP

Showing 407 WM sizes. | Subscription: Pay-As-You-Go | Region B
WM Size Ty Family T
> E-Series vd
> F-Series v2 |
> H-Series 1
> L-Series v2 |
' N-Series 1

My das_wd GPU

> D-Series v3
> E-Series v3
> D-Series v2
> Mon-premium storage VM sizes |
> Previous generation sizes
> Older generation sizes y

> Size not available

'
rices presented are estimates in your local currency that
analysis and billing views. ¥iew Azure pricing calculator,
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Next Under the Administrator account section, lets enter the administrator credentials you'll use to
connect to the image once provisioned, it's basically a local administrator account. Choose a name
and enter a password twice for validation.

Finally leave the Inbound port rules section as default and check the Licensing boxes as appropriate,
once the Basics page is complete select Next: Disks> button

Administrator account

Username * (7) Gscloud ) v |
Password * () & ...... ) - |
Confirm password * (D ( ..... \ - |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the MNetworking tab.

Public inbound ports * @ O MNone
@] Allow selected ports

Select inbound ports * | roP (3289) -

A\ This will allow all IP addresses to access your virtual machine. This is only
recommmended for testing, Use the Advanced controls in the Metworking tab
to create rules to limitinbound traffic to known IP addresses,

Licensing

| confirm | have an eligible Windows 10 license with multi-tenant hosting
rights, *

Review rmulti-tenant hosting rights for Windows 10 compliance
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On the Disks page, Select the OS disk type appropriate to your needs, here we have gone for Standard

SSD. The remaining selections on the Disks page can left as default, Select the Next: Networking>
button

Create a virtual machine

Basics Disks  Metworking Management  Adwanced  Tags Rewiew + create

Azure WMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data
disks. The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more o

Disk options

08 disk type * @ 4,\Standard S50 (locally-redundant storage)) ~
The selectetvivtsize—supportsprermum disks, We recommend Premium 55D for
high 10PS workloads, Virtual machines with Premiurm S50 disks qualify for the
99.9% connectivity SLA.

Encryption type * | (Default) Encryption at-rest with a platform-managed key ~ |

Enahle Ultra Disk compatibility @

Data disks

Yfou can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with
3 termporary disk.

LUN Narne Size (GiB) Disk type Host caching

Create and attach a new disk Attach an existing disk

~  Advanced

| < Previous || Next | Networking »
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On the Networking page under Network interface leave Virtual network and Subnet options as default
but for Public IP, select the blue Create new link.

Create a virtual machine

Basics Disks Metworking  Management  Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (MIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution,
Learn more of

Network interface

When creating a virtual machine, a network interface will be created for you.

Wirtual network * (D) | aadds-vnet RV |
Create new
Subnet* (o | aadds-subnet (10.0.0.0/24) ~ |

Manage subnet configuration

Fublic IP () | Mone ~ |
Create new h

MIC network security group O '@) Mone
O Basic
O Advanced

o The selected subnet 'aadds-subnet (10.0.0.0/24)" is already associated to a
nebwiark security group 'zadds-nsg’, We recormmend managing connectivity
to this wirtual machine via the existing network security group instead of
creating a new one here,

Accelerated networking (O

Load balancing

wou can place this virtual machine in the backend poel of an existing Azure load balancing solution. Learn more o

Review + create | < Previous || Mext : Management » |

A new pane will open on the right-hand side of the Networking page where you can give your public
IP address a name, as it will be associated to our master image we’'ll simply call it NXWVD-MSTR-pip,
Select the blue OK button towards the bottom of the pane to continue

Create public IP address
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The public IP will now display the name you gave it, for the NIC network security group option Select
the Basic option and Select the Next: Management> button

Basics Disks Metworking  Management  Adwanced  Tags Rewiew + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connedivity with security group rules, or place behind an existing load balancing solution.
Learn more

MNetwork interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (@ | NEWVDAADDS-VNET v
Create new
Subnet* (0 | default (10.1.0.0/24) v |

Manage subnet configuration

Public P © MMSTR-pih v |
=1

MIC network security group O O MNone
@ Basic
O Advanced

Public inbound ports * (@ O MNone

@ Allow selected ports

Select inbound ports | ROP (3383) v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing, Use the Advanced controls in the Metworking tab
o create rules to limit inbound traffic to known [P addresses,

7

Review + create | < Previous || Next : Management »
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On the management page, unless you want your VM’s always powered up, go ahead and check the
“Enable auto-shutdown” box. Select an appropriate time to you for the machine to automatically shut
down. Should you wish to be notified, or as a handy reminder prior to shut down, check the box
“Notification before shutdown” and enter an email address for the alert to be sent, Select the Next:
Advanced button

Create a virtual machine

Basics Disks  Metworking Management  Adwanced  Tags  Rewiew + create

Configure monitoring and management options for wour Wi,

Azure Security Center
PAzune Security Center prowides unified ==curity management and advanced threat protection acnoss hybrid cloud

workloads. Leam more &

Enable basic pln for free ()
This will apphy to every Wi in the sskected subscription

Ronitaring
Boot dagnostics (0 I:i:l Enable with managed stomge account [recommended)
O Enakle with custom stomge account

() Dimbk
Enable &S guest dagnostics (1) D
Identity
Systern assigned managed identity (0 D
Azure Active Directory
Login with Azune Actiee Disectory (0 |:|

ﬂ RBAC ol assignment of Virtua | Machine Adm inistmtor Loginor Virtie | Machine
Ltz=r Login is requinsd when using Azure AD bagin. L=armmons o

Auto shutdown

Enable auto-shutdown (0

Shutdewn time (0 OO0 P |
Tire zane (1) | 10UTC) Coordinated Univerm Time ~ |
Motification before shutdowen ()

Ermail* )

Backup

Enable backup (0

Site Recovery

Enable Dimster Recoweny ()

Guest 05 updates

Review + create

ims=c koud-cadussn@ : y |

O]

O

"

< Previous || Mest : Adwanced = |
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On the Advanced Page you can go ahead and leave the default settings, rather than install the AMD
GPU driver extension here we will install manually later, Select the Next: Tags> button

Create a virtual machine

Basics Disks Netwarking Management  Advanced  Tags Rewiew + create
Add additional configuration, agents, scripts ar applications via virtual machine extensions or cloud-init.

Extensions

Extensions provide post-deployment configuration and automation,

Extensions (3 Select an extension to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved
on the WM in a known location, Learn more about custom data for Vs o

Custorn data

ﬂ our image must have a code to support consumption of custom data. If your image supports cloud-init, custom-data will be
processed by cloud-init, Learn more about custom data and cloud init o7

User data
Pass a script, configuration file, or other data that will be accessible to your applications throughout the lifetime of the
virtual machine, Don't use user data for storing your secrets or passwaords, Learn more about user data for Vs o

Enable user data D

Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to
your Azure subscription. & dedicated host gives you assurance that only WMs from your subscription are on the host,
flexibility to choose WMs from your subscription that will be provisioned on the host, and the contral of platform
maintenance at the level of the host. Learn more

Host group (D Mo host group found W

Proximity placement group
Proximity placement groups allow you to group Azure resources physically closer together in the same region,
Learn more

Proximity placement group (& Mo proximity placement groups found ~

VM generation

Generation 2 ¥Ms support features such as UEFI-based boot architecture, increased memory and 05 disk size limits, Intel®
Software Guard Extensions [(SGX), and virtual persistent memory (WPMEM).
Click here to learn mare about Gen?2 virtual machine capabilities. &

VM generation (2 @ Gen 1

O Gen 2

| < Previous H Mext : Tags »
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On the Tags section, should you wish, you can categorize your resource using Tags, as this is a pop
up environment intended for just accessing NX we’'ll leave as is and select the blue Review + create
button

Create a virtual machine

Basics Disks MNetwarking Managerment  Adwanced — Tags — Rewiew + create

Tags are name/value pairs that enable you to categorize resources and view consolidated hilling by applying the same tag
to multiple resources and resource groups, Learn more about tags o

Mote that if you create tags and then change resource settings on other tabs, your tags will be autornatically updated.

Mame O value © Resource
| : ‘ || 12 selected e
< Previous H Next : Review + create »
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On the Review and create summary page you should see a nice validation passed indicator with a
green tick.

Create a virtual machine

Basics Disxs Meowarkmg Management  Advanced  Tags Review — create

PROCGUCT DETAILS

Stendard Hv8z:_vd sub=cripden aedit: apply ©
03472 USDfhr
B-icing for adher YV sizes

o Microsoft
Terms af uze | Frivacy poboy

TERSAS

By didong "Creale”, | (&) agred to the lege! termis and privacy stalementls) assooabed with the Markzetplace oteringis)
listed! abowe; ki sutharze Microsoft to bill my airrent paymant method for the fees aszodsted with the offarmals), with
the zarme billing frequency a5 miy Azure subsarotion; and (o agree that Microzoft may share my contadt, Usage and
raasadiofial mfarmation with the provider(s) of the offering(s) for support, bitiag and other transadional acnabies,
Wicrosoft toes not proede rights for third-perty ofehnes, See the axu e Marsetplace Tetms for additional details,

Ak You have sel ROP pontls] open o Uhe infernel, This i onb reco-nmesded for esting. 10w ssant B chasge this seting go
Back ko Brsics b,
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The review and create screen will also display your configuration choices, check these through and if

you are satisfied Select the blue Create button.

Basics

Subscription
Rezource group
Virtual machine narne
Region

Auailability options
Image

Size

Username

Public inbound ports
Already have a Windows license?
License type

Azure Spot

Disks

05 disk type
Usze managed disks

Ephemeral 03 disk

Networking

Wirtual network

Subnet

Public IP

Accelerated networking

Place this wirtual machine behind an
existing load balancing solution?

Management

Azure Security Center

Boot diagnostics

Enable OS guest diagnostics
Systern assigned managed identity
Login with Azure AD
Auto-shutdown

Site Recovery

Enable hotpatch (Preview)

Patch orchestration options

Advanced

Extensions
Cloud init
User data

Proximity placernent group

Pay-As-You-Go

IMECLOUD_MXAND

MXMWYD-METR

East US

Mo infrastructure redundancy reguired
Windows 10 Enterprise, Version 1909 - Gen1
Standard Mwgas_vd (3 vopus, 28 GiE memory)
imscloud

RDP

Yas

Windows Client

Mo

Standard 550 LRS
Yas

Mo

MW DAADDS-VIMET
default (10,1.0.0/24)
(new) NXWWVD-MSTR-pip
off

Mo

Basic (free)
Cn

off

Off

Off

off
Disabled
off

OS-archestrated patching: patches will be installed by O3

Download a termplate for automation
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Once the deployment is complete, if successful you will see a “Your deployment is complete” message,
and with that we’ll go ahead and connect to the instance to join it to the domain and install the AMD

GPU drivers.

Home

» CreateVm-MicrosoftWindowsDesktop.Windows-10-19h2--20210518173132 | Overview =

Deployment

|,-7) bearch (Ctrl+7 | < f Delete T Redeploy ":_:‘ Refresh

. OBEREY 0 We'd love your feedback! =

5 Inputs

= Outputs @ Your deployment is complete

B Template Deployment narme: CreateVim-MicrosoftwindowsDesktop.Windows...  Start time: 571872021, 5:32:57 PM

Correlation ID: cc7480e5-7ffd-4159-b40e-ec292eeeal 17

= Subscription: Pay-As-You-Go
Resource group: IMSCLOUD_MNAXAD

~  Deployment details (Download)

» MNext steps

Setup auto-shutdown  Recommended

Manitor ¥M health, performance and network dependencies  Recommended

Run a script inside the virtual machine Recommended
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Join Your Master Image to the Domain

With our master image created, let’s get it joined to our domain imscloudonazure.com, first we need

to connect to the instance to do so.

From the hamburger menu Select the Virtual machines option

—— Create a resource
B Haome
2] Cashboard
= All saraces
W EAVORIES
855 Al resounces
[*#] Resourse groups
b Azure Active Directony
K3 virtual machines

b

On the Virtual machine Page select your Master image

Virtual machines =

3 adiln LT (I SEaci] Esal oam)

il 7] & Syienwooclsssic (8 Resereations T MAnas viEw

e oAy Tield: Subscazhen == all

Shenvingy 170 7ol 2 raronds

B MName | Subseripdion T4

[ B ey ’ P A e [

Resource groap == all =

On the NXWVD-MSTR page select Connect and from the drop down menu Select the RDP option

& Connect ‘?‘ Res

rop =

55H 4
_ fi

Bastion

Lt SE—

Unrestricted Produced by © IMSCAD Cloud 2021
8701118

W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207

Page 103 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

From the RDP pop-up window select the blue Download RDP file button:

RDP  55H BAITION

Connect with RDP
To connect to your virtual machine wia RDP, select an IP address, optionally change the port number, and download
the RDP file,

IP address *
| Public IP address (13.82.121,188)

Port number *

[ 3389 |
Download RDP File
Once the file has downloaded, select Open file

pen /

Aowrays oper files of thistyre

Shesv i falder

Freme | P P

I.-:.E
B NOWD-MSTR (TLedp v /

M 2 0 T =~ © B =

You'll see the Remote desktop connection box appear, Select the Connect button

=

& feencts Teskton Cernedtion
g The publisher of fhis remote connection can't be identified. Do you want to connsct
". Y- 3 mlé S kil e Al i k bt ’

Lt remicts connsetian o harn e neshar esenate aoniotear Do net S0n0sct Uness vl knoy whars
“hes mRnECy Zane T o Ee sl 1T hetone

‘_._- Fuzisher Unkrnown publisher
s I4pe Fiepare [ esdon Dhresehnn
Ramaots compualsn Bt P B

| Do sk e g Tor wornetioes (o Ui Comiputse /

o S DRt Corprict
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You'll be prompted you enter your credentials, this will usually pull through your native Microsoft
account by default, but here we want to sign with the Administrator account we set when creating the
instance. To log in with our new credentials select the blue More choices link:

Windows Secatly o

Enter your credentials

These credentindy will e used to connect to 239647 07

Mic msuﬁa\cmulﬂ'-nrn

D Remember me

are choios ?

ok Cancel

Now Select Use a different account:

8 Use a different accoun ’

Now enter your instance Administrator credentials and Select the OK button:

Windows Security b4

Enter your credentials

These credentials will be used to connect 1o 239647 27,

(| imscloud 3
frrorsessones)

|:| Remember me

Mare choices /

o Cancel
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You may see an identity warning, with certificate errors, don’t worry Select the Yes button to proceed:

." Rermoite Desklop Conneclion

hd

ﬂ Thmﬂgmyofﬂw [ﬂlilz;ji'ﬂ‘-mrplﬂ.al‘_cﬂnnui-bB’-#‘BFiﬂBd: Do

You want to connect anyway?

I rermnta cormauter calild pat bs authenheates dus to problams with 12

securty certficate. It may be unsafe o proceszd.
Certfizate name

& Name ntha certificate from the remote computes
N T-METH

Gartficata areors

Thie following errorswene encourtered while validating he remoe

canmputers celificale

Ay The cemificate is not from atrizted certfing euthority,

Do ol weant torcannact daspite thesa cedtificats erows?

[ Lorve ack e again Tor connecticns T 1his compuier /

Wi cartificats. e
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After a short time you will be connected to your remote session and asked to choose your privacy
settings, you only have to do this once and you will undoubtedly have a personal preference, so once
you've chosen your settings Select the Accept button to complete log in:

s for your device

Accegit’ » 3 STHNQS 5t an)

Location

Diagnostic data Inking & typing

Tallored experiences Advertising 10

Success! We've got ourselves a session!

B Typo hers 10 sesrch
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To join our master image to the domain, from the Taskbar search box enter Advanced and Select
“View advanced system settings”

All Apps Documents Wb WMore ¥
| Best match
Ly View advanced system settings e
Cantrol pane|
Settings
> Advanced Windows Update options b
%= Advanced VPN options >
B Advanced keyboard settings b
= Allow VPN over metered networks >
B Emaji panel settings b
B Oyerride for default input method >
= _LJse thg desktop language bar when 3
it's available

Search the web
A2 advanced - See web results >

Apps (1)

& stmad > | o
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A System properties box will pop up, Select the Computer Name tab

System Properties K
Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and virtual memory

User Profiles

Desktop settings related to your sign-in

Settings...

Startup and Recovery

System startup, system failure, and debugging information

Settings...

Environment Varnables...

oK Cancel Apply

On the Computer Name tab, Select the Change button

System Properties H
Compultsr Mams  Hardware Advanced  System Protection  Renata

Windows uses the falowing intormation o idendtity your compulea
an the network.
Lompartes descopton:

For example: "Ritchen Comparter or "Marys
Compuler’

Full compuier name: NXWWO-METH

Wiorkegroup: WORKGROUP
I use o weard to poin 2 damaim of workgroup, shek etk |0
Meatwaurk 1D =

o renam this computer o Shangs s dormasn of Chango. /

workgroup, dick Chanige
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A new Computer Name/Domain Changes box will pop up, for Member of Select the Domain option
and enter your domain, ours will be “imscloudonazure.com”, select OK to initiate the Domain join.

Computar Mame/Domam Changes
“fos can change the name and e membershspool this

computer. Changss might aifect access {o nebeork resowrces

Computer name:
NAWWD-METH

Full cormputer narms
M- MSTR

N‘lﬂmbﬁr af
&: Dinmam

() Workgrosp:

WORKGREUE

| K Canpel

You will be asked to provide credentials (Username and Password) for an account with the permission
to join the domain, this will be the same account you created after deploying Azure AD Domain

Services, so we are using the “adjoinsvc” user account. Once you have entered your credentials select
the OK button

Windows Security >

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

( adjoinsvc@imscloudcaduseroutloolk.onmicro: >

no-o-o-ouo:D e
OK / Cancel
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All being well you will see a “Welcome to your domain” message to show you have successfully

connected to your Azure AD Domain, Select the OK button to clear the message. At this point you will
need to restart the virtual machine:

Computer Mame/Domain Changes >

o Welcome to the imscloudonazure.com domain.

When prompted to restart this computer, select the OK button to initiate a restart.

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all

programs,

‘
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AMD GPU Guest Driver install

With our image joined to the domain and restarted, we’ll need to log back in and get our AMD guest
drivers installed.

Compatible NV8as_v4 drivers can be obtained directly through Microsoft, Microsoft in fact recommend
that you only use drivers for their Azure instances obtained this way.

So let's grab some drivers! From within your remote desktop session open Edge, which sits
conveniently on the Taskbar

L[ I O Type here to search

Once edge has opened, browse to the following URL: https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/n-series-amd-driver-setup

B | B Newtsbd x 4=
C') 3‘- hitps://docs.microsoft.com/en-us/szure/virtual-machines/windows/n-senes-amd -driver ~:-m:‘]
For quick access. place 5 httpa://docs.microseft.com/en-us/azure/virtual-machines/windows/n-series-amd-driver-setup

https//docs. microsoft.com/en-us/azure/virtual-machines/windows/n-series-amd-driver-setup - Bing Search

SaEfoh he wab

Once you hit the Microsoft doc (URL and Article “Install AMD GPU drivers on N-series VMs running
Windows” correct at the time of writing) scroll down a short way until you see the heading “Supported
operating systems and drivers”, Select the blue driver version link to download your drivers:

Supported operating systems and
drivers

os Driver /
Windows 10 Enterprise multi-session - Build 1909 .exe)

Windows 10 - Build 1909
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The installer is only small and should only take a few seconds to download, you can either open the
file from the browser pop up or head to downloads in File explorer:

Bl | BR AoweHosenes AMD GPUdrve X (I e TEITTST I - x

= C:.- & htps)fdocs.microsof.comden-usfarure virtual- mackinesfwindows/n-t=tes-amd-driver- st -]

For basic specs, storage capacities, and disk details, see GP)
3 Dierwmioag

6 Fitter by uthe
A e M) - Lirwr-2EHH gram

* sl VIR G L T -

- Supported operating syste

FRGA - aooslerated Compife 0%

Selup AMD GPU drivers

See mare

Urmver
High parfarmands compde

el o Enfarons mn B H §oe 0% - 1
States and billing Windorws 10 Entarpnse multi-sessan - Build 15905 2.0 el e

' VEPL quaeas Weindiows 10 - Buikd 1504

We’ll go via File Explorer so from the Taskbar, Select the File Explorer icon to open:

AR Type here to search

A File explorer window will open on the desktop, from the quick access menu on the left, select
downloads and you should see your AMD GPU driver sitting there:

4 - = | Downlosds - 0 *
_ Hire iMmiw W .
= = 4 4 » ThsPC » Downloads v U " i 2

"1.""‘ 18fE T :.'--: r.-.- .II.'
w o Chibck access
I Dasktop # Today [1] /
& Doscurments -
= Pictures Ll
B Music
B oo
& O Dy bonr
N This. P
& Network
4 »
1 e -
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With our driver located let's get it installed, right click on the installer and Select “Run as
Administrator”.

O AND-Azure My -Diriver- 2004 SO1BAENET SHT M

Open
ﬁ- un an acbminishialon

Trotbleshact compatibility

Fin to Start
aﬁmu wilh Wincdoes Delender.,,
[ Share

Give acoess to b
Fin o taskbar

intstrme: parevicons wersiany

Sand to 3

Cut
gy

Create shortout
Delate

Rengme

Troparties

When prompted select your installation path, we’ll be leaving it as the default C:\, Select the Install
button

a Azure NWA Driver 20Q4: Insiallation Folder - X

Setup wil nstall AMD Azure NVy4 Driver 20.04 in the folowing folder. To
a nstal in a different folder, cidk Srowee and select another foider, Cidk
[nstall to start the nstallabon,

Erowse... l

Space requred: 0.0 48
Space avalable: 108.8 GB /

Gncd | e el |
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Installation will then begin, you will have no interaction at this point it will just do its thing:

TN dzure Sivied Drlvar 2004: inatalling / -

Ewtract: amdad 124,01
o

| Show details [

T e | |

After a very short time, around a minute, the install will have completed, Select the Close button to
finish.

a Azure My Diver 2004 Completed =

a Compieted
AENEEREEENERNENENEREREERNDERENEEI

Show details |

o | e
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Before we get going on the Siemens NX software Install, let’s just validate that the drivers are present
and that we can see AMD GPU display adaptor in device manager.

To check the drivers, from the windows search box which again sits conveniently on the Taskbar, enter
“Apps and features” and Select the same settings from the list displayed:

All APEs Pacumants Web More =
Bect match
n  —

@ Add or rermove programs o—

Systein settings > H

! m i n

Hedated: "apps

_ Apps & features

Settings

/ .';:-\.'f'f.cl'l'l Settin _i"
I= Apps & features

IS Default apps > .
PR O Open
LT Fix apps that are blurry 2
i Startup Apps > Get quick help from web
5 Reset dafault apps 3 Changing startup apps
i5 Choose a default app for each type < Instafing wet:appe Tron Microzolt
of file Urninstalling apps
Search the web Updaling spps
,I-:' dpps See web resulis >
Apps (3}

K Apps & featuras| > O E M m @ =
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On the Apps and features window, scroll down to hopefully find the AMD Driver software listed

Seltings = |
@ Home Apps & features

I Find & settiy ) | Sort by, Mame Fifter byt Al ditfves

Aps [ — e

IE  Apps & dearures
= Defautt apps

0% ©OHhne maps

[ Apps for webaitea
=2 Wideo playback

T Starup

m Aarms & Clock 160 KB
S P oot Corpessdion SHAANA

App Installer oo KR
(X el Corparnation RO
E Calcutator Aa00 KB
Mcrosoft Corpasation IR0
Camera 160 KR
Merosott Corpoeatiar ARG
Feadback Hub 00 KB
Mireanh Corparation a0
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Now let's check, Device manager...... Right click on the Windows start button and select Device
manager from the list:

Apps and Features

Fuent Viewar

System

Metwinrk Con

Disk Management
Computer Managemenl
Wiy Fell

rahell (Admin)

Task Manager
Sott ngs

File Explarer
Search

Run

Shut down or sign out
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When the Device manager window pops open, expand Display Adaptors from the list, this should reveal
your slice of AMD Radeon goodness or Radeon Instinct MI25 MxGPU display adaptor to be precise

File

'...j Device Manager

Action View Help

e m HmE B

N

v M NXMSTR

i Audio inputs and outputs

> [? Computer

= Disk drives

[ Display adapters

B8 Microsoft Hyper-V Video

B8l Microsoft Remote Display Adapter
Cai Radeon Instinct M125 MxGPU
== DVD/CD-ROM
«= Floppy disk drives

- Floppy drive controllers

arives

+ ¥y Human Interface Devices

“= |DE ATA/ATAPI controllers

g Mice and other pointing devices

> [ Monitors
- ¥ Network adapters

K7 Other devices
BA Unknown device
§ Ports (COM & LPT)

. - .
> =l Print queues
> n Processors

B Software devices

» S Storage controllers
> ¥m System devices

With your GPU drivers installed and Display adaptor validated let’s install our Siemens NX software!
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Siemens NX Software Install on your Master image.

With your master image created, joined to the domain and AMD GPU Guest drivers installed, you can
now begin the process of installing your software that will be uniform across your session hosts,
however we will focus solely on the Siemens NX version 1953 in this document (released in Dec 2020)

First step is to download the software install media which can be obtained via
https://support.sw.siemens.com/en-US/signin , save it to a location such as Downloads or your
Desktop, but certainly somewhere that it is easy to locate. In this example we have downloaded the
Siemens NX install (see Appendix: NX Installation and Licensing documentation) media to our
Downloads folder. Don’t forget to ensure you un-zip the install media if the package came compressed.

From the Taskbar open File explorer and browse to downloads (or wherever you saved your installer
to), Right click on the NX Launch application and Select Run as administrator to get the ball rolling:

T Manage SiemensNX-1953_wntx64 - a *

“ Home Share View Apphication Tools 0
Open
- = ™ » ThisPC » Downloads » SiemensNX-1953_wnteb4 P

G Run as administrator

Name ) Troubleshoot compatibility

o Quick access Pin to Start
docs
Desito i i
= p / Vot Scan with Windows Defender...
& Downloads ' mapped |& Share
& Documents . nx Give access to >
&= Pictures y nxlauncher Pin to taskbar
D Music ! AUTORUN Restore previous versions o
l Videos & getad y K
£ Launch Send to >
@& OneDrive ™} Launch it 2 KE
2 This PC (< L Copy o
README f
¥ Network & SPLMLicenseSarver v11.0.0_win_setup Create shortcut Z0 KB
Delete
Rename
12items | item selected 69.0KB Properties =
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Once the install starts you will receive various install options, however the one we want is “Install NX”,
Select that option to proceed.

B Siemens KX Software Instatiaton - n X
- /
S ) / f 3 ' : -I .
SIEMENS
Iuaum#yﬁwu(f. “\:‘. X
f::n % “i \ View Documentation
“ >, o -
) y 1’ ~— ‘; e \ Install License Manager
» ", - S
" Install NX Launcher
Get Composite ID

Mapped Drive Installation

Siemens Digital Industries Soltware

Select your Installation Setup language and Select the ‘OK’ button

L O SN PN B T, W

Ims&up = X
| :

Select the language for this installation from the choices below.

=~
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Some prerequisites will now be checked and any required components missing will be installed, there
is no interaction during this process

e e e W oEw. TE B DS e S,

m Prerequisite Installabion

x

WY T

Microsoft Visual C++ 2015-2019 runtimes are instaling. .. please wait.

Once the prerequisites have completed, the Welcome screen will be displayed, Select the Next button
to proceed

iﬁ Siemens NX Setup — X

— e S m—
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By default all features are installed, however you do have the option to remove features should you
wish when you get to the Custom Setup window during the install. At this point you can choose which
features to leave out and\or change install location should you wish. We are going full featured and
the default install location, so we will leave all selections as default and simply Select the Next button:

35 Siemens NX Setup - x |

)
EaTibn om SIEMENS

i
'
i Select the way you want features to be instalied.

Click the icons in the tree befow to change the way features will be instalied.

|
This feature requires 7535¥B on |
Location: C:\Program Fies\Siemens N 1953\ ?
R o [ ] cas

Next we need to tell the software where the Siemens SPLM License Server license server lives, enter
your license server name, in our case NX-LICSVR. If you named your server something different then
please use that name instead. Select the Next button to proceed.

ﬁ Siemens NX Setup = x I
: )
1 e SIEMENS |
f Enter the license server or browse 1o a boense file. b

Enter the properly formatted TCP port number(s) and hostname(s) string |I

(port@hosiname) that desoibes the SPLM_LICENSE_ SERVER values that will be used by |
: Siemens NX to locate the icense server or browse to the license file, I
i License Fie or Porb@host ,F
| |2s000@n001CSVR] I

i

il Badk Cancsl
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Select your Siemens NX language, default is English and Select the Next button

| ﬁ Siemens NX Setup = b

Ripiioge: Sickictiy SIEMENSE

Select the default language for Semens N

Select the default language displayed by the Siemens NI user interface.

!
a_

——— — T -

You'll see a summary of your installation settings, double check your selections and Select the Install
button.

!ﬂSiemensNXSetup = X
)
| Ready to install Siemens NX SIEMENS |
1

Click Install to begin the instaliation. Cick Back to review or change any of your

installation settings. Click Cancel to exit the wizard. I
Instaliation Folder: C:'Program Fies'\Siemens WX 1853\ I
Runtime Language:  english I
Licensing: 28000@NXLICSVR \
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The software will now validate the information and the install process will start. This can take a while
as the install media is quite large.

E Siemens NX Setup - X

R SIEMENS

Pleass wart while the Setup Wizard nsials Siemens .

Status: Validating instal I

’ s e [ ]

Once the install has completed, you'll see the Completed the Siemens NX Setup Wizard message,
Select the Finish button to complete the install.

42 Siemens NX Setup - X

3 'y
SIEMENS

Completed the Siemens NX Setup Wizard

r

B Click the Finish button to et the Sehup Wizard.
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To validate the install, let's take a quick look at the app available in the start menu, left click on the
Windows start button and scroll down to the Siemens NX folder, expand the Siemens NX folder and
hey presto a fancy NX icon is staring back at us ...... Now the exciting part, let's open it.... Left click
on the NX icon to launch

© raint30

[ 1]
a People

W Photos

S
Q Settings
- Siemens NX

NX  NX

NX Layout

X Manufacturing - Machining Kno...

Manufacturing - NX CAM

NX Manufacturing - Post Builder
NX Manufacturing - Process Studio...

NX Manufacturing - ugpost

NX Viewer

Release Info - Help

EE na o2z B

Nev

Release Info - Release Notes

£

rg"f Release Info - Simcenter 3D Help

£ [iype here to search

When you launch NX you will see the Products Excellence Program information box pop up, Select the
OK button to clear this

Product Excellence Program

The Product Excellence Program collects information about our customers and their use of Siemens Digital Industries Software. This information helps
us improve our product features and functionality to better meet customer needs. No gersonal or intellectual property information is collected or
shared. Product performance is not affected and participation in the program is vo
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Once the PEP box has been cleared Siemens NX will now load, it will grab a license and you are ready
to go!

Tip: Don’t forget to have your license server powered up beforehand

Bl - - ) w— o

” - e - s e LA .
X AR e——
A - T 188
v omsemn . .
—_—
- : ' .
.

— &

Now we have Siemens NX installed, we need to capture the image, however, now would be a good
time to install any additional pieces of software on your master image before doing so. To capture the
image we need to generalize it via the windows Sysprep tool so you should really have your master
image loaded beforehand.

Trying Citrix Cloud?? You should Stop here!!

If you have already decided you will be going Citrix cloud, this is a perfect time to configure your
Citrix cloud connector and get the Virtual delivery agent installed on your master image before
capturing ....... Head on down to Citrix Cloud Integration

Not trying Citrix?? Let's go capturing................
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Capture the new Master image for deployment.

Once you have your master image, Siemens NX and any additional software is installed, we need to
generalize the image prior to capturing via the sysprep tool. You can sysprep a couple of ways, either
via command line or by navigating to the sysprep tool directly from the root directory of the image.
We will go with the second option as it requires no command line experience.

To sysprep your image, if you haven’t already done so, connect to it via RDP. Once you have connected
open File explorer from the Taskbar:

A Search for anything

From the file explorer window Select this PC and double left-click on the Windows (C:) to open the
root directory

L] | = | This PC L D vy

= v T 3> ThisPC » v | 0 | | Search This PO 2
* talders (7]
w ik Cuick acoess
B Dioskop
l- Droawindoacds

30 Obijects Desitop

B i
4

E

Docarments Drowniloads

=

1"
& Dioruments L g
= Pictures o

J’!l Music

l‘."ideus J’ Muisic Hictures
by Onelirive

»  BmThis PC / m

5k Menwork < Diices ared drives {33

; . Windows [T
H Floppy Disk Drive (42 i . /

m

Widens

- ™ 105 GR feer of 126 G5
Temparany Storage (0
W 171 6B frec of 175 GB
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From the root directory browse to the following folder path C:\Windows\System32\Sysprep

& v 7 | Windows (C) - 0
Home Share View
e v ™ & » ThisPC » Windows (C) » v U Search Windows (C)
Name Date modified Type
# Quick access
5/18/2021 5:36 PM -ile folder
I Desktop o § — v18/2021 5361 Hieto
Packages S/18/2021 415 PM File folder
" Downloads *+ Pe[fLogS » This PC » Windows (C:) » Windows » M File folder
9 m o o o
""" Documents Program Fi Nare ©AM File folder
&= Pictures ! pmg[am Ei " SoftwareDistribution M File folder
d Music User{ * et » This PC » Windows (C:) > Windows > System32 »
} Speech OneCore
E Videos Windows o4 System / Name )
2
WindowsA i 3
@ OneDrive SystemApps + s
SystemResources 5 " sv-5E /
8 This PC SysWOW64 Sysprep
TAPI s ” SystemResetPlatform
W Network of ta-in
ta-lk
Within the Sysprep folder you will find the sysprep tool itself:
' M © 5 |Sysprep
Home Share View
~ ¥ T « Windows (C:) » Windows » System32 » Sysprep »
Name
3 Quick access
ActionFiles
I Desktop o
en-US
¥ Downloads g
. Panther
%| Documents # w’
=l Pictures ol D Sysprep_succeeded.tag
Jﬁ Music
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Right click on the sysprep tool and select Run as administrator

! Iil = Manage Sysprep
Home Share View Application Tools
= v 4 « Windows (C:) » Windows » System32 » Sysprep »
Name Da
3 Quick access
B Desktop N ActionFiles 5/4
en-US 3/1
¥ Downloads o»*
Panther 5/¢
5= Documents o+
B# sysp-
&= Pictures - g

= _ B Open /
D Music G Run as administrator

The System Preparation tool will launch, select the following settings: For “System Cleanup Action”
Select Enter System Out-of-Box Experience (OOBE), then Check the “Generalize” box and for

“Shutdown Options” Select Shutdown as shown here. Select the OK button to start System
Preparation:

System Preparation Tool 3.14 X

System Preparation Tool (Sysprep) prepares the machine for
hardware independence and deanup.

System Cleanup Actic
Enter System Out-of-Box Experience (OOBI
‘leneralize

Shutdown Options

v
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Once started you will see a “Sysprep is working” pop up box, after a short time you will be disconnected
from your remote session, don’t panic this is to be expected. When sysprep has done its thing, the
image will shut down disconnecting you in the process...... With the image generalized lets capture
our image.

Sysprep is working ... X

Processing generalize phase Sysprep
plugins...

To capture your image, navigate to your master image by selecting the Virtual machines option from
the hamburger menu and select your NXWVD-MSTR. On the NXWVD-MSTR page you will see the
master image will be shut down following the sysprep process, from the options menu across the top
select Capture:

£ NXWVD-MSTR = -

Wil miaching

w3

| = SparchaCerl+ B Cormect ::-'-" Sbart O, Capiurs Celebe L} Refresh L1 Open inmobile
B crorview = # Ezsenlials
B actiry =g Respurce oroup fhangey | INSCLOUD MWD
Be mccnes contral CAtd| Sk stopprd {dealizzae)
Locstion Ezszids
L3 Tdiza
Sutzseripbion ichange) Fay-Ae-veu=-Gan
22 Diagrase énd solve prakiens i -
subrscriptian I ESP 13 cT-aads -4 hER-a T e TYTLeRfarnng
Aty Tags idhange Chix hers tooadd tags
-
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On the Create an image page, from the Project details section your Subscription should be populated
by default, as should your Resource group if not choose the appropriate selections from the respective
lists, for Instance Details again leave as default but check the “Automatically delete this virtual
machine after creating the image” box. For gallery details, we want to create a new gallery, so select
the Create new link and enter an appropriate name, we will call ours NXWVDimagegallery

Create an image

Create an image from this virtual machine that can be used to deploy additional virtual machines and virtual machine scale
sets, With a shared image, you can easily replicate the image to Azure regions around the world and manage versions of
the image. Certain information from the virtual machine will be carried forward to the image including OS5 type, WM
generation, plan, and publishing details. Learn more of

Project details

Subscription

Rezource group * IMSCLOUD_MNXWAD e

Instance details

Region

. . . = . . .
Share image to Shared image gallery (O \®) Yes, share it to a gallery as an image version,

O Mo, capture only a managed image.

Autornatically delete this virtual machine ‘

after creating the image (@

Gallery details

Target image gallery * (@O @ew) NXW’\.-‘D\magegaIIeD ~
Create new

Operating system state (0 '@} Generalized: ¥Ms created from this image reguire hostname, admin user,

and other VM related setup to be completed on first boot

O Specialized: ¥Ms created from this image are completely configured and
do not require parameters such as hostname and admin user/password

A Capturing awirtual machine image will make the wirtual machine unusable, This action cannot be undone,
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Still on the Create an image page, for Target image definition Select the blue Create new link

Target image definition * () (new az—wd—nW’ s |
Create new

This will open an additional pane, here you can set your image definition parameters, by default
Publisher Offer and SKU will be populated based on the image you have selected, but you will need
to enter an image definition name to proceed, we will use az-wvd-nxwinl10 in this example, Select the
blue ok button to proceed:

Create an image definition X

Image definition narme ™ (1 az-urvd-neean 10

Fublisher # | MicrazofWindow:Desktop
Cter= 3 Windows-10
L | 15h2-ent

Cancel
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With our target image definition set, enter a version number for your capture, we will use 0.0.1 and
finally for Storage account type we will select Premium SSD. We will not be using tags here so Select
the blue Review + create button at the bottom:

Target image definition * (1 @w) az-wvd-n:mrinm) v |’

Create new

Version details

Version number * (5 Q 0.0.1 ) v | ’

Exclude from latest (&) D
End of life date @ [ MM/DD Y =]
Replication

An image version can be replicated to different regions depending on what makes sense for your organization. One
example is to always replicate the latest image in multiple regions while all older versions are only available in 1 region.
This can help save on storage costs for image versions,

Default replica count * (3 | 1 |

Target regions Target region replica count Storage account type /

(1 |eremiumssolrs T > V]

| v
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On the Review and create page, you should see a nice green validation tick along with a summary of
your selections, double check you are happy and Select the blue Create button at the bottom of the

page:

Create an image
0 Walidation passed

Basics Tags Review + create

Basics

Subscription

Resource group

Regiaon

Share image to Shared image gallery

Autormatically delete this virtual machine
after creating the image

Shared image gallery
Ciperating systern state
Target irmage definition
Wersion numkber
Source virtual machine
Exclude from latest
End of life date

Replication

Default replica count

Replication

Tags

(nonej

Pay-As-You-Go
IMSCLOUD_MXWD
East LS

Yes

Yes

(new) MXWVDimagegallery
Generalized

(rewd az-werd-rawin 10
001

MWD -MSTR

Mo

Mone

1
East US: 1

Download a ternplate for autornation
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Tip: this process can take some time so go stretch your legs and grab a coffee, we timed this at around
20mins.

., Microsott. Compute- CaptureVM-202105191153 16 | Overview

Deployment is in progress

i e e B - T A 2 TR TR O aneem BRI ALY
Al . i 1 LT .|
SETTE - T
Crplosmmd det st
e -
B PR e ey i v e sy A A0 g o A s
[ -] ] i Fl -
=] fLlh F[

You will eventually see the green tick with the Your deployment is complete message, your image is
now caputred so lets move on to creating our Azure Virtual Desktop host pools.

Heme
. Microsoft.Compute-CaptureVM-20210519115316 | Overview
Leploymren
| 'I.-r._u.'u k= | d__ Lielupe ol T aedepiog '-_= Kl
S eV -
; @ Your deployment is complete
= Inprs
u Depkryment reme MoToac.Canmpite-CaahrevbA-2T2 105131155 0 Shat iimer 500505001 120312 Prd
5 Cutputs Subsoriprian Fay-as-You-5c Correlatior O c157fa2a-Bavh-tabd-cE06- 262000 a8es0d
y 2 lezsoorcr groupn IMELLCUD SHL
= Empisie
= Deployimmert deldils. (Tovprload)
Mt steps
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Create a Azure Virtual Desktop Host Pool

From the Azure search Menu, type Azure Virtual Desktop and select the same service from the list,
this service doesn’t appear in the hamburger menu so we do need to search for it I'm afraid

Ej windows virtual desktop] ) e -

Services Seeall  Marketplace See all
€ Windows Virtual Desktop ’ £ eul Managed Windows Virtual Desktop in Azure

| (1) Anplication groups 59 space Managed Windows Virtual Desktop - WD
O Host pools 59 windows Virtual Desktop - Provision a host pool

i @ Workspaces B Microsoft Windows Virtual Desktop Implementation

B3 virtual machines Documentation See all
3 irtual networks ) ) _ _
Windows Virtual Desktop documentation | Microsoft Docs
Managed Desktop - ) :
What is Windows Virtual Desktop? - Azure | Microsoft Docs
H Virtual clusters ) ) .
Windows Virtual Desktop for the enterprise - Azure Example ...
&% virtual WiaNs
v Get started with the Windows Virtual Desktop Agent ...

S Cloudsimple Virtual Machines

[ T

On the Azure Virtual Desktop page select the blue “Create a host pool” button

Home >
(<] Windows Virtual Desktop =
ticrosoft
[ .2 bearch (ctri+) | « Cad, create a host pool!
© Overview r/i_ Easily scale your W deplc_},rmt_ant. Create host poo!s to easily
L \q manage assignments, application groups, and settings for your
] [ entire organization.
Manage T
© Host pools Create a host pool

© application groups

Documentation and help
@ workspaces

& Users
Getting started Create your own image
Monitoring Welcome to Windows Virtual Desktop! Capture and create a managed image.
. Learn mare Learn mare
@ Insights
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On the Create a host pool page, you will need to ensure you complete all required fields, so lets start
with Project details section, for Subscription it should display your by default but if it doesn’t you can
select it from the dropdown list, the same goes for Resource group.

Next up is Host pool name, name it something appropriate, we’'ll call ours NXWVD-HP1, for location
this should default to the same location as your resource group but if not choose the appropriate
location from the list, our is East US and finally leave validation environment as the default option
“NO"

Create a host pool

0 You are eligible for a new Windows Yirtual Desktop prormotional offer, Itwill expire on 630/2027, Click to redeern offer,

Basics  Wirtual Machines Workspace Tags Review + create

Project details

Subscription * (O | Pay-As-You-Go ~ |

Resource group = (O | IMSCLOUD_MNAAD ~ |’

Create new

Host pool name * @D*HPTI ) ~ |’
Location * @ [ East Us v ’

Metadata will be stored in Azure geography associated with (US) East US
Learn more

. Py
Validation environment & (®) Mo O s

Still on the Create a host pool page, for Host pool type, select “Personal” and for Assignment type
select “Automatic” and Select the Next: Virtual machines> button

Host pool type

If you select pooled (shared), users will still be able to access their personalization and user data, using FSLogix

Host pool type * @mal ) v| '
Assignment type & @matic 3 [ | ’

Next: Virtual Machines » | .
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On the virtual machine page, for Add virtual machines select “Yes”, this will present further fields to
complete.

Select the same resource group as your Host pool from the dropdown list, for the Name prefix again
enter something appropriate we have gone for NXWVD-SH. For the Virtual machine location this
should default to the same location as your resource group East US, if not select the same location
from the list.

For availability options you can leave as default, for Image type select Gallery, for Image Select
Windows 10 Enterprise 1909 from the dropdown list and for Virtual machine size select our NV8as-
v4. In this example we are going to provision a single machine so for Number of VM'’s select 1 and for
0OS disk type select Premium SSD.

Tip: You can provision as many machines as your budget allows, but do remember to increase your
vCPU quota to meet this demand.
Basics Virtual Machines  Workspace Tags Rewiew + create

Host pools are a collection of one or more identical virtual machines within Windows Virtual Desktop environments.
Here you give details to create a resource group with virtual machines in an Azure subscription. Learn more 7

Add wirtual machines O Mo {!} es ’

Resource group | IMSCLOUD_NXMWAD ~ |’
Mame prefix * q N D-SH ) e |/

0 Session host name rmust be unigue within the Resource Group,

Yirtual machine location & | East US A |’

Avyailability options (& | Mo infrastructure redundancy required ~ |

Image type | Gallery ~ |’
Image * (O | Windows 10 Enterprise, Version 1203 W | ’

See all images

irtual machine size * (0 Standard NV8as vd ’

8 vCPU's, 28 GIB memory
Change size

Mumber of WMs * U o | ,
05 disk type * @ | Premium 550 v | /

Use managed disks @
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Still on the Virtual machine page....... Under the Network and security section, for Virtual network
select the vNET created by your aadds setup from the dropdown list

Metwork and security

Use Azure Firewall to secure your WMET and host poal resources. Learn more

virtual network * (@ | MXWYDAADDS-YNET v |’

Subnet @ | default (10.1.0.0/24) v
Metwork security group (O | Basic ~ |
Public inbound ports @ O Yes @ Mo

Inbound ports to allow

Now skip down to Specify domain or unit and if not already selected, Select Yes. For “Domain to join”
enter your Azure domain imscloudonazure.com and for AD domain Join UPN enter your “adjoinsvc”
user account credentials we created earlier. Select the Next: Workspace > button

Specify domain or unit @ @ ‘fes O Ma
Domain to join * (& | imsdoudonazure.com v/ |,
Organizational Unit path @ | Optional |

Domain Administrator account

AD domain join UPN * (D @nsvc@ ) e | ’
Pazsword * (D (. ) /l /

Yirtual Machine Administrator account

e
&=

Username * (D

Password * (0

Confirm password * (D

| < Prewious || Next: Workspace » F
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On the Workspace page, for register desktop app group, select Yes and for “To this workspace”, select
Create new, enter an appropriate workspace name, we’ll go with NXWVD-Workspace and select the
blue OK button. Finally Select the blue Review + create button at the bottom of the page:

Basics wirtual Machines Workspace  Tags Rewiew + create

To save sorne tirme, you can register the default desktop application group from this host pool, with a new or pre-
existing workspace.

Register desktop app group O Mo @ es /

To this workspace * (@ There's no available workspaces for the selected location, ~

Create new

Create new

Tpace na
NXW\.-‘D-WorkspaceI) o

Wdisplay narne far this

workspace, which wa ahways edit later,

< Previous || Next: Tags »
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On the Review + create summary page you should see a fancy Validation passed message at the top
with that by now famous green tick:

Create a host pool

o Walidation passed,

Review your selections and if you are happy Select the blue Create button towards the bottom of the
page

Basics Wirtual Machines Workspace Tags Review + create

Basics

Subszcription Fay-As-¥ou-Go
Resource group IMSCLOUD_MNXAND
Host pool name MEAYD-HP
Location East US

Host pool type Fersonal
Assignrment type Autornatic

Yirtual Machines

Resource group IMSCLOUD _MXAND

MName prefix MNXAD-SH

Virtual machine location East US

Availability options Mo infrastructure redundancy required
Image type Gallery

Image Windows 10 Enterprize, Version 1909
Virtual machine size Standard Mv8as vd

MNumber of YiMs 1

05 disk type Premium S50

Use managed disks fes

Virtual network MNAAWDAADDS-WMNET

Boot Diagnostics Enable with managed storage account (recommended)
Subnet default(10,1.0.0/24)

Metwork security group Basic

Public inbound ports Mane

Specify domain or unit Yes

Dornain to join imscloudonazure.com

Organizational Unit path Mone

Workspace

Workspace name (Mew) MWYD-Workspace

Create < Previous Download a ternplate for automation
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The deployment process will begin, again for this part maybe annoy a colleague and grab a snack as
this can take up to 30 minutes to complete, but you soon enough you’ll see that beautiful green tick
and the Your deployment is complete message.

« HostPool cbacte?d c9¢l 43d8 bald 61467dc34107 deployment | Overview =

el

Teilvie
smardi gluried | Lelube T ereploy 1! Refresh
il a we'd loue worTerdback =
T piks
JLkzitr @ Your deplayment is complete
= Tuirplate P Coplaymort name HostPoal-gsoierd-cdstasdesha 136 1A6TOE. Stat e B0 300E T8
Bl subscrphion: Fap-fs-vou-tia Correlation I dib3aute-bot-dibv 1-ackf-aLhzrsar023d

Kziouroe group IMSLLOUL B GL
w  Deployment detalls (Doeminad)
. Mot stops

Manage apalicaban grodps - Rezommizded
Wiatidie sesclonchusly  Recarenendet

WA neer assireats Fecenmerded

GotD rEsauroe

Set up a User and a Security group

So we effectively have our AVD environment up and running, we have our session host in place so
let’s create a security group and a User to assign our AVD Session host to.

From the hamburger menu let's head over to our Azure active directory

Create a resource
ﬁ Home
=] Dashboard
= All services
FAVORITES
EE All resources
;;’ Quickstart Center
@ App Services

<> Function App

» Azure Active Directony /
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From the Azure default directory page, from the left hand menu, use the slide bar to navigate to
Groups under the Manage section, Select Groups:

= Microsoft Azure 2 Search re

Home >

Default Directory | Overview
Azure Active Directory

« &y Switch tenant ]ﬂ[ Delete tenant

Manage

AL Users
/ 0 Azure Active Directory can help you
Groups

4 External Identities

ke

Default Directory

& Roles and administrators

| O Search wnnr tenant

On the Groups page Select + New group

= Microsoft Azure 2 Search resources, senvices,

5

Home » Default Directory >

2a Groups | All groups

Default Directory - Azure Active Directory

« MNew group ~ Download groups LI Delete

A8 All groups

0 This page incudes previews available for your evaluatic
A& Deleted groups
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On the New Group page, for group type select Security, for Group name enter something
appropriate\descriptive we’ll call ours WVD-UserGroup, For group description enter a description

should you wish otherwise go ahead and Select t

New Group

|ﬁ|
LWL

Group type *

he blue Create button at the bottom of the page:

| Security

v|/

Group name * ©

(WVDsterGrouD

e

Group description (0

| 'Enter a description for the group

Membership type (0

Cwners

No owners selected

Members

Mo members selected

e o

You'll land back on the Groups page and will be

#a Groups | All graups

presented with your shiny new Security group

Jefanll Cinectoey - Are dctiae Diedier.
+ Mewaroup < Cownload grodss &) Refresh = Calumas fiel Prview featura; GF Got leedback?
P e T ]
a Tros page Codugtes aisins sualsBlefas waar sesliation e iesievs s
wk Deleed oo
& iegacss aad sale proclems — i
7 Seacl arnps ol fils
Sottmge e / Ukgert i freap e waminership iy
51 (3mqsem X
i [ @: Wl Lserdsap Blgaiiizs G0 400 Soh bealidak. St &35 e
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With our Security group created lets create a User, head back to the default Directory page by selecting
the blue default directory link

A4 Swarchisasources; senaces and decs (54/]

laime b Default Copactary

#a Groups | All groups

Defaut Dirgorory - Axure Acbyve Direcory

% L Wewarowe o+ Eownload goups - 1] Celete £ Rafresh ZE Calumes BT
4B Al grovps

ﬂ Thiz page mdudes prevess avalsboe for sour sesiuabon, View presioss —
AR Deleteo groaps

wonse ang solve prokanms 1
& Dinose dred Sl v probiom 5 Searzn grodps | T hdd filbere
Settings Marne et lel Group Type
1T B - o L 3 = (2 =
R Gl (=] ﬁ WNT- LsarGracg B1&sETAG . d0T9 4757 BekS-fealcaf . Seodrity

Now select Users from the left hand menu, it sits quite handily above the Groups option we were just
in

= Microsoft Azure O Search resc

\

Home >

(i ) Default Directory | Overview

Azure Active Directory

@y Switch tenant ]E[ Delete tenant

Manage
n..n |Jsers /

S Groups

0 Azure Active Directory can help you

B2 External Identities

Default Directory

a Roles and administrators

|/’J’ Search your tenant

On the Users page, select + New user

= Microsoft Azure O Search resources, services, and doc

Horne » Default Directory »

a Users | All users (Preview)

Default Directory - Azure Active Directory

« Mew user  —t New guest user D Bulk operations -

& Al users (Previews)

° o This page incudes previews available for vour evaluation. Yiew
oa Deleted users (Preview)
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On the New user page, enter a Username and Name (same process as setting up the adjoinsvc user)
we have gone for a generic username here in WVD-User1:

New user

Default Directory

P Got feedback?

(®) Create user (O Invite user
Create a new user in your organization. This user Invite a new guest user to
will have a user name like collaborate with your organization,
alice@imscloudcaduseroutiookonmicrosoft.com The user will be emailed an
| want to create users in bulk invitation they can acceptin order

to begin collaborating.
| want to invite guest users in bulk

Help me decide

Identity

User name * (O @USEH ) N ‘@| imscloudcaduseroutlook.. v ‘ /

The domain name | need isn't shown here

Name* () @Useﬂ ) \/‘ /
|

First name ‘

Last name ‘ ‘

Now select let me create the password and enter a password of your choice

Password

O Auto-generate password
@ Let me create the password

Initial password * @O ( ........ 3 \/| /
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Now lets add this new user to our new security group, under Groups and roles Select the blue “O

groups selected” link

Groups and roles

Groups 0 groups selected /

Roles User

An additional pane will pop up which will show your newly created security group, if not visible you
can search for it, otherwise select the WVD-UserGroup and Select the blue Select button at the bottom

of the pane.

Groups

Select groups in which this user is to be a member

| 22 Search

. AAD DC Administrators
WYD-UserGroup
Selected

Selected groups

WhS WYD-UserGroup

e

Remo...
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Back on the New user page you will see your user has been assigned membership to a group and the
number will have changed from 0 to 1, to complete setup Select the blue Create button:

Groups and roles

Groups \ 1 groups selected

Roles User

Settings

Block signin Yes :.-

Usage location | s

=

To give your user access to your AVD session host, we need to add the security group our new user is
a member of to the delivery application group or “DAG”". Navigate back to the Azure Virtual Desktop
page and Select Application groups from the left hand menu under manage

(<) Windows Virtual Desktop #

| & Eearch icirla g

ﬂ You are eligibsle for 5 neseWindows Virtesl Dedeiop prarnobionl ofar.
@ Ccraow

y Cad, create a host pool!

anage

Easily scale vour Y depfovment Creale hos
0 Heostpoos ; manags assignmants, apolicabon grewss, an

+ ,.II ----- = cnlireon s lien
© Applicarion groups / ST

B Workipaces

Creats a tost poof

£ Users
Drocumentation and help
Mantitaring
¥ Irsiohts etting started Create
Welcoime o Windews Virtal Deskteal Cagtur
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On the Application groups page, Select your Host pool delivery application group, this is created when
you provision your host pool, here our is shown NXWVD-HP-DAG, Select your Application group

0O Windows Virtual Desktop | Application groups =

W ARl

E ZewciCel=) | # = Mo G Marage view OO0 Repmsh b Dspoibte O3 °F Open gdery Y Fesdback
uerview I | . :
@ | r' Ler feor ey Foele I Susmpton ==all Hesodrog aredap == all = aticn==all
Taninge

showerg 101 o8 1 recgrds
G Heast prinls

] wame t Rasource group Ty
@ Asphzatod grodpe /
[ @ weass-brriac IMRCE T IN MBS T

8 ‘Worcpacos

On NXWVD-HP-DAG page, Select Assignments from the left hand menu:

O NXWVD-HP-DAG =

Application group

|/"J Eearch (Ctrl+/ | &

Q) Oweriiew

B Activity log

A Access control (1AM)
€ Tags

22 Diagnose and solve problems
Settings

il Properties

B Locks

Manage

i Applications

@b Assignments /
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On the Assignments pane select + Add

s NXWVD-HP-DAG | Assignments
=gl

spaleznnn gracp /

Search (=4 | = = add O Retrach

O Cvoriow i
B Aoty oy n detig emar dissneeny boneks woLe Users elsooer Thalr "esauroes Weng an seval anc
IJ'-L:I.'-_ Aroeas contrn! -:E-'-'-"'-.“I Tup Zhsigr & waer a3 v baal maddis, Arsign wly
& Tagi
T —— [ 2 Filer Lo enee |
Display imaime Erriail adidiess
Setings N . Y
Thane wrG A LS2Ts 08 Wse T ZrokEs ass gncd oo shis applicehion groug.
W Preperties
B bocks
Wanage
B Apnirpions
B Aztonmients
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A new pane will pop up, asking you to select which Azure user or group you wish to add? Select your
WVD-UserGroup and Select the blue Select button at the bottom of the pane

Select Azure AD users or user groups X

| 22 Search

adjoinsye
adjoinsvc@imscloudcaduseroutlook onmicrosoftcom

Cad User
imscloud-caduser@outlook.com

bwooster
okatuser@imscloudcaduseroutlook.onmicrosoft.com

WVD-User?
WYD-Userl@imscloudcaduseroutlook.onmicrosaft.com

WYD-UserGroup /

Selected

Selected items

WA WYD-UserGroup

e

You will now see your security group appear in the delivery application group assignments page:

2o NXWVD-HP-DAG | Assighments

Appleabor group

| £ SearchiCi =] : + fge ) Refresh
D Oemrvien
E Acteatrloa ) Scop emai disezvery e helpyaur Gsass disoeess tair resparees Lsng an sl a
A access coninol (A Ta assign a user to awirklal matine: fssgr v
# Toe
o |.|I.-." Lo .r."i-li"-.'

A2 Diegnosa anc solve probisns

Ll a0pe Emall address
Satlimgs

¥ "
I Properties
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Connecting to your Azure Virtual Desktop Session host

Note: If you are trying Citrix Cloud, you will not be using this method to connect to your session
host, you’ll need to setup a catalog and delivery first so head over to Create a machine Catalog

To connect to your new AVD session host you’'ll need to install a lightweight connection client in the
form of the Microsoft remote desktop app on your end device PC, Laptop, Tablet etc.

The client is available for most OS platforms, however in this walkthrough we will focus on a Windows
10 based end device.

TIP: Download and install the Microsoft Authenticator App with built in QR Scanner on your mobile
phone before you begin, you will need it later.

To obtain the client from your connection device launch the Microsoft Store and search for “Remote
Desktop App”, just typing “Remote” should display it in the dropdown list. Select the Microsoft Remote
desktop app:

remote | x D

TeamViewer: Remote Control
App
Microseft Remote Desktop
Bl Anp
B Microsoft Remote Desktop Classic
=0 App

“ Remote Mouse
App

UTerrrent Remote Ul
.2 App

ﬁ

Now Select the blue “Get” button which will start the client installation.

L - 4] -

—  Home  Gewrg  Sroermmninent | Pty Desls ,ﬁm .0. 3 =

Shws

Use D Mcrossh

ox virtus apps

s Deshao ang 50 Conredt 50 2 seweote

5 mace avadabie Dy your admin. The

MO0 Nl you T DIOAKTNG 1O TMITS whwne you die

o Free
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Once installed you can select Launch from the same window to fire up the Remote Desktop app

I o Thes prodexct 15 installed =E=; ‘

Microsoft Remote Desktop

Mizrnecl Corporaiion *  Prochec ity

i fhae
Lsar e bhoroact Revmets Deiddon ape & conrec] 13 b ferncte PO

o wirtual Spps S deuneps maels Fvalable (s your semin. Thae
0p hesip you e productve fo maller where you e

If you don't launch post install from the Microsoft Store you can access the Remote desktop App from
the Windows start menu, for ease of access we recommend pinning the Remote Desktop app to your
taskbar.

Recently added

Remote Desktop

With the client now installed launch the Remote desktop App to begin the setup process
Hemate Desktop - 0 .4

() Feedback = Add £ED Softingt ses

Connect to PCs and Workspaces

To get started. add a remate PC you want to connect to using this device, You
can also subscribe 10 Workspaces 1o access apps and desktops provided by your
arganisation,
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To add a connection, Select + Add and Select the Workspaces option

Remats Deckdnp & | b 4

) Feotlback - Add {5} Sethings

s
o,

Connect to PCs and Workspaces

On the Subscribe to a workspace page enter the following URL in the Email or Workspace URL box
https://rdweb.wvd.microsoft.com/api/arm/feeddiscovery and Select the blue Subscribe button

Workspaces (L) Tesdback - Add  EE} Setfings

Subscribe to a Workspace

You can access a Workspace by prosding your email address or the UL where it can be found. Learn mose

Workspace URL

hL"|'.'|5..'_.'rmﬂh.wud.l‘lrl"_'ﬁiﬂum:|.f.|'.||'.u."..'1r|ru‘le

W found Workspades al the followmng AL
https:ffrdweboaed microsedt comyapifarmyfeeddiscovery

Privacy seftings for managed resources have been pre-set by your organsation. Leam more

Get started

Gt started with the HD clignd

Al & Wiorkupa s

S g
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You will now be prompted to sign in, you will need to have your full WVD-User account to hand, this
will be something like WVD-User@xxxxxxxxxxx.onmicrosoft..com, enter your username and select the
blue Next button

BE Microsoft

Sign in

W D-UserT@imscl n-.J.:ﬁnn microsoft.com

Mo dCoount? Credte onel

af)' | BCOESS YOur accodint?

When prompted enter the Password you set for this user and select the blue Sign in button

= Microsoft
= wd-user 1

Enter password

------oilllll
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You will then be prompted to then update your password, enter your original password and your new
password twice for validation, Select the blue Sign in button

8 Microsoft
wyd-user @

Update your password

You need to update your password because this s
the first time you are signing in, or because your
password has expired

T

You will also be prompted to setup account security via 2 step verification with the Microsoft
Authenticator app, you can skip this for 14 days, however, to proceed with setup (recommended)
Select the blue Next button.

& Microsoft
vl -Liser i

Help us to protect your account

Micrasaft has enabled Security Defaults ta keep your
account secure: Learn mare about the benefits of
Security Defaults

Skip for now (14 days until this is required)

-

Use a different account
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You may have already done this otherwise Install the Microsoft Authenticator app on your mobile
phone from the Play or App store and Select the blue Next button.

Keep your account secure

Yolir ofgani=aton Tequines you 1o et up the foliowing methods of praving wiho you are.

Microsoft Authenticator

Start by getting the app

Drece you've initaliad the Mitrossf] duthenlicator app on your device; choods
"Mest*

| 'waniba use 3 afterent ulfspboaorapo '

™~
v O ypour phone; matsll the Mogsalt Authentcaior app. Downoad oo
-

Select the blue Next button again

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are,

Microsoft Authenticator

If prompted, allow notifications. Then add an account, and select “Work or
schoal

Back Mext
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The Authenticator app has a built-in QR scanner, scan the code displayed and Select the blue Next
button.

Keep your account secure

Your organicatian requines you ta set up the following methods of proveng who you are

Micrasoft Authenticator

SeantheQRcode

Lig tha Mlicrasodt Authenticator sop 6o oan T CBR code, This will commect e hcroseh
AUTFHIBCHIC AR 10 YoF ESoUny

Cnce you've scarmed e OF code, choose "MNeal

LRTEaR ST

s |m/

Once approved your account via the Authenticator app you will see notification approved message,
Select the blue Next button.

Keep your account secure

Your argansation reguires you to set up the foliowing methods of prayng who you are

Microsoft Authenticator

£ Noetfication approved

Y i
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When it’s finished configuring and you see a “Success!” message, Select the blue Done button.

Keep your account secure

Your orgarmsahon requires you to set up thw toliawng methods of provng who you are

Success!

el dane. You have successtully st up your security info. Chogse “Done” 10 Continue signing

=

On the “Stay signed into all apps” page, leave the default options and Select the blue OK button

Defaudt sign-in method: Microsolt Authenticaton — sotif<atan

6 Microsoft Authemicator

Stay signed in to all your apps

Windowes will remember your scoount and awto matically sigh you in te your spps-and
wabniies on this dniee Yoo may meed 1o let your arpenization manags ome satlings
on your device.

B nilow my organisation te manags my devien

Ha, slgn n ta this app anly
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The device (Laptop, PC or whatever you are connecting from) will then register with Azure .

Once registration is complete, you’ll see a “You're all set!” message, Select blue Done button to
continue.

Youi're all set!

e ve wockec! pmur erooors surnesafullp e nn S JTEA. W) ETTLT SIATE EERTE 8
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The remote desktop app will then subscribe to your workspace:

= Petsate Desktop

Subscribing to workspaces

hutpsy rdwel o wed micradoft com/aplfenmy/ fesddiscovery

7 Sbvibig

After a short time you will see your session host in the remote desktop app window, to launch a

session left click on the desktop icon

. Remote Desktop

| Workspaces

v st

.-.",!l/

Sessionl, .

== =

QO fedbak - Ak Settings

WYD-Usert @imscioud.. Windowes Yiltual Cesklop
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You will initiate a connection to your session host.......

Sassivnlheddog « Rarmests D iop O
W SeperDediog - KIONVE-WSt
Connecting to desktop
SrCLFA conCHoe T gy -
1
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However, one final hoop before we get connected is to enter your credentials again at this point, here
you can set your credentials so you do not have to log in every time you connect, Select the large +
button opposite User account

Choose an account

Thes account is used to connect to the Workspace and can be
changed under the \Warkspace details.

User acoount _|_
Chaose a user W l
Connect Cancel

Your Username will be populated automatically, simply enter your Password and should you wish an
account nickname in the Display name box, Select the blue Save button

Add an account

Username

| WD-Uzert@imscloudeaduzerautlonk onmicroseft.com [
Passwiard  (Ootiopall /
liiiiiliiil B a

Cisplay name

Account nickname
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With your account saved, select the Connect button:

Choose an account

This account s used to connect to the Workspace and can be
changed under the Warkspace details

User account e

WYD-Userl @imscloudcaduseroutiook anmicrosaft.com

e

Connect Cancal

And that moment you have been working so hard for has arrived, you will now connect to your AVD
Session host, Voila!!

SessionDesklap - Rernole Desklop O >

WA/D-User]

Welcome
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Single Sign-On
AuthO Azure AD Integration

To sign up for AuthO you will first need to register for a new account, this can be done by navigating
to the AuthO main webpage at https://authO.com and clicking on Sign Up

Login @ English ~
coact

First enter your e-mail address and click ‘Continue

'

Create Your AuthO Account

Free and only takes a minute.

Email address
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Next enter a memorable password that fulfils all the requirements listed and click continue

Xk

Create Your Account

test@test.com Edit
Password
[ 'I-llll'l-lllll m @

Your password must contain:
@ Atleast 8 characters

@ Lower case letters (a-z)

@ Upper case letters (A-Z)
@ Numbers (0-9)

Already have an account? Log in
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You will now be sent an e-mail to verify you have access to that e-mail address, click on the link within
the e-mail to verify your account. After that you can now log into the AuthO website and get to work.
Once you login you will see the main options presented on the left hand-side.

G imscad s
Development

Getting Started

%

Activity
Applications »

Authentication >

E I @

Organizations NEW

User Management >

Jo

ok

Branding >

Q

Security >
7 Actions E| >
¥ Auth Pipeline >
all Monitering 5
DE Marketplace

{lﬂ Extensions
3

Settings

We now need to configure the AuthO SSO integration with Azure, first select ‘Authentication’ from the
left hand pane. From the options that open up select Enterprise.

4

Getting Started

3

Activity

©

Applications

Authentication b

o

Datshase
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We now want to select Microsoft Azure AD

Enterprise Connections

Cortigure Entarprise Canractions like A% Bam, Google Workspaca snd aothars so that wou can let your users Sagin with tham. Laam mors =

£ | sam +
@ Open IDConnect 4+
G Google Workspooo R
== Microsolt Arwre AD +
BB | AoFs +
| Active Diractary / LOAR +
m Fing Fodorate +

Now we want to create a connection between AuthO and your Azure AD, click on ‘+ Create Connection’
to continue.

Microsoft Azure AD

Mo items have been added to this section. Learn More

+ CREATE CONNECTION

Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 169 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

Give your new connection a unique Name

Connection name *

cadusertest B|

This is a logical identifier of the connection. This name cannot be changed.

Your existing Microsoft Azure AD Domain details can be found in your existing Azure AD, if you do not
have access to this then please ask whoever is responsible for your Azure Active Directory to provide
you with the details, they can be found in the Azure Active Directory’s overview page as shown below.

% Tenant information

Your role
Global administrator More info

License
Azure AD Free

Tenant 1D

imscloudcaduseroutiook.onmicrosoft.com

Primary domain

Microsoft Azure AD Domain *

imscadglobal.com

Next we need to find our Client ID, again you may need to ask whoever is the administrator of your
Active Directory. From Azure, navigate to Azure Active Directory -> App registration and select ‘+ New
Registration’ as below

Manage
dh Users

& Groups

External Identities

& Roles and administrators
8 Administrative units

£ Enterprise applications

LY Devices

@ App registrations

Mew registration 'IE' Endpoints fTroubIeshooting < Download [E2l Preview features
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Complete your new applications details, these can be changed later on if necessary, you can leave the
Redirect URL blank unless creating an API. Click on ‘Register’ once you have given your new
application a name.

Register an application

* Mame

The user-facing display name for this application (this can be chanooad latan,

o
WD 550 -

Supported account types

Wha can wse this-application or access thiz AR?

:!l Aceoards inthisarganizatioral drectnng anty (165 Cload 1rd anly - Single tenant)

f_-:l Acoraants inany organizatiaral dmect ooy (Ary Arure &0 diec ony = MuHtitenaes

f_-‘_,l Accounts inany organizatiarsl dmect ooy (Ary Srure A0 died oy - Multitenars) and personst Microsofi scoounts e, Skypa: Khax)

(_-.\-' Parsomal Microso®t acoounis cnly

e me oose.

Rediract LIRI [optional)

wie ll retare the authentication response to thiz URF after successfully suthenticating the wser Providing this now is optional and it can be
thaiged Later, bul 8 valis & ieguivad [of mosl sullenticalssn denanos.

iveh il 8,0 [THpE Vexample.camfauntm

Regisier an app you're warking oo here. inlegrate galery sops and cther apps from Qulsiie your coganzabion by eddemg rom Dnlerpreesppliczlions

By processing, yauw agres 1 the Microsoft Flatiorm Palicas

Reqgester
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Your new application has now been created and you can make a note of your client ID and obtain the
secret required to link back to Auth0. Make a note of your Application (client) ID as highlighted below.

. Essmndialy

We can now create the ‘secret’ so both ends can connect later on. Click on ‘Certificates & secrets’

= WVDSSO

Search (Ct
B overview
& Quickstart
%" Integration assistant
Manage
&= sranding
3 Authentication
Certificates & secrets
{I! Token configuration

& AP| permissions

App roles
a8 Owne
& Roles and admimstrators | Preview
M Manifest
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Click on ‘+New Client Secret’

7 Got faedback?

Credentials
scheme) Fe

g 10KENS 51 3 WeD sC0nessatie Rcaton (using an HTT2S

Certificates

certificates can be used s secrats to prove the zpplitation’s ientity whan requesting 2 1okeh. Also £2n be refarrad 10.3s pubhc Keys

" Upload certificate
Thumbprint Start dae Expires D

No certificates have been sdded for this apglication

Client sacrets

A secral stnng that the application uses to prove its ,Irr‘lv‘,.‘.‘ when requesting a token Also carvbe referred Lo Ay appication passward

New chiznt seonet
Descnption Expures Value [=]

No chem secrets hayve been created for this apphcahon

Enter the details asked for and the longevity of your secret, then ‘Add’ at the bottom of the page.

Add a client secret s

DesoAption | wro 550 |
Exprires | 4 months e |

You now have your new Client secret created, we will need this when connecting AuthO to Azure AD.
Copy the secret and keep it somewhere safe! Once you leave this screen you won’t be able to see it
again and would have to create a new onel!!!

Client secrets

& secret sining that the application uses to prove ifs identity when reguesting 2 token. Also can be refered 10 as application password.

Mew chient saonet

Description Expires Value >

WD 550

o2V cd.g~idwrdbA_peavpEEm30-01MAD T Taedeiac-brba-dec3-Gof-fed97brs3tdb
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Now we need to grant permission for this new application to access the Azure subscription, from the
Azure main page search for subscriptions and click on it to open the subscriptions page.

£ subsc

Services

Subscriptions
%, Event Grid Subscriptions
&, Service Bus

[*#) Resource groups
Resources

Mo results were found.

From the subscriptions page, select your active subscription to navigate to the page itself as below.

Subscriptions =

Subscription name T4 Subscnption ID T
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This will bring up the chosen subscription, along with details such as billing etc. as shown below

Pay-As-You-Go

B rulnes o BERs - v U RAAGE Bevt * Raiizh Oflei ¥ Trivile Wl il Pepithyti

e PR pre—
B e ' '
B e - . I >
‘ s ot gytrren =
M Capgeemr ms b proien 3
L]
P s potat Lagt bifled amaunt Useful links

£t b ek ki
0 oo B

1=
doe
& A -
likirg Recent charget e eleralt Top services by oot ru el
B ievics [ fixid
[a] T gl e Paragf | fdihiemd Gy cndce A0 el
— nid el
T S
lete il
. .

]

10.00
Now select Access control (IAM) from the Menu.

Pay-As-You-Go

srch (Ctrle

Overview

Activity iog

Access control (1AM
Tags

Diagnose and solve problems

@ N\ ¢ 3 N

Secunty

Events
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Click the ‘Role Assignments’ tab
Add  + Download role assignments Edit columns O Refrash > Remove ' Got feedback?

Check access Role assignments Raoles Roles (Classic) Deny assignments Classic administrators

Number of role assignments for this subscription ©
1
14 2000

Search by name or email Type : All Role : All Scope : All scopes Group by : Role

15 items (9 Users, & Service Principals)

Now add the newly created application, click on ‘+ Add’ to proceed

- . v
Add + Download role assignments == £drt columns ) Refresh / Got feedback?
Check access Role assignments  Roles Roles (Classic) Deny assignments Classic administrators

Number of role assignments for this subscription

™
'
=)
D
1

Select ‘Add Role Assignment’

Add < Download role assic

Add role assignment

n
Add role assignment (Preview) —
Add co-administrator 't
Add custom role
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Configure the new role assignment as below and click ‘save’ once completed. For the ‘select’ box if
you have used the same name as in the demo so far start typing ‘wvd’ and the WVD SSO user we
created earlier should appear as in the example below, select this user.

Add role assignment 'y

Once you select the WVD 5SSO0 account, it will show in the selected members section as below

Add role assignment X

Role ()

| Contributor (3 R ‘

Assign access to (D

| User, group, or service principal w ‘

Select (@

[ |

Mo users, groups, or service principals found.

Selected members:

WWVD 550
Remaove
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Now click ‘Save’ to confirm your changes.

Selected members:

WVD S50
Remov

m

B o

You will see confirmation the new role has been created in the top right of the screen

_ X
@ Added Role assignment 1:34 PM

WWVD 5SSO was added as Contributor for Pay-As-You-Go.
Now back into AutoO to finish the configuration there. Copy the Client ID you created about into the
Client ID section of AuthO and then the secret you also saved earlier

Client 1D *
Yg02Ved.g~idxrdbA_prAvpBZm30-01MRo Py

How to obtain a Client ID?

Client Secret *

7aedelac-b7ba-4ec3-9cfb-fcd97b7531db G
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You can leave the next few options as default

Use commeon endpoint

Use "https://login.windows.net/common” instead of default endpoint
(hitps://login.windows.net/{your_domain}). This is typically enabled if you're using
this for a Multi-tenant application in Azure AD.

Identity API

Microsoft Identity Platform (v2) -

Attributes

Basic Profile [ REQUIRED

Extended Attributes
Extended Profile

Get user groups

Include all the groups the user is member of, even if the user is not a direct
member

Requires permission to query graph

Auth0 APIs
Enable Users API
Click ‘Create’ to start the configuration
Achvamed Syni umer profile stiribudes o1 sach login
Email Werifcaton
[ Always set oovanl_worified o false -
Chefaa hiss SiiFhDAsg e cmidil s iad Pald in e udar frefll, Masd o
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Next configure the login experience for the user. The defaults should be fine for the demo so click
‘Save’ if you are happy with the settings. If you have the correct rights within Azure AD then your
changes will be Next configure the login experience for the user. The defaults should be fine for the
demo so click ‘Save’ if you are happy with the settings. If you have the correct rights within Azure AD
then your changes will be saved.

mm cadusertest
==

Mecrosolt Arure AD ldenbiier | con: B ] 91GALLSEUrOER

Sattings Legin Expenence Applications
¥ o p Pi

Customize your experience @ Continue with Acme
Use a button with a custom name and logo or Home Realm Discovery with
Identifier First Caintiniue

Laarn mons

Login Experience Customization

Configuro how you want users Lo log in wath this conneotion

Home Realm Discovery

: not anabled. To use Home Realm Discovery with tho few

identifier First in the Universal Login section

Microsoft Azure AD Domain

imscadglobal.com

This dormain can only be moedified m the Settings tab. It wall be used for Home Realm
Dhscowary,

Connection button Display connection as a bulton

IFy

I

laga UF
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You should get a confirmation message that your changes have been saved OK.

i @ Successfully saved your changes X
&

And that concludes the AuthO walkthrough
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OKTA

First you will need to create a new OKTA account if you do not already have one. Please navigate to
https://www.okta.com and start the signup process. Click on ‘Try Okta’ to continue with the signup.

Try Okta Contact Sales Q ®

Next fill in all of the relevant details and click get started when complete.

First Name Last Name
Bertie 0} Wooster

Work Email Phone Number
bertie.wooster@theimscloud.com Phone (Optional)

Country/Region

United Kingdom v

This is a 30-day free trial. By clicking “Get Started” | agree to the applicable Free Trial
terms in Okta’s Terms of Service during my use of the Free Trial Service and Okta's

Privacy Policy.
Domain

This is the URL you will use to access your account

hitps://theimscloud .okta.com
This subdomain is not available
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This will send a confirmation e-mail to your account along with a temporary password. Once you have
this information you can go to your individual login page as in the example above and login with your
newly created user ID (your e-mail) and your temporary password which you can change once in. If
you company is using MFA you will be asked to download the OKTA Verify app from either the app
store or Google Play Store. Your account details will look similar to the below example.

Okta organization name: theimscloud-org-57330
Okta homepage: https://theimscloud.okta.com
Okta username: @theimscloud.com
Temporary password: rRtPOSmb

Sign-in here: https://theimscloud.okta.com

This password can only be used once within 7 days.

To logon as above using the example go to https://theimscloud.okta.com (type your registered
address here) in your favourite web browser and logon as in the example below. One you have entered
your details click on the ‘Sign In’ button.

okta

Sign In
Username
@theimscloud.com
Password
(I T I 1]Y]

[+] Remember me

Need help signing in?
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Open the app you downloaded in the previous section and follow the setup instructions to register
your code for the first time. After that, you will receive the code challenge screen to verify your identity
as in the example below. Enter the code you have on your mobile device to proceed.

okta

Okta Verify

Enter your Okta Verify passcode

Enter Code

123456

You will then be presented with the OKTA Dashboard similar to the screenshot below

okta B D B it
T b
Get started with Okta LY
Tk Felmre the gerdo for e faxion wey 1= get ook up
Axiady
PR — The Essentials
Exrary 1. Bring some users into Okta m
i i e in nress aeer b S Descaay o 0P (| ges gt ward-i el Bis s, ony g i s b S
T T—
i s Usesingo sanon L]
Vit it i e A (e i i T b v, ol b ot Rl iy el e
Timaart i
Euiling, %
o Add another Okta admin m
Lt o cobmagen ajiinn aod sl gy COvin meth pua Aluin vom ol gl Lssrn i 1R o i Fiak g ire sy, v
Multifactor Authentication (MFA)
Salact MFA factors
L P S EARTE P e e —
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Now create a new server in Azure using the previous section on how to create virtual machines within
Azure, for this you will need a server instance such as Server 2016 or 2019 and just a basic size type
such as the ‘Standard_B2ms’ with 2vcpus and 8gb memory. Return here once you have setup a new
virtual machine.

Now we need to go back into Azure and setup a new user for the OKTA authentication, log back into
your Azure account and proceed to the Azure Active Directory section. We will add in a new user here.
Once in ‘Azure Active Directory’ click on ‘Users’

M erosatt Azure B Search resoiirces) sepvices and docsdG 47 0 & 70 [y Imadound-cadus )
= HMAULY DMECTOKY
Home
' ) Default Directory | Overview - B
Arure Aictive Directory
i 1 Shitch tenant - [H] Dielete tenant - <8 Create 3 tepant - (5 What's wew [l preview features
0 Cverview -
" Getting slarted
@) Ature Bctve Dirmctery cin Tialp you enable nemote wedk for your smgloyess and pasners. Leam more =

E irenew lestue:

#  Diagnose and salve prablems

Default Directory

Btanage
B Search yaor tenani
& LMers
& Groups % Tenant informatian @ Azure AD Connect
BE Evernal identdies
Wour role T
e Rpdes griol sdministrators Global admirsstrator More infe Mot enabled
& Admarastrattee uns License
i Aziire AD Free L Ry
= Entorprise applications gync hat never nan
Tenant ID
“8 Dences ech3hn1-Seea-2257-5054-5670_ [N
B app regstratan Beimary domiain

mstloudeatuseroutiosarmcrosoft
e i imseloudzatuseroutinrormicrosedt com

I applcation prowy

From here click on ‘+ New User’

Mew user 1 Mew guest user 2 Bulk operations ~~ 'f_) Refresh u;,:' Reset password

0 This page includes previews available for your evaluation. View previews —»

H Search users +v Add filters

2 users found
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We want to create a new user and then enter all the relevant details as in below, click ‘Create’ once
you are complete. Make sure you make a note of the password you enter here!

New user

Default Directory

7 Gotfesdbacy?

@ Create user

‘Create 3 new USEr in your organization. This user
will have a user name Be

aice@imsdoudcaduseroutiook onmicrosoft com,

Want to creste users in bulk

O Invite user

miits 3 new guest userto
collaborate with your organization.
The uzer wi be emaled an inftation
they can sccept in order to begin
collsborating.

wiant to invite guest users in bulk

Identity
Usermame™ (0 | ceatuzEr s @| imscloudeaduseroutiook... |E

The domain name | nesd i=n't shown hers
Mame* (0 | bwooster ~ |
First name | Bartiz - |
Last name |\'u'c-=:6t£-r ~ |
Password

O Auto-gensrate pesswaord
@ Let me creats the passwond
nitial passweord * (0 | FEREREEREREREE ®
Groups and roles
Groups O gro
Roles User
Settings
Bl sign in lj:' Yez m::
Uszage location ot
Job info
Job title | |
Department | |
Company name | |
Manager Mo manager selected
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Your new user will now show in the users window

# Users | All users (Praview)
.'..mu“- ey - & Actas Lt

Niw s A GuEstuset [ Bak ozenadiods ) Ralrish ' MU Facioe AL Coludrens O eaden e

- Nluwets Ereaew
€ it pagy nciuden prewimess e s ladie oe 1 cr mabadicre Vs pravines 4
a Delefec mers (Prevwal
TGt re et z

ML N S0 ol fitee s
D imer mathings
& fiyer sattingy 2 weers faund
X Togio ara soles proatema Narin Uit prireipal aire Ui Ly Diritor y symond Hhentity tsum
Arthity ] . O meckcuddicerwTon. . Morbe No mudsutndeserodisck oo son
D sinen @ LS. Manke Nu bndondadiwudiich stareuuadl
B sl kg i @ NG STer shater@arack Odcadrer o ANot.  Membes Ho st oo seroiticck crarcno soft

L tdicpstatmn ivihs

TrouticshoTng + Supgan

New ppor reqeet

To integrate OKTA into your new OKTA Azure server, first log into it as demonstrated in previous
section on connecting to your new virtual machines. Once logged in connect to your OKTA portal so
you can download the client that will you will need to install on the server, as above in this example
go to https://theimscloud-admin.okta.com/admin/dashboard (replace this with your version) , find
‘Directory Integrations’ from under the Directory section.

okta

Dashboard fad
Directory ~
People
Groups

Profile Editor

Directory Integrations

Profile Sources
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The click on ‘Add Active Directory’

#l Directory Integrations

B Add Directony

Active - O Inactive - O

Mo deractarias added

Add & directory o inTegrate your Actiee Dirsctory or LOAF damam
weith Qlcta.

Add Active Directory Add LDAP Dwractary

| Add LDAP Intarfacs

And then ‘Set Up Active Directory’

#. Set Up Active Directory

Install Okta's lightweight agent to integrate with Active Directory

Agant architacturs

Anfarnat Firavwall Corporate Melbwork

l(r‘_\r - . A '_._
(orta) i | Gy | s

Okta Agert{sh Al Domamn
Wour Okta Org aniraants]

Imstallation requiremants

= Install on Windows Server 2008 R2 or later
Yau neod access toa Windows scrier to install the Glda Actiee Directary agert. Yoo don't need to
ineLall the apant on the commin contraller e,

» Must be a member of your Active Directory domain
Tha agant's hast sarvar mist or @mamiber of tha sama Windows domam as youractve Dimctang
sare.

» Conzider the agent a part of your [T infrastructurs

Tk Wenianves sarvar whesa the seent residas must been A% a8 tmas In athar wards, don't install

it an your laptop. The agent hoat server must bave a contiruous connection o the internet 2ot
CRN COMTINKAT with CORTA.

= Run this setup wizard from the host server
'W'o recommiend running this schup wizard i a web Sroweser on the 'Windows sereer where you
warnt to install the agent, Otharsise, you will reed 1o transer the agent inatalier to the agent hast
server, then run the mstaller.

Bal Up Astiva Dirsctory &
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First download the agent to install on the OKTA server in Azure

¥, Set up Active Directory

@ pownicad Agent Basic Settings Build User Profile Dane!

e Download the Okta Active Directory agent

The Okta Active Directory agent 15 a hghtweight, secure connactor that allows Olkcta to mtegrate with your
Active Diractory domain. The agent enables Okta features such as user import and delegated authentication.

Download Agent

Once the download has finished, locate the downloaded installation file (usually in the downloads
folder) and double click to run the installation

o~

MName Date medified Type Size

O OktaADAgentSetup-3.6.1 18/05/202122:49  Application 2,273 KB

Click ‘Next’ to continue

O vsa a0 agen

Okcka A Acpont 361

Fuksher: okta, Inc
\Weh sz Fipa i it oo

Cosleddress:  pfoiEoida com

iz AT Agent retades wil nstel or apgrads Okte a0 Agant
on woilr oampries

Chik bzt T confinue.

Copyright © Olda, Inc 2021
This orogram s prabect=d by copymighs b and itermatons

Teates. Unaufonzed reoroducion or distrisution of ths
o a program, of any porbon of &, &5 2 violation of ioplcable bws
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Accept the defaults and click ‘Install’

O
Installation options
Thes= ophipns delenmns how the aoticsbon wil be retaled
Irstalalion folde:
| Cr'Procras Flss (eBO3 Ok Okts &0 Sgent | Eum.:...
Recuren diss moecs; 5,119 KB
Byainbie dise space: 35,844,300 KB
T
« Bk sl Cancel I

Check your Azure domain is correct, if unsure please check with your Azure Administrator. Click ‘Next’
to continue.

) Okta AD Agent 3.6.1 bl
Select AD Domain
Select which Active Directory domain you'd like to manage with this agent
Domain: caduser. local

< Back Cancel
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Now enter the user details for the account you created in Azure a few steps ago, this will be used for
the client to access the Azure Active Directory. Click ‘Next’ once complete

) Okta AD Agent 3.6.1 x
Okta AD Agent Windows Service Account
Select a domain user for the Okta AD agent to un as

The Okta AD agent will be configured to run as this account, and will access the
directory using this account.

() Create or use the OktaService account {recommended)

(®) Lise an alternate account that I spedify

Username: | OktaService @caduser, |0ca|| |

Password: | |

Leave the default unless your administrator has told you differently and click ‘Next’ to continue.

0Okta AD Agent Proxy Configuration
Specify a proxy server forthe Okta AD agent to access Okta
The Okta AD agent will be configured to use this proxy server,
[Juse proxy server {leave this unchecked to detect proxy server automatically)
< Back Mext = Cancel
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Now enter your OKTA portal details and click ‘Next’ when ready

Register Okta AD Agent
Enter your Okta customer domain to register this AD agent with Okta.

{®) Production
{_J Production - EMEA
(I Preview

() Custom

Erter Subdomain: | https:fitheimsdoud, okta.com

Enter your Okta customer domain. For
example, if you access Okts using
https: /fmycompany, okta,com, enter
"mycompany”,

<Back || Mextx Cancel

A check will now take place that the details are correct and the installation will start, you will need to
logon to OKTA when asked with your account details. Allow access when asked.

0 Sion wle Tl etk Admirideative Lo A conl = L »

okta

@ Cilrs AT AQanr e reanseting [ rmiai 1
A may (el A
[

TRoa'T AHoa
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If the install was successful a screen similar to below will be shown, click ‘Finish’ to complete the
agent installation.

) Okta AD Agent 3.6.1
Installation completed

DOkta AD Agent has been successfully installed on your
computer,

o ktq Click Finish to dose Okta AD Agent Installer.

If the installation was completed successfully, you should be able to see the OKTA AD Agent Manager
in the recently added section of the Start menu as below

Recently added Windows Server

Olkta AD Agent Manager

— £ ‘-}—
& >
~ Windows Windows
Google Chrome Server Manager  PawerShell PawerShell ISE

Microsoft Edge *- M

-
Windows
Admimstrativ... Task Manager Control Panel

Okta AD Agent

! B P

Remote
Desktop... Event Viewer File Explorer

Search
Server Manager

Settings
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You can check it is running correctly by clicking on OKTA AD Agent Manager which should then bring
up the status display for the running agent, if the lights are green then the trap is clean.

o
WIN-70119PQJ2LN

The agent is running

@ Service Account
Account: CADUSER\Administrator

This account is a member of the Domain
Administrators group.

@ Domains
caduser.local (primary)
choose another domain + | Register

@ Proxy Server

(e Use local proxy setfings for service account if set

() Use specific proxy server

Version: 3.6.1.0

Sign back into your OKTA Admin account and navigate to Directory -> Directory Integrations to
complete the sync and setup from your Azure AD machine. Click on ‘Active Directory’

—- oo Etheimscio..
— ORtQ ao :Im-.mm:;‘nu-:.‘--urg-E...
O\. SEar

3 Directory Integrations @ ieln

P, Add Directory =

Active -1 Inactive -0

Directorias

Active Directory

] : = 3l #
cadusariocal IN-Df_Ir'Gf uenﬁgdred,‘l Directories allow ¥ou o import

people from emsting sources.
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Now sync your users from your Azure AD to OKTA, make sure just ‘Users’ are being synchronised from
the directory then click next as below

Dktq @ EE 1 @themscla._

theimschoud-org-5..

2

Splect the Organizational Undls JOUS) Lhat you'd like Lo syne Users Tram:

W ] do=caduser,dc=local
® || computers
=[O foreignsecurityprineipals
¥ ] managed service accounls
@ [ users
= | | domiain contraollers

Show more

Sedect the Organizatioral Unete (O0Us) that you'd like 1o syne Growps trom:

= 7] de=caduserdo=local
® [] computers
® [| foreignsecurityprincipals
= [ manaped service accounts
|l users
# [] domain centrollers

Show meore

Ofeta usarnamea farmat User Principal Marrs (LIPN) “|
Seiect the usernams that peophe imported from AD use to log
o Okctas
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If all has gone well and the OKTA portal can see your Azure AD machine then you will get a notification
as below, click ‘next’ to continue.

Import AD Users and Groups

) Active Directory agent configured!

Unless told otherwise, you should leave the defaults for your user attributes and then click ‘Next

o Selact the attributas to build your Okta Usar prafile

Search.., Refrash Attribute List | m

[ Attribute Name Type Description Im pDr‘ted
O USHNIntersie intager  USM-Intersite Attributes
O aC5PolicyMName string ACS-Policy-Mams Baze Schema
(] accountExpires string Bccount-Expiras (required)
m account NamaHistory ArTAY .lll;r,m.'nt-hl:l.mn-l'iis.mr!,l
=) countryCodn integer Country-Coda
[ adrminCount inleger Aclarem-Count
L1 adminDeseription string Acdmin-Cescnption
= Custom Schema
[ adminDisplayMame string Admrin: Display -Name
"
O altSecurityldentities RIray Alt-Sacurity-ldentities
b
O assistant string Asgiztant 2
[ attributeCartificatadtirib - armay A digitally signad orcertified igentity and "
ute sat of attributes. Uzed to bind authorization
information to an idantity, X509 2
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Your OKTA account is now setup with your Azure AD account and you can start integrating the extra
level of security.

¥, Set up Active Directory

Agent Started Basic Settings Configured User Profile Built o Dane!

o Agant Satup Camplate
Yaur Active Directory domain is now intngr:Tn-d with Okta, “

You can fow synt your AD users to Okta and turn on useful authentication
faaturas, Wa recommend installing muttiple agants for high availability. Read

Maxt Steps to lzarn mors.

A check in the agents section of your OKTA admin portal shows the agent is connected correctly and
in a healthy status

caduser.local
aF
.
Aplrua = View' Logs  Maonitor Imgarts
Apants Provisioning Empaort Push Groups Assignments

Agent Monitors

| 2 Add Agent |
Agent Message=
@ WIN-TOEPGIZLN This agent is sctive and haalthy, W

That concludes the OKTA integration, please bear in mind only on-site integrations is fully
supported
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Citrix Cloud Integration - Citrix Cloud Connector

So, we've signed up to Citrix Cloud, we've had our Citrix Virtual Apps and Desktops trial request
approved, we've got our master image built out in with Siemens NX installed on Azure and we’ve got
a few additional hours on our hands. But before we get carried away with Virtual delivery agents and
Publishing desktops or Citrix ADC, we need to tie our Azure and Citrix cloud components together by
way of the Citrix cloud connector. The Citrix cloud connector enables your Azure cloud virtual delivery
agents to communicate with your Citrix cloud control plane via Citrix studio accessible following the
successful approval of the Citrix Cloud Virtual Apps and Desktops service trial.

The Citrix cloud connector can be dropped on to an existing Azure VM, however we strongly
recommend building a new server to host it. So let's go ahead and build a new server and install the
Citrix cloud connector.

Create Cloud Connector Virtual Machine

From the Azure portal, pop open the hamburger menu and select Virtual Machines.

= Create a resource
A Home
A Cashboard
— All seraces
W FAYORIES
535 Al resources
12| Resaurce groups
b Azure Active Direclony

E3 virtual machines

a

On the Virtual Machines page Select + Add and then Select + Virtual machine

Virtual machines =
Default Directory

Ardd 4witch to dassic ':E:' Reservations -

wirtual machine

dption == all
Start with a preset configuration
Chavamnma 1 +a O A+ O raFnoe -
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On the initial Create virtual machine page, you'll need to enter all the required fields. So starting with
the Project details section, “Subscription” should be automatically populated and for “Resource
group” select your resource group from the list.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manzgs a
yOUF MEsoUrces.

Subscription ® (0 | Pay-A=z-You-Go R |

Resource group * (1) I MSCLOUD_NXWWD e I

Create new

In the ‘Instance Details’ section give your new Virtual Machine a meaningful name we’ll go with
CCVMSRYV, select your region we are deploying in East US, for Image we are going with Windows
Server 2019 Datacenter — Genl and for Size we are going with our Standard D2as_v4.

Ik @ cletalls /

Abariy i e it i Ay FitEart
miage Bl wanooen serve Ditacentar - e '
Azure Bpat evifance
SiTn * fancard D2as vt - 2 vepus, B GIE memary (Y0220 month)
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Next Under the Administrator account section, lets enter the administrator credentials you’ll use to
connect to the image once provisioned, it's basically a local administrator account. Choose a name
and enter a password twice for validation.

Finally leave the Inbound port rules section as default and check the Licensing boxes as appropriate,
once the Basics page is complete Select the Next: Disks> button

Administrator account

Usernatme * (0 @Ioud) vy |
Password * (D) (L ........... ) - |

Confirm password * (O q ------------ ) ~ |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Metworking tahb.

Public inbound ports * (D O Mane

'@} Allow selected ports

Select inbound ports * | ROP (3389) v

A\ This will allow all IP addresses to access your virtual machine. This is anly
recommended for testing, Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses,

Licensing
Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more o

Would you like to use an existing
Windows Server licensey * (O

| confirm | have an eligible Windows Server licenze with Software Assurance
or Windows Server subscription to apply this Azure Hybrid Benefit. *

Review Azure hybrid benefit compliance

Review + create

Next : Disks >
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On the Disks page select the OS disk type appropriate to your needs, here we have gone for Standard
SSD. The remaining selections on the Disks page can left as default, Select the Next: Networking>
button

Create a virtual machine

Basics Disks  Metworking Management  Adwanced  Tags Rewiew + create

Azure WMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data
disks, The size of the VM determines the type of storage you can use and the nurber of data disks allowed. Learn more of

Disk options

08 disk type * @ 4,\Standard S50 (locally-redundant storage)) ~
The selectedvivrsize—supports premium disks, We recommend Premium 55D for
high 10PS workloads, Virtual machines with Premiurm S50 disks qualify for the
99.9% connectivity SLA.

Encryption type * | (Default) Encryption at-rest with a platform-managed key ~ |

Enahle Ultra Disk compatibility @

Data disks

Yfou can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with
3 termporary disk.
LUN Name Size (GiB) Dizk type Host caching

Create and attach a new disk Attach an existing disk

~  Advanced

| < Previous || Next | Networking »
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On the Networking page check your NIC network security group is set to Basic and leave the remaining
settings as default, Select the Next: Management > button

Basics  Disks  Metworking  Management Advanced Tags  Review + create

Define network connectivity for your virtual machine by configuring netwerk interface card (MIC) settings. You can control
ports, inbound and cutbound connectivity with security group rules, or place behind 2n existing losd balancing solution.
Leam mare O

Metwork interface

When creating a virtual machine, a network interface will be created for you

Virtual network ® (0 | aadds-vnet e |
Create new
Subnet™ (D | aadds-subnet (10.0.0.0/24) v |

Mamnage subnet configuration

Public P (D) | (new) COVMSRVIpS31 e |
Create new
MIC network security group (1) O Maons

) The selected subnet ‘zadds-subnet (10.0.0.0/24) iz already sssodiated to a

network security group “azdds-nsg’. We recommend managing connectivity 1o
iz virtual maching via the existing network security group instead of creating
anew one here.

Public inbound ports = (1) O Momne
@ Allow selected ports

Select inbound ports * | RDOB [3389) e

A\ This will allow all IP addresses to access your virtual machine. Thiz iz only
recommended for testing. Uss the Advanced controls in the Metworking tab
o create rules to limit inbound traffic to known IP addreszes.

Accelerated networking (1)

[1=]

Load balancing

You can place this virtual maching in the backend pool of an existing Azure lozd balancing solution. Learn mors o'

Plzce this virtual machine behind an |:|
existing load balancing solution?

&

| < Previous || Mext : Management = |
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On the Management page, unless you want your VM’s always powered up, go ahead and check the
“Enable auto-shutdown” box. Select an appropriate time for you for the machine to automatically shut
down. Should you wish to be notified, or as a handy reminder prior to shut down, check the box
“Notification before shutdown” and enter an email address for the alert to be sent, Select the Next:
Advanced button

Create a virtual machine

Basics Disks  Metworking Management  Adwanced  Tags  Rewiew + create
Configure monitoring and management options for wour Wi,

Azure Security Center

PAzune Security Center prowides unified ==curity management and advanced threat protection acnoss hybrid cloud
workloads. Leam more &

Enable basic plan for free (0
This will apphy to every Wi in the sskected subscription
Ronitaring
Boot dagnostics (0 ':i:' Enakle with managed stomge account [recommended)
O Enakle with custom stomge account
() Dimbk
Enable &S guest dagnostics (1) D
Identity
Systern assigned managed identity (0 D
Azure Active Directory
Login weith Azune Acthee Diectory (00 |:|

ﬂ RBAC ol assignment of Virtua | Machine Adm inistmtor Loginor Virtie | Machine

Liz=r Login igrequinsd when using Azure AD bagin. L=arm mons o
Auto shutdown /

Enable auto-shutdowen (00

| 70000 P

[wmac ted Universl Time

Shutdewen time 0

Time zone )

Motification before shutdowen (0

Ermail* ) | imscloud-cadu sen@” / |
Backup

Enable backup (0 |:|

Site Recovery

Enable Dimster Recoweny () D

Guest 05 updates /

Review + create < Previous || Mest : Adwanced = |
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On the Advanced page you can go ahead and leave the default settings, Select the Next: Tags> button

Create a virtual machine

Basics Disks Netwarking Management  Advanced  Tags Rewiew + create
Add additional configuration, agents, scripts or applications wia virtual machine extensions or cloud-init.

Extensions

Extensions provide post-deployment configuration and automation,

Extensions (3 Select an extension to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved
on the ¥M in a known location, Learn more about custom data for ¥is o

Custorn data

0 our image must have a code to support consumption of custom data. If your image supports cloud-init, custom-data will be
processed by cloud-init, Learn more about custom data and cloud init o7

User data
Pass a script, configuration file, or other data that will be accessible to your applications throughout the lifetime of the
virtual machine. Don't use user data for storing your secrets ar passwaords, Learn more about user data for s o

Enable user data D

Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to
your Azure subscription. & dedicated host gives you assurance that only WMs from your subscription are on the host,
flexibility to choose WMs from your subscription that will be provisioned on the host, and the control of platform
maintenance at the level of the host. Learn more o

Host group (D Mo host group found ~

Proximity placement group
Proximity placement groups allow you to group Azure resources physically closer together in the same region,

Learn more

Proximity placement group (& Mo proximity placement groups found ~

VM generation

Generation 2 ¥Ms support features such as UEFI-based boot architecture, increased memory and 05 disk size limits, Intel®
Software Guard Extensions [(SGX), and virtual persistent memory (WPMEM).
Click here to learn more about Gen?2 virtual machine capshbilities.

VM generation (O @ Gen 1

O Gen 2

| < Previous H Mext : Tags »
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On the Tags page, should you wish you can categorize your resources by using Tags, as this is a pop-
up environment intended for just accessing our Siemens NX session host we’ll leave as is and Select
the blue Review + create button

Create a virtual machine

Basics Disks MNetwarking Managerment  Adwanced — Tags — Rewiew + create

Tags are name/value pairs that enable you to categorize resources and view consolidated hilling by applying the same tag
to multiple resources and resource groups, Learn more about tags o

Mote that if you create tags and then change resource settings on other tabs, your tags will be autornatically updated.

Mame O value © Resource
| : ‘ || 12 selected e
< Previous H Next : Review + create »
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On the review and create summary page you should see a nice validation passed indicator with a

green tick.
Create a virtual machine

o Walidation passed

Basics Disks Metworking Management

PRODUCT DETAILS

Standard D2as_wd

by Microsoft
Terrns of use | Privacy policy

0.0960 USD/hr

TERM3S

Adwvanced

Tags Review + create

Subscription credits apply

Pricing for other WM sizes

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(sy
listed above; (b) authorize Microzoft to bill my current payment method for the fees associated with the offering(s), with
the same billing frequency as my Azure subscription: and (0 agree that Microseft may share my contad, usage and
transactional infarmation with the provider(s) of the offering(s) for support, billing and other transactional activities.
Microsoft does not provide rights far third-party offerings. See the Azure Marketplace Terms for additional details.

A\ You have set RDP port(s) open to the internet. This is only recornmended for testing, If you want to change this setting, go

back to Basics tab.
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The Review and create page will display your configuration choices, check these through and if you

are satisfied Select the blue Create button.

Basics

Subscripbon
Resource group
Vitual machine name
Region

Availzhilty options

Image

Sie

Username
Publc mbound ports
Already have a Windows license?

Licerise type

Disks

0S8 disk type
Use managed disks

Ephemetal OS disk

Metworking

Virtual network

Subnet

Public I

Accelerated networking

Plzce this virtual machine behind an
existing load balancing solution?

Management

Azure Security Center

Boot diagnostics

Enable OF guest diagnostics
System assigned managed identity
Auto-shutdown

Backup

Site Recowvery

Enable hotpatch [Preview)

Patch orchestraticn options

Advanced

Extensions
Cloud init
Uszer data

Proximity placement group

Pay-As-you-Go
IMSCLOUD_NXMWVD
CCVMSRY

EastUS

o infrastructure redundancy required

Windows Server 2013 Datacenter - Genl

Standard D2as wt (2 vcpus, 8 Gil memary)

imscloud
RDP
Yes

Windows Server

Standard SSD LRS
Vos
No

azdds-wmet

aadds-subnet (10.0.000/24)

[new) CCWMSRVIpG31
Off
Mo

Bazic (fres)
On

Off

OfFf

On
Disabled

Dizabled
Off

O&-orchestrated patching: patches will be installed by 05

MNons

m/ = Previgus Mext = Dowmload a template for automation
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Once the deployment is complete you will be notified and can connect to the virtual desktop, Select
the blue Go to resource button:
E Delate :| Redeplay l:_:l Refrazh

ﬂ W'd lowe your feedback! —

@ Your deployment is complete

Deployment name: CreateVm-MicrosoftWindowsServerWindowsSe..  Start time: 43002021, £:41:22 PM

= Subscription: Pay You-Go

Corrslation ID: afdebilc-1d1c-4ab1-Bocs-bEc93280fa5d
Resource group: |MSCLOUD_MXWNWD

+ Deployment details (Download)
~  Mext steps

Setup auto-shutdown  Recommended
formance and network dependencies  Recommended

®-hine Recommended

Go to resource Create another WM

Installing the Citrix Cloud Connector

Once your machine has been created you will now need to connect to the server to install Citrix Cloud

Connector. Browse to your virtual machine from Azure home menu (hamburger) and select the Virtual
machine you have just created ‘CCVMSRV’

Select Connect and from the dropdown menu select the RDP option

,@ Connect Q‘ Res
rop
$SH i
) n
Bastion
R S |
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From the RDP pop-up windows select the blue Download RDP file:

RDP  55H BAITION

Connect with RDP
To connect to your virtual machine wia RDP, select an IP address, optionally change the port number, and download
the RDP file,

IP address *
| Public IP address (13.82.121,188) AV |

Port number *

| 3389 |
Download ROP File

Once the file has downloaded, Select Open file

B Windows Admin Center {pravi

Open
8/ Disks ; D 7

Always open files of this type
B size

Show in folder ion
Q Security

iy conn

& covMsRY (10)rdp ~

E £ Search for anything m

You'll see the Remote desktop connection box appear, select the Connect button

& focts Tesktnn Cornedtion *
oo publser of s remts cannoctin can b dentfis. Do ou want to ot

Lt remicts connsetian o harn e neshar esenate aoniotear Do net S0n0sct Uness vl knoy whars
“hes mnnECy Zana T o Ee sl 1T hetone

k- Fumishar Unlrviown publisher
]

- |:|I'|'|F' Bt eston 2veachnn

Ramots compulsn et P O

| Do sk e g Tor wornetioes (o Ui Comiputse

= Show Dt Coprct
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You'll be prompted you enter your credentials, this will usually pull through your native Microsoft
account by default, but here we want to sign with the Administrator account we set when creating the
instance. To log in with our new credentials select the blue More choices link:

Windows Secatly o

Enter your credentials

These credentindy will e used to connect to 239647 07

D Remember me

ok Cancel

Now select Use a different account:

8 Use a different accoun ’

Now enter your instance administrator credentials and Select the OK button

Windows Security b4

Enter your credentials

These credentials will be used to connect 1o 239647 27,

imscloud

|:| Remember me

Mare choices /

o Cancel
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You may see an identity warning, with certificate errors, don’'t worry Select Yes to proceed, this will
now connect you to your newly created Windows 2019 server.

B CCVMSRV - 23.102.185.190:3389 - Remote Desktop Connection

Before we continue proceed to install the cloud connector, let take care of some housekeeping, first
lets disable IE Enhanced Security Configuration on this machine.

Launch Server Manager and Select Local Server from the left hand pane:

@ - Server
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On the Local server properties pane, to the right, look for “IE Enhanced Security Configuration” and
select the blue On link:

(Lt TASKS =

i PROPERTIES

An Internet Explorer Enhanced Security Configuration window will pop up, for both Administrators
and Users Select the Off option. Once they have been turned off select the OK button.

RUFEK [ I1E
£EMRERY

T Imemet Explorer Enhanced Security Comfiguration =

[ra=rnat Cypdorer Cnhanosd S=ourmy Corfigurason {IE L55) reduces the
Ewpasire of your server bo potenbial attades from Wabeoeses rontent.

[rt=rnet Expborer Enhared Seoaty Confpurston moensbled by
d=fadt for Admirestrators and Ussrs grouss,

Acmrinisiratons:

& DlomBecone

& @or

i bt @ -':mﬁy Inszathert memory [k 6 G
Tertal ik space Fi
B mof

Moo= oo s in 4 Fgrjeres T E'!'I ATy rL'.::l'-_:_ L 8-111
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Next, we need to join our VM to our Azure AD Domain imscloudonazure.com, to do this select the
Windows Start menu in the left-hand corner and select ‘Control Panel’

=

Windows Accessories m H

.
Windows
Windows Administrative Tools Administrativ... Task Manager Control Panel

Windows Ease of Access

Windows PowerShell % =H m

Windows Security Event Viewer File EXP-]D[EF

Windows System

On the Control Panel window select the green System and Security setting

o » Control Panel »

Adjust your computer's settiny View by: Cai

System and Security & User Accounts
Review your computer's status :J?. &) Change account type
& View event logs . = N

gl Network and Internet Appearance and Personalization

I@ View network status and tasks

P
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Within the System and Security menu, Select System.

&« v ‘ » Control Panel » System and Security »

Control Panel Home . .
“lw Security and Maintenance
o System and Security \ Review your computer's status and resolve issues E;‘Change User Acce
Troubleshoot common computer problems

Metwork and Internet

Hardware ﬁ Windows Defender Firewall

Check firewall Allow an app through Windows Firewall
Programs
User Accounts [:h SYSTEI'T‘I

Wiew amount of RAM and processor speed | M9 Allow remote access
Appearance and

. See the name of this computer
Personalization

From the System menu, select Advanced system settings from the left-hand pane.
&4 System

= v 4 E s Control Panel + System and Security » System

Control Panel Home . .. .
View basic information about your computer

¥ Device Manager Windows edition

&' Remote settings / Windows Server 2019 Datacenter
G Advanced system settings

2 2018 Microscft Corporation. All rights reserved.

System
Processon Intel(R) Xeon(R) CPU E3-2673 wd
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-ba
Pen and Touch: Mo Pen or Touch Input is availak

Computer name, domain, and workgroup settings

I mmm im 1 b e e e LR ACDLY

A system properties box will pop up, ensure you are on the Computer name tab and Select the Change
button

System Properties X

Computer Name  Hardware Advanced Remote

Windows uses the following information to identify your computer
= onthe network.

Computer description: ||

For example: "1I5 Production Server” ar
"Accounting Server”.

Full computer name: CCYMSRY
Workgroup: WORKGROUP

To rename this computer or change its domain or Change.. /

workgroup, click Change.
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A new Computer Name/Domain Changes screen will pop up, for Member of Select the Domain option

and enter your Domain, ours will be “imscloudonazure.com”, select the OK button to initiate the
Domain join.

Computer Mame/Domain Changes *

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
CCWVMSRV

Full computer name:
CCVMSRY

\mmber of

Qmscloudonazure.coro
() Workaroup:
WORKGROUFP

Mare ...

Cancel

You will be asked to provide credentials (Username and Password) for an account with the appropriate
permission to join the imscloudonazure.com Domain, this will be the same account you created after
deploying Azure AD Domain Services the “adjoinsvc” user account.

Once you have entered your
credentials select the OK button

Windows Security Ed

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

( adjoinsve@imscloudcaduseroutlook.onmicro: >

no-o-o-olo:D o
OK / Cancel
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All being well you will see a “Welcome to your domain” message to show you have successfully
connected to your Azure AD Domain., Select the OK button to clear the message. At this point you
will need to restart the virtual machine:

Computer Mame/Domain Changes >

o Welcome to the imscloudonazure.com domain.

When prompted to restart this computer, select the OK button to initiate a restart.

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs,
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With your virtual machine joined to the domain, we can now download and install the Citrix Cloud
Connector, log in to your CCVMSRYV virtual machine as before. Now open Internet Explorer from the
Taskbar, before we do anything else we’ll upgrade our browser to Microsoft’'s Edge:

= Micrasaft Bing gdge oy ':'I.
AL LAES VI LAY HEWS A NG

=" Promoled by Missassh

You don't have the latest browser recommended by Microsoft

Download the new N

Eoft Edge fo get the best of the wab

Close the Internet Explorer v's Microsoft Edge comparison window.

Some websites no longer support Internet Explorer.

Microsoft recommends using Microsoft Edge for a fast, i % e

secure, and modern web experience. wr

Features Internet Explorer Microsolt Edge

Easy transition options t impaon your favonies and - v

more—quicikly

Speed, performance, and compatibility with yvouwr favarite sites - i

Built-in features 1o help you protect your online privacy W

Leaming tools and socessibslity leatures desgned 10 help you v

broiwse

Optimized for Windows to bring you the bast of the web o

START MICROSOFT EDGE >
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Now on the download page, scroll down until you see a link called “Using Windows Server? Get
Microsoft Edge here” Select that blue link

Browse across devices

Microsoft Edge is available on all supported versions of Windows, rr.m.":}SM-n‘l Android
Using Windows Server? Get Microsoft Edge here

A download window will pop up where you can choose your language and accept the software license
terms, we'll leave the language as default and select the blue Accept and download button:

Download Microsoft Edge

To install the browser st e tha PC administrator and might need

dowrnload updates o your Windows 10 PC and restart it

rS

. RIS siF TWARE-L W, A

After installation, these terms are also wewable 1n Microsoft Edge at

edgey Aerms

Colrce e for portions of Micrasolt :_-!._|-l % availeble free of charge from

htins/thirdparbreource microsoft. com under the thind party ocpen source LY
TP R AR <O e TR (RO Y IR

Privacy statermnent

Choose install language

Englch (LI Accent and downlaad
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The download will take just a few seconds, when prompted at the bottom of the browser window
Select the Run button

Thank you!

Your download will begin shortly

By want b ne on save MiphcesoREdgeSetupese |1 70 ME| Fom clreetup.olficeapps. ive com? /

B Thez typer of file could basmy your convpter Run Sae T Comorl

The installation only takes a couple of minutes.......

- ot
Installing Microsoft Edge
Ve can't wait tor you to try it
Irsla Ilr:r_,| Pelicrorsadl L g
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Once installed complete the setup steps and start using Microsoft Edge!

You're in control

i ® ¥ k
Explare Bt | ] WO ™ - { 100 privacy wnlle vou

Now lets use our fancy new web browser to access our Citrix Cloud account and access the Citrix cloud
connector software.

From Edge, browse to the following URL https://citrix.cloud.com and enter your Citrix Cloud
credentials, don’t forget to have your authentication app handy.

Bl | [& tonsearssignie » [

':_ ) L ldult nccounts.cimd comyoor ] LT P sy BN tnart ¥ Chieng I 5

Citrix Cloud

Ug=rriames

Fasswaord

Remesmbee ma
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Having successfully logged in to you Citrix Cloud account and landed on your dashboard, Select
“Edit or Add New” link under the Resource Location heading at the top of the page.

o @0 00 30

=

Library Offerings Resource Location LTINS Morfications Open Tickets
i | ] T W Trehisl

UL N T TR | MlEw el e | View &l |

From the Resource Locations page, Select + Cloud Connectors
< Resource Locations

-+ Resource Location C Refresh All

My Resource Location

& + +

Cloud Connectors Connector Appliances Gateway
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From the Add a Cloud Connector page, Select the blue Download button

Add a Cloud Connector

The Connsctor serves as a channel that authenticates and encrypts all communication betwesn Citrix
Cloud and your resgurces

Download . Refresh

Prarequisite Instaliation Guida
! . \ N
f ' { \ | 1
R [ o p [ & |
-__\‘ oy | T T - K )
. - i
Deploy Download Install Refresh
Dremleiy af least two Windows Copy the program fils to Launch tha file snd artar Cinca tha mstallation is
Saryer 2012 B2 or Window's yaur machnes waur brs Cloud =sar complete click Refrash
Sorver 2016 machines o e and password.
your Actva Direchary
Learn more about the Citrix Cloud Connectar

You will now be prompted to download the Cloud Connecter file (cwconnector.exe). Save this file
locally to the server, here we'll simply save it to our downloads folder, Select the Save button:

u i * » ThisPC » Downloads v O Search Downloads yel

Jrganize * Mew folder = - 0

Mame Date modified Type
#F Quick access

[ Desktop / Mo items match your search,
* Downloads -
% Documents -
=/ Pictures -
E This PC
cF Network

<

File name: | cwecconnectorn

Save as type: | Application

. Hide Folders Cancel

Tip: leave your Citrix Cloud session open, we'll be returning to it in a bit............
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Once the file has downloaded, pop open File explorer from the Taskbar and open your Downloads
folder. You'll see your downloaded cwcconnector sitting there, right click on the download and Select
the Run As Administrator option

v ‘ » This PC s Downloads

Mame Date modified Type
ck access
“1 cwcconnector 570 1251 AM Appl
shtop -
v
R o G Run as administrator
rcuments -~ Terndhlochmmt oot

The installer will first check connectivity to the Citrix cloud, you will see a nice green tick to confirm
connectivity.

4+ Citrix Cloud Connector

Connectivity Test Successiul

Once connectivity has been established you will need to sign in to Citrix Cloud once again, Select the
blue Sign in button

&g Citrix Cloud Connector

Sign into Citrix Cloud to continue

BT
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Enter your Citrix Cloud credentials, you won’t need the authenticator app for this part, Select the blue
Sign in button.

Citrix Cloud

Usamanma Frogot your ugermama?

Paszword Fargnt pessward?

T—

| | Hememibser nis

For choose a customer, this will be the customer account you set up when requesting your trial, in
our case here is a customer we created from our Citrix cloud dashboard called IMSCLDONCTXAZ ,
Select the blue Install button

v Citrix Clogsf Conneciar

Choose a Customer

IMSCLD-OMCTYAT '
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The cloud connector will begin the installation and run a series of connection tests, you will first see
the Installing... progress bar which will change to a Service connectivity test

v Citred Choud Conmecior

4 Citrix Clogd Connestivity Test

Installirg..
-
Testing Service Connectivity
TIP: The installation and connectivity test can take up to 10 minutes ........... Coffee and Biscuits
anyone?!
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Once the Connectivity Test has done its thing and you get that nice big green tick to confirm it was
successful. Select the blue Close button.

. Citrix Cloud Connectivity Test

Conneclivity Test Successiul

il

TIP: If the connectivity test fails, try restarting the virtual machine and running the install again, very
rarely will it fail though.

With the Cloud connector installed, lets head back to our Citrix cloud dashboard. As before Select the
“Edit or Add New” link under the Resource Location heading at the top of the page

a n Htza o e - @& | Saarch..
Hl;_ LR TE]
_
filka, & " ook e
[k O el 1 &1 20 a30
Lirary Offerings Resourca LDEETIM{“EIH Maottications Open Nickets
| -'l.:-l.c'h Librars | | fu.:l o Ak Paw ] Add I.-:'.f.- '.-'-l:w.l';.il | Oy Ticxek
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This time on the Resource Location page you will see we have 1 cloud connector present, Select Cloud
Connectors

+ Resource Locations

+ Resource Location = Refresh all

My Resource Location

+
Connector Appliances

Under the cloud connectors section you will now see that our Azure virtual machine with the cloud
connector installed “CCYMSRV” is now displayed hoorah! So our Azure environment is now connected
to Citrix cloud.

Cloud Connsctors

Last update on 0610172021 01:08 AM ser

You will also notice that there is a big orange warning message, don’t panic this is because Citrix
Cloud recommends having at least 2 Cloud connectors for high availability, for illustration purposes
we are simply showing one but if you wish to go ahead and setup a second virtual machine and install
a second Cloud connector then please go ahead and do so, however having shown you the way we’ll
leave that in your hands.
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Configuring Citrix Virtual Apps and Desktops Service with Microsoft Azure and Citrix Cloud

Citrix Virtual Delivery Agent (VDA) Installation

With Citrix Cloud connectivity established and our Windows 10 Master image with Siemens NX installed
built, we need to install a Citrix Virtual delivery agent so that the image and subsequent session hosts
can talk to the management control plane in Citrix cloud.

From the Azure hamburger menu, navigate to your Master image under the virtual machines section
and connect to it via RDP, no screenshots this time for this as you’ll be familiar with that process by
now.

Once you are connected to your Master image virtual machine, let’'s obtain and install the virtual
delivery agent, pop open Edge from the task bar and browse to Citrix Cloud login page
https://citrix.cloud.com

Don’t forget to have the authenticator app handy! Enter account credentials and Select the blue Sign
in button.

B [ o e a | o

ttps//accounts.clowd comy coma lagin F I f . : G G

Citrix Cloud

Cifrix

From your authenticator app enter your verification code and Select the blue Verify button

Enter the varitication code Provided by yous
authenticator app,

QOoJLD,

Jon'l hawe your suthenTealon ey
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Select your Customer account again ours will be IMSCLD-ONCTXAZ

Select a Customer

IMSCLD-ONCTXAZ

IMS Cloud Ltd

This will take you to your dashboard. In My Services select ‘Manage’ under Virtual Apps and Desktops

My Services (5)
il 2 13 . i L . [E3
it ) & &
Analytics Gatsway ITSM Adapter Wirtual Apos and Deskilops
SemCur iy -peErtormancs and-ULERe TSR S50y Saas, weh e ¥ spps Priveiskon arod manag® Yerus Sposand Eliser Yol 2pps and desetons on &y
B rif Wkw
= = T
Lesn mars Lasin e Lescn mons Linr pore

On the top right select ‘Downloads’ which will give you a list of Citrix Components you can download.
For this example, we require Virtual Delivery Agent (VDA) so select the Download icon next on the
right-hand side.

| Overvein  Manage. v Monito mmlnudsi
Downloads
Virtuad Delivery Agent (VDA) Cowriiaad

Wirtusl Dedwery Apent (VD) anables connactions 1o spplicabions and deskings, The VO 15 installed on the inachene that runs the
appRicalions ar virlusl deskiops Tor thewses, [ ensoles the mechmes W regestar with Deleary Controliers and mesags the High
Disfimition e¥pesience (HOKE comneclion to'a user device.
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You will be redirected the Citrix website and their downloads page. Note, this is different to your Citrix
cloud account, if you do not have a Citrix account already you can sign-up here
https://www.citrix.com/welcome/create-account/ otherwise go ahead enter you Citrix credentials to

login to your Citrix account

cCifrix ="

azure.user@theimcloud.com

e
== @/

Reset passwortd

[IKeep me signed in

This will take you to the downloads page for the components in Citrix Virtual Apps and Desktops.
Scroll down and download the latest Single-Session OS Virtual Delivery Agent. In this example, we
will be downloading version 2103. Go ahead and select the blue Download File button

Citrix Virtual Apps and Desktops 7 2103

Mar 17, 2021

3.10GB-(.iso) 8 Download File

Checksums
SHA-256-7f2f05db4ecdB8b69113b91990e4467cchbef41c9879b37af5196ac8c3d3a0341

Accept the Download Agreement by checking the ‘I have read....’ Option and selecting the blue Accept
button

Download Agreement

Export Controls. You are advised that this software is subject to U.S. Export Administration Regulations. You shall not export. re-export, import or transfer
thiz Software contrary to ULS. or other applicable laws, whether directly or indirectly, and you shall not assist or facilitate others in doing any of the
foregoing. You represent and warrant that (a) neither the United States Bureau of Export Administration nor any other federal agency has suspended,
revoked, or denied your export privileges, and (b) you are not located , a resident of, or a citizen of, Cuba, Iran, North Korea, Sudan, Syria or any other
country to which the United States has embargoed goods. You agree not to use or transfer the Software for end vse relating to any nuclear, chemical,
biological weapons or missile technology unless authorized by the U.S. Government by regulation or specific license. You acknowledge it is your
responsibyd@lo comply with any and all export and import laws and that Citrix Corp has no further responsibility after the initial distribution to you within
the oz country of distribution.

| have rea d certify that | comply with the above Export Control Laws.
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Once Downloaded Select Open File in the Edge download menu

Downloads Q-

VDAServersetup_2103.exe
Open file

See more

This will start the installation process of the Virtual Delivery Agent on your Master image. Select the
Yes button to confirm you wish for the app to make changes

n Citrix XenDesktop

Verified publisher: Citrix Systems, Inc.
File arigin: Hard drive on this computer

Show more details
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The Installation process of your VDA will now start. For this deployment we will not be using any
Citrix provisioning tools. In Environment configuration we need to select ‘Remote PC Access or
machine provisioned with other technologies’, Select the blue Next button

Citrix Virtual Apps and Desktops 7

Environment

Environment : )
Configuration

Core Components

Additional Components | want to:

_' Create a master MCS image

Delivery Controller
Select this option if you plan to use Citrix Machine Creation Services (MCS) to provision

Features virtual machines from this master image.

Firewall Create a master image using Citrix Provisioning or third-party provisioning tools

Summary Select this option if you plan to use Citrix Provisioning or a third-party provisioning
tool (such as Microsoft SCCM) to provision virtual machines from this master image.

Install

(8) Remote PC Access or machine provisioned with other technologies
Select this option to install the VDA on a physical machine or virtual machine
Finish provisioned with technologies other than Machine Creation Services or Citrix
Provisioning,

Diagnostics

| Cancel |

Leave Core Components as default, we do not require the installation of the Citrix workspace app so
leave this unchecked and Select the blue Next button

Citrix Virtual Apps and Desktops /

Core Components

# Enyircnment

Core Componants Locution: CAProgram Files\Citrix

Additicnal Compananss

Devery Coateolier Vifual .L:'-:“/m y Agent (Required)

The software agent that is installed on-the wrtual or physical machine that provides the
Festures Artial desiiap of appdcaton 1o th
Firevall .
Citnx Workspace App
Summary Clien at prahles Ussts 1o sooets thay documents
Install desktops fror dey wchiding smartphones, tablets, ar
Dragnastics
Finish
| Back
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We also do not require any additional components so leave all features unchecked which is the default.
Select the blue Next button

Citrix Virtual Apps and Dasktops 7

Additional Components for Remote PC Access

m Companent (Select all)

v Core Components

* Rasource Management =
Additional Components " IV
Delivery Controlfler bonudiac
Features Citrix Perzonalization for App-V - VDA
i Enables thiz i ) c =V packages, Lea ore
Firewall Enables this machine to launch App-V packages. Learn more
o
summany Citrix User Porsanalization Layer
Install s for the user personalzatian layer, a modern alternative to
; digk, built using App Layering technolog)
Diagnostics Learn maoe
Finish
Citrix Supportability Teols
Installz the Citrix Health Aszistant and VDA Cleanup Utility N meore
Citrix Profile Management |
Man hles. Omitting this companent
affects monit: h Citrix Director
Luarn mare
Citnix Profile Management WMI plug-in
— Provides Profile Management runtime information in WMI (Windows Mansgement

Irstrimenialion) objects Tar exarmple, profile provider, profile type, sie, and i

(
Cangwl ‘

Now we need to enter our Delivery Controller which is actually our Citrix Cloud connector, the server
we created earlier “CCVMSRV”, in the Controller address box enter the Fully qualified domain name
of our Citrix Cloud server — ccvmsrv.imscloudonazure.com

Citrix Virtual Apps and Desktops 7

Delivery Controller

¥ Environment % -
Configuration
¥ Core Components

v Additional Components How do you want to enter the locations of your Delivery Controllers?

Delivery Controller | Do it manually >
Features

Firewall Controller address:

Summary ccvmsrv.imscloudonazure.cb

Install | Test connection... || Add |

Diagnostics .

Finish

Note: Entry of invalid special characters will be ignored,

Note: Any Group Policies that specify Delivery Controller locations will override settings
provided here,

Note: Firewall for configured port must be open for test to succeed,

i Back | =i | Cancel |
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Select the Test connection button to validate the controller address, you should see a nice green tick
when it is validated.

« Environment : .
Configuration
¥ Core Components

e = § b i f i I 7
¥ Additional Camponents How do you want to enter the locations of your Delivery Controllers?

Delivery Controller ' | Do'it manually “

Features

Fireveall Controller address:

Summary 1 covmenvimscloudonazure.com l @
R \ Test connection.. | | Add | /
Miannnctire

Once you have your validation confirmed, select the Add button to add the controller address to the
installation setup. Select the blue Next button to continue

Citrix Virtual Apps and Desktops 7

Delivery Controller

¥ Environment

Configuration

 Additional Components How do you want to enter the locations of your Delivery Controllers?

Delivery Controller Do it manually >
Features

Summary Controiler address:

Install ‘ Example: controlleri.domain.com

Diagnostics N e e Al

Finish

Note: Entry of invalid special characters will be ignored,
Note: Any Group Policies that specify Delivery Controller locations will override settings
provided here,

Note; Firewall for configured port must be open for test to succeed

Back | Cancel J
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On the feature page, we do not require any of these features so leave unchecked and select the blue
Next button

Citrix Virtual Apps and Desktops 7
Features

v Environment

] Feature {Select all)

+ Core Components

— Use Windows Remote Assistance
Enable Windows Remote Assistance, Learn more

Features — Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509, Learn more

Firewall 3

Summary

Install

Diagnostics

Finish

| Back | | Concel |
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Leave the Firewall settings as the default “Automatically”, meaning the VDA will configure required
firewall rules for us during the installation, Select the blue Next button

Firewall

¥ Environment The default ports are listed below.

« Core Compenents

Controller Communications

« Additional Components

« Delivery Controller 80 TCP

« Features 1494 TCP
Firewall 2598 TCP
5 8008 TCP

il 1494 UDP

Install 2598 UDP
Diagnostics
Finish

Configure firewall rules:

) Automatically

Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is turned off,

Manually

Select this option if you are not using Windows Firewall or if you want to create the rules
yourself.

t Cancel ]

]

Finally on the Summary page, check over your choices and if you are happy then Select the blue
Install button to kick off the Virtual delivery agent installation.

Citrix Virtual Apps and Desktops 7

Summary

V' Environment

Review the prerequisites and confirm the components you want to install. 0 Restart required

Installation directory

C:\Program Files\Citrix

Prerequisites

Microsoft Visual x84 C++ 2017 Runtime

: kirewal Microsoft Visual 186 C++ 2017 Runtime
Simmary Core Components
Install Virtual Delivery Agent
Diagnostics Delivery Controllers
Finish covmsrvimscloudonazure.com
Firewall
UDP Ports: 1494, 2598
TCP Ports: 80, 1494, 2598, 8008
Back Cancel ‘
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Once the VDA installation has finished, uncheck the Collect diagnostic information box and Select the
blue Next button

Cltrix Virtual Apps and Desktops 7

Diay
v Enviranmer l_/ Lokt gagnoshe imfarmation

v Coep Companents Citnx Call Bome periodically callocs informanan abaut system and peoduct canfiguraton
#litoral porent petiormance, errars, and more. The informatisn s Uamsmtted 10 Citnx w0 onr suppon and
product teams <an resalfve issues proactiely
DRtiter = Learn mare atout Caf Home
Festure
i NOTE: The feazure can be disabled fater
v Frews

*Faquires Citax {loud izgin

The installation is now complete, the server requires a restart to finish it's configuration changes so
ensure the Restart machine box is checked and Select the blue Finish but, the master image will now
restart.

Citrix Virtual Apps and Desktops 7

Finish Installation

The installation completed successfully. v Success
s Core Components
- v \irtua! Delivery Agent Installed
Post Install
v Comporent Initialization Initialzed

o:':.\ optimize desktop s=itings, download Citnx Optimzer and run 2 after the restart
completss,

\ Learn more about Citrix Optimazer in CIX222676

[ Restart machine
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Configuring Virtual Apps and Desktop Service on Citrix Cloud

Now we have installed the VDA on our Master image, we can hop back on to Citrix Cloud and Configure
the Citrix Virtual Apps and Desktops service. So let's go ahead and log back in to our Citrix Cloud
account via https://citrix.cloud.com, you can do this from your local device if you wish.

Enter your Credentials

Citrix Cloud

Username Forgot your username?

azure.user@theimscloud.com

Password Forgot password?

<1 vevesen] > -

| | Remember me

Verify your Account with the authenticator app

Enter the verification code Provided by your
authenticator app.

|/>/

Don't have your authenticator app?
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Select your Customer

Select a Customer

IMSCLD-ONCTXAZ

IMS Cloud Ltd

On your Dashboard, under My Services Select the blue Manage link under Virtual Apps and Desktops.

My Services (5)
AT
i
Analytics
Sequnty, parformance and usegs insghis:

Leam mwe

B e & e e

Gateway ITSM Adapter

550 to 5e5, web and YOI spps

Virtual Apps and Desktops

Provision and managa Virtuel Apps and Delivar verhual apps end deskiops anany
Bekiops. devica.

o
Learn mars Lesm marg Lssm maore

37 i
Workspace Environment
Management

Optrmered respuroes, tsar amvirommant

end profile managament

Learn mose

Scroll down to ‘Get Started with your Virtual Apps and Desktops Service’ and select the blue Manage

Service button

1

Connect to
infrastructure

Install two Cloud
Connectors to enable
communications between
the resource location and
Citrix Cloud.

Get Started with your Virtual Apps and Desktops Service

2 3 4

Register resources Create collection of

resources

Assign users

Install a Virtual Delivery
Agent. VDAs manage

Create 2 machine catalog
of VMs containing apps

Create a delivery group to
specify who can use the

connections between ViMs and desktops to be apps and desktops.
that deliver apps and delivered.
desktops and the user
device.

Manage Service

5

Launch apps and
desktops

Users can now access the
virtualized apps and
desktops through the
Workspace URL.
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You will now get access to a cloud instance of Citrix Cloud Studio, which is Citrix cloud’'s management
pane for your On-prem or Cloud Citrix virtual Infrastructure

cifrix | Virtual Apps and Desktops Service

Overview  Manage ~ Monitor

Search Single-session 05 Machines (0) Multi-session 05 Machines (0) Sessions (0)

Machine Catalogs Columns to Display

SN

=

g%, Delivery Groups

9 applications

Palicies

[} Logging

3@, Mo single-ses:
=

Administrators

Haosting

Now we need to configure connectivity to Microsoft Azure. For this deployment we are going to use
the Full configuration setup. Click on the Manage toolbar and select ‘Full Configuration’

Overview Manage= Monitor

C'\ Search Web Studio 5 Machines

% Machine Catalo Full Configuration /

gy DeliveryGroupe  Quick Deploy

5 applications Environment Management

Note: Once you have added your Resource using the Full Configuration menu, you can use the Web
Studio to manage / add resources to your Azure subscription
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You may get the following warning, ignore this as we are going to use the Full Configuration to create
our resource. As mentioned above, we can use the Web Studio once our Resource has been created

Legacy console will be deprecated soon

We will deprecate the legacy console soon and will not deliver new features to it anymaore. We
recommend that you use the new, web-based console instead.

-4 /
I\ Continue to Full Configuration \:I

First step is to connect to our resources that will host our machine. Select option 1 — Connect to the
resources that will host the machines

Fiz Adion ‘few Help
me B BT

3 Eﬂvhﬂami
L Search

B actine Cetaboas]
8 Delvery Groups
K dpabcatons

| Full Deglapmen) | icbors

B Pekicis
# Logzrg
# ifs Cosfiquration
= Hoctng
D) StoseFacnk
& Zops Pusabig

& Zones

Virtual Apps and Desktops

i Thes 1) POAX S8V

Pt i T a P sy T e will oo eeiiing mochines sl v me

—

| ' 1 Connect 1o the resources that will host the machines

MECERE CalZ s
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We will now be prompted to Add our connection and resources, using the dropdown menu change the
connection type to ‘Microsoft Azure’ leaving Azure environment as Azure Global. We are going to
create the virtual machines using ‘Other tools’. Select the Next to button

Add Cennection and Rescurces

. Connection
Studio /
Connection type Mictoseft® Azure™
Connection Azure environment Azure Globa!
Detals
Summary

Create virtual machines using:

Citrix provisio

ning tools (Machine Creation Services or Citnix Provisioning)

(8) Other tock

Copy your Azure Subscription ID, you can find this in Azure by navigating to your Subscriptions page,
there is a handy copy to clipboard feature too

| lernie sbekr e i
Subscriptions ¢ Pay-As you Go
15 Clacd Subreapticn

Al 2 Yenage Toicies | Re i o ) |' & [E Cancel sumsenphinn @7 Renems ¥ Change direcione 837 Fendhmk
Migpcllat. o S bacqians f“’,l'-.-\.ﬁ.-:l' e have g dh Yo rémanng 316432 of free aedit mepires in 12 davs, Uagrade o keea going:
role-oggad aloess oot (3A0) b

= e |

PeiTi sE s B NERagE ASLre rascunes 1o B Aotiitrlog

A Copy Lo ciphoary
wigtey SIS B Gng P wiich P hiswe = :||.'I|E| !L Lo cantral 1AM g oo 2 ;
e dl i B i C meoac D - SE— T
Ericndnng suta b poli oo TR Do Lid # Tags

direcions: Don'l see s plhion? ShpgCian IS Craud
S ith dines wories A& Tiivmnse enid sebas mirasiems
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Paste your Subscription ID into the Subscriptions ID field on the Connections details page. You must
also name your Connection, we will go with NX-CC. Select the Create New... button

Add Connection and Resources

Connection Details

Studio

A service pancipal in the subscription's Azure Active Directory is required. Create a new service
pnncspal or provide details of an exsting sennce pnncpal

The Azure service principal i assigned the Contributor role at the subscription scope. The service
v Connection principal has permission to create and manage all types of Azure resources n the subtaiption

and may have & % 10 resounces that are unrslated 1o the deployment of resourcas o the

Details catalog. (Perm at the subscription scope are required to create resoutce groups.)
Summary o ore
Azure hctwe Duectory sccount
el connechon
e based sice Lo
Subscription 1D; /
Connecthion name: I /
\; (rgafg rEW.. [ Use emsbng.. f‘
Back | | ] Cancel
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You will be prompted to sign in to Azure, enter your Azure account email address and Select the blue
Next button

Sign in te your account :

BE Microsoft

Sign in

Ll'ﬁall phione, or Skype

('_.% Sign-in options

Now enter your Azure Password and Select the blue Sign in button:

=' Micrasoft
& imscloud -caduseri®

Enter password

Forgotien my passaocl .
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Once you have Signed into your Azure Account, accept the permissions to allow Citrix XenDesktop
access to Azure as you.

Citrix XenDesktop
This app would like to:

v Access the directory as you

\/ Access Azure Service Management as you (preview)
Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement
The publisher has not provided links to their terms for you to

review. You can change these permissions at
https://myapps.microsoft.com. Show detadls

Cancel

The connection will be then validated and a Connected status displayed with a green tick, Select the
Next button

Subscripthion 1D

Connechon name: NX-CC
Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 245 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

Check through the Summary to confirm all information is correct and select the blue Finish button

Add Connection and Resources

. Summar
Studio 4
Comnection type Microsoft® Arure™
Connection address httpsy//management azure.com/
Connection name NX-CC

Subscnpticn 1B
Summary

Create witual machines with: Other tooks
Connection 20ne My Resource Location
Scopes: All

Now we have our hosting resource, we are good to go in terms of creating a catalog for our desktops
in order to publish them. At this point we could hop back to Azure and provision a bunch of session
hosts to publish however with the VDA installed on the Master image, let's use that to validate
everything is talking to each other by creating a catalog and delivery group to publish our Master
image to test. Once we have validated comm’s we can jump back to the Master image in Azure and
Capture it.

Create a machine Catalog

To create a new machine catalog, on the Citrix studio page select Option 2 this time - Set up the
machines and create machine catalogs to run Apps and Desktops.

Virtual Apps and Desktops

oonecton Selup

1 Connect to the resources that will host the machines

lachine Catalogs /

2 Set up the machines and create machine eatalogs to run apps and desktops
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On the Introduction page select the blue Next button

Studio Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users
You create Catslogs from Master Images o physical machines m your enviconment.

Introduction

Operating System Important; The Master Image or physical maching that you use to create a Catalog must
have a Virtual Delivery Agent instafed. Also, ensure that the operating system is up-to-

Machene Management date and that apphcations are installed,

Virtual Machines
#etore you begin, make sure that you:
Summary ® |dentify the types of desktops and appacabons your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have o technology for creating and managing machines (such as Machine Creabon
Senvices or Citrix Provisioning]

® Prepace your envirgnment, inchuding the Master image, computer accounts, and
network mterface card configuration

LEarn maore

| Don't show this again

On the Operating System page, as we are using ‘Personal’ session hosts from Azure, Select the Single-
session OS option and Select the blue Next button.

Machine Catalog Setup

Studio Operating System

Select an operating system for this Machine Catalog.

Multi-session OS
v Intreduction The multi-session OS machine catalog provdes hosted shared deskiops for 2 large-scale
. deployment of standardzed Windows multi-session 05 or Linux OS machines.
Operating System L 4 ;

Machine Mas -t Single-sesgion OS

The single-session OS machine catalog provides VDI deskiops ideal for & vanety of
Desktop Experience different users.

Virtual Machines Remote PC Access
The Remote PC Access machme cataiog provides users with remots access 4o their

Sciwray physical office desktops aliowing them to work at any time.
Back
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On the Machine Management page we are going to leave these options as default, Select the blue
Next button

Machine Catalog Setup

Studio Machine Management
\ms Machine Catalog will use:
® Machines that are power managed (for exampie, virtual machines or biade PCs)

v Introduchon e
Machines that are not power managed {for example, physical machines;
v Ovieratio Sysher)

Machine Management Deploy machines using:

Desktop Experience

Virtual Machines

Summary
Catrix Provisioning
@ Another service or technology
| am not using Citnx technoiogy to manage my machines. | have exsting machines

already prepared

Note: For Linux O5 machines, consult the adminstrator documentation for guidance.

On the Desktop Experience page, select the “I want users to connect to the same (static) desktop each
time the log in” option and Select the blue Next button

Machine Catalog Setup

Studio Desktop Experience

Which desktop experience do you want users to have?
| want users 1o connect 1o a new (andorm) decktop each time they log on

iy &) | want users to connect to the same (siatic) desktop each time they log on.
Desktop Experience
Virtual Machines
Summary
Bk Cancel
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Now we need to add our Azure Windows 10 Master image with Siemens NX installed. Ensure that the
minimum functional level is set to 2003 (or newer) Select the Add VMs... button

Studio Virtual Machines and Users

Add virtual machines, their computer Active Directory accounts, and optionally assign them to

v i users:
‘ ' | VM name 3 | Computer AD account | User pames
- ac Q€
esxlop ernence
VMs and Users
Summary
Remove Add VMs...
@ Select the minimum functional level for this 2003 {or newer) V
catalog:

Machines will require the selected VDA version {or newer} in order to register m Delvery Groups
that reference this machine catalog. Leam more

Back Cancel

You will now see a list of all the regions in Azure, locate the region in which you have provisioned your
Master image and Select it by way of the adjacent check box. Here we have navigated to East US and
Selected our NXWVD-MSTR. Select the blue OK button.

Select VMs

@ Canada Central
B Canada East
& Central India
& Central US

B East Asia

& East US

= @ vm

[ NX-LICSRV @ /
_: NXWVD-MSTR

East
=

i = v v = »
(B [ i (T Iy

France Central

Germany West Central (W]

TIr

tanan Fast

Cancel
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Before we can finish our new machine catalog, we need to associate a Computer AD account and
Username to this Virtual machine. The computer AD account will be associated to our Azure AD
Domain - imscloudonazure.com. To enter the Computer AD account, Select the three little dots ...

button

Studio Virtual Machines and Users

Add virtual machines, their computer Active Directory accounts, and optionally assign them to

—

v In 1 users:

| VM name 4 | Computer AD account

V. Operating System
¥ Machine Management

Remaove Add VMs... |
@ Select the minimum functional level for this | 2003 {or newer) - |
catalog:

Machines will require the selected VDA version {or newer) in order to register in Delivery Groups

that reference this machine catalog. Leam more

For object name, enter the name of your Azure Master image and Select the Check Names button

Select Computer

Select this object type:

(4]
]
2
]
u ]
W

o

Computer

Fram this location:

Entire Directory Locations.,.

Enter the object names to select:
: Check Names '/

Advanced.. | - Cancel
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After selecting Check Names, you will see that the computer account has been located on our domain
- imscloudonazure.com. Select the blue OK button

Select Computer
Select this object type:
Computer Chject Types.,

From this location:

Enfre Directory | Locations...
Enter the object names to salect: /
(MSCLOUDONAZUREWXWVD-MSTRS |  Check Names

kduanced..- | Cancel .

Now we need to associate our Azure username to this VM, i.e. which user account will be connecting
to this machine. Again select the three little dots.... Button

Studio Virtual Machines and Users

Add virtual machines, thesr computer Active Directory accounts, and optionaily assign them to

v Introduction s
¢ Do G VM name 4 | Computer AD account | User names
Dperating System
NXWVD-MSTR IMSCLOUDONAZUIN  [I- N |
v Machine Managemen
v Deskiop Expenence
VMs and Users
Summary
\7 Remove Add VM= |
O Select the minimum functiona! level for this | 2003 for newear) bl
catalog:
Machines will require the selected VDA version (or newer) in order to register n Delvery Groups
that reference this machine catalog. Leam mare
Back | Cancel
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For object names enter your Azure username, we’ll enter out WVD-Userl, Select the Check Names
button.

Select Users or Groups
Select this object type

Users or Groups Object Types...

Fram this location:

Entire Directory Locatons...

Erter the abject names to select:

| &

| Check Names

Advanced.. “ Cancel

After selecting Check Names, your account will be confirmed in our Azure domain. Select the blue OK
button.

Select Users or Groups
Select this object type:

Users or Groups Object Types...

From this location:

Entire Directory Locations...

Enter the object names to select:

IMSCL QUDONAZUREWYD-User] | Check Names

.
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With our Computer AD account and our User name assigned, Select the blue Next button.

Studio Virtual Machines and Users

Add virtual machines, their computer Active Directory accounts, and optionally assign them to

¥ Introduction RS

 Ooerdt . rVMname 4 | Computer AD account User names
Cperatin tem

/ O NXWVD-MSTR iMSCLOUDONAZUIJ I IMSCLOUDONAZUI |
Machine Management

v Deskiop Experience

VMs and Users

Summary

Remove Add VMs...
© Select the minimum functional fave! for this 2003 {or newer) v |
cataleg

Machines will require the selected VDA version {or newer) in order to register in Defivery Groups
that reference this machine catalog. Leam mors

Back Next . ‘ Cancel |

On the Summary page, check your selections and if you are happy, go ahead and give your Machine
Catalog a name, we’ll simply call ours NX-VM-Catalog. Select the blue Finish button.

Studio Summary
Machine type: Single-session 0S
¥ Introduction Machine management: Virtual
¥ Opersting System Provisioning method: Another service or technology
Desktop experience: Users connect to the same desktop each time they
log on
Number of machines added: 1
VDA version: 2003 (or newer)
Scopes:
Zone: My Resource Location

Machine Catalog name:

l NX-VM-Catalog

Machine Catalog description for administrators: (Optional)

I Examypie” Windows 7 SP1 deskiops for the Londan Sales office I

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit 3 Delivery Group

= m/c |
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Create a Delivery Group

With our Catalog in place, we need to publish our Master image in order to connect to it, to do that
we need to create a Delivery group! Again from Studio select Option 3 — Set up delivery groups to be
displayed as services

Virtual Apps and Desktops

the. eps to sef up ¥

Connectian S=tup © Ship dep 1 you wil use exsIing mochinet ithe

e

Machine Catslogs

o

Defivery Groups

3 Set up defivery groups to be displayed as services

At the introduction page, Select blue Next button

Studio Getting started with Delivery Groups

De=invery Groups ar= collechions of desktops and applications (which could be in Application
. Groups) that are created from Machine Catalogs. Create Delvery Groups for specific teams,
Introduction departments, or types of users.

Machunes
Make sure you have encugh machines available m single-session U5 or multi-sessian OF
Machene allocation Machine Catalogs to creste the Delivery Groups you need.

U-ﬁ?s
Applications

Desktop Assignment Rules

Summary
Don't show ths agam
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On the machines page, Select the NX-VM-Catalog we have just created, Select the blue Next button

Create Delivery Group

Studio Machines
Select 3 Machine Catalog,
Cataleg
¥ Introduction O  NX-VM-Catalog
Machines

Machine allocation b
Usars

Applications

Desktop Asssgnment Aules

Summary

Machines assigned to users.

Type Machines

VDI Manual Statie Local Disk 1

) select specific machines that have been assigned to wusérs on the foliowing screen

=

e | E (o=

On the User Assignments page, leave Machine Name and Users as default, Select the blue Next button

| Users |

| IMSCLOUDONAZURE\NXWVD-MSTR .|3M§_§L._UQ NAZUREWWVE] | .|

Studio User Assignments:
[ Maching name

¥ Introducton

v Machines

Machine allocation
Delwvery Type
Users

Summary

Back | Cancel |
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On the Delivery Type page, we can leave as the default option as Desktops, Select the blue Next button

Create Delivery Group

Studio Delivery Type

You can use the machines in the Catalog to deliver desktops or applications to your users
Use the machines to deliver:

%) Desktops
S Apphcations
v Va e 18 2 A
jole: For Linux OS macines, censult the adminstrator documeniation for guidance

Delivery Type
Users

Desktop Assignment Rules

Surnmary
 Back
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On the Users page, we only want out WVD-Userl accessing this desktop so for added security we are
going to choose the Restrict use of this Delivery Group to the following users: option, Select the Add...
button

“reate Delvery Group

Studio o

Specify who can use the applications and desktops in this Defivery Group. You can assign users
and user groups who log on with valid cradentials

v Introduchon Leave user management to Citrix Cloud. This makes the Delivery Group available as a Library
7 offering you can assign to users,
; Allow any authenticated users to use this Delvery Group.
v e
. : (®) Restrict usz of this Delivery Group to the following usars:
Users Add users and groups

Desktop Asssgnment Aules

Summary

For object names, enter the WVD-Userl or your username and Select the Check Names button.

Select Users or Groups
Select this object type!

Users or Groups Object Types.,

From this focation:

Entire Directory | Lecations...

Erter the abject names to select:
: Check Names /

Advanced.- “ Cancel
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Once checked against AD Select the blue OK button.

Select Users or Groups
Select this object type:
| Users or Groups | Cbiject Types... !
From this location:

| Entire Directory | Locations... |

Enter the object names to select:

OUDONAFUREVWWD | Check Mames |

Advanced.. | Cancel

You will now see you user has populated the Restrict use to box, Select the blue Next button

Studio Users

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials
Z Aok ton () Leave user management to Citrix Cloud. This makes the Delivery Group available as a Library
offering you can assign to users
v M

Machines (O Allow any authenticated users to use this Delivery Group.
v Machine allocation (@) Rastrict use of this Delivery Group to the fellowing users
¥ Delivery Type WVD-Userl IMSCLOUDONAZURE\WVD-User1) /
Users
Desktop Assignment R...
Summary
Add.. Remove
Back | Cancei |
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On the Desktop Assignment Rules page, we can give our Desktop icon a display name for when we
connect via Citrix, see we can all it something like MYWVD, Select the Add... button

Studio Desktop Assignment Rules

Add users or groups who will be assigned a machine when they launch the desktop. When a
machine s assigned to 3 user, it remains with that user, even if you later edit the Defivery Group
and remove the assighment rule below,

Add assignments

Desktop Assignment
Rules

Summary

Badk m Cancel [

In the Display nhame box enter a name, we’'ll go for NX Desktop, Select the blue OK button

Add Desktop Ascignment Rule

Display r-nﬂ'@ﬂeskmp )

Descnption: Euornple: Assigned desitaps for

The maeme and descnphion are shown in Criro I-‘ln'u'.'i"u.'..‘-'l' app

8 Allow everyons with access bo this Delivery Group $o have s desktop assigned

Restrict desktop assgnment to

Maoemum desklnps per wer 1 | = i 4

[+ Enable dackiop sssionment nube

Clear thiz check bax to disable delivery of thiz deskdop
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You will now see your desktop Display name in the Assignment rules box, Select the blue Next button

Create Delivery Group

Studio Desktop Assignment Rules

Add users or groups who will be assigned a machine when they launch the deskiop. When a
machine is assigned to a user, it remains with that user, even if you later edit the Delivery Group
and remove the assignment rule below

Deckiops per user

7L % Name b Users .
NX Dedktop All Delwery Group users can.. 1
g
v Delive 2
Desktop Assignment
Rules
Summary

wwl - R

On the Summary page, check through your selections and if you are happy go ahead and give your
delivery group a name, we have gone with NX Delivery Group, Select the blue Finish button to complete
setup.

Studio Summary
Machine Catalog NX-VM-Catalog
Michine type Single-sescion OS
Mocaton Wpe Static
IMSCLOUDONAZUREANXWVD-MSTR
Macnhmes added 1 assigned to users
Dalivery type Desktops
Users WVD-User HIIMSCLOUDONAZURE\WVD- User1)
Lk Desizop asssgnmant ules NX Desktop
Launch m user's haome zone No
i Autuss ale On (configure it in Edit Delivery Groug)
Delivery Group name:

Delivery Group description, used as label in Clirix Workspace app (optional)k:

Back Cancel
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Back in Studio, select your fancy new Delivery group (NX Delivery Group) and check the Registration
State column, if all has gone to plan you should that the Registration State is “Registered”! ...... and
look .....It is so well done!

Search results for '(Delivery Group Is "NX Delivery Group”®)'
Single-session OS Machines (1) | Mulfi-session OS Machines (0] | Sessions (0)

Name s | Machine Catalog | Delivery Group [ User : Maintenance Mo... I Persist User Chan... | Power State : Registration State

NXWVD-MSTR.L.. NX-VM-Catalogl NX Delivery Gro... IMSCLOUDONA... Off On Local

So we now know that everything talks to each other, so lets create a session host to publish rather
than our master image. So lets step back in this guide to Capture the new Master image for
deployment. You will simply use these same steps to publish your AVD session hosts, the steps are
the same you are just using your Session hosts and not you master - When you are ready to publish
simply loop back to Configuring Virtual Apps and Desktop Service on Citrix Cloud and follow the steps.

Citrix Cloud Gateway Service

If you simply can’t hold out and want a super quick and secure way to access your Citrix Cloud
published AVD, and the thought of the Citrix ADC setup has you sweating, there is a service included
with your Citrix Virtual Apps and Desktops trial that you can use called Citrix Cloud Gateway Service.

This is certainly a simpler and much quicker way to get you accessing your desktops. In case this is
for you, we’'ll give a quick walkthrough on how to set up the Gateway service.

If you are not signed in already, sign in to your Citrix Cloud account and locate the Gateway service
under My Services on your Dashboard and select the blue manage link.

My Scrnces {3

o5 = b 5 E=2® ; EqY B =18 o =

Hrsdytice Cel=ams SM Adsmis vt Ao s Deshe Lo Whorkepacs Emarommied

Managamant
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Under the Virtual Apps and Desktops option Select the Configure link

How can the Gateway Service help with your business needs today?

&S >

Virtual Apps and Desktops Single Sign On
Secure Access to Enable SSO to your
your XenApp and Web/SaaSs apps

XenDesktop Services

Configure j Get Started

You will be dropped into the Workspace configuration menu under the Service integrations tab, to the
right hand side of the gateway section Select the 3 dots and Select Enable

Workspace Configuration

Acceos AuthErticatio Cusipmire Servics Integrations  Sites Ssndos Confinuily

Manage Service Integrations
Sarvaces oo ke rmiemeared wich Gt Wark specs o proved e your subscribers apps ard desa onoany device.

— _ /
T=anled
Wab and Seat coplkataons fead iy /
Enable

An enable Gateway integration pop up will appear, Select the blue Confirm button

X
A
--
Enable Gateway Integration for Citrix Workspace
Ll ners will have actess 1o nelw data a
Cancel
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You will now see the Gateway has been Enabled

Gateway

G ap

Still on the Workspace configuration menu, under the Access tab, select the three dots to the right
hand side of the My Resource Location section and select Configure Connectivity

Workspace Configuration

Acceze futienlec=ion Cusbomeey Ssace bibemisiiuns . Sy Seewive Conlinaiy

—

Warkspaze URL: hitnsfnconract eloud com Edif m =nakled

Extesmal Canmectivily

Lgzemrr emvca fe il e SIS

Wielual Apps and Desklops: /

My Resource Lecation
Imternal Access Only Mo aternal connectivity |5 5t up e
Configura Cannanriity

Under Configure Connectivity. Connectivity Type, Select Gateway Service and Select the blue Save
button

Configure Connectivity

Connactivity Type
Traditional Gatewsy
@ Gateway Sorvice
Your trield has 30 days remsining. g

Intermal Only | Mo excternat connsctivity ks 581 up

Cancel |
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You now see that under My Resource location, it will have changed from Internal Access only to
Gateway Service

Extermnal Cosnectivity

miennatiyiy for Sath jesnune lncEson e will be eied 1o Sy 002Is [0 poul misSans

Leamn mare abaut Fesaunce cation:

¥ TTLS SpEsand Deskiops

My Resource Location
Gaiaway Senica

With the Gateway service now running, we can connect to our published session host via a workspace

URL. The Workspace URL can be found by browsing the Citrix cloud dashboard menu (another
hamburger).

Closed:

citrix

Open:

X

Home

by Sarvicas o

Library

Henuty and Accass Management
Ketwork Locations
Resource Locations

Woek sparce Gonligurator

Support Tickets

Motifications
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From the hamburger menu Select the ‘Workspace Configuration’ option

X

Horme
My Sarvicas e

Lrbrary

ldenity and Accass Management

Metwork Locstions

Pesource Locations /
Woek spate Conliguratin

Support Tickets

Motifications
On the Workspace confirmation page select the Access tab and you will find your Workspace URL.

Workspace Configuration

Accesxﬁenﬂcation Customize Service Integrations  Sites  Service Continuity

Workspace URL: hitps://f9ghmdwdgskb.cloud.com  Edit Enabled

We can change the workspace URL to give it more of a meaningful name. Select the blue Edit link
and enter a name in the Workspace URL box, we will go with nxconnect. To save your change check

the “I understand changes to my workspace URL can take up to 10 minutes” box and Select the blue
Save button.

\ ‘Workspase URL: hl': cloudcam

| lunderstand that changes tomy Workspace URL can take up to 10 minutes and will cause an cutage to my subscnbers

| P piewe Wnraspane Uk =1 b b matrinetnn 3 ynur sLiieriners Yo will alzeonen to marnialhe Lpiane Gibne Werkspaes apps o mrast tn the rew ‘Worespaen Lk
|- rrarn Fivar by Lovdabe W S
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Before we launch our Workspace URL, just double check that the default “Active Directory” workspace
authentication method is indeed set. Simply Select the Authentication tab in Workspace Configuration
to view, here it is set to Active Directory, so we are all set.

Access  Authentication Customize  Service Integrations  Sites  Service Continuity
.|

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.

. Active Directory '

Install the Citrix Workspace App

Finally before we test accessing and launching our published desktop, we'll get the Citrix workspace
app (Citrix connection client) installed on the device we'll be connecting from. The Citrix Workspace
app is a small client that can be obtained directly from Citrix, no log in permissions are required to
download the Workspace app, so browse to https://www.citrix.com/downloads/workspace-
app/windows/workspace-app-for-windows-latest.html to download the latest version.

On the Workspace space app page on the citrix website, select the blue “Download Citrix Workspace
app for Windows button ........(Mac Version is also available)

El Lrlx Products Downloads Support Pariners I Conts:

£ ' Downdoade ¢ Citrix Workspace fpp | Workspaoe app for Windows Current Release | Citrix Workspace app 2105 lor Wendows

Find Downloads Citrix Workspace app 2105 for Windows

Citrix Workspace App = W Relaaze Date: May 10, 2021

Compatible with
Windows 10, 8.1, Thin PC as well as Windows Sarvar 2018, 2016, 2012, and 2012R2.

Download Citrix Workspace app for Windows

Support Resources

(142 ME - sxa}

FAQs

Version: 21.5.0.48 (2105)
Product Docimentaton &2
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Once the Workspace app has downloaded select open to begin the client install

Exporlor: z
m Lhaan
restrictio
Alwmvs o eo filag o this Ty
Krowled
W g Srepain Toldan
Support F

TR

W CitdArkepaced ode W /

@4 ° 0 =5 - € B =

During the install you will see various pop-up windows taking you through the setup, starting with the
Welcome page, select the Start button:

B b erspacs e

Welcome to Citrix Workspace

Lrinx Waorkspece spp ey soltware that sllows sccesto
selial apphoadion thal yeor niganisation promidis
chading software that allaws access to the applications
that use your broweser.

Wao FICSIJ-E e . Alloer applications access bo your webaan and
miccphDne
- Al sppliaberns bo s oo iatian,
- Alloe Zpeess 1o lecal applications 2utharzed by your
COREAny.
Sawe your credential to won m autemezicalty
Cliek Sl b wwl up amd install Glie Worksgdoe app on
your computer.
cimex:
Etant Cancel

At the License Agreement page, check the “I accept the license agreement” box and Select the Next
button

@ Citrix Workspace -

License Agreement

You must accept the license agreement below to proceed,

CITRIX LICEWSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service
coveting the Citrix product(s) andfor service(s) with which you will be using
this component. This component is icensed for use only with such Citri
product(s) andfor service(s).

CT_code EF_R_AI0352779

I pt the license agreement
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On the Enable single Sign-on screen, Select the Install button

Enable Single Sign-on

wihen epahied ungle g o resembiern poar credeestisk fog
Whid dwice, 48 il i can danvcl bo ot Cibh apattstang
it i) B g m akh RRE Ve iSald 00 TR anly &
o 1T ki e ity Bena instructed you Bo. Thin will fske effed
B pand EBm yaia 16 6o kb thii desiog

[ | Enatie segee sign-on

For mare Fgrsatien on corfgunmg dingss nge-an, peaie iee
wrtechs (TN HIGE B OO0 DL

Once installation has completed select the Finish button

CITRIX

¢ Installation successful

Foacid veceivec Inztnicid s 20 setud Chrte Wodispact app
wikihwon enall or a seper wddrez, dick Ade azzours.
Crhersze, digk Firizly and pau can seTup an acoaunt [ater.

(ashetae] [T 7R

NOTE: On occasion you may be prompted to reboot your device first, simply close all applications and
reboot.
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Connect to your Session Host

Now we have our Workspace app installed lets go connect to our session host, so from a web browser

of your choice (in our example we are using Edge, if you are using different browser screenshots may
differ slightly) enter your Workspace URL:

https://nxconnect.cloud.com/Citrix/Store\Web/#/login

This will direct you to Citrix Workspace where you need to enter your Azure user credentials that you
published or assigned your desktop to when creating the Catalog and Delivery group. Our user was
WVD-Userl, you must enter you domain here too, so your user name would look something like
imscloudonazure\wvd-userl , with your credentials entered, Select the blue Log On button.

(€ Citrix Workspace

Lisaf ndiaga

ims¢laudanazurevwvd-usear

Password
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At the Welcome to Citrix Workspace page, as we have already installed the Workspace app, Select the
big blue Detect Workspace button

@ Citrix Workspace

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the
light version, with fewer features, in your browser.

Use web browser

You will see a pop up window saying the site is trying to use your client, this is fine, check the Always
Allow nxconnect.cloud.com” box and Select the Open button.

This site ig trying to open Citrix Workspace Launcher.
http%nnectcloud.com wants to open this application.
Always allow nxconnect. cloud.com to open links of this type in the?ed app
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You will now access your Workspace Homepage. To launch your NX desktop, select ALl Desktops from
the left-hand menu

@y Citrix Workspace Q Search We
| Home
Apps
= Apps
[C] Desktops ~
s
Favorites L_
All Desktops / )
You don’t have

We can now see the NX Delivery Group publish desktop, so lets Select the Desktop Icon to launch.

Desktops

All

NX Delivery Group

The Desktop will then launch .........

NX Delivery Group

S

i

Connecting ...
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And Bam! Our Desktop in Azure is connected via the Citrix Cloud Gateway and Workspace app

i - NX Delivery Group - Desktop Viewer
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Citrix ADC Build

You can stand up a Citrix ADC appliance in Microsoft’s Azure in the same way or premise, that you
would configure and connect an on-prem Citrix ADC to your Citrix Workspace. We will take you through
the steps of setting up a Citrix ADC in Azure using our Azure AD Domain, the Citrix ADC will act as an
identity provider to Citrix Cloud. So ADC fans, let us get building.

Back to your Azure portal and in the Search bar at the top of the screen type ‘Citrix ADC 13.0’ and
select the option under Marketplace

_ o ADC|13.O - -

. Services Marketplace
Azure services

4 LiveArena Broadoast E¥ Citrix ADC 12.0
—|— Resources £ Citrix ADC 13.0 - Azure Stack

Select the dropdown menu under Select a plan

Citrix ADC 13 .G 7 Add to Favorites

Citrix

0.0 (D ratings)
Select 3 plan |hr>; ADC 12.0 VP Premium iEdition... m | Start with a pre-set configuration
Want to deploy programmatically? Get started

The model we are going to use in this guide is Citrix ADC 13.0 Advanced Edition - 200 Mbps so go
ahead select this model from the dropdown list

Citree ADC 13.0 WPX Premium iEdition... #™ | m
If'- Filter I

Citrize ADC 13.0 VX Premium ikdition - 3000 Mbps

Citrize ADC 13.0 VX Premium Edition - 1000 Mbps
Citree ADC 13.0 WP Premium Edition - 200 Mbps
i wers
45 ‘Catrioe ADC 12.0 WP Pramnium Edition - 10 Mbps sisten
Citrize ADC 13.0 VX Bring Your Crevn License
H e
- - . - b
Citree ADC 13.0 VB AdvancedEdition - 10 Mbps
Citrize ADC 13.0 VX Advanced Edition - 3000 Mbps

o wEive ¢

¢ Citrie ADC 13.0 WP Advanced Edition - 1000 ".-'I:nps/

Citree ADC 13.0 WX Advanced Edition - 200 Mbps
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Once you have chosen your model, Select blue Create button

Citri){ ADC 13.0 © 20dwoFavoriees
G | I-rl x Citrix 500 ratings)

Select a plan | Citrbe ADC 13.0 VPX Advanced Editia... ™ | | Start with a pre-set configuration |

You will now be taken to the Create Machine page just as you would when building a new server. In
Project Details section select the same resource group we used when building our other virtual
machines. So here we'll be using the Resource Group ‘IMSCLOUD_NXWVD’

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage
all your resources.

Subscription* @ | Pay-As-you-Go s |
Resource group * @ | IMSCLOUD_NXAWYD s

Create new

In the Instance details section, give the ADC a meaningful name we’'ll go with CCNX-ADC and leave
the other settings as default

Instance details
YWirtual machine name * (0 CCNX-ADC ) v

Region * (O | (US) EastUS v |
Availability options (D | Mo infrastructure redundancy required e |
Image * © | . Citriw ADC 13.0 VPX Advanced Edition - 200 Mbgs - Genl " |

See all images

Size* (O | Standard_D2as_v4 - 2 wcpus, 8 GiIBE memory (US$1,019.08/month) ~ |
See all sizes

In Administrator account, change the Authentication type from SSH public key to Password and enter
a username & password

Administrator account

Authentication type @ (O ssH publicy
@ Password
Username * (O @Ioucy vy ‘

Password * @O G’"”") o |
Confirm password * O (Luu........) o ‘
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Leave Inbound ports as default. We will be connecting to the private IP address to configure the
device, select Next: Disks >

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify mare limited or
granular network access on the Networking tab.

Public inbound ports * (D O None
@ Allow selected ports

Select inbound ports * | SEH 22y ~

A\ This will allow all IP acdresses to access your virtual machine. This is
only recommended for testing. Use the Adwanced controls in the
MNetwaorking tab to create rules to limit inbouwnd traffic to known IP
addresses,
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Change the OS disk type from Premium SSD to Standard SSD and move on to the ‘Networking’ section

Basics  Disks Metworking Management  Advanced  Tags — Review + create
Azure WMz have one operating system dizk and a temporary disk for short-term storage. You can attach additional dats disks.
The size of the YM determines the type of storage you can use and the number of data disks allowed. Leam more &

Disk options

5 disk type * (1) | stsngare 30 ~
The selected WM size supports premium disks. We recormmend Premium 550 for
high 10P% worldoads. Virtual machines with Premiurn 550 disks qualify for the
99.9% connectivity SLA

Encryption type * | {Default) Encryption at-rest with a platform-managed key S

Enable Ultra Disk compatibility (0 I:l

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM zlso comes with a
temporary disk.
LUN Mame Size (GiB) Disk type Haost caching

Create and attach a new disk Artach an existing disk

~ Advanced

| < Previous || Mext : Metworking >
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For our Networking settings we do not require a Public IP address at this point as we will be creating
this after the device is created so select the Public IP to None and leave NIC Security group as Basic

MNetwork interface

When creating a virtual machine, a netwark interface will be created for you.

Virtual network * @ | (new) IMSCLOUD_NXWVD-vnet v |
Create new

Subnet* O | (new) default (10.0.00/24) v |

Public IP @ | None (

Create new

MIC network security group (@O O Nane/
@ Basic

O Advanced

Change Public inbound ports to None and move on to the ‘Management’ section

Public inbound ports * (D @ Mone
O Allow selected ports

Select inbound ports Select one or more ports

Ao
hy
e}
¥}
m m
|
!
T
3

Accelerated networking

i
1
¢
v
[
L
m
o
m
=]
i

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more &

Place this virtual machine behind an D
existing load balancing solution?

| < Previous || Mext : Management > /
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Leave Management Settings as default and continue to Advanced

Azure Security Center

Azure Security Center provides unified seourity management and advanced threat protection across hybrid cloud workloads.
Leam mars

ﬂ ‘Yfowr subscription is protected by Azure Security Center basic plan.

Maonitoring

Boot disgnostics (1) @ Enable with managed storage account [recommended)
O Enable with custom storage account
(O Disable

Enable OF guest diagnostics (0 I:l

Idenitity

System assigned managed identity (1) I:‘

Auto-shutdown

Enable auto-shutdown () D
Guest 05 updates
Patch orchestration optioms (10 | mage default o

0 some patch orchestration options are not available for this image.
Leamn more o'

- T S T U P U /

| < Pravious ||| Mext : Advanced > ||

Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 278 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

Leave Advanced settings as default and move on to Tags

Basics  Disks  Metworking Management  Advanced Tags — Review + create
Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init

Extensions

Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extension to install

Custom data

Pazs 3 =cript. configuration file. or other data into the virwal machine while it is being provisioned. The data will be =aved on
the WM in a known location. Learn more about custom data for WVis ©

Custom data

ﬂ ‘four image miust have a code to support consumption of custom data. If your image supports doud-init, custom-data will be
procassed by cloud-init. Learn more about customn data and doud init of

User data

Pazs 3 =script. configuration file or other data that will be accessible to your applications throughout the lifetime of the
virtual machine. Con't use user data for storing your secrets or passwords. Learn more about user data for Vs o
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Leave Tags as default and continue to Review + Create

Basics Disks  Metworking wanagement Advanced Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag o
multiple resources and resource groups. Learn more about tags o

Mote that if you create tags and then change resource settings on other tabs, your tags will be autornatically updated.

Mame (1) Value (1) Resource

| - | || 12 selected £

| <= Previgus || Mext : Review + create =
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You should now see validation passed message. Review your ADC

build settings to ensure all
information is correct and select Create

© vaicazon sanes

Basics Disks Networking  Menagemert  Agvances T3gs  Review < create

PRODLICT DETAILS

i ADC 130

Not covered by credits

oy Cht | 13000 USD/br
Tornm of use | Privacy pobicy i
tandard D25 M Sulnscription cred s spply O
by Microsaft 0.0960 USD/hr
Terms of use | Privacy policy g o1 other VM sizés
TERMS

3y cicdng "CTrente” | {a) 3gree t0 the kgl Teeme and privacy SIEementl) B550C 060 with the Marketplace offedngly) lated
sbowe (B) autharize Microtsf 10 bill my cutrent payment method for the faet 351065000 with the 0Fenngit]. with the same
biing trequency as my ATyt IVDIITCUON g (C) agree That Microsch may Shars my JONTKL USRS aNC Tansacnons
informaton with the providens) of the offering(s) for support. biling and other transactional activites. Mcrosok does not
provide rights for third-oarty offedingt. Sas the Ature Marketolace Terma for acanional Setai.

Hame | Cag User [
Praterred e-mail acdress * | imscioud-caciser@ovticokcom l
Fraferred phone numier * | ass2 [
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Basics

Subscription
Resource group
Yirtual machine name
Region

Availability options
Image

Size

Authentication type

Username

Disks

0OS disk type
Use managed disks
Ephemeral OF dlisk

MNetworking

Virtual network

Submet

Pubdlic IF

Arccelzrated networking

Place this virtual machine behind an
existing load balancing solution?

Management

Azure Security Center

Boot dizgnostics

Enable 0% guest dizsgnostics
System assigned managed identity
Login with Azure Active Directory
[Pravizw]

Auto-shutdown

Enable hotpatch (Preview)

Patch orchestration options

Advanced

Extensions
Cloud init
Uzer datz

Proximity placement group

< Pravious

Pay-As-you-Go
IMSCLOUD_NXWYD
CCNX-ADC

East LS

Na infrastructure redundancy recuired

Citrix ADC 13.0 VPX Advanced Edition - 200 Mbps - Genl

Standard D2as_vd (2 vepus, B GIB memary)
Password

imscloud

Premium S50 LRE
Yes
No

[new) IMSCLOUD_MNXWYD-wnet
[new) default (10.000.0/24)
Mone

Off

Mo

Standard
On

Mt =
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After a few minutes, the ADC will be successfully created. Once the deployment is complete select Go
to resource

E Delate Cance :| Redeplay l:_:l Refrazh

ﬂ ‘We'd love your feedback! —

@ Your deployment is complete
Deployment name: CreateVm-citrinetscalervpe-130-netscaler200s... Start time: 571002021, 2:58:42 PM

Subscription:  Pay-As-You-Go Correlation |0 2c1450cf-432c-4747-b8%4-Ef3642eb 1005
espurce group: |MSCLOUD_MNXAWD

~ Deployment details (Download)
. Mext steps

Setup auto-shutdown  Recommendsed
hionitor WM health, performance and network dependencies  Recommended

Rum a script inside the virgl machine Recommended

Go to resource Create another WM

Now we need to assign the device with a Public IP address. On the Azure Portal screen enter Virtual
Machines in the search bar

B owirtual machir.asl

L Services Gme ai
Azure services
l:l Wirtual machines

—I— | g Wirtual machines fclassic)

CrestES y {"_E] Reservations
Creste

e m Bl S0l vinual machines

In Virtual Machines we can now see our Citrix ADC device, in our case CCNX-ADC. Select your Citrix
ADC

Virtual machines =

Default Diractory

Add ~ & Switchtocassic (%) Reserations - 50 Manzgeview - ) Refresh - Exportto €SV ™5 Openquery 57 F

I i: Iver for any field... I Subscription == all Resource group == all X Location == all X +v Add filter

Showing 1 to 7 of T records.

|:| Mame T / Subscription T Resource group T4 Location T
(] B corpeanc MSCLOUD_NXAWWD

Pay-Az-You-Go

Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 283 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

On the left-hand pane, select Networking
adc864

CCNX-ADC | Networking

irtual machine

| L Search (Tl +/] |

B overview

=] Activity log

omx-adcBsd

and click on the Network Interface. In our example ccnx-

IP configuration (0

Ay Access control (TANE]

ipconfig? (Primary)

¥ Tags

&” Disgnose and soive problems

/
& Network Interface: conx-adcSod f

Virual network/subnet: asgds-v

Inbround port rules

Effective security ruies
=t/azdds-subnet MUE Pubfic IP: -

Outbound port rules Application secur

W Metwork security group asdds-nsg (attached to subnet aadds-

Settings

= Memworking

¥ Connect

® Dicks Priority
BB cie 100

Select IP Configurations from the menu

ccnx-ade864 #

feetwork interface

I £ ISear:h [Cerl</] = Move

B Ovenview ks # Essentials

=1 Acovity log

fe Acczze contral [lAM] LOCHER

® i Subscription {change)
Subscription D

Seltings / Acczlerated networking

B P configurations Taos (changs)

B DHSserers T

W Newwnoik SEcurity group

nr -

Rezource group (changs) -

Imipacts 1 subnets. 0 network interfaces

MName

d ROE

[i] Deter= ) Refresh v Erisble acceleratad networking

MECLOUD MWD

- Day-As-You-Go
© BE2157c7-23d9-4b3E-2T o8- TOT 42832558
: Dizabled

- Chick here to 3dd 1ags
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Click Add to add a new Public IP address

4 add [E] save ¥ Discard () Refresh
IP forwarding settings

P forwarding ) Enabled 3'

Wirtual netwoark zadds-vnet

IP configurations

Subnet * zadds-submet [10.000.0/24)

A2 Zgarch |P configurations

Mame IF Wersion Type Private IP address Public IP address

ipoonfig1 |Pd Primary 1000.0.21 {Dynamic) -

Give the IP a meaningful name and select ‘Associate’. You will now have the option to create a new
Public IP address. Click on the Create new button. Give the Public IP Address a name and select
Static assignment as this is necessary when adding a public DNS entry. Select OK

Add IP configuration X
ccadc340

Mgt —

q nxcloud theimscoud com ) 3
Type

= _ "

| Priman Secondary )

ﬂ Primary |P configuration already sxists

Private IP address settings
Allocation

i - R 4

Public 12 address
o - —
| Disassociate \ssociate N

Fublic |2 address =

Create new

Add a public IP address
Mamea* dﬁtri}:ﬁatew@ '\.

[TIE l:i:' Baszic O Standard

Asgignment * O Dymamic '@:‘ Static /

N
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You will now see a secondary IP address in our IP Configuration. Make a note of both the Private and
Public IP Addresses we will need these for later, the Private IP for our Gateway and Public for our

External DNS Entry

|,D Search IP configurations

Mame IP \ersion Type Private IP address Public IP address

ipconfigi Bud Primary 1000.0.21 {Dynamic) -

nxcloud. thei... Pd Secondary

104215107194 (CitrixGateway]

Now we need to add an Inbound port rule, go to the Networking menu of your Citrix ADC and select
Add Inbound port rule

@ Network Interface: conx-adc864 Effective security rules Troubleshoet WM connection issues Tepology
irtual network/subnet: aadds-wnet/aadds-subnet MIC Public IP: - MIC Private 1P: 10.0.0,21 Accelerated networking: Disabled

Inbound portrules  Outbound port rules Application security groups Load balancing
¥ Network security group aadds-nsq (attached to subnet aadds-subnet) e R

mpacts 1 subnets, O network interfaces

Priority Mame Part Protocal Source Destination Action

100 & RDP 3380 Any Ary Any 8 Aliow
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Set the following Inbound rules, Destination port ranges is 443 and Protocol as TCP. Give the Rule
as priority 100 and give the rule a meaningful name. Select Add.

= Add inbound security rule =

CCADC-n=g

Source [0

[any ~ ]

Source port rangss * (3
Destination (0

[ any v |

Service (1)

| Custom e |

Diestination port ranges * (0

[ 2 {m -]
Protocol

O Arvy

® 17 4

() upe

() icme

Action

(&) Allow

o Deny

Priority * (1)

[1co |

Mame *

Gateway] E I

We can now s€e our new rule added to our Network security group

Inbound portrules  Outbound port rules Application security groups Load balancing

¥ Network security group asdds-nsg (sttached to subnet: aadds-subnet) FTr— rule
Impacts 1 subnets. O network interfaces
Pricrity Mame Port Pratocol Source Destination Action
100 A ROP 3330 Ary Ary Ary o Allow

C Gatewsy ) TCP Aryy Arny 9 Allow
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Configuring the Citrix ADC

Now we have created our new Citrix ADC device in Azure we need to configure the device so we can
connect to our Desktop from any location. We would need to connect to the internal management
address of the ADC.

To locate the Management IP address, in your Azure Portal go to Virtual machines and click on your
ADC Device. In our setup this is called CCNX-ADC

Virtual machines =
Default Diractory

Add .ﬁ' Switch to classic 'E' Rezsrvations -~ >f< Manags view ':_:' Refresh & Export to CSW n‘f Opsngu

I F Ivar for any field... I Subscription == all Resource group == all * Location == all '7 Add filter

Showing 1 to 7 of 7 records.

I:' Mame T Subscription TQ Resource group T) Locatic
L] BB corpeanc _ Pay-As-You-Ga MECLOUD_NXWYD

L] B covmasay Pay-As-You-Go MSCLOUD MWD

1 e

Locate the Private IP address under Networking on the Properties section. In our example the address
is 10.0.0.21

Properties  Monitoring Capabilities (7} Recommendations Tutorials
ER virtual machine E Networking
Computer name COM-aD0C Public |2 address
Operating system Lire: (fresbsd 8.4) Public |P address (IPvi) -
Publizher citriz Private |P addresz
Offer netscalervpa-121 Private |P addrezs {|P) -
Plan netscaler200enterprise Wirtual network/subnet aadds-vnet/aadds-subnet

Now we need to connect to this device on our private network, so using our Citrix Cloud Server RDP
to this machine

Ky CCVMSRV - »

Viral machine

i 0 Search (Crrl=/] | ; & Connect save O Restart [] stop B

B Ousrview ; 2pp {E—

B Activity log e CUD_ N

A - Access cantrol (LAM Baction g

® Tao:= SR SR EAT R
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Sign In as we did previously when we created this machine by downloading the RDP file and login
with your credentials

WWINDOWS ECUNTY e

Enter your credentials

These credentials will be used to connect to 104.215.120.75.

Nimscloud
pescsceccocel

I:l Eemember me

Using any internet browser type the IP address of our ADC in the address bar. In our example
http://10.0.0.21

EA cCitrix Login | T

Y http://10.0.0.21/menu/neo

This will take you to the login page for the Citrix ADC. Login with the credentials you entered when
you created this device, under Account Management. Select Log On

citrnx. | ADC e [

FPassword 'l'l'll-l-'l-'l-'l'l'll-lnl —

Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207
8701118

Page 289 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

Once you have login, you will see the Welcome Screen. We need to assign the ADC an additional IP
Address, this is for the Subnet. Select Subnet IP Addresses

Welcome!

Uz (s wigmae] Tt imitiek caonfiguratian uf o Citiis ADE virtusl sprlisnee, To senfigurs or i chenges = pramsagsly cocfgn
crmisursh, whch ek apsr acibi @ g sicedn S g sl contsiniig s e iidcs s s el

Citnix ADC [P Addrass

1P miltdre s gt whiy s scene e Cas AR T gunFmrmtior momdn e sl olber misssgerss Laks
Cibe B0 | Fukeke mma Molnmak

10606 P55 255 F55.0
Supnat [P Addraza
- Saecity an IF address for your Simy ADE o conmuricata wih he batiesd serars
B ] St | B AT

ot contgeven

Enter the Subnet IP address, this will be a spare private address and you can use the IP range

assigned to the ADC. Here we are going to use the next available IP address 10.0.0.23 and leaving
the Netmask as default 255.255.255.0. Once entered select Done

Subnet IP Address®
10.0.023| _
MNetmask®

255 . 255 . 26 . O

.ﬂ Do It Later

Now the setup is complete, select Continue

Cimd ARG |1 Asdress

i i
. iy
-
- 1
as
et b (S B ddideess. Tims fome, WTF Server, Crine AW Seryies Connact
i
) s [
OEAD el Uil Time y ¢ MAIED
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Installing SSL Certificate

To enable us to connect to the ADC externally we require an SSL certificate and an external DNS entry
of the ADC public IP Address. In this example we are going to be using a wildcard certificate from
ISP 1&1

Before we can install the Certificate on our Citrix ADC, we first must enable the SSL feature. On the
Configuration page browse to System>Settings and select Configure Basic Features

Dashboard Configuration Reporting Documentation
1 Search in Me System > Settings
AZURE i
Settings
I Syatem hd
Licenses Modes and Features
Settings Configure Modes

. Configure Basic Features
Disgnostics .
Configure Advanced Features
High Availability o Configure Extra Management CPU

NTP Servers

Enable SSL Offloading and select OK

< Configure Basic Features

[+ 55L Offloading _ [JHTTP Compression
[+] Load Balancing [] Content Switching
[] content Filter []integrated Caching
[[] Rewrit= [] citrix Gatewsy

|:| Authentication, Authorization and Auditing

Now we need to install the SSL Certificate on our device. On the Navigation Pane in Configuration
menu browse to Traffic Management>SSL and select Certificates

I Traffic Management ¥ Server Certificate Wiz
— ) Clrent Certificate Wizs
R ’ Intermiediate-CA Carti
Frionty Load Balancing 8 Foot-CA Carfificate W
B i g Create and Inztall 8 Se
AN - Inztall Certificate [HSI
Cache Redirection l s CRL Managemsent
DNE
Policy Manager
sl ¥ E
551 Policy Manager
Certificates _ b
S5L Filee ’ .
Configuration Su
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Expand Certificates and select Server Certificates

I Traffic Mansgemeant v
O | Cartificate
Lozd Balancing w
Priority Load Balancing i ':. D
Content Switching 1 » D
Cache Redirection B > Fomd:
DhS »
55L
LCertificates
Al Cartificates

Servar {:Brtiﬁtates_

Client Certificates

CA Certificates

Select Install to add your SSL Certificate

Traffic Management » S5L » S5L Certificate » Server Certificates

Server Certificates @

Q Certificate Type - SRVR_CERT = C vere o search ory an enter Key : Value f

|:| MAME CERTIFICATE TYPE COMMOMN MAME
| nis-garvar-cartificate CLMT_CERT, SRVR_CERT default WCPVEK
Total 1
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In this example we are installing our Wildcard certificate which we have saved to the Citrix cloud
server VM. Give the Certificate a meaningful name, under Certificate File Name browse to the SSL
certificate saved to our machine and enter the Pass phrase password to encrypt the private key. Select
Install when ready

< Install Server Certificate

Certificate-Key Pair Mams*
Wildcard () =
Certificate File Name*
Choose File ~  _theimscloud.com_private_keyphr (D) _
Key File Name
Choose File ™ )]
Password®
sssssssns |G_

[w#] Motify When Expires

Mo SMNMP Trap destination found. Motification will not be sent until a trap destination is configured.

Motification Period

30

The Wildcard certificate will now be installed, and this will be displayed in Server Certificates

Server Certificates €&

| el Pk e

L Certricaie Ty pec SEH_CINT

CLNT.[ERT. FRyE_TEaT - Ui
jLi I I.I\f\. L w
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Adding LDAP as a second authentication

Now we have our Certificate we need to add our Azure AD Domain to the Citrix ADC to authenticate
our on-prem users. This is done creating a new LDAP Authentication on our ADC. In the configuration
menu browse to System>Authentication>Basic Policies>LDAP. Select Add button to create a new LDAP
policy

System e
Licenses Policies @) Servers 0
Settings @
Diagnostics
High Availahility 3 ), Click here to search or you can enter Key : Value format
MTP Servers NAME EXPRESSION
Reports No items
Profiles
Partition Administration %
User Administration %
Authentication W

Login Schema Profiles

Advanced Policies %
Basic Policies W
Local
RADIUS
LDAP
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Select Add button to create a new LDAP policy. Name the Policy and select Add next to the Server
section

Mame®
Azure AD| * | {D
Server*
v [ Add |
Expression®
‘ Select e Select ~ Select Y

Name the Server policy with a meaningful name and configured AD Server Name or IP address, we

are going to set the IP Address of our AD Domain. Set the port as default unless you have a secure
LDAP server.

Create Authentication LDAP Server

Name*

imscloudonazure.com <u— 0,

() Server Name (@ ServerIP
IP Address*
0 .0 .0 . 4 = Q)

Security Type
PLAINTEXT b

Port

389
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In the connection settings set the Base DN as your domain, for us this is imscloudonazure.com. The
entry will be dc=imscloudonazure,dc=com. We can use or ‘adjoinsvc’ account as the Administrator
Bind DN as this will authenticate our connection. Once you have added these settings, select the ‘Test
Network connectivity’ button to validate your credentials.

Connecbon Sattings

Basa DM locetion of userset

dr=imscloudanazura do=cam _
e _ ; Cantirm Admireslfalor Password®
fletrava Attnbutes
Teel Hetwork conmeotliuty _ ‘
Unrestricted Produced by © IMSCAD Cloud 2021 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207

870 1118

Page 296 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

You will now see a successful connection to your domain. Now select ‘Retrieve Attributes’

Retrieve Attributes —

Test LDAP Reachability

Server "10.0.0.4" is reachable.
port '389/tcp’ is open.
"10.0.0.4" is a valid LDAP server.

Valid credentials have been provided.

In Other Settings set the following settings — Server Logon Name Attribute: sAMAccountName; Sub
Attribute Name: cn; SSO Name Attribute: sAMAccountName

Other Settings

Server Logon Name Attribute

| sAMAccountName ¢mmmmm =~ |

Search Filter

Group Attribute

Sub Attribute Mame
Cn (o g

S50 Name Attribute

. A

|sAMAccnuntName| e |

Once you set all the settings for your Server policy, select Create

Cloud Attributes®

| ENABLED v|

F More
By
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We now see our Server created in our LDAP policy. Set the expression to ns_true and select Create

Name*

Azure AD @

Server”

imscloudonazure.com W Add Edit

Expression ™

‘ Select w Select W Select '

ns_true _

We now see that our LDAP Authentication has been created successfully

Policies @)  Servers 0

| Add | | Edit | | Delete

‘ Show Bindings | Global Bindings

Q Click here to search or you can enter Key : Value format
|:| NAME EXPRESSION REQUEST SERVER
Azure AD ns_true imscloudonazure.com
Total 1
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Creating Citrix Gateway in ADC

Now we have our SSL certificate installed and AD Configure the next step is to create our Citrix gateway
which gives us access to our Desktop in Citrix Cloud. First, we need to enable the Citrix Gateway
feature still on the configuration page browse to System>Settings and select Configure Basic Features

Dashboard Configuration Reporting Documentation Downloads

earcl le System > Settings

AZURE ¥ .
Settings
I Syatem -
Licenses Modes and Features
Settings Configure Modes
Configure Basic Features _
Disgnostice °

Configure Advanced Features
High Availability

et

Configure Extra Management CPU

MNTF Servers

Reports

Profiles

Fartition Administration b
User Administration }

Enable the Citrix Gateway feature and select OK.

Cikrix ADC VPX Standard Edition (200}

Dashboard Configuration Reporting Document

< Configure Basic Features

[+ 55L Offlosding [JHTTP Compression
[ Load Bslancing [] Content Switching
|:| Content Filter |:| Integrated Caching

[] rewrits [ Citrix Gateway _

[] Authentication, Authorization and Auditing

o
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Now we need to create a new Virtual Server, on the navigation pane browse to Citrix Gateway and
expand. Select Virtual Servers

Ik ADC VPX Standard Edition (200)

Dashboard Configuration Reporting Documentat

Citrix Gateway

AZURE b

System ? Getting Started
AppExpert 3 Citrix Gatewsay Wizard
Traffic Menagement b

Meonitor Connections

Active user sessions

Optimization
Security > ICA Connections
I Citrix Gateway w DTLS ICA Connections

Global 5 i
phal Settings Update Client Components

Virtual Servers Upgrade EPA Libraries or EPA/VPN plugins
Portal Themes
User Administration 5 Configuration Summary

Hin Citrix Gatewrw Virtnal Saner

Click Add to create a new Citrix Gateway

Dashboard Configuration Reporting Documentation Downloads

1 Search in Ner Citrix Geteway » Citrix Gateway Virtual Servers

ATURE y ) ) )
— Citrix Gateway Virtual Servers @

AppExpert ? Add S tatistice

Tratfic Managemsnt

Optimization
Security 5 HAME STATE STA STATUS
I Citrix Gateway ; Mo items
Global Settings
Virtual Servers
Portal Themes

User Administration %
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In Basics settings give the new Gateway a meaningful name for this example we are going to name
the same name as the external address we will use when connecting. Add the NAT Address of our
Public IP address assigned to our Citrix ADC, in our build the IP is 10.0.0.12 leaving the other settings
as default, expand More options

VPN Virtual Server

Basic Settings

Mame®

=y

nxcloud theimscloud.com 4 (i)

Protocol®

S5L W

IP Address Type®
IP Address o

IPAddress*

0.0 .0 . 12 ¢
Port*
443

» More

KN -
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Scroll down to ICA Only option and enable it. Once it is checked, scroll to the bottom, and select OK

-
k
]

RN Server Profile

V|Auc|| |

PColP VServer Profila

x,-| Add | |

Maximum Users
Max Login Attempts

Failed Login Timeouwt

Z11CA Only (7) < —

[ Enable Authentication

We now need to add our Wildcard certificate that we previously installed. Select No Server Certificate

Certificate
No Server Certificate _ )
No CA Certificate >

Select > to bind the certificate
Server Certificate Binding

Salact Server Certificate®

Click to gefect > | Add I

[C] server Ceartificate for SMI

o [

Check the Wildcard named certificate and click on Select

Server Certificate Binding > Server Certificates

Server Certificates @

' nsta!! Update | | Delete | | Select Actior

Q Certificate Type : SRYR_CERTIUNKNOW...  ( ere to ses Iy an enter Ke alue f

MNAME CERTIFICATE TYPE COMMON NAME SSLER NAME DAYS TO EXPIRE STATU
O ns-server-certificate CLNT_CERT, SRVR_CERT default WCPVEK default WCPVEK 5793 Valid
@ Wildcard CLNT_CERT, SRVR_CERT * theimecloud.com Encryption Everywhere DV TLS CA - G1 364 Valid
Total 2 25 Per Page
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Select Bind to add the certificate
Server Certificate Binding
Server Certificate Binding

Select Server Certificate®

Wildeard # _

|:| Server Certificata for SNI

You will now see we have one server certificate assigned. Select Continue

Certificate
| Serve Cartihcate

Mo CA Certificole

Scroll down to the bottom of the page and select Done

Eejrid Inis

B ek Prdicws

IR C——

Once our Citrix Gateway has been created you will see the state as ‘UP’ which means we can connect
externally

Q) Click here to search or you can enter Key : Value format
] NAME STATE STA STATUS |P ADDRESS PORT PROTOCOL MAXIMUM USERS
@ @_theimscloud.co@ -N/A- 100012 443 ssL 0
<
Total 1 25 PerPage
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Before we finish creating our Gateway, let us go ahead and create an external DNS entry with our ISP
which will contain our Public IP address and Gateway name. The following example is taken from
1&1 and when creating a new ‘A’ record

Type A

Host Name nxcloud

Pointsto | 104.215.101.194 <

TTL 1 hour b

Preview nxcloud.theimscloud.com 3600 IN A
104.215.101.194

| E—

Once you have saved the record you can see this record added

A nxcloud 104215.101.194 < - Z
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We can now connect to our Citrix ADC from any location. Open any web browser and enter your
external url in the address bar. In our example https://nxcloud.theimscloud.com

(SR B  hrpsorecloedehaimscloid.comelnasad ngontGint/irdoshtm S r 2

Fleasa log un

Citrix G
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Configure Identity and Access Management

Before we can successfully login into our Citrix ADC, we need to configure Citrix Cloud Identity And
Access Management to connect to our Azure AD we created earlier — imscloudonazure.com. This
enables us to Authenticate login via the ADC to access our Virtual Machines in the Citrix Cloud.

Login to your Citrix Cloud account. Select the Hamburger menu in the top left-hand corner and select

Identity and Access Management

pal CilTIX

Home

My Services o -
i, 1

Library

Library Off

Licensing View Libral

ldentity and Access Management _
Metwork Locations

Resource Locations

In Authentication click on the three dots next to Citrix Gateway and select Connect

AuESwtiicatuin
e

St ol ved it wairs ki frmeed joud Catvin Cleod: i@t 8l and CHA s Wichsiess slaeyisers 10 fiis =
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Enter your Citrix ADC address in the FQDN bar, in our case nxcloud.theimscloud.com, and select Detect

Configure your On-Premises Gateway as an ldentity
Provider for Workspace

Enter your FQDN to help us locate your On-Premises Gateway

{ Wil help

FQDN: nxcloud theimscloud.com| Detect _

Cancel

As we have our ADC available on the Internet, we will get a successful message that the Citrix ADC
has been detected. Select Continue

FQDN: nxcloud.theimscloud.com

+" Successfully detected

| R —
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Now we need to create our connection in our Citrix ADC which include Client ID, Secret and Redirect
URL. Leave the connection page open and return to your Citrix ADC management

Create a connection with Citrix Gateway

e == )

KA o
-

Copy the Client ID and Go to your On-Premises Citrix When configuration is
Secret and Redirect URL Gateway and input your ID. Secret, completed, test your
and URL to establish the connection. Gateway connection to
Learn more enable this identity
provider.
Client ID: 66c20b12-7213-418h-9cca-dbd085465ba3
Copy  |{um—

Secret: --30yN8iovK7pPHvxx8ymg==
Copy |
Redirect URL: https://accounts.cloud.com/core/login-cip - _

You will not have access to the client ID and secret later. You will have to generate a new
pair if you lose track of the original. Download the key to save your ID and secret

Test and Finish

Back at our Citrix ADC, we need to enable Authentication, Authorization and Auditing. Navigate to
System>Settings and select Configure Basic Features

< Configure Basic Features

551 Offloading [ ] HTTP Compression
Load Balancing [ ] Content Switching
[ ] Content Filter [ ] Integrated Caching
[ ] Rewrite [v/] Citrix Gateway

Authentication, Authorization and Auditing _

=
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First step is to setup a new OAuth Idp Profile. Navigate to Security > AAA - Application Traffic >
Policies > Authentication > Advanced Policies > OAuth IDP. Click the Profiles tab then click Add to
add a new OAuth Idp profile

AZURE >
o _ OAuth IDP =
AppExpert > Policies 0 Profiles @i
Traffic Management %
Optimization > —
Security L Q Click here to search or you can enter Key : Value format
DNS Security NAME CLIENTID CL
AAA - Application Traffic e No items
Virtual Servers
nFactor Visualizer %

Authentication Profile

Choose a Workspace name and fill in the connection fields from our Citrix Cloud. Copy the Client ID,
Client Secret and Redirect URL from Citrix Cloud to IDP Profile

® Create Authentication OAuth IDP Profile

MName*
|NXCLOUD |

Client ID*
| 2-713-418b-9cca-dbd085465ba3 |

Client Secret®
|--BGyNBiovK?pPHvxxBymg: |

Redirect URL®

111

|'accounts_cloud_comfcoreflogin-cip |

Enter your Gateway URL in the Issuer Name and copy the Client ID to the Audience field.

Issuer Mame

| https:/‘nxcloud.theimscloud.com | _

Audience

|2—?&13—418b-9cca-dbdﬂ55455b33 | <
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Check Send Password box, leaving the other settings as default select Create

Attributes

e

Send Password (7)

Your new OAuth profile will now be listed.

| Add | | Edit | | Delete |
Q Click here to search or you can enter Key - Value format
~ Name Client ID Client Secret
v NXCLOUD 66c20b12-7e13-418b-9¢cca-dbd085465ba3 6a2070ab35a3bb38684409479824a2215309d0blced 7abeet
L4

Next we need to setup a OAith Idp policy. Click the Policies tab and click Add

> OAuth IDP

’ Policies 0 Profiles 1

b

> L Add | | Statistics |
b

Q Click here to search or you can enter Key : Value format

W
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Enter a name for the new OAuth Policy. In the Action field select our Idp profile we just created and
type True in the Expression field. Click Create

MName*

|CitrixCloudOAuth | ——

Action”

‘NJ{CLOUD v‘ Add || Edit

Log Action

‘ \/‘ Add

Undefined-Result Action

‘ ™ ‘

Expression*

| Select V|| Select \/|| Select ~

True| <

Comments

S )

Now we need to bind the OAuth Idp Policy to your on-premises Authentication Virtual Server. In our
example, we will create a new one. Navigate to “Configuration > Security > AAA Application Traffic >
Authentication Virtual Servers and select Add

Q Search in Menu Security / AAA - Application Traffic ;/ Authentication Virtual Servers
AZURE > Authentication Virtual Servers
System L ; P
| _ ‘ Statistics ‘

AppExpert b3 - E—

|
Traffic Management b3
Optimization b
Security N

DNS Security

AAA - Application Traffic b

Virtual Servers
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Give the Authentication Virtual Server a name and an IP Address. Select OK

Authentication Virtual Server

Basic Settings

Mame*

‘UAuth Servr < |

IP Address Type*

‘ IP Address v |

|P Address*®

10

0.0 .25 e

Protocol

‘ SSL |

Port*

443 |

» Mnry
| Cancel |

Now we require a certificate, we can use our Wildcard certificate. Select ‘Server Certificate’

Certificate

No Server Certificate

Mo CA Certificate

o |

Unrestricted Produced by © IMSCAD Cloud 2021
8701118

W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207

Page 312 of 323


http://www.imscadglobal.com/
mailto:info@imscadglobal.com

Bind the Wildcard certificate and select Bind

Server Certificate Binding

Server Certificate Binding

Select Server Certificate”
| wildcard | > | | Ada |

] Server ificate for SMNI
Close |

Now we need to bind our OAuth IDP Policy, select on OAuth IDP

Advanced Authentication Policies

No Authentication Policy

No SAML IDP Policy

No OAuth IDP Policy <

oo I

Select Add Binding

Authentication OAuth IDP Policy

| Add Binding | No

Q| Click here to search or you can a|*'.5|

Priority Policy Name

No items

| Close |
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Select the > to bind the policy
Authentication QAuth IDP Policy ; Policy Binding
Policy Binding

Select Policy™
| Click to select 3 Add

Binding Details

Priority®
1100

m | Close |

Select the OAuth Policy we created earlier and click Select

Authentication OAuth IDP Policy ; Policy Binding s Policies

Policies
m | ‘ Edit ‘ | Delete ‘ | Rename ‘ | Statistics |
Q Click here to search or you can enter Key : Value format
Name Expression Action
®  CitrixCloudOAuth True NXCLOUD
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Select Bind
Authentication OAuth IDP Policy ;/ Policy Binding
Policy Binding

Select Policy®
| CitrixCloud0Auth > | | Add || Edit |

» More
Binding Details

Priority*
100

Close

Select Close to confirm policy has been added

Authentication OAuth IDP Policy

Authentication OAuth IDP Policy

‘ -------- ind | ‘ Regenerate Priorities ‘ | Mo action ‘
Q| Click here to search or you can er'_z|
| Priority Policy Mame Expression
O 100 CitrixCloud0Auth True
‘ Close ‘/
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Select Done to create the Authentication Server

ECC Curve

4 ECC Curves

Our new Authentication Server is up and Running

] MM TATH 1P &pBAFSS BRRT FROTOGH
N O&uth Sarer ®iR K005 A £51

fo 1 MiParPage. ~| Pase 1wl

Note: to bind the Authentication profile to your Citrix Gateway Virtual Server, navigate to
Configuration > Citrix Gateway > Citrix Gateway Virtual Servers select the checkbox for your Citrix
Gateway Virtual Server and click edit. Scroll down to Authentication Profile and click the edit. Select
the Authentication Profile you created and click OK.

It is important to make sure that you have a valid NTP server configured, and the local clock is
synchronized with it. Navigate to Configuration > System > NTP Servers click Add.

NTP Servers

‘ Add ‘ ‘ Select Action V‘

Q Click here to search or you can enter Key : Value format
| Server Name Minimum Poll Interval
D time windows.com 6 (64 secs)

Return to your Citrix Cloud portal and select Test and Finish to validate our new OAuth policy

You will not have access to the client 1D and secret later. You will have to generate a new

pair it vou lose track of the original. Download the key to save your ID and secret.

Test and Finish
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When you now connect to your Workspace URL - https://nxconnect.cloud.com - you will be redirected
to Citrix ADC to authenticate and then directed back to your Workspace

Please log on

Citrix L_.’d tewa Y
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Appendix

NX Installation and Licensing documentation

Testing Authentication with a newly created user

Enter your Username and Select Next

B Microsaft
Sign in

adpinsve@imecloudeadusercuti ook onmicresaft co

CarT sy tur pecount

Sign in with Windews Helloror 3 secutily I-.-'-:":I

Enter your Password and select Sign in

B8 Microsoft
&= gdppinsvcE@imsclosdcaduseroutiooonmicroso
Enter password

AR
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You may be asked to update your password? Enter your original password and a new password (twice
for confirmation) and select Sign in:

BT Microsoft

E'-'.‘_-:-I"-f'.'-Zi',; imschoudcadusenouthookonmecroscfioo
Update your password

fou need to update your password because Lhis s
the first time you are signing in, or because your

PassWOrD feds = r'|'li"=.ﬂ

BERARERREEEE

EAraRsEREEEEE

You may also be asked to set up additional security via the Microsoft Authenticator app, select next
here:

B® Microsoft

Help us protect your account

Microsoft has enabled Security Defaults to keep your

ure. Leam more about the benefits of
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Install the authenticator app on you mobile from the play or app store and select next:

Deful® Direciory

gEE‘p your account secure

o ibend P o L b o e b g s i o =

Follow the instructions for adding the account on you the Authenticator app and select Next:

Keap your account secure

T IGERIETEN PR pTU D e U e fohesereg sy o1 roang et g e

Microsoft Authenticator

Sl Lp yeur sccou
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The authenticator app has a built in QR scanner, scan the code as instructed and select Next:

Keep your account secure

FOU et U 10 B LE e AU U el o Eriveny w00 ved e

it Authenticato

Scan the QR code

Pack Poeat

A notification will be sent to your phone for approval, select approve on your mobile device and you
will see that reflected on your pc or laptop screen, once the green tick appears select Next

Keep Your account secure

vl e o i el ar b bl eeng swEmln o pravig e ol

g

Now select done to complete setup.

Detault Dives tory

Keep your account secure
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Unless you specifically like to see the next pop up, check the “Don’t show this again” box and select
No

al " 5
B® Microsoft
adjoinsve@mmecloud caduseroutivok cnmicoso Lo

Stay signed in?

D thie to0 reduce the mumber of times you are asked

-

Log in is now complete, note that you can see the Domain Controller Services app.

A A

Tip: Your account can take up to 15 minutes to synch with Azure AD domain services so don’t panic
if you can’t sign in straight after changing your password.

Types of available Instances

e Instance types can vary from region to region, but below shows the general NVv4 AMD
selection you should find in all major Azure region hubs. NVv4-series VM sizes optimized and
designed for VDI and remote visualization. With partitioned GPUs, NVv4 offers the right size
for workloads requiring smaller GPU resources. These VMs are backed by the AMD Radeon
Instinct MI25 GPU. NVv4 VMs currently support only Windows guest operating system.

Size vCPU | Memory: | Temp GPU | GPU Max Max NICs

GiB storage | Slice | memory: | data | / Expected
(SSD) GiB disks | network

GiB bandwidth

(MBps)
Standard_NV4as_v4 | 4 14 88 1/8 2 4 2 /1000
Standard_NV8as_v4 | 8 28 176 Ya 4 8 4 / 2000
Standard_NV16as_v4 | 16 56 352 Yo 8 16 8 / 4000
Standard_NV32as_v4 | 32 112 704 1 16 32 8 / 8000
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Trouble shooting:

Only seeing US when selecting the resource location?

It could be that Azure doesn't currently support that region for Azure Virtual Desktop service. To learn
about which geographies are supported, check out Data locations. If Azure Virtual Desktop supports
the location but it still doesn't appear when you're trying to select a location, that means your resource
provider hasn't updated yet.

To get the latest list of regions, re-register the resource provider:

Go to Subscriptions and double check Desktop Virtualization is and select the relevant subscription.
Select Resource Provider.

Select Microsoft.DesktopVirtualization, then select Re-register from the action menu.

When you re-register the resource provider, you won't see any specific UI feedback or update
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