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Introduction 

 

This deployment guide will take you through all the steps required to configure and deploy Siemens 

NX via a personal Azure Virtual Desktop (AVD) utilising AMD’s NV8as_V4 instances on Microsoft’s 

public cloud Azure. This guide will provide written instruction together with visual representation 

around each step of the setup concluding with a fully functional desktop deployment. Most steps 

performed will be via Azure Resource Management (ARM) meaning little PowerShell experience is 

required. Although this document will ease you through the setup in an easy to follow narrative it is 

recommended that some IT experience is required but not necessary. 

Intended Audience 

This guide will mostly appeal to corporate IT managers that look after existing IT and Microsoft 

infrastructure either on-premises or in the cloud. Microsoft’s Azure Virtual Desktops work on a bring 

your own license model or “BYOL”, so users will need to have knowledge of and access to their 

company’s O365 and existing Siemens NX network\floating licensing and of course permission to use 

corporate payment methods (credit card) required by Microsoft’s Azure public cloud.  Please be aware 

that in this guide we are building a separate cloud environment, a pop-up project or sandbox if you 

will, the steps provided can translate to a production environment however we strongly recommended 

that unless you are an IT administrator or decision-maker for your corporation, that you seek the 

appropriate permission before attempting this. 

 

Why Azure Virtual Desktop? 

 

Azure Virtual Desktop is a free service and can be used with your existing Microsoft 365 or Windows 

per-user licence. There are no additional licence costs, it’s a familiar protocol, we’ve all used windows 

remote desktop service. Azure Virtual Desktop has built in security as well as conditional access 

control along with providing secure login via multifactor authentication. Whether you are deploying 

your Azure Virtual Desktop session hosts to a small team in a development or sandbox scenario or 

using Microsoft’s Azure virtual desktop for production, it allows you to quickly pop an environment 

and add resource as you need with a convenient pay as you go structure, with essentially no IT 

infrastructure overheads you will ultimately be able to reduce costs. Azure Virtual Desktop also 

provides integration with other platforms like Citrix or VMware to provide a richer desktop experience. 
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What you will achieve 

 

The end goal is to have you working from a Azure Virtual Desktop session host with your Siemens NX 

software installed and drawing a license from your license server, to be able to connect via remote 

desktop services native to Azure Virtual Desktop or via Citrix ICA HDX engine should you choose. 

Along the way, you will provision your own virtual private cloud with an isolated virtual network 

infrastructure within Microsoft’s Azure public cloud. You will configure the backend resources 

including infrastructure VM’s and services, storage accounts, NX license server and AVD image with 

NX software installed as well as provision session host or hosts enabling you to work on your NX 

project on the go.  

 

Getting Started - What do we need? 

 

You need very little to get going, in this guide, we will be starting with a new Microsoft Azure account 

which creates a new subscription in your organization’s tenant, you’ll be using your Office 365 account 

for this. You’ll need a payment method for upgrading your subscription, you’ll need your Software 

bundles (Siemens license server and Siemens NX) including access to your license file. If you are 

trying out Citrix Cloud you’ll need a Citrix account to download various software components (sign up 

here https://www.citrix.com/welcome/create-account/ ) and a Citrix Cloud account to sign up for a 

trial license of Citrix Cloud Virtual Apps and Desktops (Sign up here https://onboarding.cloud.com/). 

Other than that you’ll need to decide before you start what region you’ll be deploying in we’ll go East 

US, but probably the most important thing is that you give yourself plenty of time to complete the 

project……So let’s get going……… 
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Signing up for Azure 

 

If you are completely new to Microsoft Azure let’s create a new account and sign up to Azure, if not 

and you are not trialling Citrix Cloud go ahead and skip to Check your vCPU Quota: 

First, from a web browser of your choice, enter the following URL in the search bar: 

https://azure.microsoft.com/en-gb/free/  and Select the green Start for Free button 

 

 

 

You will be prompted to sign in with your existing account or create a new one, simply sign in with 

your Office365 email address and password.  

Enter your O365 email address and select the blue Next button. 
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Enter your O365 Password and Select the blue Sign in button: 

 

 

 

For security you will be asked to change your password, do be aware this will change your O365 

password, meaning you’ll need to Sign in to your Office apps with your new credentials afterwards! 

Once you have entered your original password and your new password twice, Select the blue Sign in 

button.  
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Once you have successfully authenticated you will be redirected to set up your free Azure Account, 

with 12 months of free goodness and 150 – 200 ($\£\€) of free credits depending on your region for 

the first 30 days. 

 

 

 

To create your account you will need to enter various bits of info including name, address, email etc 

which make up your profile, please take care to complete all required fields as you go. 
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As per the screenshot here, please ensure the region you select matches your billing address, you 

can’t change it later. 

 

 

 

Once region, full name, email and Phone number have been entered, if not already checked, check 

the box “I agree to the subscription agreement, offer details and privacy statement” and Select Sign 

up. 
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After a minute or so you are magically logged in to your Azure portal! Select the blue “Build in the 

portal” button and we can begin the real sorcery. 

 

 

 

This is what your Azure dashboard will look like!  
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Create a New Citrix Cloud Account  

 

Note: If you are not going to be setting up Citrix Cloud, please skip this part and head over to 

Check your vCPU Quotas 

To save yourself some valuable time down the road, it’s a good idea to set yourself up on Citrix Cloud 

before you begin. You will need to first create a Citrix Cloud account, once your account has been 

created you will be able to request a Demo of the Citrix Cloud Virtual Apps and Desktops service and 

of course a subsequent free trial of that service. 

 

To create your Citrix Cloud Account, from a browser of your choice navigate to Citrix Cloud via the 

following URL https://onboarding.cloud.com/, on the sign-in page select the blue “Sign Up and Try it 

free” link towards the bottom: 
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Selecting the link will redirect you to https://onboarding.cloud.com where you need to complete all 

fields in order to sign up, It’s standard stuff so name, address, email etc. 

Important: When you are signing up to Citrix Cloud use the same email address as your Azure 

account, this will enable you to authenticate with the same email address between Citrix Cloud 

and Azure. 

 

 

 

Once you have completed your details, you will need to agree to the Citrix cloud Terms of Service, 

check the “I’ve read, understand and agree to the Terms of Service” box, complete the picture puzzle 

to confirm you are a real person and select the blue Continue button 
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You will then be asked to select your Home region, select a location that best suits the location of 

your AVD deployment, ours is East US so we will select United States, choose the location that best 

suits you and select the blue Continue button:  

 

You will receive a warning message informing you that your choice of location is final and cannot be 

changed, at this point double check your selection and if you are happy, check the “I acknowledge 

that my home region is set to United States” box and select the blue Continue button. 
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You will see a Confirm Your Email Address message, so head over to your emails to see if you got it, 

don’t forget to check your junk folder just in case. 

 

Having located the email received from Citrix Cloud, open it up and you will see within the body of the 

email there is a link to “Confirm Your Account, Select the blue Confirm Your Account button: 

 

 

You will be redirected back to your web browser to create a password for your new Citrix Cloud 

account. Enter a password and enter it again for confirmation and Select the blue Create Account 

button: 
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You will see a Citrix Cloud account creation confirmation message pop up, Select the blue Sign in 

button: 

 

 

Enter your Citrix Cloud Username and Password and Select the blue Sign in button: 

 

We are almost there but first Citrix Cloud will ask you to enroll in multifactor authentication to help 

protect your account, Select the blue Enroll Now button: 
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Selecting Enroll will result in you receiving another email from Citrix, this will contain a six digit code, 

enter the code as well as your Citrix Cloud Password and Select the blue Verify button. 

 

 

 

If you don’t already have it on your mobile device, go ahead and get the Microsoft Authenticator app 

from the App or Play store and following along with the on screen instructions. So from the 

authenticator app, select add account and Scan the QR code as instructed: 
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Scanning the QR code will set up a code generator that renews your code every 30 seconds, enter the 

code displayed and select the blue verify code button:  

 

 

 

 

Finally, you will be asked to choose two recovery methods for signing into Citrix Cloud should you lose 

access to your authenticator app, default is Recovery phone and Backup codes, we’ll leave as default 

and Select the blue Finish button. 
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Request Citrix Cloud Virtual Apps and Desktop Demo\Trial 

 

Some Citrix Cloud services require you to sign up to a live demo of the desired service before you can 

actually request a trial, Citrix Cloud Virtual Apps and Desktops is indeed one of those services.  

Now you have access to your Citrix Cloud dashboard and all the services are displayed, browse the 

services to find the Virtual Apps and Desktops service: 

 

 

Once located select the Request Demo link. 

 

 

We can’t really document a demo, but the process will simply be that you will receive an 

acknowledgement email and a Citrix Cloud rep will reach out to you to arrange a Demo and hook you 

up with a Trial of Citrix Cloud Virtual Apps and Desktops afterwards. 
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Check your vCPU Quotas 

 

Now we have our Azure account and Subscription set up and ready to go, there are few bits to do 

before we provision anything. 

When you set up your free account you will have a basic vCPU quota for most of the light instances 

usually between 4 and 6, this will not likely include any allowance for the AMD NV_v4 family of 

instances in fact that quota is only available once you Upgrade. 

To check your vCPU Quota select Subscriptions (it looks like a Key!) from the Azure portal home page 

 

On the Subscriptions page, select your Subscription name, in this case “Free trial”: 
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From the left hand pane, use the slide bar to navigate to Settings and Select Usage + quotas 

 

 

 

By default, this will display all service quotas, all providers, all locations etc but you do have the ability 

to filter this list so we only display what we need to see: 
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For the basic infrastructure VM’s such as license server, Citrix cloud connector etc we’ll be using 

something like the D2as_v4, these are part of the Dv4 family. To filter and eliminate the noise select 

the dropdown heading All services quotas and uncheck the Select all box and scroll down to find the 

Standard DV4 Family, check the box to filter. 

 

                      

 

We can also filter down further to only see vCPU allocation in that the location we’ll be deploying so 

in East US. This time Select the Location filter and de-select All locations, then scroll down and check 

the box for East US.  
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So now you can see all the DV4 instances in the East US location and the current vCPU quota which 

is the default 4 vCPU’s. 

 

Now let’s look at the NVSv4 allocation as we’ll be using the NV8as_v4 for our Azure Virtual Desktop 

session hosts which require 8 vCPU’s per instance…….. Simply go back to the service quota filter, 

select the header, scroll down to find the NVSv4 option and check the box, you will now see both 

instance types and the vCPU quota for the NVSv4 is 0. 

 

So vCPU wise we know that what we have is not enough especially for the Azure Virtual Desktop 

instances, but how much do we need?  

The D2as_v4 instance will use 2 vCPU’s per instance and we’ll be provisioning a maximum of 3-4 VM’s, 

allowing for wiggle room we’ll want our allocation increased to 16 vCPU’s. 

The NV8as_v4 instances will use 8 vCPU’s per instance and we’ll be provisioning a minimum of 2, one 

base or master image and one session host, again allowing for wiggle room (just in case you want to 

provision one for a colleague) let’s get our allocation increased to 24 vCPU’s. 

 

Increasing your vCPU quota is easy Microsoft even give you a handy link on the Usage + Quotas pane, 

……. However, there is a caveat……. You must upgrade your Subscription to increase NV instance 

quotas  
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Upgrade your Account 

 

Upgrading to pay as you go is also super easy so we’ll do that quickly before taking care of the Quota 

increase.  Please make sure you have the permission of your financial department before doing this. 

When you set up a trial there is an upgrade button that sits on the top ribbon next to the search bar:  

 

Select this upgrade button to begin the switch over from your Free account to Pay as you go 
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After a brief wait select the blue “Add payment instrument” button 

 

 

A new pane will appear on the right hand side, where you can enter your payment method, complete 

all required fields and Select the blue Next button at the bottom of the pane: 
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You are now given the opportunity to re-name your subscription and select your support plan. Enter 

your new subscription name (should you wish) and select the support plan appropriate, as this is just 

a pop-up environment, we’ll select Basic and select the blue Upgrade button below the displayed 

support plans to continue. 

 

 

In case you were wondering, what happens to the free credits and services once you upgrade? Well 

the good news is that you still have that available to use and are only charged once you have either 

used up you free credits or use quotas and services not included with your free trial. 

 

TIP: If your subscription is still showing as Free after upgrading, log out of the portal and log back 

in. 
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Request a vCPU quota Increase 

 

With our account upgraded let’s get the vCPU quota we need, navigate back to Usage + Quotas 

Home>Subscriptions>Your Subscription>Usage + Quotas 

 

Select the Blue Request Increase button 
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This will open a new Support request window, 3 options will be displayed, labelled “Issue Type”, 

“Subscription” and “Quota Type”. Issue type and Subscription should be automatically completed but 

for Quota type you need to change the selection to “Compute-VM (cores-vCPUs) Subscription limit 

increases” and select Next: Solutions>> 

 

You will hop along to the Details page, you must complete all required fields here, first up is Request 

details, select the Enter details link which will open an additional Quotas Details pane: 
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For the Quota details, leave deployment model option as Resource manager, for locations select the 

location that you’ve decided to deploy in, in this example we’ll go with South Central US (you can 

choose multiple regions if you wish), for Types leave as standard and for Standard select the 2 

instance families or Series of the Quota you wish to increase, in this case the Dv4 and NVv4, you will 

see your current limit displayed and be able to enter the new vCPU limit, we are going for 16 for the 

Dv4 and 24 for the NVv4. Once completed select the blue save and continue button towards the 

bottom of the pane. 

 

 

Your request details will now be updated to reflect this 
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To complete the request, select your desired Contact method and enter your Contact info, then select 

Next: Review and create>> 
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On the review page if you are happy, simply select the Blue Create button to submit your request. 

 

 

You will then receive an email from Microsoft support to acknowledge your support request, which 

should be followed about 30 minutes later by another email from Microsoft support to confirm your 

request has been completed. 

 

Once you have your confirmation email, we can quickly check quotas have been increased by again 

navigating back to Home>Subscriptions>Your Subscription>Usage + quotas. We can then begin the 

road to AVD. 
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Create a Resource Group 

 

From the Azure home page, type Resource groups in the search bar and select the service by the 

same name from the list:  

 

 

 

On the Resource group page select + New to create a new Resource group 
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There are several required fields here, Under Project details “Subscription” should be populated 

automatically with your subscription if not select it from the dropdown menu. “Resource Group” this 

is where you enter a name for your Resource group, try and keep it descriptive if you can. Finally, 

under Resource details “Region” is where you create your resource group, we have chosen East US 

but go ahead and choose a region relevant to you and your deployment. Finally select the region. To 

finalise select the blue Review + create button: 
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You should see a Green tick with Validation passed message, so go ahead and Select the blue Create 

button: 
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Unlike some other services, creating a Resource group will not display a “Your Deployment is 

complete” message, don’t worry you will see an alert confirming “Resource group created” in your 

notifications instead, Select the blue “Go to resource group” button, or from the search bar enter 

Resource groups and select that same service from the list:   

 

  

 

You should see your shiny new resource group: 
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Tip:  To quickly access your resources try using the Portal “Hamburger” Menu (Top Left), it has handy 

links to all your services and if there’s one missing that you use often you can create your own, the 

search bar will become a thing of the past! 

Closed: 

 

Open: 
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Create a Storage Account 

 

From the Azure Portal Hamburger menu and select Storage Accounts: 

 

 

  

On the Storage account page Select + New to begin Storage account creation  
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On the Create a storage account page, complete all the required fields, under Project details 

“Subscription” and “Resource group” should be automatically populated with your subscription and 

new Resource group, if not select the fields for Subscription and Resource group and choose the 

appropriate entry from the drop-down list.  

For Instance details, enter an appropriate Storage account name, note this will need to be all 

lowercase, we have called ours imscloudsa. Select your Region, we’re going for East US, Select your 

performance tier, standard is fine (default so leave as is) and finally for redundancy select Locally-

redundant storage (LRS), now select the Next: Advanced> button at the bottom of the page: 
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Here’s a useful link to Microsoft docs on Storage accounts: https://docs.microsoft.com/en-

us/azure/storage/common/storage-account-overview  

On the Advanced page, you can go ahead and leave as defaults, Select the Next: Networking> button 

at the bottom of the page: 

  

 

 

 

 

http://www.imscadglobal.com/
mailto:info@imscadglobal.com
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 38 of 323 

On the Networking page, you can again leave the default settings and select the Next: Data 

Protection> button at the bottom of the page: 
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On the Data protection page, again here you can leave as defaults and select the Next: Tags> Button 

at the bottom of the page: 

 

  

 

 

 

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 40 of 323 

On the Tags section, should you wish to categorize resource you can do so here, however we are not 

using tags for this example so go ahead and Select the Next: Review + create button at the bottom of 

the page: 
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Finally on the Review and create summary page, you should see that familiar green tick confirming 

your configuration is good, check through your selections and Select the Blue Create button at the 

bottom of the page: 
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It may take a few moments, but you should eventually get the desired green tick alongside “Your 

deployment is complete” message.  

 

 

You can check out your new Storage account by either selecting the blue “Go to resource” button or 

by selecting storage accounts from our friend the hamburger menu 

 

Here you can see our newly created imscloudsa Storage account. 
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Azure AD Domain Services Setup 

 

If you are using an existing subscription and already have the ability to join Azure virtual machines 

to a domain in place, please skip this and pop along Create a License Server VM. Otherwise lets create 

our Azure AD Domain. From the Azure portal home page, type Azure AD Domain Services into the 

search bar and select that same option from the list, unfortunately you need the search for this one: 

 

 

 

Next Select the blue “Create Azure AD Domain Services” button: 
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On the Basics page you can leave the Subscription fields as default and for Resource group select the 

resource you created. Enter a DNS Domain name, we are going for imscloudonazure.com but choose 

something appropriate to you. Select your region and Appropriate SKU we are using East US and 

Basic, Select Next:   
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On the Networking page you can leave the default entries and Select Next 
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On the Administration page you can again leave as default and Select Next: 
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On the Synchronization page you can leave as the default “All” and Select the blue Review + create 

button 

  

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 48 of 323 

On the Review + create summary page, check through your entries and selections, if no changes are 

required select the blue Create button 
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You will see a “You should know” pop up, explaining your choices are final and can’t be changed, 

Select the blue OK button to begin the deployment: 

 

Tip: This deployment will take around 30 minutes, a good time to make a coffee. 

 

 

Once the deployment has completed, select the blue Go to resource button 
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It’s not uncommon for the managed domain to still be deploying and you need to wait a little bit 

longer before you see the status as Running so don’t panic. 

Also, it’s not uncommon to see a configuration issues warning 

 

Should you see the configuration issues warning, you should address this before moving on, Select 

the small arrow at the end of the warning to enter the configuration diagnostics page 

 

 

On the Configuration diagnostics page, Select the small blue arrow to Run the diagnostic tool 

 

 

Once the diagnostic has run, expand the entry that has a warning result, in this case it is labelled DNS 

records 
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Expanding the warning field will reveal the issue found, select the blue FIX button:  

 

A new pane will open on the right hand side, again simply select the blue FIX button towards the 

bottom of the pane and the diagnostic service will automatically attempt to resolve the issue for you. 
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After a few short moments, you will see the issue result status change to OK and a nice green tick 

appears. 

 

With our issue resolved, we need to create an account that we’ll use later to join our Azure Virtual 

Desktops to the domain during the provisioning process, a service account if you will. From the 

hamburger menu Select Azure Active Directory  

 

To create a user, from the left-hand pane (if not visible already) use the slide bar to find the Manage 

section and Select Users: 
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Select + New user 
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Complete the required fields, we are calling our user “adjoinsvc” but otherwise use something 

appropriate, Select let me choose password and enter a password, finally Select the blue Create button 

to create the user: 

 

 

 

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 55 of 323 

Once back at the User page, Select the adjoinsvc user you just created:  

 

 

On the adjoinsvc user page Select Groups and select + Add memberships 
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A new pane will pop up, select the AAD DC Administrators group (if it’s not there you can search for 

it), this will then populate the selected groups section, Select the blue Select button to continue: 
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You will see the user is now a member of the AAD DC Administrators group 

 

 

 

 

Tip: Test to make sure your new account can authenticate, try signing in to 

http://myapplications.microsoft.com/  with your new user account, see Testing Authentication with a 

newly created user for a quick walkthrough. 
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Create a License Server Virtual Machine 

 

You’ll need to create a virtual machine to host your Siemens SPLM License Server and of course your 

licenses, for this we will create a virtual machine based on Windows server 2019, but you can use 

2016 should you wish. The Siemens SPLM License Server itself is light in terms of the resource it will 

require, so as mentioned previously when we were increasing quotas, we’ll go ahead and use the 

D2as_v4 instance for this. 

 

From Azure home, enter virtual machine in the search bar and select that same service from the list 

or use our buddy the hamburger menu:  

 

 
 

On the Virtual Machines page Select + Add and then Select + Virtual machine 
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On the initial Create virtual machine page, you’ll need to enter all the required fields. So starting with 

the Project details section, “Subscription” should be automatically populated and for “Resource 

group” select your resource group from the list. 

 

 
 

Under the Instance Details section, for Virtual machine name , enter something appropriate and that 

clearly identifies this as your Siemens license server, we are going for NX-LICSRV. ………. In some 

environments you may have multiple license servers for different products or services, so it’s 

important to differentiate. 
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Still under the Instance details section, the Region should default to the same region as your resource 

group, so here it’s East US and you can leave as default, you can also leave Availability options as 

default but for Image you can select from the drop down list, here we are going with Windows server 

2019……..  

 
 

The drop-down list will show popular marketplace images but you can select “See all images” to 

browse the full range available if you need. 

 

For Size as mentioned above we’ll go for D2as_v4, the drop-down list will show recommended instance 

sizes for the image you have chosen, if the D2as_v4 is not on the list? You can select the blue See all 

sizes link at the bottom of the drop-down list and browse to size you are looking for: 
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Selecting See all sizes will display this Select a VM size page, simply scroll down to the instance you 

are looking for, select the image and select the blue Select button: 
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Next Under the Administrator account section, lets enter the administrator credentials you’ll use to 

connect to the image once provisioned, it’s basically a local administrator account. Choose a name 

and enter a password twice for validation.  

 

Finally leave the Inbound port rules section as default and check the Licensing boxes as appropriate, 

once the Basics page is complete select Next: Disks> 

 

 
 

  

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 63 of 323 

On the disks Section select the OS disk type appropriate to your needs, here we have gone for Standard 

SSD. The remaining selections on the Disks page can left as default, select Next: Networking>  
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On the Networking page under Network interface leave Virtual network and Subnet options as default 

but for Public IP, select the blue Create new link. 

 

 
A new pane will open on the right-hand side of the Networking page where you can give your public 

IP address a name, as it will be associated to our license server we’ll simply call it NX-LICSVR-pip, 

Select the blue Ok button towards the bottom of the pane to continue 
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The public IP will now display the name you gave it, for the NIC network security group option select 

the Basic option and Select the Next: Management> button 
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On the management page, unless you want your VM’s always powered up, go ahead and check the 

“Enable auto-shutdown” box. Select an appropriate time to you for the machine to automatically shut 

down. Should you wish to be notified, or as a handy reminder prior to shutdown, check the box 

“Notification before shutdown” and enter an email address for the alert to be sent, Select the Next: 

Advanced button 
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On the Advanced page you can go ahead and leave the default settings, Select the Next: Tags> button 
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On the Tags page, should you wish, you can categorize your resource using Tags, as this is a pop-up 

environment intended for just accessing NX via AVD we’ll leave as is and select the blue Review + 

create button 
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On the Review and create summary page you should see a nice validation passed indicator with a 

green tick.  
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The review and create screen will also display your configuration choices, check these through and if 

you are satisfied Select the blue Create button. 
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After just a few minutes, you’ll see another green tick confirming your deployment is complete! So 

let’s install our Siemens SPLM License Server manager software 
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Installing a Siemens SPLM License Server Manager 

 

Once your machine has been created you will now need to connect in order to install the license server 

software.  From the hamburger menu select Virtual Machines: 

 
 

On the Virtual machines page, you will see your fresh new license server, so let’s select NX-LICSVR: 

 

 
 

On the NX-LICSVR page, Select Connect 
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From the dropdown menu Select the RDP option  

 

From the RDP pop-up window Select the blue Download RDP file button: 

 

Once the file has downloaded, Select Open file 

 

You’ll see the Remote desktop connection box appear, Select Connect 
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You’ll be prompted you enter your credentials, this will usually pull through your native Microsoft 

account by default, but here we want to sign with the Administrator account we set when creating the 

instance. To log in with our new credentials select the blue More choices link: 

 

 

Now select Use a different account: 

 

  

Now enter your instance administrator credentials and Select OK: 
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You may see an identity warning, with certificate errors, don’t worry Select Yes to proceed: 

 

 

After a short time you will be connected to your NX-LICSVR remote session: 
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Download the installation media from your Siemens account https://support.sw.siemens.com/en-

US/signin to a location such as Downloads folder or Desktop, we have dropped ours on the Desktop. 

Note: Here is a useful link to the NX installation and licensing documentation page 

 

 
 

Before we proceed with installation, first obtain License file from your Siemens PLM Software reseller 

or account executive and download the file to the License Server NX-LICSRV, we are going to save our 

file to the Downloads folder 

 

We now need to amend the license file to change the Vendor port to 28001. Right-Click on the License 

file and select ‘Edit’ 
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Locate the line VENDOR ugslmd PORT=” (typically line 13) and amend the Port number to 28001 

 

Select File menu and click Save 

 

Once you have amended the License file, go ahead, and proceed with the in stallion of the License 

Server. 

Double click in the server install file icon to start the installation.  

 

 
 

When prompted Select your chosen language (default is English) and Select the OK button 
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At the Welcome screen Select the Next button  

 

 
 

Unless you specifically wish to select a different directory for the software installation, leave as default 

and select the Next button 
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Next you will be asked for the location of your license file, you can navigate to the directory where 

your license file is stored by clicking on the box with a green arrow   next to the license File Path 

box and Select the Next> button 

 

 
 

The installation will check the license file is valid. 
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If the license file matches the server information, you will see the Pre-installation Summary displayed, 

Select the Next button to continue. 

 
 

The license Server installation will then begin: 
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If successful, you will see an Install Complete pop-up window and a nice congratulations message! 

Good work! Simply Select the OK button to clear the message. 

 

 
 

And finally Select the Finish button to complete the install. 
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It’s good practice to check the license service is now running, open up Task Manager by right clicking 

on the Task bar and Selecting the Task Manager from the list: 

 

 
 

Select more details and then Select the Services Tab.  Scroll down using the slide bar to until you 

come across the Siemens PLM Licenser Server service, here you want to see the Status as “Running”. 
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Finally, you will need to add a firewall exception into the Windows firewall on the server for ports 

28000 and 28001 in order for the Azure Virtual Desktop once provisioned to communicate with the 

license server.  Click on the Windows start menu button (bottom left) and type ‘firewall’, from the 

options displayed Select Windows Defender Firewall:  

 

 

 

On the Windows Defender Firewall page, Select ‘Advanced settings’ from the options on the left hand 

pane 
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On the Advanced setting page, Select “Inbound Rules” 

 

 
 

And Select “New Rule” from the right hand pane. 
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On the Rule Type page, select the Port option and Select Next 

 

 
 

On the Protocols and Ports page, leave the Protocol as default TCP, for this rule to apply to Select 

Specific local ports and enter 28000-28001, Select the Next> button 
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On the Action page, leave the default selection as “Allow the connection” and Select the Next> button 

 

 
 

On the Profile page, uncheck the Public box and Select the Next> button 
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On the Name page, give your new rule a name, we’ll simply call ours Siemens NX Firewall Rule and 

Select the Finish button to complete the setup. 

 

 
 

The new rule will now be active and displayed within the Inbound Rules list.  

 

 
 

 

 

 

With the firewall rule now in place, our license server is ready to go and we can move on to creating 

a AVD Master image. 
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Create Azure Virtual Desktop Master Image 

 

From the Azure portal home screen, you can either search for ‘Virtual machines’ using the search bar 

at the top and then simply selecting that service from the list or use the good old hamburger menu 

 

 

On the Virtual Machines page Select + Add and then Select + Virtual machine 

 

 
 

 

On the initial Create virtual machine page, you’ll need to enter all the required fields. So starting with 

the Project details section, “Subscription” should be automatically populated and for “Resource 

group” select your resource group from the list. 
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Under the Instance Details section, for Virtual machine name, enter something appropriate and that 

clearly identifies this as your Siemens NX Master image, we are going for NXWVD-MSTR. ………. In 

some environments you may have multiple master images, so give it an appropriate name. 

 

 
 

Still under the Instance details section, the Region should default to the same region as your resource 

group, so here it’s East US and you can leave as default, you can also leave Availability options as 

default, but for Image you need to select the appropriate OS version for your instance from the drop-

down list, here we are going with Windows 10 Enterprise 1909. If the Image you want to use is not 

displayed, you can search for it by selecting the blue See all images link 
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Windows 10 Enterprise 1909 did not show up automatically for us, so we’ll go ahead and select See 

all images.  You’ll be taken to the Market Place where you can browse for what you are looking for 

but in this case we found it quicker to simply enter Windows 10 in the search bar 
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To select the Windows 10 version you want, open the Select dropdown list and scroll to the version 

you are looking for. Select the image version you want and it will take you back to the Create a virtual 

machine page with the image you have selected now set as your image. 

                                               

 

With our image now selected for Size we want to go for the NV8as_V4, the drop down list will show 

recommended instance sizes for the image you have chosen, however the NV8as_v4 will not likely be 

displayed, so let’s browse to the VM size list via the blue See all sizes link at the bottom of the drop 

down list  
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Selecting See all sizes will display this Select a VM size page, simply scroll down to the instance you 

are looking for, select the image and select the blue Select button: 
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Next Under the Administrator account section, lets enter the administrator credentials you’ll use to 

connect to the image once provisioned, it’s basically a local administrator account. Choose a name 

and enter a password twice for validation.  

 

Finally leave the Inbound port rules section as default and check the Licensing boxes as appropriate, 

once the Basics page is complete select Next: Disks> button 
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On the Disks page, Select the OS disk type appropriate to your needs, here we have gone for Standard 

SSD. The remaining selections on the Disks page can left as default, Select the Next: Networking> 

button 
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On the Networking page under Network interface leave Virtual network and Subnet options as default 

but for Public IP, select the blue Create new link. 

 

 
A new pane will open on the right-hand side of the Networking page where you can give your public 

IP address a name, as it will be associated to our master image we’ll simply call it NXWVD-MSTR-pip, 

Select the blue OK button towards the bottom of the pane to continue 
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The public IP will now display the name you gave it, for the NIC network security group option Select 

the Basic option and Select the Next: Management> button 
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On the management page, unless you want your VM’s always powered up, go ahead and check the 

“Enable auto-shutdown” box. Select an appropriate time to you for the machine to automatically shut 

down. Should you wish to be notified, or as a handy reminder prior to shut down, check the box 

“Notification before shutdown” and enter an email address for the alert to be sent, Select the Next: 

Advanced button 
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On the Advanced Page you can go ahead and leave the default settings, rather than install the AMD 

GPU driver extension here we will install manually later, Select the Next: Tags> button 
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On the Tags section, should you wish, you can categorize your resource using Tags, as this is a pop 

up environment intended for just accessing NX we’ll leave as is and select the blue Review + create 

button 
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On the Review and create summary page you should see a nice validation passed indicator with a 

green tick.  
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The review and create screen will also display your configuration choices, check these through and if 

you are satisfied Select the blue Create button. 
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Once the deployment is complete, if successful you will see a “Your deployment is complete” message, 

and with that we’ll go ahead and connect to the instance to join it to the domain and install the AMD 

GPU drivers. 
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Join Your Master Image to the Domain 

 

With our master image created, let’s get it joined to our domain imscloudonazure.com, first we need 

to connect to the instance to do so. 

From the hamburger menu Select the Virtual machines option 

 
 

On the Virtual machine Page select your Master image 

 

 

 

On the NXWVD-MSTR page select Connect and from the drop down menu Select the RDP option  
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From the RDP pop-up window select the blue Download RDP file button: 

 

Once the file has downloaded, select Open file 

 

 

You’ll see the Remote desktop connection box appear, Select the Connect button 
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You’ll be prompted you enter your credentials, this will usually pull through your native Microsoft 

account by default, but here we want to sign with the Administrator account we set when creating the 

instance. To log in with our new credentials select the blue More choices link: 

 

Now Select Use a different account: 

  

Now enter your instance Administrator credentials and Select the OK button: 
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You may see an identity warning, with certificate errors, don’t worry Select the Yes button to proceed: 
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After a short time you will be connected to your remote session and asked to choose your privacy 

settings, you only have to do this once and you will undoubtedly have a personal preference, so once 

you’ve chosen your settings Select the Accept button to complete log in: 

 

Success! We’ve got ourselves a session! 
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To join our master image to the domain, from the Taskbar search box enter Advanced and Select 

“View advanced system settings” 
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A System properties box will pop up, Select the Computer Name tab 

 

On the Computer Name tab, Select the Change button 
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A new Computer Name/Domain Changes box will pop up, for Member of Select the Domain option 

and enter your domain, ours will be “imscloudonazure.com”, select OK to initiate the Domain join. 

 

You will be asked to provide credentials (Username and Password) for an account with the permission 

to join the domain, this will be the same account you created after deploying Azure AD Domain 

Services, so we are using the “adjoinsvc” user account.  Once you have entered your credentials select 

the OK button 

 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 111 of 323 

All being well you will see a “Welcome to your domain” message to show you have successfully 

connected to your Azure AD Domain, Select the OK button to clear the message.  At this point you will 

need to restart the virtual machine: 

 

When prompted to restart this computer, select the OK button to initiate a restart. 
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AMD GPU Guest Driver install 

 

With our image joined to the domain and restarted, we’ll need to log back in and get our AMD guest 

drivers installed. 

Compatible NV8as_v4 drivers can be obtained directly through Microsoft, Microsoft in fact recommend 

that you only use drivers for their Azure instances obtained this way. 

So let’s grab some drivers! From within your remote desktop session open Edge, which sits 

conveniently on the Taskbar 

 

 

Once edge has opened, browse to the following URL: https://docs.microsoft.com/en-us/azure/virtual-

machines/windows/n-series-amd-driver-setup  

 

Once you hit the Microsoft doc (URL and Article “Install AMD GPU drivers on N-series VMs running 

Windows” correct at the time of writing) scroll down a short way until you see the heading “Supported 

operating systems and drivers”, Select the blue driver version link to download your drivers: 
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The installer is only small and should only take a few seconds to download, you can either open the 

file from the browser pop up or head to downloads in File explorer: 

 

We’ll go via File Explorer so from the Taskbar, Select the File Explorer icon to open: 

 

A File explorer window will open on the desktop, from the quick access menu on the left, select 

downloads and you should see your AMD GPU driver sitting there: 
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With our driver located let’s get it installed, right click on the installer and Select “Run as 

Administrator”. 

 

When prompted select your installation path, we’ll be leaving it as the default C:\, Select the Install 

button  
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Installation will then begin, you will have no interaction at this point it will just do its thing: 

 

After a very short time, around a minute, the install will have completed, Select the Close button to 

finish. 
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Before we get going on the Siemens NX software Install, let’s just validate that the drivers are present 

and that we can see AMD GPU display adaptor in device manager. 

To check the drivers, from the windows search box which again sits conveniently on the Taskbar, enter 

“Apps and features” and Select the same settings from the list displayed: 
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On the Apps and features window, scroll down to hopefully find the AMD Driver software listed 
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Now let’s check, Device manager…… Right click on the Windows start button and select Device 

manager from the list: 
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When the Device manager window pops open, expand Display Adaptors from the list, this should reveal 

your slice of AMD Radeon goodness or Radeon Instinct MI25 MxGPU display adaptor to be precise  

 

 

With your GPU drivers installed and Display adaptor validated let’s install our Siemens NX software! 
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Siemens NX Software Install on your Master image. 

 

With your master image created, joined to the domain and AMD GPU Guest drivers installed, you can 

now begin the process of installing your software that will be uniform across your session hosts, 

however we will focus solely on the Siemens NX version 1953 in this document (released in Dec  2020)  

 

First step is to download the software install media which can be obtained via 

https://support.sw.siemens.com/en-US/signin , save it to a location such as Downloads or your 

Desktop, but certainly somewhere that it is easy to locate. In this example we have downloaded the 

Siemens NX install (see Appendix: NX Installation and Licensing documentation) media to our 

Downloads folder. Don’t forget to ensure you un-zip the install media if the package came compressed. 

 

From the Taskbar open File explorer and browse to downloads (or wherever you saved your installer 

to), Right click on the NX Launch application and Select Run as administrator to get the ball rolling:  
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Once the install starts you will receive various install options, however the one we want is “Install NX”, 

Select that option to proceed. 

 

 
 

Select your Installation Setup language and Select the ‘OK’ button  
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Some prerequisites will now be checked and any required components missing will be installed, there 

is no interaction during this process 

 

 
 

Once the prerequisites have completed, the Welcome screen will be displayed, Select the Next button 

to proceed 
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By default all features are installed, however you do have the option to remove features should you 

wish when you get to the Custom Setup window during the install. At this point you can choose which 

features to leave out and\or change install location should you wish. We are going full featured and 

the default install location, so we will leave all selections as default and simply Select the Next button: 

 

 
 

Next we need to tell the software where the Siemens SPLM License Server license server lives, enter 

your license server name, in our case NX-LICSVR.  If you named your server something different then 

please use that name instead.  Select the Next button to proceed. 
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Select your Siemens NX language, default is English and Select the Next button 

 

 
 

You’ll see a summary of your installation settings, double check your selections and Select the Install 

button. 
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The software will now validate the information and the install process will start.  This can take a while 

as the install media is quite large. 

 

 
 

Once the install has completed, you’ll see the Completed the Siemens NX Setup Wizard message, 

Select the Finish button to complete the install. 
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To validate the install, let’s take a quick look at the app available in the start menu, left click on the 

Windows start button and scroll down to the Siemens NX folder, expand the Siemens NX folder and 

hey presto a fancy NX icon is staring back at us …… Now the exciting part, let’s open it…. Left click 

on the NX icon to launch 

 

 
 

When you launch NX you will see the Products Excellence Program information box pop up, Select the 

OK button to clear this 
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Once the PEP box has been cleared Siemens NX will now load, it will grab a license and you are ready 

to go!  

 

Tip: Don’t forget to have your license server powered up beforehand 

 

 
 

Now we have Siemens NX installed, we need to capture the image, however, now would be a good 

time to install any additional pieces of software on your master image before doing so. To capture the 

image we need to generalize it via the windows Sysprep tool so you should really have your master 

image loaded beforehand. 

Trying Citrix Cloud?? You should Stop here!! 

If you have already decided you will be going Citrix cloud, this is a perfect time to configure your 

Citrix cloud connector and get the Virtual delivery agent installed on your master image before 

capturing ……. Head on down to Citrix Cloud Integration 

Not trying Citrix?? Let’s go capturing…………….  
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Capture the new Master image for deployment. 

 

Once you have your master image, Siemens NX and any additional software is installed, we need to 

generalize the image prior to capturing via the sysprep tool. You can sysprep a couple of ways, either 

via command line or by navigating to the sysprep tool directly from the root directory of the image. 

We will go with the second option as it requires no command line experience. 

To sysprep your image, if you haven’t already done so, connect to it via RDP. Once you have connected 

open File explorer from the Taskbar:  

 

From the file explorer window Select this PC and double left-click on the Windows (C:) to open the 

root directory 
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From the root directory browse to the following folder path    C:\Windows\System32\Sysprep 

 

Within the Sysprep folder you will find the sysprep tool itself: 
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Right click on the sysprep tool and select Run as administrator 

 

The System Preparation tool will launch, select the following settings: For “System Cleanup Action” 

Select Enter System Out-of-Box Experience (OOBE), then Check the “Generalize” box and for 

“Shutdown Options” Select Shutdown as shown here. Select the OK button to start System 

Preparation: 
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Once started you will see a “Sysprep is working” pop up box, after a short time you will be disconnected 

from your remote session, don’t panic this is to be expected. When sysprep has done its thing, the 

image will shut down disconnecting you in the process…… With the image generalized lets capture 

our image. 

 

To capture your image, navigate to your master image by selecting the Virtual machines option from 

the hamburger menu and select your NXWVD-MSTR. On the NXWVD-MSTR page you will see the 

master image will be shut down following the sysprep process, from the options menu across the top 

select Capture: 
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On the Create an image page, from the Project details section your Subscription should be populated 

by default, as should your Resource group if not choose the appropriate selections from the respective 

lists, for Instance Details again leave as default but check the “Automatically delete this virtual 

machine after creating the image” box. For gallery details, we want to create a new gallery, so select 

the Create new link and enter an appropriate name, we will call ours NXWVDimagegallery 
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Still on the Create an image page, for Target image definition Select the blue Create new link 

 

 
This will open an additional pane, here you can set your image definition parameters, by default 

Publisher Offer and SKU will be populated based on the image you have selected, but you will need 

to enter an image definition name to proceed, we will use az-wvd-nxwin10 in this example, Select the 

blue ok button to proceed: 
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With our target image definition set, enter a version number for your capture, we will use 0.0.1 and 

finally for Storage account type we will select Premium SSD. We will not be using tags here so Select 

the blue Review + create button at the bottom: 
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On the Review and create page, you should see a nice green validation tick along with a summary of 

your selections, double check you are happy and Select the blue Create button at the bottom of the 

page: 
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Tip: this process can take some time so go stretch your legs and grab a coffee, we timed this at around 

20mins. 

 

 
 

You will eventually see the green tick with the Your deployment is complete message, your image is 

now caputred so lets move on to creating our Azure Virtual Desktop host pools. 
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Create a Azure Virtual Desktop Host Pool  

 

From the Azure search Menu, type Azure Virtual Desktop and select the same service from the list, 

this service doesn’t appear in the hamburger menu so we do need to search for it I’m afraid 

 

 

On the Azure Virtual Desktop page select the blue “Create a host pool” button 
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On the Create a host pool page, you will need to ensure you complete all required fields, so lets start 

with Project details section, for Subscription it should display your by default but if it doesn’t you can 

select it from the dropdown list, the same goes for Resource group. 

Next up is Host pool name, name it something appropriate, we’ll call ours NXWVD-HP1, for location 

this should default to the same location as your resource group but if not choose the appropriate 

location from the list, our is East US and finally leave validation environment as the default option 

“No” 

 

 

Still on the Create a host pool page, for Host pool type, select “Personal” and for Assignment type 

select “Automatic” and Select the Next: Virtual machines> button 
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On the virtual machine page, for Add virtual machines select “Yes”, this will present further fields to 

complete. 

Select the same resource group as your Host pool from the dropdown list, for the Name prefix again 

enter something appropriate we have gone for NXWVD-SH. For the Virtual machine location this 

should default to the same location as your resource group East US, if not select the same location 

from the list.  

For availability options you can leave as default, for Image type select Gallery, for Image Select 

Windows 10 Enterprise 1909 from the dropdown list and for Virtual machine size select our NV8as-

v4. In this example we are going to provision a single machine so for Number of VM’s select 1 and for 

OS disk type select Premium SSD.  

Tip: You can provision as many machines as your budget allows, but do remember to increase your 

vCPU quota to meet this demand. 
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Still on the Virtual machine page……. Under the Network and security section, for Virtual network 

select the vNET created by your aadds setup from the dropdown list  

 

Now skip down to Specify domain or unit and if not already selected, Select Yes. For “Domain to join” 

enter your Azure domain imscloudonazure.com and for AD domain Join UPN enter your “adjoinsvc” 

user account credentials we created earlier. Select the Next: Workspace > button 
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On the Workspace page, for register desktop app group, select Yes and for “To this workspace”, select 

Create new, enter an appropriate workspace name, we’ll go with NXWVD-Workspace and select the 

blue OK button. Finally Select the blue Review + create button at the bottom of the page: 
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On the Review + create summary page you should see a fancy Validation passed message at the top 

with that by now famous green tick: 

 

Review your selections and if you are happy Select the blue Create button towards the bottom of the 

page 
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The deployment process will begin, again for this part maybe annoy a colleague and grab a snack as 

this can take up to 30 minutes to complete, but you soon enough you’ll see that beautiful green tick 

and the Your deployment is complete message. 

 

 

 

Set up a User and a Security group 

 

So we effectively have our AVD environment up and running, we have our session host in place so 

let’s create a security group and a User to assign our AVD Session host to. 

From the hamburger menu let’s head over to our Azure active directory 
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From the Azure default directory page, from the left hand menu, use the slide bar to navigate to 

Groups under the Manage section, Select Groups: 

 

 

 

On the Groups page Select + New group 
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On the New Group page, for group type select Security, for Group name enter something 

appropriate\descriptive we’ll call ours WVD-UserGroup, For group description enter a description 

should you wish otherwise go ahead and Select the blue Create button at the bottom of the page: 

 

 

 

You’ll land back on the Groups page and will be presented with your shiny new Security group 
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With our Security group created lets create a User, head back to the default Directory page by selecting 

the blue default directory link 

 

 

 

Now select Users from the left hand menu, it sits quite handily above the Groups option we were just 

in 

 

 

On the Users page, select + New user 
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On the New user page, enter a Username and Name (same process as setting up the adjoinsvc user) 

we have gone for a generic username here in WVD-User1: 

 

 

 

Now select let me create the password and enter a password of your choice 
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Now lets add this new user to our new security group, under Groups and roles Select the blue “0 

groups selected” link 

 

 

An additional pane will pop up which will show your newly created security group, if not visible you 

can search for it, otherwise select the WVD-UserGroup and Select the blue Select button at the bottom 

of the pane. 
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Back on the New user page you will see your user has been assigned membership to a group and the 

number will have changed from 0 to 1, to complete setup Select the blue Create button: 

 

 

 

To give your user access to your AVD session host, we need to add the security group our new user is 

a member of to the delivery application group or “DAG”. Navigate back to the Azure Virtual Desktop 

page and Select Application groups from the left hand menu under manage  
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On the Application groups page, Select your Host pool delivery application group, this is created when 

you provision your host pool, here our is shown NXWVD-HP-DAG, Select your Application group 

 

 

On NXWVD-HP-DAG page, Select Assignments from the left hand menu: 
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On the Assignments pane select + Add 
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A new pane will pop up, asking you to select which Azure user or group you wish to add? Select your 

WVD-UserGroup and Select the blue Select button at the bottom of the pane 

 

You will now see your security group appear in the delivery application group assignments page: 
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Connecting to your Azure Virtual Desktop Session host  

 

Note: If you are trying Citrix Cloud, you will not be using this method to connect to your session 

host, you’ll need to setup a catalog and delivery first so head over to Create a machine Catalog  

To connect to your new AVD session host you’ll need to install a lightweight connection client in the 

form of the Microsoft remote desktop app on your end device PC, Laptop, Tablet etc. 

The client is available for most OS platforms, however in this walkthrough we will focus on a Windows 

10 based end device. 

TIP: Download and install the Microsoft Authenticator App with built in QR Scanner on your mobile 

phone before you begin, you will need it later. 

To obtain the client from your connection device launch the Microsoft Store and search for “Remote 

Desktop App”, just typing “Remote” should display it in the dropdown list. Select the Microsoft Remote 

desktop app: 

 

 

Now Select the blue “Get” button which will start the client installation. 
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Once installed you can select Launch from the same window to fire up the Remote Desktop app 

 

 

If you don’t launch post install from the Microsoft Store you can access the Remote desktop App from 

the Windows start menu, for ease of access we recommend pinning the Remote Desktop app to your 

taskbar. 

 

 

With the client now installed launch the Remote desktop App to begin the setup process 
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To add a connection, Select + Add and Select the Workspaces option 

 

 

 

On the Subscribe to a workspace page enter the following URL in the Email or Workspace URL box 

https://rdweb.wvd.microsoft.com/api/arm/feeddiscovery  and Select the blue Subscribe button 

 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com
https://rdweb.wvd.microsoft.com/api/arm/feeddiscovery


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 156 of 323 

You will now be prompted to sign in, you will need to have your full WVD-User account to hand, this 

will be something like WVD-User@xxxxxxxxxxx.onmicrosoft..com, enter your username and select the 

blue Next button 

 

 

When prompted enter the Password you set for this user and select the blue Sign in button 
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You will then be prompted to then update your password, enter your original password and your new 

password twice for validation, Select the blue Sign in button 

 

You will also be prompted to setup account security via 2 step verification with the Microsoft 

Authenticator app, you can skip this for 14 days, however, to proceed with setup (recommended) 

Select the blue Next button. 
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You may have already done this otherwise Install the Microsoft Authenticator app on your mobile 

phone from the Play or App store and Select the blue Next button. 

 

 

 

 

Select the blue Next button again  
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The Authenticator app has a built-in QR scanner, scan the code displayed and Select the blue Next 

button. 

 

 

Once approved your account via the Authenticator app you will see notification approved message, 

Select the blue Next button. 
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When it’s finished configuring and you see a “Success!” message, Select the blue Done button.  

 

 

On the “Stay signed into all apps” page, leave the default options and Select the blue OK button 
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The device (Laptop, PC or whatever you are connecting from) will then register with Azure .  

 

Once registration is complete, you’ll see a “You’re all set!” message, Select blue Done button to 

continue. 
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The remote desktop app will then subscribe to your workspace: 

 

After a short time you will see your session host in the remote desktop app window, to launch a 

session left click on the desktop icon 
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You will initiate a connection to your session host……. 
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However, one final hoop before we get connected is to enter your credentials again at this point, here 

you can set your credentials so you do not have to log in every time you connect, Select the large + 

button opposite User account 

 

Your Username will be populated automatically, simply enter your Password and should you wish an 

account nickname in the Display name box, Select the blue Save button 
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With your account saved, select the Connect button: 

 

 

And that moment you have been working so hard for has arrived, you will now connect to your AVD 

Session host, Voila!! 
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Single Sign-On  

 

Auth0 Azure AD Integration 

 

To sign up for Auth0 you will first need to register for a new account, this can be done by navigating 

to the Auth0 main webpage at https://auth0.com and clicking on Sign Up 

 

 

 

First enter your e-mail address and click ‘Continue’ 
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Next enter a memorable password that fulfils all the requirements listed and click continue 

 

 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 168 of 323 

You will now be sent an e-mail to verify you have access to that e-mail address, click on the link within 

the e-mail to verify your account.  After that you can now log into the Auth0 website and get to work.  

Once you login you will see the main options presented on the left hand-side. 

 

We now need to configure the Auth0 SSO integration with Azure, first select ‘Authentication’ from the 

left hand pane.  From the options that open up select Enterprise. 
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We now want to select Microsoft Azure AD 

 

Now we want to create a connection between Auth0 and your Azure AD, click on ‘+ Create Connection’ 

to continue. 
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Give your new connection a unique Name 

 

Your existing Microsoft Azure AD Domain details can be found in your existing Azure AD, if you do not 

have access to this then please ask whoever is responsible for your Azure Active Directory to provide 

you with the details, they can be found in the Azure Active Directory’s overview page as shown below. 

 

 

Next we need to find our Client ID, again you may need to ask whoever is the administrator of your 

Active Directory.  From Azure, navigate to Azure Active Directory -> App registration and select ‘+ New 

Registration’ as below 
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Complete your new applications details, these can be changed later on if necessary, you can leave the 

Redirect URL blank unless creating an API.  Click on ‘Register’ once you have given your new 

application a name. 
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Your new application has now been created and you can make a note of your client ID and obtain the 

secret required to link back to Auth0.  Make a note of your Application (client) ID as highlighted below. 

 

We can now create the ‘secret’ so both ends can connect later on.  Click on ‘Certificates & secrets’ 
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Click on ‘+New Client Secret’ 

 

Enter the details asked for and the longevity of your secret, then ‘Add’ at the bottom of the page. 

 

You now have your new Client secret created, we will need this when connecting Auth0 to Azure AD.  

Copy the secret and keep it somewhere safe!  Once you leave this screen you won’t be able to see it 

again and would have to create a new one!!! 
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Now we need to grant permission for this new application to access the Azure subscription, from the 

Azure main page search for subscriptions and click on it to open the subscriptions page. 

 

From the subscriptions page, select your active subscription to navigate to the page itself as below. 
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This will bring up the chosen subscription, along with details such as billing etc. as shown below 

 

Now select Access control (IAM) from the Menu. 
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Click the ‘Role Assignments’ tab 

 

 

Now add the newly created application, click on ‘+ Add’ to proceed 

 

 

 

Select ‘Add Role Assignment’ 
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Configure the new role assignment as below and click ‘save’ once completed.  For the ‘select’ box if 

you have used the same name as in the demo so far start typing ‘wvd’ and the WVD SSO user we 

created earlier should appear as in the example below, select this user. 

 

Once you select the WVD SSO account, it will show in the selected members section as below 
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Now click ‘Save’ to confirm your changes. 

 

You will see confirmation the new role has been created in the top right of the screen 

 

Now back into Auto0 to finish the configuration there.  Copy the Client ID you created about into the 

Client ID section of Auth0 and then the secret you also saved earlier 
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You can leave the next few options as default 

 

Click ‘Create’ to start the configuration
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Next configure the login experience for the user.  The defaults should be fine for the demo so click 

‘Save’ if you are happy with the settings.  If you have the correct rights within Azure AD then your 

changes will be Next configure the login experience for the user.  The defaults should be fine for the 

demo so click ‘Save’ if you are happy with the settings.  If you have the correct rights within Azure AD 

then your changes will be saved. 
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You should get a confirmation message that your changes have been saved OK. 

 

And that concludes the Auth0 walkthrough 
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OKTA 

 

First you will need to create a new OKTA account if you do not already have one.  Please navigate to 

https://www.okta.com and start the signup process.  Click on ‘Try Okta’ to continue with the signup. 

 

 

Next fill in all of the relevant details and click get started when complete. 
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This will send a confirmation e-mail to your account along with a temporary password.  Once you have 

this information you can go to your individual login page as in the example above and login with your 

newly created user ID (your e-mail) and your temporary password which you can change once in.  If 

you company is using MFA you will be asked to download the OKTA Verify app from either the app 

store or Google Play Store.  Your account details will look similar to the below example. 

 

 

 

 

To logon as above using the example go to https://theimscloud.okta.com (type your registered 

address here) in your favourite web browser and logon as in the example below.  One you have entered 

your details click on the ‘Sign In’ button. 
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Open the app you downloaded in the previous section and follow the setup instructions to register 

your code for the first time.  After that, you will receive the code challenge screen to verify your identity 

as in the example below.  Enter the code you have on your mobile device to proceed. 

 

 

You will then be presented with the OKTA Dashboard similar to the screenshot below 
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Now create a new server in Azure using the previous section on how to create virtual machines within 

Azure, for this you will need a server instance such as Server 2016 or 2019 and just a basic size type 

such as the ‘Standard_B2ms’ with 2vcpus and 8gb memory.  Return here once you have setup a new 

virtual machine. 

 

Now we need to go back into Azure and setup a new user for the OKTA authentication, log back into 

your Azure account and proceed to the Azure Active Directory section.  We will add in a new user here.  

Once in ‘Azure Active Directory’ click on ‘Users’ 

 

 

 

From here click on ‘+ New User’ 
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We want to create a new user and then enter all the relevant details as in below, click ‘Create’ once 

you are complete.  Make sure you make a note of the password you enter here! 
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Your new user will now show in the users window 

 

 

 

To integrate OKTA into your new OKTA Azure server, first log into it as demonstrated in previous 

section on connecting to your new virtual machines. Once logged in connect to your OKTA portal so 

you can download the client that will you will need to install on the server, as above in this example 

go to https://theimscloud-admin.okta.com/admin/dashboard (replace this with your version) , find 

‘Directory Integrations’ from under the Directory section. 
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The click on ‘Add Active Directory’ 

 

 

And then ‘Set Up Active Directory’ 
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First download the agent to install on the OKTA server in Azure 

 

 

Once the download has finished, locate the downloaded installation file (usually in the downloads 

folder) and double click to run the installation 

 

Click ‘Next’ to continue 
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Accept the defaults and click ‘Install’ 

 

 

 

Check your Azure domain is correct, if unsure please check with your Azure Administrator.  Click ‘Next’ 

to continue. 
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Now enter the user details for the account you created in Azure a few steps ago, this will be used for 

the client to access the Azure Active Directory.  Click ‘Next’ once complete 

 

 

 

Leave the default unless your administrator has told you differently and click ‘Next’ to continue. 
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Now enter your OKTA portal details and click ‘Next’ when ready 

 

 

 

A check will now take place that the details are correct and the installation will start, you will need to 

logon to OKTA when asked with your account details.  Allow access when asked. 
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If the install was successful a screen similar to below will be shown, click ‘Finish’ to complete the 

agent installation. 

 

 

 

If the installation was completed successfully, you should be able to see the OKTA AD Agent Manager 

in the recently added section of the Start menu as below 
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You can check it is running correctly by clicking on OKTA AD Agent Manager which should then bring 

up the status display for the running agent, if the lights are green then the trap is clean. 

 

 
 

Sign back into your OKTA Admin account and navigate to Directory -> Directory Integrations to 

complete the sync and setup from your Azure AD machine.  Click on ‘Active Directory’ 
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Now sync your users from your Azure AD to OKTA, make sure just ‘Users’ are being synchronised from 

the directory then click next as below 
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If all has gone well and the OKTA portal can see your Azure AD machine then you will get a notification 

as below, click ‘next’ to continue. 

 

 
 

Unless told otherwise, you should leave the defaults for your user attributes and then click ‘Next 
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Your OKTA account is now setup with your Azure AD account and you can start integrating the extra 

level of security. 

 
 

A check in the agents section of your OKTA admin portal shows the agent is connected correctly and 

in a healthy status 

 
 

That concludes the OKTA integration, please bear in mind only on-site integrations is fully 

supported 
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Citrix Cloud Integration - Citrix Cloud Connector 

 

So, we’ve signed up to Citrix Cloud, we’ve had our Citrix Virtual Apps and Desktops trial request 

approved, we’ve got our master image built out in with Siemens NX installed on Azure and we’ve got 

a few additional hours on our hands. But before we get carried away with Virtual delivery agents and 

Publishing desktops or Citrix ADC, we need to tie our Azure and Citrix cloud components together by 

way of the Citrix cloud connector. The Citrix cloud connector enables your Azure cloud virtual delivery 

agents to communicate with your Citrix cloud control plane via Citrix studio accessible following the 

successful approval of the Citrix Cloud  Virtual Apps and Desktops service trial. 

 

The Citrix cloud connector can be dropped on to an existing Azure VM, however we strongly 

recommend building a new server to host it. So let’s go ahead and build a new server and install the 

Citrix cloud connector.   

  

Create Cloud Connector Virtual Machine 

 

From the Azure portal, pop open the hamburger menu and select Virtual Machines. 

 

 
 

On the Virtual Machines page Select + Add and then Select + Virtual machine 
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On the initial Create virtual machine page, you’ll need to enter all the required fields. So starting with 

the Project details section, “Subscription” should be automatically populated and for “Resource 

group” select your resource group from the list. 

 

In the ‘Instance Details’ section give your new Virtual Machine a meaningful name we’ll go with 

CCVMSRV, select your region we are deploying in East US, for Image we are going with Windows 

Server 2019 Datacenter – Gen1 and for Size we are going with our Standard D2as_v4.  
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Next Under the Administrator account section, lets enter the administrator credentials you’ll use to 

connect to the image once provisioned, it’s basically a local administrator account. Choose a name 

and enter a password twice for validation.  

 

Finally leave the Inbound port rules section as default and check the Licensing boxes as appropriate, 

once the Basics page is complete Select the Next: Disks> button 
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On the Disks page select the OS disk type appropriate to your needs, here we have gone for Standard 

SSD. The remaining selections on the Disks page can left as default, Select the Next: Networking> 

button 
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On the Networking page check your NIC network security group is set to Basic and leave the remaining 

settings as default, Select the Next: Management > button 
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On the Management page, unless you want your VM’s always powered up, go ahead and check the 

“Enable auto-shutdown” box. Select an appropriate time for you for the machine to automatically shut 

down. Should you wish to be notified, or as a handy reminder prior to shut down, check the box 

“Notification before shutdown” and enter an email address for the alert to be sent, Select the Next: 

Advanced button 
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On the Advanced page you can go ahead and leave the default settings, Select the Next: Tags> button 
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On the Tags page, should you wish you can categorize your resources by using Tags, as this is a pop-

up environment intended for just accessing our Siemens NX session host we’ll leave as is and Select 

the blue Review + create button 
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On the review and create summary page you should see a nice validation passed indicator with a 

green tick.  
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The Review and create page will display your configuration choices, check these through and if you 

are satisfied Select the blue Create button. 
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Once the deployment is complete you will be notified and can connect to the virtual desktop, Select 

the blue Go to resource button: 

 

 

Installing the Citrix Cloud Connector 

 

Once your machine has been created you will now need to connect to the server to install Citrix Cloud 

Connector.  Browse to your virtual machine from Azure home menu (hamburger) and select the Virtual 

machine you have just created ‘CCVMSRV’ 

 

Select Connect and from the dropdown menu select the RDP option  
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From the RDP pop-up windows select the blue Download RDP file: 

 

Once the file has downloaded, Select Open file 

 

 

 

 

You’ll see the Remote desktop connection box appear, select the Connect button 
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You’ll be prompted you enter your credentials, this will usually pull through your native Microsoft 

account by default, but here we want to sign with the Administrator account we set when creating the 

instance. To log in with our new credentials select the blue More choices link: 

 

Now select Use a different account: 

  

Now enter your instance administrator credentials and Select the OK button 
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You may see an identity warning, with certificate errors, don’t worry Select Yes to proceed, this will 

now connect you to your newly created Windows 2019 server. 

 

 

Before we continue proceed to install the cloud connector, let take care of some housekeeping, first 

lets disable IE Enhanced Security Configuration on this machine. 

Launch Server Manager and Select Local Server from the left hand pane: 
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On the Local server properties pane, to the right, look for “IE Enhanced Security Configuration” and 

select the blue On link: 

 

 

An Internet Explorer Enhanced Security Configuration window will pop up, for both Administrators 

and Users Select the Off option.  Once they have been turned off select the OK button.  
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Next, we need to join our VM to our Azure AD Domain imscloudonazure.com, to do this select the 

Windows Start menu in the left-hand corner and select ‘Control Panel’ 

 

 

 

On the Control Panel window select the green System and Security setting  

 

 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 214 of 323 

Within the System and Security menu, Select System. 

 

From the System menu, select Advanced system settings from the left-hand pane. 

 

A system properties box will pop up, ensure you are on the Computer name tab and Select the Change 

button 
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A new Computer Name/Domain Changes screen will pop up, for Member of Select the Domain option 

and enter your Domain, ours will be “imscloudonazure.com”, select the OK button to initiate the 

Domain join. 

 

You will be asked to provide credentials (Username and Password) for an account with the appropriate 

permission to join the imscloudonazure.com Domain, this will be the same account you created after 

deploying Azure AD Domain Services the “adjoinsvc” user account.  Once you have entered your 

credentials select the OK button 
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All being well you will see a “Welcome to your domain” message to show you have successfully 

connected to your Azure AD Domain., Select the OK button to clear the message.  At this point you 

will need to restart the virtual machine: 

 

When prompted to restart this computer, select the OK button to initiate a restart. 
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With your virtual machine joined to the domain, we can now download and install the Citrix Cloud 

Connector, log in to your CCVMSRV virtual machine as before. Now open Internet Explorer from the 

Taskbar, before we do anything else we’ll upgrade our browser to Microsoft’s Edge: 

 

 

With Internet Explorer open simply search for Edge and Select the blue Download now link: 

 

 

 

Close the Internet Explorer v’s Microsoft Edge comparison window. 
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Now on the download page, scroll down until you see a link called “Using Windows Server? Get 

Microsoft Edge here” Select that blue link  

 

 

 

A download window will pop up where you can choose your language and accept the software license 

terms, we’ll leave the language as default and select the blue Accept and download button: 
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The download will take just a few seconds, when prompted at the bottom of the browser window 

Select the Run button 

 

 

 

The installation only takes a couple of minutes……. 

 

 

 

 

 

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 220 of 323 

Once installed complete the setup steps and start using Microsoft Edge! 

 

 

Now lets use our fancy new web browser to access our Citrix Cloud account and access the Citrix cloud 

connector software. 

From Edge, browse to the following URL https://citrix.cloud.com and enter your Citrix Cloud 

credentials, don’t forget to have your authentication app handy. 
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Having successfully logged in to you Citrix Cloud account and landed on your dashboard, Select   

“Edit or Add New” link under the Resource Location heading at the top of the page. 

 

 

 

From the Resource Locations page, Select + Cloud Connectors 
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From the Add a Cloud Connector page, Select the blue Download button 

 

 

 

You will now be prompted to download the Cloud Connecter file (cwconnector.exe).  Save this file 

locally to the server, here we’ll simply save it to our downloads folder, Select the Save button: 

 

Tip: leave your Citrix Cloud session open, we’ll be returning to it in a bit…………   
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Once the file has downloaded, pop open File explorer from the Taskbar and open your Downloads 

folder. You’ll see your downloaded cwcconnector sitting there, right click on the download and Select 

the Run As Administrator option 

 

 

The installer will first check connectivity to the Citrix cloud, you will see a nice green tick to confirm 

connectivity. 

 

 

Once connectivity has been established you will need to sign in to Citrix Cloud once again, Select the 

blue Sign in button  
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Enter your Citrix Cloud credentials, you won’t need the authenticator app for this part, Select the blue 

Sign in button. 

 

 

For choose a customer, this will be the customer account you set up when requesting your trial, in 

our case here is a customer we created from our Citrix cloud dashboard called IMSCLDONCTXAZ , 

Select the blue Install button  
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The cloud connector will begin the installation and run a series of connection tests, you will first see 

the Installing… progress bar which will change to a Service connectivity test 

 

 …………………….  

 

 

 

TIP: The installation and connectivity test can take up to 10 minutes ……….. Coffee and Biscuits 

anyone?! 
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Once the Connectivity Test has done its thing and you get that nice big green tick to confirm it was 

successful.  Select the blue Close button. 

 

TIP: If the connectivity test fails, try restarting the virtual machine and running the install again, very 

rarely will it fail though. 

 

With the Cloud connector installed, lets head back to our Citrix cloud dashboard.  As before Select the 

“Edit or Add New” link under the Resource Location heading at the top of the page 
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This time on the Resource Location page you will see we have 1 cloud connector present, Select Cloud 

Connectors 

 

Under the cloud connectors section you will now see that our Azure virtual machine with the cloud 

connector installed “CCVMSRV” is now displayed hoorah! So our Azure environment is now connected 

to Citrix cloud. 

 

You will also notice that there is a big orange warning message, don’t panic this is because Citrix 

Cloud recommends having at least 2 Cloud connectors for high availability, for illustration purposes 

we are simply showing one but if you wish to go ahead and setup a second virtual machine and install 

a second Cloud connector then please go ahead and do so, however having shown you the way we’ll 

leave that in your hands. 
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Configuring Citrix Virtual Apps and Desktops Service with Microsoft Azure and Citrix Cloud  

 

Citrix Virtual Delivery Agent (VDA) Installation  

 

With Citrix Cloud connectivity established and our Windows 10 Master image with Siemens NX installed 

built, we need to install a Citrix Virtual delivery agent so that the image and subsequent session hosts 

can talk to the management control plane in Citrix cloud. 

From the Azure hamburger menu, navigate to your Master image under the virtual machines section 

and connect to it via RDP, no screenshots this time for this as you’ll be familiar with that process by 

now. 

Once you are connected to your Master image virtual machine, let’s obtain and install the virtual 

delivery agent, pop open Edge from the task bar and browse to Citrix Cloud login page 

https://citrix.cloud.com  

Don’t forget to have the authenticator app handy! Enter account credentials and Select the blue Sign 

in button. 

 

 

From your authenticator app enter your verification code and Select the blue Verify button 
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Select your Customer account again ours will be IMSCLD-ONCTXAZ 

 

This will take you to your dashboard. In My Services select ‘Manage’ under Virtual Apps and Desktops 

 

 

On the top right select ‘Downloads’ which will give you a list of Citrix Components you can download. 

For this example, we require Virtual Delivery Agent (VDA) so select the Download icon next on the 

right-hand side.   
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You will be redirected the Citrix website and their downloads page.  Note, this is different to your Citrix 

cloud account, if you do not have a Citrix account already you can sign-up here 

https://www.citrix.com/welcome/create-account/  otherwise go ahead enter you Citrix credentials to 

login to your Citrix account 

 

This will take you to the downloads page for the components in Citrix Virtual Apps and Desktops.  

Scroll down and download the latest Single-Session OS Virtual Delivery Agent.  In this example, we 

will be downloading version 2103.  Go ahead and select the blue Download File button 

 

Accept the Download Agreement by checking the ‘I have read….’ Option and selecting the blue Accept 

button 
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Once Downloaded Select Open File in the Edge download menu 

 

 

 

 

 

This will start the installation process of the Virtual Delivery Agent on your Master image.  Select the 

Yes button to confirm you wish for the app to make changes  
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The Installation process of your VDA will now start.  For this deployment we will not be using any 

Citrix provisioning tools.  In Environment configuration we need to select ‘Remote PC Access or 

machine provisioned with other technologies’, Select the blue Next button 

 

Leave Core Components as default, we do not require the installation of the Citrix workspace app so 

leave this unchecked and Select the blue Next button 
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We also do not require any additional components so leave all features unchecked which is the default. 

Select the blue Next button 

 

Now we need to enter our Delivery Controller which is actually our Citrix Cloud connector, the server 

we created earlier “CCVMSRV”, in the Controller address box enter the Fully qualified domain name 

of our Citrix Cloud server – ccvmsrv.imscloudonazure.com 
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Select the Test connection button to validate the controller address, you should see a nice green tick 

when it is validated.  

 

Once you have your validation confirmed, select the Add button to add the controller address to the 

installation setup.  Select the blue Next button to continue  
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On the feature page, we do not require any of these features so leave unchecked and select the blue 

Next button 
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Leave the Firewall settings as the default “Automatically”, meaning the VDA will configure required 

firewall rules for us during the installation, Select the blue Next button 

 

Finally on the Summary page, check over your choices and if you are happy then Select the blue 

Install button to kick off the Virtual delivery agent installation. 
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Once the VDA installation has finished, uncheck the Collect diagnostic information box and Select the 

blue Next button 

 

The installation is now complete, the server requires a restart to finish it’s configuration changes so 

ensure the Restart machine box is checked and Select the blue Finish but, the master image will now 

restart. 
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Configuring Virtual Apps and Desktop Service on Citrix Cloud 

 

Now we have installed the VDA on our Master image, we can hop back on to Citrix Cloud and Configure 

the Citrix Virtual Apps and Desktops service. So let’s go ahead and log back in to our Citrix Cloud 

account via https://citrix.cloud.com, you can do this from your local device if you wish. 

 

Enter your Credentials 

 

 

Verify your Account with the authenticator app 
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Select your Customer 

 

On your Dashboard, under My Services Select the blue Manage link under Virtual Apps and Desktops.  

 

 

Scroll down to ‘Get Started with your Virtual Apps and Desktops Service’ and select the blue Manage 

Service button 
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You will now get access to a cloud instance of Citrix Cloud Studio, which is Citrix cloud’s management 

pane for your On-prem or Cloud Citrix virtual Infrastructure  

 

 

Now we need to configure connectivity to Microsoft Azure.  For this deployment we are going to use 

the Full configuration setup.  Click on the Manage toolbar and select ‘Full Configuration’ 

 

Note: Once you have added your Resource using the Full Configuration menu, you can use the Web 

Studio to manage / add resources to your Azure subscription  
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You may get the following warning, ignore this as we are going to use the Full Configuration to create 

our resource.  As mentioned above, we can use the Web Studio once our Resource has been created 

 

First step is to connect to our resources that will host our machine.  Select option 1 – Connect to the 

resources that will host the machines 
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We will now be prompted to Add our connection and resources, using the dropdown menu change the 

connection type to ‘Microsoft Azure’ leaving Azure environment as Azure Global.  We are going to 

create the virtual machines using ‘Other tools’.  Select the Next to button  

 

 

 

Copy your Azure Subscription ID, you can find this in Azure by navigating to your Subscriptions page, 

there is a handy copy to clipboard feature too 
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Paste your Subscription ID into the Subscriptions ID field on the Connections details page. You must 

also name your Connection, we will go with NX-CC. Select the Create New… button 
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You will be prompted to sign in to Azure, enter your Azure account email address and Select the blue 

Next button 

 

 

Now enter your Azure Password and Select the blue Sign in button: 
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Once you have Signed into your Azure Account, accept the permissions to allow Citrix XenDesktop 

access to Azure as you. 

 

The connection will be then validated and a Connected status displayed with a green tick, Select the 

Next button  
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Check through the Summary to confirm all information is correct and select the blue Finish button  

 

Now we have our hosting resource, we are good to go in terms of creating a catalog for our desktops 

in order to publish them. At this point we could hop back to Azure and provision a bunch of session 

hosts to publish however with the VDA installed on the Master image, let’s use that to validate 

everything is talking to each other by creating a catalog and delivery group to publish our Master 

image to test. Once we have validated comm’s we can jump back to the Master image in Azure and 

Capture it. 

 

Create a machine Catalog  

 

To create a new machine catalog, on the Citrix studio page select Option 2 this time – Set up the 

machines and create machine catalogs to run Apps and Desktops. 
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On the Introduction page select the blue Next button 

 

On the Operating System page, as we are using ‘Personal’ session hosts from Azure, Select the Single-

session OS option and Select the blue Next button.  
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On the Machine Management page we are going to leave these options as default, Select the blue 

Next button 

 

On the Desktop Experience page, select the “I want users to connect to the same (static) desktop each 

time the log in” option and Select the blue Next button 
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Now we need to add our Azure Windows 10 Master image with Siemens NX installed. Ensure that the 

minimum functional level is set to 2003 (or newer) Select the Add VMs… button 

 

You will now see a list of all the regions in Azure, locate the region in which you have provisioned your 

Master image and Select it by way of the adjacent check box. Here we have navigated to East US and 

Selected our NXWVD-MSTR. Select the blue OK button. 
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Before we can finish our new machine catalog, we need to associate a Computer AD account and 

Username to this Virtual machine.  The computer AD account will be associated to our Azure AD 

Domain – imscloudonazure.com.  To enter the Computer AD account, Select the three little dots … 

button 

 

 

For object name, enter the name of your Azure Master image and Select the Check Names button 
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After selecting Check Names, you will see that the computer account has been located on our domain 

– imscloudonazure.com. Select the blue OK button 

 

 

Now we need to associate our Azure username to this VM, i.e. which user account will be connecting 

to this machine. Again select the three little dots…. Button  
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For object names enter your Azure username, we’ll enter out WVD-User1, Select the Check Names 

button.  

 

 

After selecting Check Names, your account will be confirmed in our Azure domain.  Select the blue OK 

button. 

 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 253 of 323 

With our Computer AD account and our User name assigned, Select the blue Next button. 

 

On the Summary page, check your selections and if you are happy, go ahead and give your Machine 

Catalog a name, we’ll simply call ours NX-VM-Catalog. Select the blue Finish button. 
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Create a Delivery Group 

 

With our Catalog in place, we need to publish our Master image in order to connect to it, to do that 

we need to create a Delivery group! Again from Studio select Option 3 – Set up delivery groups to be 

displayed as services 

 

 

At the introduction page, Select blue Next button 
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On the machines page, Select the NX-VM-Catalog we have just created, Select the blue Next button 

 

 

On the User Assignments page, leave Machine Name and Users as default, Select the blue Next button 
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On the Delivery Type page, we can leave as the default option as Desktops, Select the blue Next button 
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On the Users page, we only want out WVD-User1 accessing this desktop so for added security we are 

going to choose the Restrict use of this Delivery Group to the following users: option, Select the Add… 

button 

 

For object names, enter the WVD-User1 or your username and Select the Check Names button.   
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Once checked against AD Select the blue OK button. 

 

 

You will now see you user has populated the Restrict use to box, Select the blue Next button 
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On the Desktop Assignment Rules page, we can give our Desktop icon a display name for when we 

connect via Citrix, see we can all it something like MYWVD, Select the Add… button 

 

In the Display name box enter a name, we’ll go for NX Desktop, Select the blue OK button 
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You will now see your desktop Display name in the Assignment rules box, Select the blue Next button 

 

On the Summary page, check through your selections and if you are happy go ahead and give your 

delivery group a name, we have gone with NX Delivery Group, Select the blue Finish button to complete 

setup. 
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Back in Studio, select your fancy new Delivery group (NX Delivery Group) and check the Registration 

State column, if all has gone to plan you should that the Registration State is “Registered”! …… and 

look …..It is so well done!  

 

So we now know that everything talks to each other, so lets create a session host to publish rather 

than our master image. So lets step back in this guide to Capture the new Master image for 

deployment.  You will simply use these same steps to publish your AVD session hosts,  the steps are 

the same you are just using your Session hosts and not you master - When you are ready to publish 

simply loop back to Configuring Virtual Apps and Desktop Service on Citrix Cloud and follow the steps. 

 

Citrix Cloud Gateway Service 

 

If you simply can’t hold out and want a super quick and secure way to access your Citrix Cloud 

published AVD, and the thought of the Citrix ADC setup has you sweating, there is a service included 

with your Citrix Virtual Apps and Desktops trial that you can use called Citrix Cloud Gateway Service.   

This is certainly a simpler and much quicker way to get you accessing your desktops. In case this is 

for you, we’ll give a quick walkthrough on how to set up the Gateway service. 

 

If you are not signed in already, sign in to your Citrix Cloud account and locate the Gateway service 

under My Services on your Dashboard and select the blue manage link.  
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Under the Virtual Apps and Desktops option Select the Configure link  

 

You will be dropped into the Workspace configuration menu under the Service integrations tab, to the 

right hand side of the gateway section Select the 3 dots and Select Enable  

 

An enable Gateway integration pop up will appear, Select the blue Confirm button 
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You will now see the Gateway has been Enabled  

 

 

Still on the Workspace configuration menu, under the Access tab, select the three dots to the right 

hand side of the My Resource Location section and select Configure Connectivity 

 

Under Configure Connectivity. Connectivity Type, Select Gateway Service and Select the blue Save 

button 
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You now see that under My Resource location, it will have changed from Internal Access only to 

Gateway Service 

 

 

With the Gateway service now running, we can connect to our published session host via a workspace 

URL. The Workspace URL can be found by browsing the Citrix cloud dashboard menu (another 

hamburger). 

Closed: 

 

Open: 
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From the hamburger menu Select the ‘Workspace Configuration’ option  

 

On the Workspace confirmation page select the Access tab and you will find your Workspace URL.   

 

We can change the workspace URL to give it more of a meaningful name.  Select the blue Edit link 

and enter a name in the Workspace URL box, we will go with nxconnect. To save your change check 

the “I understand changes to my workspace URL can take up to 10 minutes” box and Select the blue 

Save button. 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 266 of 323 

Before we launch our Workspace URL, just double check that the default “Active Directory” workspace 

authentication method is indeed set.  Simply Select the Authentication tab in Workspace Configuration 

to view, here it is set to Active Directory, so we are all set. 

 

 

Install the Citrix Workspace App 

 

Finally before we test accessing and launching our published desktop, we’ll get the Citrix workspace 

app (Citrix connection client) installed on the device we’ll be connecting from. The Citrix Workspace 

app is a small client that can be obtained directly from Citrix, no log in permissions are required to 

download the Workspace app, so browse to https://www.citrix.com/downloads/workspace-

app/windows/workspace-app-for-windows-latest.html to download the latest version. 

On the Workspace space app page on the citrix website,  select the blue “Download Citrix Workspace 

app for Windows button ……..(Mac Version is also available) 
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Once the Workspace app has downloaded select open to begin the client install 

 

 

During the install you will see various pop-up windows taking you through the setup, starting with the 

Welcome page, select the Start button:  

 

 

At the License Agreement page, check the “I accept the license agreement” box and Select the Next 

button  
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On the Enable single Sign-on screen, Select the Install button 

 

 

Once installation has completed select the Finish button  

 

NOTE: On occasion you may be prompted to reboot your device first, simply close all applications and 

reboot. 
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Connect to your Session Host 

 

Now we have our Workspace app installed lets go connect to our session host, so from a web browser 

of your choice (in our example we are using Edge, if you are using different browser screenshots may 

differ slightly) enter your Workspace URL: 

 

 

This will direct you to Citrix Workspace where you need to enter your Azure user credentials that you 

published or assigned your desktop to when creating the Catalog and Delivery group. Our user was 

WVD-User1, you must enter you domain here too, so your user name would look something like 

imscloudonazure\wvd-user1 , with your credentials entered, Select the blue Log On button. 
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At the Welcome to Citrix Workspace page, as we have already installed the Workspace app, Select the 

big blue Detect Workspace button 

 

 

You will see a pop up window saying the site is trying to use your client, this is fine, check the Always 

Allow nxconnect.cloud.com” box and Select the Open button. 
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You will now access your Workspace Homepage.  To launch your NX desktop, select All Desktops from 

the left-hand menu 

 

We can now see the NX Delivery Group publish desktop, so lets Select the Desktop Icon to launch. 

 

The Desktop will then launch ……… 
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And Bam! Our Desktop in Azure is connected via the Citrix Cloud Gateway and Workspace app 
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Citrix ADC Build  

 

You can stand up a Citrix ADC appliance in Microsoft’s Azure in the same way or premise, that you 

would configure and connect an on-prem Citrix ADC to your Citrix Workspace. We will take you through 

the steps of setting up a Citrix ADC in Azure using our Azure AD Domain, the Citrix ADC will act as an 

identity provider to Citrix Cloud. So ADC fans, let us get building. 

Back to your Azure portal and in the Search bar at the top of the screen type ‘Citrix ADC 13.0’ and 

select the option under Marketplace 

 

Select the dropdown menu under Select a plan 

 

The model we are going to use in this guide is Citrix ADC 13.0 Advanced Edition – 200 Mbps so go 

ahead select this model from the dropdown list 
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Once you have chosen your model, Select blue Create button 

 

You will now be taken to the Create Machine page just as you would when building a new server.  In 

Project Details section select the same resource group we used when building our other virtual 

machines.  So here we’ll be using the Resource Group ‘IMSCLOUD_NXWVD’ 

 

In the Instance details section, give the ADC a meaningful name we’ll go with CCNX-ADC and leave 

the other settings as default 

 

In Administrator account, change the Authentication type from SSH public key to Password and enter 

a username & password 
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Leave Inbound ports as default.  We will be connecting to the private IP address to configure the 

device, select Next: Disks > 
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Change the OS disk type from Premium SSD to Standard SSD and move on to the ‘Networking’ section 
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For our Networking settings we do not require a Public IP address at this point as we will be creating 

this after the device is created so select the Public IP to None and leave NIC Security group as Basic  

 

 

Change Public inbound ports to None and move on to the ‘Management’ section 
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Leave Management Settings as default and continue to Advanced 
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Leave Advanced settings as default and move on to Tags 

 

 

 

 

 

 

 

 

 

 

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 280 of 323 

Leave Tags as default and continue to Review + Create 
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You should now see validation passed message.  Review your ADC build settings to ensure all 

information is correct and select Create  
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After a few minutes, the ADC will be successfully created. Once the deployment is complete select Go 

to resource 

 

 

Now we need to assign the device with a Public IP address.  On the Azure Portal screen enter Virtual 

Machines in the search bar 

 

In Virtual Machines we can now see our Citrix ADC device, in our case CCNX-ADC.  Select your Citrix 

ADC  
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On the left-hand pane, select Networking and click on the Network Interface. In our example ccnx-

adc864 

 

Select IP Configurations from the menu 
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Click Add to add a new Public IP address 

 

Give the IP a meaningful name and select ‘Associate’.   You will now have the option to create a new 

Public IP address.  Click on the Create new button.  Give the Public IP Address a name and select 

Static assignment as this is necessary when adding a public DNS entry.  Select OK 
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You will now see a secondary IP address in our IP Configuration.  Make a note of both the Private and 

Public IP Addresses we will need these for later, the Private IP for our Gateway and Public for our 

External DNS Entry 

 

Now we need to add an Inbound port rule, go to the Networking menu of your Citrix ADC and select 

Add Inbound port rule  
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Set the following Inbound rules, Destination port ranges is 443 and Protocol as TCP.  Give the Rule 

as priority 100 and give the rule a meaningful name.  Select Add.  

 

We can now see our new rule added to our Network security group 
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Configuring the Citrix ADC 

 

Now we have created our new Citrix ADC device in Azure we need to configure the device so we can 

connect to our Desktop from any location.  We would need to connect to the internal management 

address of the ADC.  

To locate the Management IP address, in your Azure Portal go to Virtual machines and click on your 

ADC Device. In our setup this is called CCNX-ADC 

 

Locate the Private IP address under Networking on the Properties section.  In our example the address 

is 10.0.0.21 

 

Now we need to connect to this device on our private network, so using our Citrix Cloud Server RDP 

to this machine 
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Sign In as we did previously when we created this machine by downloading the RDP file and login 

with your credentials  

 

Using any internet browser type the IP address of our ADC in the address bar.  In our example 

http://10.0.0.21 

 

This will take you to the login page for the Citrix ADC.  Login with the credentials you entered when 

you created this device, under Account Management. Select Log On 
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Once you have login, you will see the Welcome Screen.  We need to assign the ADC an additional IP 

Address, this is for the Subnet.  Select Subnet IP Addresses 

 

Enter the Subnet IP address, this will be a spare private address and you can use the IP range 

assigned to the ADC.  Here we are going to use the next available IP address 10.0.0.23 and leaving 

the Netmask as default 255.255.255.0.  Once entered select Done 

 

Now the setup is complete, select Continue 
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Installing SSL Certificate  

 

To enable us to connect to the ADC externally we require an SSL certificate and an external DNS entry 

of the ADC public IP Address.  In this example we are going to be using a wildcard certificate from 

ISP 1&1  

Before we can install the Certificate on our Citrix ADC, we first must enable the SSL feature.  On the 

Configuration page browse to System>Settings and select Configure Basic Features 

 

Enable SSL Offloading and select OK 

 

Now we need to install the SSL Certificate on our device.  On the Navigation Pane in Configuration 

menu browse to Traffic Management>SSL and select Certificates 
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Expand Certificates and select Server Certificates 

 

 

Select Install to add your SSL Certificate  
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In this example we are installing our Wildcard certificate which we have saved to the Citrix cloud 

server VM. Give the Certificate a meaningful name, under Certificate File Name browse to the SSL 

certificate saved to our machine and enter the Pass phrase password to encrypt the private key.  Select 

Install when ready 

 

The Wildcard certificate will now be installed, and this will be displayed in Server Certificates 
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Adding LDAP as a second authentication 

 

Now we have our Certificate we need to add our Azure AD Domain to the Citrix ADC to authenticate 

our on-prem users.  This is done creating a new LDAP Authentication on our ADC.  In the configuration 

menu browse to System>Authentication>Basic Policies>LDAP. Select Add button to create a new LDAP 

policy 
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Select Add button to create a new LDAP policy.  Name the Policy and select Add next to the Server 

section 

 

Name the Server policy with a meaningful name and configured AD Server Name or IP address, we 

are going to set the IP Address of our AD Domain.  Set the port as default unless you have a secure 

LDAP server.  

 

  

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 296 of 323 

In the connection settings set the Base DN as your domain, for us this is imscloudonazure.com.  The 

entry will be dc=imscloudonazure,dc=com.  We can use or ‘adjoinsvc’ account as the Administrator 

Bind DN as this will authenticate our connection.  Once you have added these settings, select the ‘Test 

Network connectivity’ button to validate your credentials. 
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You will now see a successful connection to your domain.  Now select ‘Retrieve Attributes’ 

 

In Other Settings set the following settings – Server Logon Name Attribute: sAMAccountName; Sub 

Attribute Name: cn; SSO Name Attribute: sAMAccountName 

 

Once you set all the settings for your Server policy, select Create 
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We now see our Server created in our LDAP policy.  Set the expression to ns_true and select Create 

 

We now see that our LDAP Authentication has been created successfully 

 

 

 

 

 

 

 

 

 

http://www.imscadglobal.com/
mailto:info@imscadglobal.com


Unrestricted Produced by © IMSCAD Cloud 2021                 W: www.imscadglobal.com | E: info@imscadglobal.com | T: +44 207 
870 1118 

                                                                                                                                                     
Page 299 of 323 

Creating Citrix Gateway in ADC 

 

Now we have our SSL certificate installed and AD Configure the next step is to create our Citrix gateway 

which gives us access to our Desktop in Citrix Cloud.  First, we need to enable the Citrix Gateway 

feature still on the configuration page browse to System>Settings and select Configure Basic Features 

 

 

Enable the Citrix Gateway feature and select OK. 
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Now we need to create a new Virtual Server, on the navigation pane browse to Citrix Gateway and 

expand. Select Virtual Servers 

 

 

Click Add to create a new Citrix Gateway 
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In Basics settings give the new Gateway a meaningful name for this example we are going to name 

the same name as the external address we will use when connecting.  Add the NAT Address of our 

Public IP address assigned to our Citrix ADC, in our build the IP is 10.0.0.12 leaving the other settings 

as default, expand More options 
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Scroll down to ICA Only option and enable it.  Once it is checked, scroll to the bottom, and select OK 

 

 

We now need to add our Wildcard certificate that we previously installed.  Select No Server Certificate 

 

Select > to bind the certificate 

 

Check the Wildcard named certificate and click on Select 
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Select Bind to add the certificate 

 

 

You will now see we have one server certificate assigned. Select Continue 

 

 

 

Scroll down to the bottom of the page and select Done 

 

 

Once our Citrix Gateway has been created you will see the state as ‘UP’ which means we can connect 

externally 
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Before we finish creating our Gateway, let us go ahead and create an external DNS entry with our ISP 

which will contain our Public IP address and Gateway name.  The following example is taken from 

1&1 and when creating a new ‘A’ record 

 

 

Once you have saved the record you can see this record added  
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We can now connect to our Citrix ADC from any location.  Open any web browser and enter your 

external url in the address bar. In our example https://nxcloud.theimscloud.com  
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Configure Identity and Access Management 

 

Before we can successfully login into our Citrix ADC, we need to configure Citrix Cloud Identity And 

Access Management to connect to our Azure AD we created earlier – imscloudonazure.com.  This 

enables us to Authenticate login via the ADC to access our Virtual Machines in the Citrix Cloud.  

Login to your Citrix Cloud account.  Select the Hamburger menu in the top left-hand corner and select 

Identity and Access Management 

 

 

 

 

In Authentication click on the three dots next to Citrix Gateway and select Connect 
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Enter your Citrix ADC address in the FQDN bar, in our case nxcloud.theimscloud.com, and select Detect 

 

 

As we have our ADC available on the Internet, we will get a successful message that the Citrix ADC 

has been detected.  Select Continue  
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Now we need to create our connection in our Citrix ADC which include Client ID, Secret and Redirect 

URL.  Leave the connection page open and return to your Citrix ADC management  

 

Back at our Citrix ADC, we need to enable Authentication, Authorization and Auditing. Navigate to 

System>Settings and select Configure Basic Features 
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First step is to setup a new 0Auth Idp Profile. Navigate to Security > AAA – Application Traffic > 

Policies > Authentication > Advanced Policies > OAuth IDP. Click the Profiles tab then click Add to 

add a new 0Auth Idp profile 

 

 

Choose a Workspace name and fill in the connection fields from our Citrix Cloud.  Copy the Client ID, 

Client Secret and Redirect URL from Citrix Cloud to IDP Profile 

 

 

Enter your Gateway URL in the Issuer Name and copy the Client ID to the Audience field. 
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Check Send Password box, leaving the other settings as default select Create 

 

Your new 0Auth profile will now be listed. 

 

Next we need to setup a 0Aith Idp policy.  Click the Policies tab and click Add 
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Enter a name for the new 0Auth Policy. In the Action field select our Idp profile we just created and 

type True in the Expression field. Click Create 

 

 

Now we need to bind the 0Auth Idp Policy to your on-premises Authentication Virtual Server.  In our 

example, we will create a new one.  Navigate to “Configuration > Security > AAA Application Traffic > 

Authentication Virtual Servers and select Add 
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Give the Authentication Virtual Server a name and an IP Address. Select OK 

 

 

Now we require a certificate, we can use our Wildcard certificate.  Select ‘Server Certificate’ 
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Bind the Wildcard certificate and select Bind 

 

 

Now we need to bind our 0Auth IDP Policy, select on 0Auth IDP 

 

 

Select Add Binding  
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Select the > to bind the policy  

 

 

Select the 0Auth Policy we created earlier and click Select  
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Select Bind 

 

 

Select Close to confirm policy has been added  
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Select Done to create the Authentication Server  

 

Our new Authentication Server is up and Running 

 

Note: to bind the Authentication profile to your Citrix Gateway Virtual Server, navigate to 

Configuration > Citrix Gateway > Citrix Gateway Virtual Servers select the checkbox for your Citrix 

Gateway Virtual Server and click edit.  Scroll down to Authentication Profile and click the edit. Select 

the Authentication Profile you created and click OK. 

It is important to make sure that you have a valid NTP server configured, and the local clock is 

synchronized with it.  Navigate to Configuration > System > NTP Servers click Add.  

 

Return to your Citrix Cloud portal and select Test and Finish to validate our new 0Auth policy 
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When you now connect to your Workspace URL – https://nxconnect.cloud.com – you will be redirected 

to Citrix ADC to authenticate and then directed back to your Workspace 
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Appendix 

 

NX Installation and Licensing documentation  

Testing Authentication with a newly created user 

 

Enter your Username and Select Next 

 

Enter your Password and select Sign in 
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You may be asked to update your password? Enter your original password and a new password (twice 

for confirmation) and select Sign in: 

 

 

You may also be asked to set up additional security via the Microsoft Authenticator app, select next 

here: 
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Install the authenticator app on you mobile from the play or app store and select next: 

 

Follow the instructions for adding the account on you the Authenticator app and select Next: 
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The authenticator app has a built in QR scanner, scan the code as instructed and select Next: 

 

A notification will be sent to your phone for approval, select approve on your mobile device and you 

will see that reflected on your pc or laptop screen, once the green tick appears select Next 

 

Now select done to complete setup. 
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Unless you specifically like to see the next pop up, check the “Don’t show this again” box and select 

No 

 

Log in is now complete, note that you can see the Domain Controller Services app. 

 

Tip: Your account can take up to 15 minutes to synch with Azure AD domain services so don’t panic 

if you can’t sign in straight after changing your password. 

 

Types of available Instances 

 

• Instance types can vary from region to region, but below shows the general NVv4 AMD 

selection you should find in all major Azure region hubs.  NVv4-series VM sizes optimized and 

designed for VDI and remote visualization. With partitioned GPUs, NVv4 offers the right size 

for workloads requiring smaller GPU resources. These VMs are backed by the AMD Radeon 

Instinct MI25 GPU. NVv4 VMs currently support only Windows guest operating system. 

 

Size vCPU Memory: 

GiB 

Temp 

storage 

(SSD) 

GiB 

GPU 

Slice 

GPU 

memory: 

GiB 

Max 

data 

disks 

Max NICs 

/ Expected 

network 

bandwidth 

(MBps) 

Standard_NV4as_v4 4 14 88 1/8 2 4 2 / 1000 

Standard_NV8as_v4 8 28 176 ¼ 4 8 4 / 2000 

Standard_NV16as_v4 16 56 352 ½ 8 16 8 / 4000 

Standard_NV32as_v4 32 112 704 1 16 32 8 / 8000 
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Trouble shooting: 

 

Only seeing US when selecting the resource location?  

It could be that Azure doesn't currently support that region for Azure Virtual Desktop service. To learn 

about which geographies are supported, check out Data locations. If Azure Virtual Desktop supports 

the location but it still doesn't appear when you're trying to select a location, that means your resource 

provider hasn't updated yet. 

To get the latest list of regions, re-register the resource provider: 

Go to Subscriptions and double check Desktop Virtualization is and select the relevant subscription. 

Select Resource Provider. 

Select Microsoft.DesktopVirtualization, then select Re-register from the action menu. 

When you re-register the resource provider, you won't see any specific UI feedback or update 
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