Liquid C2 SecureEmail

Email Security

CH

LIQUID

CLOUD & CYBER SECURITY

About the Liquid SecureEmail

Established in 2004, SYNAQ is a trusted to process
and deliver mail for over 46,000 domains across
South Africa, Africa, and the Globe.

100% anti-virus and 100% phishing protection
against the leading South African banks, backed by
our money back guarantee.

World-class telephonic and email support included
with all contract types. A dedicated Channel
Manager to represent your organisation in ours.

All data is hosted within the borders of South Africa.
Liquid SecureEmail Core Features

With advanced spam and URL threat detection,
100% virus protection, Identity Threat Protection
(ITP), Data Leak Prevention (DLP) and the only 100%
punitive phishing protection SLA against leading
banks in South Africa.

e Advanced spam and URL threat detection

e 100% virus protection

e 100% punitive phishing protection SLA
against leading banks in South Africa

. Bi-directional anti-virus, anti-phishing,
anti-spam

. Identity Threat Protection (ITP)

. Data Leak Prevention (DLP)

. LinkShield — protection against malicious
links as the predominant email attack
vector
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Power Features of Liquid SecureEmail

e Identity Threat Protection - A set of tools
designed to combat and further reduce
the risk of email phishing attacks. The
toolset includes domain anti-spoof
management (DAS), Protection
Bypass Management, and Executive Fraud
Protection management (EFP) designed
to combat whaling.

www.liquidc2.africa
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Data Leak Prevention (DLP) - Helps IT
managers who want to prevent sensitive
and confidential information leaking out
of the organisation via email. Create peace
of mind by implementing business rules
and policies that effectively prevent the
transmission of emails that contains
sensitive content.

LinkShield (LS) - LinkShield rewrites URL
links contained within emails and checks
for URL based phishing, ransomware, and
malware attacks when the mailbox user
clicks on the link is safe to visit or not. URL
rewriting ensures that all email URLs are
first redirected to the LinkShield secure
proxy for scanning and evaluation.
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About Liquid SecureEmail Branding

Comprehensive email signature
management across an organisation from
1interface

Highly effective email banner branding
tool with measurable ROI

Click-through email notification
Simple-to-use campaign management
dashboard

Advanced real-time email banner
performance reporting
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