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Shortly about Formula5

“We help organizations with building and modernizing Identity and Access
Management solutions so they can easily and securely provide access to their
resources to both, internal and external users, with the focus on compliance
regulations in Healthcare and Insurance industries.”

Governance, Compliance, and Security Management

External Users
Internal Users
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Today's challenges to secure External Identities

Accelerated growth of identities and apps
focused on external users, requiring secure,
user-friendly access.

Massive rise in identity attacks which
requires advanced tools to discover and
mitigate them as quickly as possible.

, Evolving regulations and compliance
( requirements for protecting identities and
auditing access rights.
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Formula5

External Identities Hub Architecture

Integration with
Verifiable
Credentials

Powered by Microsoft
Entra for Customers

Identity protection with
conditional access and
MFA

Customizable
user journeys

Modern
authentication
methods support

Built securely with
containers on Azure

Rich dashboards and Built with DevOps-first and
metrics support API-first approach



Modular and customizable basing on your needs

Solution Explorer

R CI (%]~ | #[=]

’ Search Solution Explorer (Ctrl+;)

FR Solution 'F5.EIHA" (6 of 6 projects)
4 [ core-components
> +[c# F5.EIHA Application
4 +[&¥] F5.EIHA.Core
> &8 Dependencies
4 8 Components
> & EJ Common
> & EJ TokenEnrichment
> & El UserAuthorization
> & UserldentityManagement Sign in
> & B VerifiableCredentials - Sign in to access Formula$ Customers
> & B3 OperationHandling ' Email a
E3 token-enrichment-api
> +@&1 F5.EIHA TokenEnrichment.API
3 user-authorization-api
> + &1 F5.EIHA UserAuthorization.API
3 user-identity-mgmt-api
> + &7 F5.EIHA.UserldentityMgmt.API
3 verifiable-credentials-api
> +@&1 F5.EIHA VerifiableCredentials.API
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Email & Password
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Support for User Activi

y Monitoring

Users Requests Authentications

Total users @

626 T 626 oct2023

This number may not reflect all recent changes

New users added ©

118

Monthly active users (0

161

This number reflects usage from Oct 2023.

Daily user activity over time
Time range: Last 30 days % Reset filters
%0

120
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Active users

355

Inactive users

3,580

This number reflects usage from Oct 2023,
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Monthly inactive users ()

0

This number reflects usage from Oct 2023,

Authentications over time
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App ID: Custom Time range: Last 12 months % Reset filters 0s: All App ID: Custom Time range: Last 12 months % Reset filters
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Authentications breakdown
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Support for Verifiable Credentials and Modern Authentication Methods

Wl LTE®

Formula Healthcare
@ https://formula5.dev/

Share with Formula
Healthcare?

You will share:

Verified Patient @

Formula Healthcare

%

Result of face check
Required by organization

o To verify your identity, you'll need to
“¥  complete a face check.

al LTE®

Face check

Your face is too far away. Move closer

al LTE®

Verified Patient

Formula Healthcare

Description
With verified patient card you can sign in
faster and access your medical data.

Full name

Daniel Krzyczkowski

National Healthcare ID

US-9009432

Patient ID
ec86032f-033b-44dc-96e4-1bd2f6d56819

User picture

Issued by

Formula
Health 3

Daniel Krzyczkowski

Patient ID:
US-1244129

HE  Verifiable Credentials

n Get Your Credential

3973

593

3973
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Built with DevOps-first and API-first approach using containers on Azure

Formula5
The Formula for success

User Identity Management AP| @ &=

https:/flocalhost:7031/swagger/v1/swagger.json

API to manage users and their identities.

Contact Daniel Krzyczkowski

Authorize a

UserldentityManagement A

T /api/user-identity/create Creates new user account v

M /api/user-identity/{userId} Deletes user account v

/api/user-identity/with-user-id/{userId} Returns user accountby ID v

/api/user-identity/with-email/{userEmail} Returns user account by email v

/api/user-identity/all Gets all users accounts v

JEEREE

[ CHEN R CHEE CHEE A S

T /api/user-identity/send-verification-otp Sends OTP to confirm user's email address v
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Cloud native and secure architecture for External Identities

Microsoft Authenticator App

m

)

Formula5's External Identities Hub Architecture

Issue/Verify C

Verifiable Credentials Service

Microsoft Entra Verified 1D

—_— e

User identity N

API
A | [
—r

F——— p———
API API
= =)
Verifiable Token
Credentials Enrichment Management
APl APl AP

Solution Monitoring

Container Apps

User Data and Identity Management APIs

Identity Provider

Microsoft Entra External ID

User authentication
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API| Gateway Content Delivery
Network
A
& By, WAF policy
Distribute calls ) Distribute calls
to backend APIs u to backend APIs Requests
Azure API Management
Azure Front Door

[ e—

@ —

Web applications

Mobile
applications
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Three steps to help you adopt External Identities Hub Architecture

Discovery meeting with you and your team.
Outcome: Deployment plan based on the collected requirements.

Selected components deployment.
Outcome: Solution is deployed and ready for the integration.

Integration phase.
Outcome: Applications integrated with the deployed solution.

Additionally, we provide your team with app samples to make the
integration easier!
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Daniel Krzyczkowski o8
Modern Identity Lead _ Sign in
Dan|e|Krzyczkowsk|@Formu|a5com Sign in to access Formula5 Customers

Email address
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