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INTEGRATED CLOUD IDENTITY
AND ACCESS MANAGEMENT

Implement advanced features of Entra ID P2

(previously Azure Active Directory Premium P2)

OPTIMIZE IDENTITY AND ACCESS
MANAGEMENT WITH MICROSOFT ENTRA

|dentity security is critical in our current landscape where cyber threats are
prevalent. By ensuring that only authorized people have access to sensitive
systems and data, organizations can mitigate the risk of unauthorized
access, data theft, and other security breaches. Robust identity security
measures can also help with regulatory compliance.

Implement best practices and gain a full

understanding of Entra ID P2, previously known as ]

Azure Active Directory Premium P2. Learn how to ) Microsoft
leverage the advanced features that will enhance your Entra ID
identity security during a six-week implementation.
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Entra ID P1 fundamentals

@ Multi-Factor Authentication (MFA)
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Reduce the risk of unauthorized access,
even in the event of compromised
passwords.

Entra ID Password Protection

Review, explain and create custom
banned password lists.

Conditional Access Policies

Review and develop a comprehensive
list of Conditional Access policies and
implement "zero trust” security
principles.

Get compliant with policies for
unmanaged devices by integrating with
Intune or Mobile Device Management
(MDM) solutions.

Entra ID P2 capabilities

0 Entra ID Identity Protection Entra ID Identity Governance
Automatically block or require

Streamline access request and approval

additional authentication. Explore processes, ensure proper oversight and
Identity Protection Dashboards governance of identity-related tasks, and
and analysis. test Access Reviews & Packages.

Privileged Identity Management (PIM) Passwordless Authentication
Monitor, control, and audit privileged Explore passwordless sign-in methods like
roles within your organization. Limit Windows Hello, FIDO2 keys, and phone sign-

access to critical resources and in to eliminate the vulnerabhilities associated
reduce the risk of misuse. with traditional passwords.

Lbj BULLETPROOF Talk to our experts about how your organization can enhance its identity security.
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