CDP Public Cloud

Azure Onboarding Quickstart

Date published: 2019-08-22
Date modified: 2023-03-28

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2023. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



CDP Public Cloud | Contents | iii

AZUIE QUICKSEAIT...eeveeeieeieie ettt e s e et e ssae b e ssae e seesnneeneesneeenes 4
VENITY AZUNE PrEIEOUISITES. .....eeetieetiteeirteirt ettt bbbt bbbt b et bt e bt ne e 5
Create @N AZUIMNE AD BP.... i eereererieitiereste st sttt r s a e bt r b s et r e E e s e s e e s et s et ae R e bRt Rt R R e r e rennen 6
DEPIOY the TEMPIELE. ..ottt e et b et b et b et b et eb e se e b seebesbebe s b enesbenesbeneebeneas 7
AASSION TOIES....eee ettt bbbt b et bR e e b e s e b ek e R AR R Rt R Rt Rt bt b et et e et 8
Create OF 10CaLE AN SSH K@Y ..ottt b e e s b e e b nene 9
Create 8 CDP CIEOENLIAL........ceoueeetereete ettt bbb et bbbt bbbt bttt e 9

REGIStEr @ CDP BNVIFONMENT......coviiitiiiteeete ettt sttt sttt sttt st b e st b e e b e bbbt bbbt st 10



CDP Public Cloud Azure quickstart

If you've reached the CDP landing page for the first time, you've come to the right place! In this quickstart, we'll show
you step-by-step how to connect CDP to your Azure subscription, so that you can begin to provision clusters and
workloads.
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To complete this quickstart, you'll need access to three things:

e The CDP console pictured above
* The Azure console
e Azure Cloud shell

Note: This Azure onboarding quickstart isintended for smple CDP evaluation deployments only. It may not
work for scenarios where Azure resources such as VNet, security group, storage accounts, and so on, are pre-
created or Azure accounts have restrictions in place.

In addition to this documentation, you can refer to the following video:
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The steps that we will perform are:

Step O: Verify the Azure prerequisites

Step 1: Create an Azure AD app

Step 2: Deploy the Azure quickstart template
Step 3: Assign roles

Step 4: Create or locate an SSH key

Step 5: Create a CDP credential

Step 6: Register a CDP environment

Verify Azure cloud platform prerequisites
Before getting started with the Azure onboarding quickstart, review and acknowledge the following:

* This Azure onboarding quickstart is intended for smple CDP evaluation deployments only. It may not work for
scenarios where Azure resources such as V Net, security group, storage accounts, and so on, are pre-created or
Azure accounts have restrictions in place.

e User running the Azure onboarding quickstart should have:

« Owner permissions on the Azure subscription that you would like to use for CDP.

« Rightsto create Azure resources required by CDP. Seelist of Azure resources used by CDP.

* Rightsto create an Azure AD application (service principal) and assign Contributor role at subscription level.
* CDPAdmin role or Power User role in CDP subscription.

e This Azure onboarding quickstart uses an Azure ARM template that automatically creates the required resources
such as storage accounts, containers, managed identities, resource groups, and so on.
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» CDP Public Cloud relies on several Azure services that should be available and enabled in your region of choice.
Verify if you have enough quotafor each Azure service to set up CDP in your Azure account. See list of Azure
resources used by CDP.

If you have more complex requirements than those listed here, contact Cloudera Sales Team to help you with CDP
onboarding.

In the Azure portal, create an application in your Azure Active Directory tenant. This steps allows you to use the
native Cloud Shell terminal and not have to set up Azure CLI.

1. Logintothe Azure portal and launch Cloud Shell.

» aruet-quickstan-tess | Acoess control (M ,
|~ arure-gquickstart-test | Access control (IAM)

i @ role assign:

Vhew roe sssignments

2. When prompted, select Bash to use Bash shell.
3. Run thefollowing command to return the subscription ID and tenant ID:

az account list]jq '.[]]{"name": .name, "subscriptionld': .id, "tenantld
": .tenantld, "state": .state}'

The output of this command is shown below:

‘'name " 3 ’

"subscriptionId"%
"tenantIid":

"state":

Make a note of the subscriptionld and tenantld values. Y ou will need them later.

Note: In case you have more than one subscription, make sure to only make a note of the subscription
IE that you would like to use for CDP.
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4. Run the command below to create an app in Azure AD and assign the "Contributor” role at the subscription.

E Note: Replace { subscriptionld} in the command with the subscription 1D value from the previous step.

az ad sp create-for-rbac --nanme http://cl oudbreak-app --role Contri butor
--scopes /subscriptions/{subscriptionld}

The output of this command is shown below:

The Azure quickstart template is a customized ARM template that deploys essential Azure resources for the CDP

environment.

1. Click Deploy to Azure to begin ARM template deployment of CDP prerequisites in your Azure subscription.

2. Loginto Azureto create the resourcesin your subscription that are required for CDP deployment. These

resources include VNet, ADLS Gen2, and 4 user managed identities.

3. Onthe Custom deployment screen, click Create new under the Resource group field and then give the resource
group aname (it should only contain letters, numbers, and hyphens).

4. Under Settings, provide an Environment Name in the corresponding field.

Custom deployment

TEMPLATE

mmm Customized template
- .

10 resources

BASICS

Subscription *

Edit template

azure-se-cdp-sandbox-env

(Mew) azure-quickstart-testl

Resource group *
* Create new

Lecation *

SETTINGS

Environment Name

Virtual Network Name
Storage Account Name
Data Access Identity Name
Logger Identity Name
Assumer Identity Name

Ranger Audit Identity Name

TERMS AND CONDITIONS

(U5) Central US

edpazureqs| «

[parameters('environmentName’)]

[parameters('environmentName’)]

[concat{parameters('environmentName'),

[concat(parameters(‘'environmentName'),

[concat(parameters('environmentName'), -

[concat{parameters('environmentName’),

Edit paramet...

-Datafccessidentity’)]

‘-Loggeridentity’)]

Assumerldentity’)]

-Rangeridentity’)]

o

Learn more
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5. Accept the terms and conditions, and click Purchase.

An ARM script begins to run in the background, creating the resources required for a CDP environment. This may
take around 10 minutes.

6. When your resource group is up, navigate to the Over view page of the resource group.
7. Copy and paste the following values into a note, as you will need them in the next task:

e Subscription ID: Your subscription ID isfound at the top of the resource group Overview page.
« Resource group: The name of the resource group that you created.

Azure Resource Manager templates do not support role assignments at a scope other than resource groups. Perform
the following role assignments through Ul or CLI.

Make sure that you have your note from the previous step, where you copied values for the Subscription ID and
resource group name.

1. Onceyou have values for the subscription ID, resource group name, storage account, environment name, and all
four managed identities, click here to download a script.

2. Createanew filein Cloud Shell with the same name, and copy the content of the script there.
3. Replace the following values in the script with the values you have collected thus far:

#1/bin/sh

rt SUBSCRIPTIONID="<REPLACE WITH YOUR AZURE SUBSCRIPTLON IUn"h—

t RESOURCEGROUPNAME="<REPLACE WITH EXISTING RESQURCE GROUP NAME="

rt STORAGEACCOUMTNAME=%{az storage accoumt list -g $RESOURCEGROUPNAME —-subscription $SUBSCRIPTION
export ASSUMER_OBJECTID=3(az identity list =g SRESOURCEGROUPNAME —=subscription $SUBSCRIFTIONID|jg *.[
export DATAACCESS_OBJECTID=%(az identity list -g $RESOURCEGROUPMAME --subscription $SUBSCRIPTIONID|jq

w

For example, your script should look similar to this:

#!/ bi n/ sh

export SUBSCRI PTI ONI D="j f s85I s8- si k8- 8329-f qOm j qo7v06dk6sy"

export RESOURCEGROUPNAME=" my CDPr esour cegr oup”

export STORAGEACCOUNTNAME=$(az storage account |ist -g $RESOURCEGROUPNAVE

--subscription $SUBSCRIPTIONID|jqgq '.[]]|.name'| tr -d '"")

export ASSUMER OBJECTI D=$(az identity |list -g $RESOURCEGROUPNAME - -subscri

ption $SUBSCRIPTIONID|jq '.[]|{"name":.name, "princi pal I d":. principalld}|

select(.name | test("Assunerldentity"))]|.principalld | tr -d'"")

export DATAACCESS OBJECTI D=$(az identity list -g $RESOURCEGROUPNAME - - subs

cription $SUBSCRIPTIONIDjq '.[]]|{"nanme": . nane, "principalld":.principall

d}| sel ect(.nanme | test("DataAccessldentity"))|.principalld | tr -d "'"")

export LOGGER OBJECTI D=$(az identity list -g $RESOURCEGROUPNAME - -subscr

iption $SUBSCRIPTIONID|jq '.[]|{"name":.name, "principal ld":.principalld}|

select(.name | test("Loggerldentity"))|.principalld | tr -d"'"'

export RANGER OBJECTID=$(az identity list -g $RESOURCEGROUPNAME - -subscrip

tion $SUBSCRIPTIONID|jqg '.[]|{"nane":.nane, "principalld":.principalld}]|s

el ect(.nane | test("Rangerldentity"))|.principalld | tr -d "'"")

# Assign Managed ldentity Operator role to the assunerldentity principal
at subscription scope

az rol e assignment create --assignee $ASSUVMER OBJECTID --role 'f1a07417-

d97a- 45ch- 824c- 7a7467783830"' --scope "/subscripti ons/ $SUBSCRI PTI ONI D'

# Assign Virtual Machine Contributor role to the assunerldentity principal
at subscription scope
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az role assignnent create --assignee $ASSUMER OBJECTID --rol e '9980e02c-c

2be- 4d73- 94e8- 173bldc7cf3c' --scope "/subscriptions/ $SUBSCRI PTI ONI D

# Assign Storage Blob Data Contributor role to the assunerldentity prin

cipal at logs fil esystem scope

az role assignnent create --assignee $ASSUMER OBJECTID --rol e ' ba92f 5b4-2

d11- 453d- a403- €96b0029c9fe' --scope "/subscri ptions/ $SUBSCRI PTI ONl D/ r eso

ur ceG oups/ $SRESOURCEGROUPNANME/ pr ovi der s/ M crosof t . St or age/ st or ageAccount s/

$STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ | ogs"

# Assign Storage Blob Data Contributor role to the | oggerldentity princ

i pal at | ogs/backup fil esystem scope

az role assignnent create --assignee $LOGGER OBJECTID --rol e ' ba92f 5b4-

2d11- 453d- a403- €96b0029c9f e' --scope "/subscripti ons/ $SUBSCRI PTI ONl D/ r es

our ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosoft. St or age/ st or ageAccoun

t s/ $STORAGEACCOUNTNANME/ bl obSer vi ces/ def aul t/ cont ai ners/ | ogs"

az rol e assignnent create --assignee $LOGGER OBJECTID --rol e ' ba92f 5b4-

2d11- 453d- a403- e96b0029c9f e’ --scope "/subscripti ons/ $SUBSCRI PTI ONl D/ r es

our ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAccoun

t s/ $STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ backups"

# Assign Storage Blob Data Oaner role to the dataAccessldentity principal
at | ogs/datal/backup fil esystem scope

az rol e assignnent create --assignee $DATAACCESS OBJECTID --role 'b7e6dc6

d-f 1e8- 4753- 8033- 0f 276bb0955b' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r

esour ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAcco

unt s/ $STORAGEACCOUNTNANME/ bl obSer vi ces/ def aul t/ cont ai ner s/ dat a"

az role assignnent create --assignee $DATAACCESS OBJECTID --role 'b7e6dc6

d-f 1e8- 4753- 8033- 0f 276bb0955b' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r

esour ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAcco

unt s/ $STORAGEACCOUNTNANME/ bl obSer vi ces/ def aul t/ cont ai ners/ | ogs"

az role assignnent create --assignee $DATAACCESS OBJECTID --role ' b7e6dc6

d-f 1e8- 4753- 8033- 0f 276bb0955b' --scope "/subscri pti ons/ $SUBSCRI PTI ONI D/ r

esour ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t. St or age/ st or ageAcco

unt s/ $STORAGEACCOUNTNANE/ bl obSer vi ces/ def aul t/ cont ai ner s/ backups"

# Assign Storage Blob Data Contributor role to the rangerldentity principa

| at datal/backup fil esystem scope

az role assignnent create --assignee $RANGER_OBJECTID --rol e ' ba92f 5b4-2d1

1- 453d- a403- €96b0029c9f e’ --scope "/subscri ptions/ $SUBSCRI PTI ONI D/ r esour

ceG oups/ SRESOURCEGROUPNANME/ pr ovi der s/ M crosof t . St or age/ st or ageAccount s/

$STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ dat a"

az role assignnent create --assignee $RANGER OBJECTID --rol e ' ba92f 5b4- 2d1

1- 453d- a403- €96b0029c9f e’ --scope "/subscri ptions/ $SUBSCRI PTI ONI D/ r esour

ceG oups/ $RESOURCEGROUPNAME/ pr ovi der s/ M crosof t . St or age/ st or ageAccount s/

$STORAGEACCOUNTNAME/ bl obSer vi ces/ def aul t/ cont ai ner s/ backups”

4. Run the Cloud Shell script: sh azure_msi_role_assign.sh

CDP requires that you provide a public SSH key for admin accessto VM instances.

Y ou can find more information on SSH key requirement in the topic SSH key. If you need to create one, you can do
so by running ssh-keygen -t rsa.

When you complete this step, you have created al of the Azure resources required for this quickstart.

In the CDP Console, the first step is to create a CDP credential. The CDP credential is the mechanism that allows
CDP to create resources inside of your cloud account.
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Log in to the CDP web interface.
From the CDP home screen, click the Management Consoleicon.
In the Management Console, select Shared Resources > Credentials from the navigation pane.

Select the Azure tab, name your credential, and enter the values you previously collected for subscription 1D, app
ID, and password.

aws /& 3

> w NP

Paste the following command into Azure Shell to identify your
Subscription Id 2 your Tenant d

az account list|jg ".[]|{"name": .name, "subs |_E]
Subscription Id™
_'b' a
In arder to create an .'._(||Z-EI:ZIE'.I!Z-II you could use follo wing
command in Azure Shell or you could create it on Azure Portal.
az ad sp create-for-rbac \ name http://{ |E
App 1d™
Passwor
—» )

When you register an environment, you set properties related to data lake scaling, networking, security, and storage.
Y ou will need your Azure environment name, resource group name, storage account name, and virtual network name
from your resource group.

1. Inthe CDP Management Console, navigate to Environments and click Register Environment.
2. Provide an Environment Name and description. The name can be any valid name.
3. Choose Azure as the cloud provider.

10
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4. Under Microsoft Azure Credential, choose the credential you created in the previous task.

: Register Environment

+ Name your envirenment

General Information

Environment Name™®

7]
2 Data Lake Scaling Description
P Data Lake name (7]
Sel oud Provider
ﬂ /s azure v
2 Region, Networking, Security
and Storage
# Microsoft Azure Credential
net
Select Credential
azure-gs-test [?]

4 Data Access, Audit and Storage

5. Click Next.

6. Under Data L ake Settings, give your new data lake a name. The name can be any valid name. Choose the latest

datalake version.

11
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7. Under Data Access and Audit, choose the following:

* Assumer Identity: <resourcegroup-name>-<envName>-Assumer|dentity

» Storage Location Base: data@<storageaccount-name>

« DataAccess ldentity: <resourcegroup-name>-<envName>-DataA ccessl dentity
* Ranger Audit Role: <resourcegroup-name>-<envName>-Ranger| dentity

Warning: Ensurethat you have entered the correct location base. If the name entered does not match the
actual location base created by the quickstart script, environment registration will fail.

For example:

= Data Access and Audit

Frovide an existing location where workload data will be stared.

Assumer Iden'.l'.',.r*

azure-quickstart-lest - cdpazureqs-Assumeridentity 4—9—

storage Location Base®

abfs:// | data@cdpazureqgs 4— dfs.core.windows.net @

Data Access Identity™®
azure-quickstart-test - cdpazureqs-DataAccess|dentity ‘1_

Ranger Audit Identl'.',.':+c

azure-quickstart-test - cdpazureqs-Hangeridentity

12
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8. For DataLake Scale, choose Light Duty.

Q Register Envirenment

Data Lake Settings

ol TR e o ata Lake Name™®
7 Data Lake Scaling

Runtime 7.1.0

Region, Networking, Security

and Storage 8 Scale

® Light Duty

4 Data Access, Audit and Storage

O Secure Access

9. Click Next.

10. Under Select Region, choose your desired region. This should be the same region you created an SSH key in
previously.

11. Under Select Resource Group, choose your resource group <resourcegroup-name>.

12. For the Select Network field, select the name of the "Virtual Network" resource that was created when you
deployed the ARM template to create the resource group. The name of the Virtual Network should be the same as
your environment name, but you can verify thisin the Azure portal on the Overview page of your resource group.

13. Under Security Access Settings, select Create New Security Groups for the Security Access Type.

i ironment
¢ t % Region, Location
_’ Cent
[ caling
=N ]
Region, Netwarking, Security :
and Storage -
—’ celpazures 7]
d )
C
Dan
O Security Access Settings
—> Create New Seeurity Groups - 8
L7}

14. Under SSH Settings, paste the public SSH key that you created earlier.

15. Optionally, under Add Tags, provide any tags that you'd like the resources to be tagged with in your Azure
account.

16. Click Next.

13
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17. Under L ogs, choose the following:

* Logger Identity: <resourcegroup-name>-<envName>-L ogger|dentity
* LogsLocation Base: logs@<storageaccount-name>
« Backup Location Base: backups@<storageaccount-name>

Warning: Ensurethat you have entered the correct location base. If the name entered does not match the
actual location base created by the quickstart script, environment registration will fail.

For example:

B Logs

Provide an existing location where log files will be stored.

Logger Ident 11_.-'*
azure-guickstari-test - cdpazureregs-Loggerldentity <+

Logs Location Base™

abfs:// | logs@cdpazureregs chre.winduws.net (7]

Backup Location Base (Optional)

abfs:/ | backups@cdpazureregs wg.windnws.net Q

18. Click Register Environment.

14
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