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ABOUT BOOTLABS

Bootlabs, started in 2019, is a Bangalore, India based, focused boutique consulting with prowess in

Cloud Technologies, Platform Engineering and Al.
We work with enterprises as their Innovation partner to design and implement their future vision.

Creating Scalable and Secure Platforms across Technology landscape to improve Customer and
Employee Experience while realizing maximum ROI at optimal Cost
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Engineering Security Engineering Intelligence

0 Fastest Growing Cloud & Al Start-up by Silicon India
' Best Cloud Management Product by Outlook Business
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BOOTLABS BY NUMBERS
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ABOUT GUARDIAN & Guardian

Build Trust in your Software with Unified AppSec Posture Management

As Enterprises are transforming their business through software, Application Security Posture Management
— a critical component of Secure Software Development Framework (SSDF), is pivotal to produce well-secured software and

protect the software during release and in production.

Guardian is your unified ASPM Tool which enables security driven development by providing a centralized vulnerability

management across multiple scanners like SAST, SCA, MAST, IAST, DAST, IAC and Container Scanning tools

T 9,91 1° —
7> Y =O\QO
= § 2
OJ l&' '.o - —
Shift Left Unified Vulnerability Al-Powered Remediations Fastrack
Security Management Resolution

Copyright © 2024 Bootlabs Technologies 5



Why do you need Guardian? & Guardian

Build Trust in your Software with Unified AppSec Posture Management

Security

High
Lead
Time

Challenges faced by Enterprises '

* Too many security tools, each with different format providing Mol T
overwhelming information -

®

Makt

Many ’
Tickets
* Difficult to track vulnerabilities at Business Unit or Organization LTI ?
level across multiple applications . o

* Developer’s productivity is low with operational overhead of
handling the tickets and scrutinizing the ocean of information

* Reactive vulnerability management delaying the Go to Market
resulting in loss of Revenue and Customer Trust
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How Guardian helps? & Guardian

Build Trust in your Software with Unified AppSec Posture Management

Onboard Integrate Deduplicate Assist to Track & Record &
Application Scanners & Prioritize Mitigate Score Report

Golden Path to
Maturity with
SLSA, CIS & SSDF

Remove Friction To F )
: : rameworks
Reduce Clutter With Action With

deduplicated Al Assistance
vulnerabilities

Single view for all
scanners in
Centralized Dashboard




Securing the Software Supply Chain & Guardian

By adopting SLSA framework, Guardian provides the trust with guidelines and

tamper-resistant evidence for securing each step of the software production process.
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SAST IAST DAST SCA IAC Container
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Secure Easy with Guardian

Source

Integrity
Version Controlled Build as Code Artifacts Scanning Security Audit gates
Code Repository Isolated, Ephemeral  Artifacts Signing Secure Deployment
Verified History Reproducible Artifact Immutability = container scanning ‘
Identity Management Security Testing Provenance Tracking Infrastructure scanning - ;
Peer Review Unit Testing L4
Pre-commit checks Code Analysis

Dependancy check
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THANK YOU

& Guardian
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