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Enrich security strategy with Threat Intelligence & Lumen Professional Services

• Combines specialized expertise to 
proactively identify and mitigate threats 
leveraging intelligence from Black Lotus Labs.

• Offers a broad range of services including 
consulting and advisory, risk compliance and 
manage, and security operations and threat 
intelligence management.

• Our top security expertise will do the heavy-lifting for you. Lumen administrates, monitors and 
maintains customer’s system 24/7, including system patches and updates.

• Simplify alert management without sacrificing security with around the clock monitoring of security 
events and incident handling to detect, analyze and quickly respond.

• Quick and effective responses to security event. When attacked, get additional analysis and 
recommendations beyond just notifications.

• Proactive defense strategies can be formed through a variety of assessments that fit unique business 
requirements.
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Presenter Notes
Presentation Notes
Colleen: The 4th and final investment area is Managed Detection and Response Services. The Managed Services market is evolving into a proactive Managed Detection and Response/MDR Market. And MDR is required to transform Lumen into a proactive service-oriented organization. 

So how does Lumen get into this space? By creating a set of managed detection and response services that use threat visibility (from network, endpoint, and cloud), and then combine it with specialized expertise to provide a service that proactively identifies and mitigates threats. This results in combining network and endpoint together for a bigger picture for the customer. 

Why this matters is it extends our capabilities beyond the MSSP category (we recognize that you have to provide endpoint to be in the MDR category). We are leveraging that Black Lotus Labs threat visibility and integrating it into our Security services so that Lumen can then better detect and respond to customer threats – shifting us into that proactive service-oriented organization. Customers benefit with actionable, useful, targeted data – they can augment their own threat feeds with insights from Black Lotus Labs and dial into information on their specific vertical or use case. And of course they now have a more complete picture beyond just the network to extend to endpoint, mobile devices, and IoT. 

Michelle: Black Lotus Labs enrichment here is essential. While most EDR and IR firms can see vast swaths of adversary binaries and last mile network egresses, they aren’t able to see how adversaries scale their infrastructure to conduct global ops. When they use evasion techniques such as living off the land (km: explain what this means), it can be impossible to detect them unless you see their interconnected command and control structures across the internet. Leveraging Black Lotus Labs intelligence here, breaks down the barriers of this limited visibility. 

Colleen: So our first phase of the MDR initiatives (mgd endpoint) will launch in early second half of the year.

Stop and ask for questions 



Lumen SOC Services
Round-the-clock monitoring of the customer’s 
existing security services
• Built on Lumen’s experience of managing the largest 

global network and Black Lotus Labs threat intelligence
• Detects threats at the earliest stages 
• Tailored to the customer’s response strategy
• Leverages the customer’s existing SIEM platform and 

investment or can be paired with Lumen Managed SIEM
• Service levels and resources to support a range of 

needs
Alert and notification 
Ongoing tuning of alerts
Incident Response
Threat hunting
Forensics
Remote, onsite, shared and dedicated analysts
Afterhours or partial support options

Presenter Notes
Presentation Notes
In your role, you all know what a SOC is…. It’s similar in concept to the NOC we see and hear about where the network is being monitored, but for SOC it is monitoring the security events for the customer. In your head you may have an image of a dark room with lots of screens lit up on the walls monitoring different assets. In security we provide ‘eyes on glass’ watching those security alerts for the customer.

Key points here for this slide – this is our overall SOC offering. We have a few ways to slice this into different products, and we will go into one of those today that we templated for ease of sale, but we can customize to support a wide range of customer needs. We offer round the clock monitoring…… or, if a customer has already taken on internal SOC functions and is overwhelmed with afterhours – we can provide just afterhours or partial hour support. 
Why Lumen for outsourcing SOC services? Here’s where you can touch on the fact that we have a deep experience managing the largest global network and we have our own in house Black Lotus Labs threat intelligence organization. We don’t mention it enough, and it’s one of the things that analysts tell us we need to make sure we hammer home to customers – but have a number of engagements with the federal sector, who has some of the strictest requirements. And we continue to grow in that space based on past experience and performance.  So we can handle custom response strategies, we can meet customer’s where they want resources – whether it is remote or onsite or in a dedicated manner. Our analysts are seasoned and provide more than just notification. We offer versions that provide simply monitoring and notification, to alert triage and recommendations, to forensics when a customer has been compromised and is dealing with the aftermath of an event.

We follow the NIST Incident Response Life Cycle for Incident Handling Phases are Detection & Analysis, Containment & Eradication, Recovery, Post-Incident Activity (Follow Up/Lessons Learned, Incident Closure) 
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Lumen Standard Virtual SOC packages:

*Requires customer to provide SIEM or purchase a Lumen Managed SIEM Service. 

Task/Role* Essentials
(Basic)

Plus
(Advanced) Premium

24/7/365 SIEM monitoring and notification

Use Case development and tuning

Run Book development and maintenance

Deep-dive analytics

Incident Handling

Use Case Advanced tuning

Threat Hunting



Lumen Virtual SOC workflow
Streamlined to minimize false positives with greater threat insight
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*Any security events, correlations, or suspect event trends will be escalated per custom runbook
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Threat intelligence, detection and response ecosystem
Enhancing Microsoft security investments with certified expertise 
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Managed SIEM 
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With security operations management, Lumen provides 24/7 certified experts to specialize and augment customers’ existing resources.

We can support any aspect of security operations, from device or platform management to use case creation, alert notification and investigation to incident creation and remediation. 

Four primary services we provide are:

Managed SIEM and Device Management: when you have already invested in a SIEM, tool or device and want to leverage that investment, but offload the management and support to a partner so you can focus on your core business. 
Virtual SOC: to provide eyes on glass around the clock… or a within a designated time period, such as after business hours. 
Incident Response: feet on the ground to help address any potential attacks or breaches.
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