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3 | 524 with an efficiency rating of ‘ 57% ‘
Microsoft 365

subscribers target benchmark is 95%

ACTIVITY ON KEY M365 APPS

B Active [l inactive

Teams

Exchange

OneDrive

£236,028

Potential annual
cost savings

SharePoint
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60%
60%
16,000
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SharePoint Sites 40% 35%

15,000,000

7 7
SharePoint Files

20%
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e 327 TB of data in total in the tenancy 10%
e 2,368 users not using OneDrive [
OneDrive SharePoint Exchange
MICROSOFT SECURE SCORE STATUS

SECURE SCORE

Risk Accepted

1
0 Completed

56.55% :

G
The target benchmark for secure
score is set at 75%, indicating a
strong security posture. xxx falls
below this desired percentage.

To Address
165

SECURITY ALERTS STATUS
SECURITY ALERTS Dismissed

1
SS
91

New Alerts
175

In Progre:
374
in the past 6 months J

Resolved



BS

COPILOT REPORT

Copilot Assessment Checklist

Assessment Criteria Assessment Level

Mitigation

57% current, Recycle unused subscriptions
target 95% and increase usage of key apps

Usage efficiency
benchmarking

Opportunity for
£236k savings

Cost saving

.. Recycle unused subscriptions.
opportunities

Data storage quantified 327TB of data Veeam backup in place

Improve to 75% - apply key

57% current score . .
security actions

Security posture rating

Improve to 73% close down

43% current score e .
° whitelisted IP addresses

Security alert tracking

Data compliance report 43% current score Improve to 70% with own actions

55% using One
Drive cloud
storage

Check all proposed Copilot users

User storage in cloud .
9 store datain cloud

Check and close down
whitelisted sites and emails

Anti-phishing

57 phish identified
assessment

Malware filtering 23 malware Clean and close down
assessment identified whitelisted access
. . 4 red areas Resolve red criteria and improve
Copilot readiness report . "
identified yellows

Key Actions Summary:

e Run Orca cybersecurity report and close down open access points.

Apply third party tools or MS Defender actions to Secure Score.

Improve key actions for Data Compliance.

Recycle unused subscriptions.

Validate all proposed Copilot users use cloud storage and key apps.
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EFFICIENCY RATING 57%

# OF USERS/SUBSCRIBERS 3'524 USERS

# LICENSE SUBSCRIPTIONS 3'524 SUBSCRIPTIONS
License list

LICENSES # OF LICENSES
MICROSOFT 365 BUSINESS BASIC 0

MICROSOFT 365 BUSINESS PREMIUM 0

MICROSOFT 365 F3 774

OFFICE 365 ENTERPRISE E5 2'750

MICROSOFT TEAMS PHONE STANDARD 0

DYNAMICS 365 SALES ENTERPRISE EDITION 0

MICROSOFT POWER APPS PLAN 2 TRIAL 0
MICROSOFT 365 BUSINESS STANDARD 0
Compliance

119 USERS ARE AT RISK OF BEING UNCOMPLIANT (VALIDATE
INSTALLS IN MORE THAN 5 WINDOW DEVICES)

Savings opportunities

MONTHLY SAVINGS £19'669

TYPE LIST PRICE SAVINGS
REHARVEST £10'674
OPTIMISATION £ 8'995

SURPLUS 0

COUNT

1'368 USERS

679 USERS

O USERS
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Usage optimisation summary

License Usage and Optimisation Opportunities with Potential Improvement
by using Best Practices.

Your organisation can benefit by taking actions in these main areas:

e Potential Cost Optimisation of 46%* of monthly subscription list price
e Improve Teams Usage from 23.7% to 95%

e Increase OneDrive and SharePoint usage to 95%

e Potential ROl from using Smarter SaaS 365 = 22x

*Note - monthly subscription list price/savings opportunities: (£19'669/£42'351)

Cost savings breakdown Efficiency rating

CURRENT

VERY EFFICIENT = HIGHER ROI

Optimisation

81-85%
£8'
71-80%
Reharvest
£10 61-70%
NOT EFFICIENT = LOWER ROI
TBSC 2023
Benchmarking
Criteria Score | Weight |Sub-total
Compliance 96.6 10% 9.7
Optimisation 80.7 20% 16
Reharvest 61.2 10% 6
Surplus 100 10% 10
Teams 23.7 20% 4.7
Exchange 60.5 10%
OneDrive 251 10%
SharePoint 22.0 10%
Total 100% 57

POTENTIAL
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Understanding the usage optimisation score

CURRENT POTEMTIAL

WERY EFFICIENT = HIGHER RO
To maximize the return on investment s1-100% -
of Microsoft 365 subscriptions it is =

B1-85%
essential to ensure that the key apps

are being used by subscribers. L
Optimisation BOLY 20%, L]
Reeharvest &1L2 0oR &
Swiphis 5] 0% ]
Taama 257 20% a7
Exehardo &05 0o &
For example research by Forrester e = | NOT EFFICIENT « LOWER oL
SharePoint 20 0% 2
indicates that an ROl of over 200% can Tonal wox | = | tmscaozs

be achieved within 2 months if Teams is

CURRENT SCORE

implemented efficiently.
The Smarter SaaS for Microsoft 365

analysis provide a usage efficiency

rating and benchmarking against 0
industry standards. Key criteria relating

to usage efficiency reveals areas where 0

improvements are required and best
practices can be implemented.

Smarter SaaS for Microsoft 365 shows
the variances against optimal

OPTIMISATION GOAL

performance and how to close the
gaps. Smarter SaaS for Microsoft 365
measures efficiency levels on the

following criteria and allocates a

composite score out of 100 to

benchmark efficiency and provide a o
comparison against a best practice

position.
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Microsoft 365 - Excel and PowerPoint Usage Report

: Excel Device Activity Excel Device Activity
Excel (Web) @76 BN el OWindows) e @YV -
Excel Mac
Excel Activity
Ledr Princpd Mamd Exol [Wis)  Exewl (W6 w3} Excal (Mach Exzed [obile)
Baudu@teac coud ™ Yaz Mo Yy
L No MNe e
’ Mo Mo No o
ez Yas Mo o
KHemmings@teac cloud e Yas Mo %o
LBefjanirpac cleud et Ne MNe No
m.sillenebse cloud ot N He Na
mpugdan e sl He M M No
BB Y e He e =
thEcuppon @tusintafwarecentre.com Mo to Mo No =
Excel {Mobilel

Stuck with a spreadsheet? Copilot for Excel can help! It analyzes your data
tables, suggesting formulas for new columns, creating insightful charts and
PivotTables, and even pointing out important trends in your data. Displayed are a
selection of users and their readiness to use Copilot for Excel.

e The data shows that most of your subscribers are active on the web with 7
active and 3 inactive. Look into the inactive to users to promote productivity
and more Copilot usage within your organization.

Powerpoint Device Activity Powerpoint Device Activity

PomerPoint .. @No @Y

PowesPoist (Wi @8N0 @i

PawerPeant Bas)

Powerpoint Activity

User Frincipsl Mama Powarfoint [Wab) PowerFoint (Windows] PowerPoint (Mac)  Powerfoin: [Mobi)

Eaedu@ibac cioud Ves a5 M ¥

E Bmamigunacdosd Na Mo M Mo

PRy a Ha He He Ma

JhuleBabic coud Yei Na Ne Mo

K pmmingsdirrscoud e Va5 He Mo

L Berjawi@ibac dowd Yoz HNo No Mo

mumiter@shsc doud o Mo MNe Mo

m.Eugcen P ineccloud Mo Ne Ne Mo

phamas@rhsccoud Yo Ho Ne Mo =
SicuppenBhutinnmsiiwirsentreiem No e e M PowarPaint (Mobe!

Short on presentation time? Copilot turns your ideas into slides. Just give it a
quick prompt, and Copilot can build a polished presentation using content from
any past documents you choose, even from weeks or years ago.

¢ The data shows that most of your subscribers are active on the web with 4
active and 6 inactive. Look into the inactive to users to promote productivity
and more Copilot usage within your organization.
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Microsoft 365 - Word and Outlook Usage Report

: Word Device Activity

Weed (Webl @Y BN

Word Device Activity

Word Mac!

Werd (Windows] @': @Y

Word Activity
Uar Pringigal Mas Word [Wes] Wt [Windowi] Werd [Mag] Weed (Mabile
Bavde@tirccioud Yar Yat Mo e
£ Bnasti@tone coud Ne: Mo Ne Ne
rfotbac dowd Ne Mo No No
jle EraL il T Yo Me Me
< Hammingi@rbee coud Yur Yoz e Ne
w B @k slaud Yag MNe Mg He
e miligeErkge choid e He b Ne
miugdenlibiccioud Ne M e Ne
phames @b cooad s Mo Mo Mo o
rhscuppon@businesssowanecantLcom  No o N Mo Wond Dibilel

Copilot in Word helps you ditch the blank page. It generates a first draft for you,
giving you a springboard for your ideas. This cuts down writing, research, and
editing time, letting your creativity flow freely.

¢ The data shows that most of your subscribers are active on the web with 6

active and & inactive. Look into the inactive to users to promote productivity
and more Copilot usage within your organization.

o A O

Dtlonk (N_ @Y @5

Dutloak Device Activity

Outinok (Wind... @': @7

Dutloak (Mac)
Outlook Activity

Uar Princesl Name Cotlzzk (Wak) Outosk (Wiadswi) Cutlesk (Mag] Cutlzek (Meizds)

baudalithiccoud Yag M2 Mo Mo

EBhatsritarccloud fas e Ll L)

ol thsc coud Mo Mo Mo Mo

Mo cioud Tz a3 L) Tas

K Hamemingr@teac deud s aa Mo Mo

sEeiaed meesioug Tt L Ha He

o illge @ cloud ag M2 Ho Mo

mawgden it cioud Me e L s

phamas Pibrc cloud s Mo Mo ez = Y
TEEIPUPRSTE Bl WA racantre.com. N Mo M M2 Outlosk (Hobile)

Copilot in Outlook can be your inbox lifesaver. It can condense lengthy email
chains into quick summaries and even suggest draft replies. This cuts email
management time from hours to minutes, letting you focus on what truly
matters.

e The data shows that most of your subscribers are active on the web with 7
active and 3 inactive. Look into the inactive to users to promote productivity
and more Copilot usage within your organization.
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Microsoft 365 - Data Storage and SharePoint Assessment

DATA STORAGE (TB) BY M365 APPS

0 Exchange
Total Data in co16
Tenancy:

327TB

OneDrive
144 TB

SharePoint
124 TB

e 416 SharePoint sites activity in the last 30 days with close to 27°000 total

views and containing 104 TB of SharePoint data.

o Recommendation:
o Safeguard these files through backup measures to mitigate the risk of

data loss.

e 1’270 SharePoint sites inactive in the last 60 days, containing up to 15 TB
of SharePoint data.

e 1’548 SharePoint sites inactive in the last 90 days, containing close to 16
TB of SharePoint data.

o Recommendation:
o Backup these files and remove then from SharePoint to minimize the

volume of active data stored within SharePoint.
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Microsoft 365 OneDrive Report Summary

The Microsoft 365 OneDrive Report provides crucial insights for enhanced
productivity, highlighting total storage usage and identifying the number of
individuals underutilizing allocated storage.

Benefits of a OneDrive Report:
e |dentify and allocate storage efficiently
e Track individual storage usage

e Enhance productivity by identifying and resolving unused storage

Summary and recommendations:
e Review Teams 2638 Inactive Users

e Increase OneDrive Overall Usage

Total storage allocated Storage used

3'524-TB AN 144 TB

ONEDRIVE USAGE

Active users
886

e 80% of OneDrive users have used

below 10 GB of storage.

e Top 10 users have used a total of 100

GB of OneDrive storage.

Inactive users
2638
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Microsoft 365 Teams Report Summary

The Microsoft 365 Teams Report focuses on analysing your existing Microsoft

365 Teams Usage and helps you answer key usage questions using Smarter

SaasS.

Benefits of a Teams Usage Report:

e Optimise and fully use your Team subscription

e Increase ROl from your IT

e Ensure users are fully trained on Teams

Summary and recommentations:

e Review Teams 158 Inactive Users

e Increase Teams Calls Overall Usage

e Increase Teams Average Calls Percentage from 71% to 95%

Paid Subscribers

3'524

AVERAGE OVERALL TEAMS
USAGE PER USER
500

403
400

300

200

100
33 22

Private Chat  Calls Team Chat Meetings

1

700

600

500

400

300

200

100

o
Private Chat  Calls Team Chat Meetings

Teams Users

744
902

Teams Users

158

18%

ACTIVE TEAMS USAGE TEAMS CALLS USERS
(ACTIVE USERS) USAGE

656
528 )
Inactive %
29%
68

637

Active %
71%
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Microsoft 365 Secure Score Overview

Total Action Completed Mot Addressed
190 54 136
Score Score By Category
Completed 54
Category 4335%

To Address 134

Key Microsoft 365 Security Issues:
e Your Secure Score is 56.55% compared to an average of
45% and a benchmark of 75%
e You have 136 security actions still to be addressed out

190 actions

Smarter Secure -

Secure Score
Your security assessments broken down are as follows: Su pporting Your

o Data: 0% Business:
o Apps: 43.35%

o Identity: 50.89%

v’ Issue resolution
v/ Relevance assessment
o Device: 60% v’ Third-party security

v/ License compliance

According to Microsoft:
e 80% of employees use non-approved apps for work
(shadow IT), which may introduce security threats.

e |t takes between 98 and 197 days for a business to

detect a data breach.
e 81% of security incidents are caused by credential
theft.


https://www.microsoft.com/en-gb/industry/blog/cross-industry/2018/02/27/10-stats-that-reveal-the-changing-face-of-it-security/
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Microsoft 365 Secure Score Benchmark

Distribution of Secure Score
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Secure Score Benchmark Recommendations:
e You are above the average, however you fall below the
benchmark. Top organizations fall within the green
area, hence more work needs to be done to boost you

secure score.
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Microsoft 365 Security Alerts Overview

Tatal Security Alerts New Alerts

Resobved
4084 2256 1760 o [o

=

Lewel of Security Alerts

Security Aberts Status

L] Ay

Status

@reaient 1760
@resoled

Progess 2256

Security Alerts by Categary

o 3203

anypical el [
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Key Microsoft 365 Security Issues:

e Your security alerts score is

Smarter Secure -
Security Alerts
Supporting Your
Business:

e Over the past 6 months, you have had a total of 4'084
security alerts, of which 322 are high level ones.
e You have 2'256 security alerts still to be addressed out

of 4'084 alerts.
v’ Early Detection
v Risk Mitigation
v’ Trends Identification
v/ Continuous Monitoring

Your top three alerts are as follows:
o Anonymous IP Address
o Unfamiliar sign-in properties
o DLP-Alertin SC rule
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Microsoft 365 Security Alerts Benchmark

Distribution of Security Alerts
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Security Alerts Benchmark Recommendations:
e You are above the average, however you fall below the
benchmark. Top organizations fall within the green
area, hence more work needs to be done to boost you

secure score.

59.52

66.67
100.00

100.00

100.00

100.00
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Microsoft 365 Compliance Score Overview

Compliance Score

43.27%

Customer Recommended

Customer Actions Actions Status
|
172 12163 2
i A Lixmimum Possitle Powms Camplesed &
Microsoft Actions
9473 10127
oy Acharcrd LAswirfiif Periaible Pty

Microscdt Defender for Endpoint

Priwg Pravady Rigk Managamga

Priva Subject

[
Communication compliance ] &

| 5

I

I

I

Compliance solutions to be used

Complipnie Soone

397

I
Azure Active Directory I_ "

Rights Reguens

Sequrity & comphance cemte | 2

Exchange Onling Protect

Microsoft 388 admin center

Microsodt Defender for Identity

Microsoft Indormation

Mot Complated 263

0

Compliance Recommended Actions

Improvement JTion name

Add boundary proteition by préverting uiers from browisng untrusted gites
AdSngll coding vulngrhbahties

Adhgrg 10 defingd retention periogs

Adopt an IT implamentation method for software dewslopmant

Adopt security, chnicsl, snd sdministrative meagures 1o protect parconal dats
Algm pariannel of dazh 1oilige

Align BUTingis SLoeRE 30d [T ook

Ancnymize USer names to users in certain roles

Apply sensitivity labsls 1o protect aPH

Apply sensitivity Labels 10 protect financial data

anatug

Mot Complezed
Mot Completed
Mot Complated
Mot Complated
Mot Completed
Mot Complened
Mot Complated
Mot Complated
Mot Completed
Mot Complesed

200

Service

Campliante Siore
Compllance Score
Compliance Score

Campliance Score

Compliancs 500

J0

Tatal

Compliance Score Summary:

Poinig Acheived Maximum Possible Soints
o] 27

o 9

1] ¥

=] @9

o )

0 1

0 )
=] 7

o 27
°] 27
172 12163

e Your Compliance Score is 43.27%. Your compliance score is a

combination of your completed recommended actions and the

actions completed by Microsoft.

e You have completed 6 actions of which you have achieved 172

out of 12163 for actions that are your own responsibility

00
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Smarter SaaS Copilot Quality Check

The Smarter Saa$S for Microsoft 365 Copilot Healthcheck includes a Data Quality
Check for Copilot readiness. This Quality Check reviews the data pulled from the
customers tenancy and offers quality control of client reports.

AREAS VALIDATED COMPLETED
REHARVEST
OPTIMISATION
SURPLUS
TEAMS
EXCHANGE
ONEDRIVE
SHAREPOINT
COMPLIANCE
WORDS
POWERPOINT
EXCEL
OUTLOOK
SECURE SCORE

SECURITY ALERTS

AN NN Y N N N N N N N N N SN

PAID SUBSCRIBER LIST

We confirm the above listed areas were checked and validated by our team at TBSC.

DATE OF QUALITY CHECK: 23rd of June 2023
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APPENDIX B

Cybersecurity Check

MName Result

Informational
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APPENDIX C

Cybersecurity Check
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Glossary

Cost Savings: The potential amount that can be saved by implementing strategies to
optimize the usage of Microsoft licenses. It refers to reducing unnecessary costs
associated with license allocation and ensuring efficient utilization.

Current Score: It represents the current assessment score of your organization's
usage, optimization, and utilization of Microsoft 365 licenses as a whole. The score
indicates how well your organization is leveraging the licenses and identifies areas for
improvement.

Data Storage Assessment: This assessment evaluates how data is stored, shared, and
accessed within your organization's SharePoint, OneDrive, and Teams. It provides
insights into activity levels and helps identify opportunities for optimizing data
storage and collaboration practices.

Optimization: In the context of Microsoft Teams and licensing, optimization refers to
maximizing the usage of licenses and ensuring that each user is assigned the most
appropriate license type. By optimizing licenses, organizations can reduce costs,
improve efficiency, and enhance user experience.

Optimization Goal: Microsoft recommends achieving a score of 95% as an
optimization goal. This goal is used as a benchmark to compare your organization's
current score with the desired level of optimization. It indicates the level of efficiency
and utilization expected from your Microsoft 365 licenses.

Reharvesting: Reharvesting refers to the process of reclaiming and reallocating
Microsoft licenses within your organization. It involves identifying unused or
underutilized licenses and redistributing them to users who need them, thereby
optimizing license allocation and minimizing waste.

Storage Terabyte: A terabyte (TB) is a unit of digital storage capacity. It is equal to
approximately one trillion bytes or 1,000 gigabytes (GB). In the context of Microsoft
Teams, a terabyte is used to measure the amount of storage space available for
storing files, documents, and other data within the platform.

Surplus: Having a surplus of Microsoft licenses means that your organization
possesses more licenses than are currently being utilized by users. It implies that
there is excess capacity or unused licenses available, which can be optimized and
reallocated to maximize efficiency and cost-effectiveness.



