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Configuring Log access from Imply Managera

ISSUE:

Imply Manager requires access to the cluster for log retrieval. This is configured via port access
in the environment. Failure to allow access to port 9994 will result in the error below:
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Service logs for 10.82.85.123

Could not get logs for 10.82.85.123: Error: ETIMEDOUT

Refresh Download Close

ENVIRONMENT:

This applies to all environments that use Imply Manager. This includes Imply Cloud on AWS,
Imply Private on AWS, GCP, Azure, etc.

ADDITIONAL INFORMATION:

The code looks for the port to be accessible. This must be managed in your environment to allow
access to port 9994.

public getLogviewOfferingsURL() {
const url = this.toURL( 'private', 9994, 'http');

if (!url) return undefined;

return url.changePathname( ) .toStr

CAUSE:
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Port access is by default allowed in Imply Cloud offerings. This must not be removed from the
Security Groups of your cloud setup. In the case of on-prem, this must be configured. This is

typically done in the inbound rules for the VPC or network settings of your cloud provider. An
example of the security group settings in AWS is below. The last line shows the entry for port

9994.

@D New VPC Experience

o VIRTUAL PRIVATE 2
cLoun
Your VPCs « B
Subnets
Route Tables

Intemnet Gateways

Security Groups (1/5) e

Name

imply-339327-f60c-4de1-854b-91

imply-3f39327-f60c-4de1-854b-913360e0daa2-network-sg-default

v Security group ID

v

sg-02a12e0cece08245

$9-065b761a531714a7a

sg-0856effc2a47cdd9a

[¢] | Actions ¥ H Export security groups to CSV

[+

Security group name

default

imply-3f3e9327-f60c-4de1-85...

Imply-3f3e9327-f60¢-4de1-85...

VPCID v
vpc-05f25beadebdef0s
vpe-05f25bcadebIef0s

vpe-05f25beadebIefos

1 c]

Description v owl
default VPCsecurity gr... 828
Imply Cloud Instance ... 828

1mply Cloud Default 828

Egress Only Internet
Gateways

Carrier Gateways
DHCP Options Sets
Elastic IPs
Managed Prefix Lists
Endpolnts
Endpoint Services
NAT Gateways
Peering Connections
¥ SECURITY
Network ACLS
Security Groups
¥ NETWORK ANALYSIS
Reachability Analyzer

Nerwork Access Analyzer

imply-3f39327-f60c-4de1-854b-913360e0daaz-network-sg-elb-unmanaged

59-0d2ad6216d5748126

sg-3ca7basf

imply-3f3e9527-f60c-4de1-85...

default

vpe-05f25bead1ebgefos

vpc-21ecgass

Imply Cloud ELB Unma... 828

default VPC security gr... 828

¥ DNS FIREWALL

Rule Groups.

B EE

Domain Lists

¥ NETWORK FIREWALL

@© You can now check network connectivity with Reachability Analyzer

Run Reachability Analyzer X

Firewalls
Firewall Policies

Network Firewall Rule
Groups

VIRTUAL PRIVATE
NETWORK (VPN)
Customer Gateways

Virtual Private Gateways

Site-to-Site VPN
Connections

Client VPN Endpoints
¥ TRANSIT GATEWAYS
Transit Gateways vew

Q

Inbound rules (1/8)

Name

Security group rule... ¥

IP version

Type

Protocol

v Port range

C | [ managerags | [ edit inbound rules

v Source

1 @

Description v

sn;;D!dl 178afe1f23449
sgr-0d1efc99a42¢0d11c
5gr-0b4c50853f807b1f6
5gr-01107449887325....
5gr-026cde17757€847....
sgr-Oed 76874620776...

SSH

Custom TCP
Custom TCP
Custom TCP
Custom TCP

Custom TCP

YEP
TP
TCP
TcP
TP
TCP
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9095
9088
8090 - 8091
8281 - 8283
9994

269875963461 / 5g-17...
269875963461 / 5g-7...
269875963461 / sg-7...
269875963461 / 5g-f7...
269875963461 / 5g-17..
269875963461 / sg-7...
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Comments
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