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The world has changed

ETP Secure Web Gateway: w/c March 9 vs. w/c May 11
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Secure Web Gateway Evolution
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The world’s largest cloud security platform

Scale Visibility Performance

137 countries 100 million IP 40 million

1,700 networks
3,900 locations 1.3 billion device 2+ trillion

addresses/day hits/second

interactions/day deliveries/day
260,000
O SEIVELS 7.5 petabytes 50+ terabits/second

processed/day
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Secure Web Gateway at the Edge
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See more, catch more

e Akamai Real-time Threat Intelligence f—§ )
Akama
e Combined with inline and offline Experience the Edge
engines i
e Diverse detection techniques - SOPHOS
signature, signatureless, machine Security made simple.
learning, sandboxing
C - ]
e High detection rates, low false positives )\ laStl] ne
e Comprehensive protection against . .
malicious content and zero-day threats mimeca St
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Real-time Threat Intelligence

r— Automated statistical, trend,

0 == ] .

= and pattern analysis of
Aleaivizi Dara structured and unstructured data %
+ Up to 30% of total web traffic

+ 2.2 trillion daily DNS queries

Akamai CSI
« Security product logs

« Big Data analytics deliver
cloud-based threat intelligence

ch Aka mai that is continuously updated
Lo CIOUd « Multilayered approach of

Third-Party Data Security machines and people

Raw t.hreat data. ! Intel |ige nce - Fueled by enterprise

* Premium threat intelligence

and consumer traffic that
is augmented with

third-party sources

p bl’ D Data scientists fusel Clea nl — Offllne behavioral analysis
ublic Data and scour data for of customer’s DNS logs
* WHOIS data . . .
; actionable threat intelligence
* Registrar data

—
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A Proven Solution

Experience the Edge

G
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Global Fast-Food Chain Improves
POS Security & Reduces Risk with
Akamai ETP

Challenges
 Legacy AV was being retired & new EDR
service was not a fit for POS security
* Franchisee/franchisor complexity

Results

* Quick and rapid deployment with simple DNS
redirection across 10,000 retail locations

* Proactive DNS & URL protection for POS
estate

 Reduced risk of POS compromise
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Product Demo
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integrate with SIEMs & other ~— v e - .
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Next Steps
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Workshop

Technical feasibility
60 to 90 minutes
Scoping review
Indicative pricing

Proof of Value
60-day trial
Absolutely no obligation
No limits on usage
Executive presentation
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