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Overview

eXate

eXate streamlines, automates & simplifies the processes of storing, interpreting and
extracting value from data assets.

The Problem

Countries are demanding more privacy and protection on data and there is no standardised

way to securely access and share sensitive data.

The Solution: eXate Technology

Providing a universal way to orchestrate data privacy. Accelerating access to data,
automating enforcement of global data policies, and providing a secure platform for
compliant international data delivery. eXate protects data in order to unlock its value. As a
result, it allows data to be safely shared with third parties.



eXate's purpose-built platform changes the way data is accessed and democratised
globally, accelerating innovation and optimising efficiency by providing a secure,
centralised, and intuitive solution that offers full compliance while harmonising a business's
current PET landscape

eXate Portal

The scope of the eXate platform is data protection. eXate's DataSecOps solution empowers
Software Engineers, Data Scientists, Governance Risk and Control, Cyber Security and
Operations teams to work together in a single application for safer and easier access,
analysis, delivery and governance of data.

Welcome to the eXate Portal

Figure 1 - eXate Portal

Figure 1 shows eXate's portal home page that allows you to access all sections of the
platform from here.



Admin

Admin is a person who has the authority to make significant changes in an Application.
Admin has the authority to add and update:

1. Users who can Access the eXate Application.
2. Different Roles that can be assigned to the Users.

Welcome to the eXate Portal

Figure 2 - Admin Page

Figure 2 shows the admin page in the eXate platform. To access admin, navigate to the left
menu bar and click “Admin” from here you are able to access the roles and users.

Roles

The different Roles/Responsibilities of the Resources that are assigned to the Users. The
primary functions and uses of the Resources within a Network.



Home / Roles

Roles °

ROLE NAME DESCRIPTION STATUS ACTIONS

Sales Admin Admin Role Active

Figure 3 - Roles Page

Figure 3 shows the roles page in the eXate platform. To access roles, navigate to the left
menu bar click "Admin” and then click “Roles". In the roles page you are able to add, edit
and delete roles



Adding a Role

Claims

Figure 4 - Adding a Role

To add a role, navigate to the plus button on the role page, this will navigate you to the
following page in Figure 4. Fill in the following fields to add a role:

Roll Name: The unique name which is assigned by the User.
Roll Description: The detailed description of the Role.

Claims: What can be defined inside the Role.



Figure 5 - Claims

Figure 5 shows the expanded claims and what can be defined for a role. To choose which
claims a role has, check the following checkboxes wanted.

Users

The Users are those which can use the Resources of the eXate Application.
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Home / Users

Users °

NAME USERNAME ROLE NAME STATUS ACTIONS

e A T e [ ]
Admin admin@axa com Admin [ ]

ST BT i [ ]

Showing 1 to 3 of 3 results Previous 1 Next

Figure 6 - User Page

Figure 6 shows the roles page in the eXate application. To access users, navigate to the left
menu bar click “Admin" and then click “Users". In the roles page you are able to add, edit
and change status of users.
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Adding a User

Access to Data Subject Types °

Figure 7 - Adding a User

To add a user, navigate to the plus button on the user page, this will navigate you to the
following page in Figure 7. Fill in the following fields to add a role:

Full Name: The name of the user

Username: Username of the user

Contact No.: Number of the user. Note this is not a compulsory field.
Password: Password for the user

Confirm Password: Confirmation of password set

Firm: The Firm associated with the User.

Zone: Zone of the user

Department: The department to which the User belongs.

Role: The chosen role assigned to the user

Active: Toggle to show whether the user is active or inactive

12



Select Data Subject Types

[w] DATA SUBJECT TYPES 1S PERMITTED

@ sopseecten

Figure 8 - Add Access to Data Subject Types

When adding a user you can also give access to data subject types, this is to add higher
privilege to a user. To give access, navigate to the plus button in Figure 8, check the
checkbox and confirm by clicking “Add Selected". For more information on Data Subject
Types refer to Subject Entities.

Central Services

This is the main module of the platform where you can access rule packs, data

management and subject entities.
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Welcome to the eXate Portal

Central Services Rule Packs Data Management Subject Entities

Figure 9 - Central Services Page

Figure 9 shows the central services page in the eXate platform. To access central services,
navigate to the left menu bar and click “Central Services" from here you are able to access
the rule packs, data management and subject entities.

Rule Packs

Collection of rules. They are a group of the customized Rules for sharing the data between
different countries and departments.
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Home / Rule Packs

Rule Packs °

Client Rules Sharing client d...

Rule Packs

Figure 10 - Rule Packs Page

Figure 10 shows the rule pack page in the eXate application. To access rule packs, navigate
to the left menu bar click “Central Services" and then click “Rule Packs".
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Adding a Rule Pack

Create Rule Pack

Figure 11 - Adding a Rule Pack

To create a new rule pack, navigate to the plus button on the rule pack page. This will
provide a pop up shown in Figure 11. Fill in the following fields to create a new rule pack:

Name: The name of the rule

Description: Description of the rule pack
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View an Existing Rule Pack

Rule Pack - German Workers Council Rules ¢ °

y @

DESCRIPTION STATUS ACTIONS

Draft
Rule Packs

Figure 12 - View a Rule Pack

To view an existing rule pack navigate to the rule pack page and click an existing rule pack,
this will then navigate you to the page in Figure 12. From here you can either edit, add, view
and delete rules inside the rule pack and edit rule pack name and description.

Create a Rule Inside a Rule Pack

The Rules determine the sharing of data with every other Third Party or any other Country.
Rule is created by the Combination of different elements of Static Data Management.

17



CREATE RULE

Rule Packs

arriBuTes @)
counTries INscore @)
DEPARTMENTS / THIRD PARTY (@)

pURPOSE OF USE @)

Q@ save @ suBMIT FOR APPROVAL

Figure 13 - Creating a New Rule Inside a Rule Pack

To create a new rule inside a rule pack navigate to the chosen rule pack page and click the
plus button. This will take you to the page in Figure 13. Fill in the following fields:

Rule Name: Name of the rule

Rule Description: Short description of the rule

Once all options have been completed, the rule can be saved. It then can be “Submitted For
Approval” and it will be sent to the concerned authority who has the Right to Approve newly

created Rules.

Add an Attribute to a Rule

18



ADD ATTRIBUTE

] arTRIBUTE DESCRIPTION CLASSIFICATION

O e rge

@ AppseLecTeD

Figure 14 - Add Attribute

Figure 14 shows adding an attribute to a rule. The attribute group can be selected from the

left hand menu as well as the classification. Once the group has been chosen the individual
attribute can be checked using the checkbox. Once selected all attributes wanted, click the
‘Add Selected” button.

Add a country to a rule

19



SELECT COUNTRY

@ ~ppseecTeD

Figure 15- Select Country

Figure 15 shows adding a country to a rule. The country can be added by checking the
country/countries using the checkbox. Once all countries wanted have been selected click
‘Add Selected".

20



Select Department

DENY/ALLOW

@ ~ppseecTeD

Figure 16 - Select Department

Figure 16 shows adding a department to a rule. The department/departments can be
selected by checking the checkboxes, once departments have been selected, click the
*Add Selected" button.
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Select Data Usage

PURPOSE DENY/ALLOW CONSENT
Claims for the management for casa files [ ] No

Client Management to understand relationships with

No
Clients

DIA team members who are required to support the

DEEP products o

Aunds No

@ aposeLecTen

Figure 17 - Select Data Usage

Figure 17 shows adding data usage to a rule. The data usage/ data usages can be selected
by checking the check boxes, once data usage has been selected, click the “Add Selected”
Button.
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Edit an Existing Rule in a Rule Pack

Home / Rule Packs / Client Rules / Personal Details ‘

Rule Status: DRAFT

EDIT RULE

Country Date of birth Firstname Lastname

COUNTRIES INScoPe @)

Switzerland g United Kingdo.. ?‘1 *é United States Germany Luxembourg

DEPARTMENTS / THIRD PARTY (@)

Management

pURPOSE OF USE @)

Marketing (v Testing Legitimate use

Figure 18 - Edit Existing Rule inside Rule Pack

Figure 18 shows editing a rule pack. From here you can edit the name, description and edit
or add attributes, countries, departments/third party and purpose of use.

Data Management

Data management contains applications, attribute groups, countries, data usage,
departments, subject entity type, substitute groups and third parties. These can be applied

23



in a rules based on which data can be shared with individuals, different countries or any
Third Parties.

Welcome to the eXate Portal

Applications Attribute Groups Countries Data Usage Departments
cks

Data Management

Subject Entity Type Substitute Groups Third Party

Figure 19 - Data Management

Figure 19 shows the data management page, this can be accessed by navigating to the left
menu bar and clicking “Central Services" and then “Data Management”. From here you are
able to access all features of the data management.

Applications

This section consists of all the Applications present inside the eXate product. It will show the
name, URL, status and allow you to either edit or delete the application.
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Home / Application

Applications °

STATUS ACTIONS

[ ] P

Showing 1 to 1 of 1 results
Applications gL 0 LionLIEE

Figure 20 - Applications Page

Figure 20 shows the applications page. Applications can be accessed by navigating to the
left menu bar and clicking on “Central Services™ then “Data Management” and then
‘Applications”.
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Add an Application

Figure 21 - Adding an Application

Figure 21 shows adding an application. To add an application, havigate to the plus button on
the top of the application page. When clicking this it will take you to the page shown in
Figure 21. To add an application fill in the following fields:

Name: Name of the application

URL: URL of the application

Description: Description of the application added
Email: Email Address

Status: Toggle box to indicate the status
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Edit an Application

Figure 22 - Edit an Application

Figure 22 shows editing an application. To edit an application navigate to the pencil icon
next to the chosen application on the application page. From here it will take you to the
page where you can edit existing information given about the application.

Attribute Groups

The Attribute Group is a set/collection of many Attributes which can be applied to rules.
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Attribute Groups °

Pll

Attribute Groups

Figure 23 - Attribute Groups

Figure 23 shows Attribute groups page. To access the attribute groups navigate to the left
menu bar click “Central Services” then “Data Management" and then “Attribute Group”. From
here you can view all attribute groups created.
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Adding an Attribute Group

Add Attribute Group

Figure 24 - Adding an Attribute Group

Figure 24 shows adding an attribute group. To add a new attribute group navigate to the
plus button on the attribute group page which will take you to the page shown in Figure 24.
Fill in the following information to add an attribute group:

Name: Name of the attribute
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View Attribute Group

Home / Attribute Groups / Pl

Attribute Group - PIl ¢ °

Classification: Al v DataType Al
CODE CLASSIFICATION SENSITIVITY ACTIONS
AGE Age Personal s
8p lace I'd
4
Attribute Groups e
ard number
Criminal record
Date of birth

Digital identity

to 10 of 32 results Previous

Figure 25 - View Attribute Group

When clicking on an attribute group from the attribute group page it will display a page
similar to the page shown in Figure 25. An attribute group will have a collection of attributes
that hold information about each attribute.
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Edit Attribute Group

Edit Attribute Group

Neme: o,

Figure 26 - Edit an Attribute Group

To edit an attribute group locate to the top of the chosen attribute group page and click the
pencil icon. This will navigate you to the page shown in Figure 26. From here you can edit

the name of the attribute group.

31



Add an Attribute

Create Attribute

Attribute Group: pil

Attribute Enum:

Attribute DataType: String

Attribute Type:

Substitute Group:

Attribute Classification: Personal Data

Submit  Cancel

Figure 27 - Add an Attribute

To add an attribute to an attribute group, navigate to the plus button on the chosen attribute
page, this will take you to the page shown in Figure 27. From here you can fill in the
following fields to add an attribute:

Attribute Group: The group to which the attribute belongs.
Attribute Enum: The actual name of the attribute.

Attribute DataType: The data type to which the attribute belongs whether it is integer,
string, Boolean, date.

Attribute Type: Drop down box of type of attribute

Substitute Group: A specific set from which a substitute name can be selected for the
attribute.

Attribute Classification: \Whether the data is Financial, Corporate, and Personal.
Attribute Name: The actual name of the attribute.
Attribute Description: A short description of what the attribute is all about.

Attribute Sensitivity: Restricted, Public, Highly Restricted.
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Edit an Attribute

Edit Attribute

Attribute Group: Attribute Name: Age

Attribute Enum: Attribute Description Age

Attribute DataType:

Substitute Group:

Attribute Classification: Personal Data

Submit Cancel

Figure 28 - Edit an Attribute

Figure 28 shows editing an attribute. To edit an attribute navigate to the top of the chosen
attribute and click the pencil icon. From here you can edit any of the following fields shown

in Figure 28.

Countries

The data can be shared with whichever country the user wants but it has to be essentially
aligned with the rules, and rules are configured according to the GDPR requirements.
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Home / Countries

Countries °

Argentina Australia Belgium

Denmark Finland France Germany Hong Kong India

Luxembourg Portugal

+= 1

Singapore South Africa Sweden Switzerland Ukraine United Kingdom

United States

Figure 29 - Countries

Figure 29 shows the countries page. To access the countries navigate to the left menu bar
click “Central Services" then “Data Management” and then “Countries”.
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Add a Country

SELECT COUNTRY

@ AppseecTeD

Figure 30 - Add a Country

Figure 30 shows adding a country, to add a country navigate to the plus button on top of
the countries page. From here it will take you to the page shown in Figure 30. To choose
what country, check the correct checkbox.
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View/Update a Country

sty e e st

Figure 31 - View/Update a Country

Figure 31 shows viewing or updating a country. To view/update a country click on the
chosen country on the country's page. From here you can see which Country a particular
country can share its data with. This plays a very significant role in creating the Rule Packs
which is the base of the entire eXate product.

Data Usage

Data Usage is where the purpose of the use of data is kept.
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Home / Data Usage

Data Usage Q

Administration Ai profiling Client Manag... Legitimate use Managemen... Marketing

Testing

Data Usage

Figure 32 - Data Usage

Figure 32 shows the data usage page. To access the data usage page navigate to the left
menu bar click “Central Services” then “Data Management” and then “Data Usage”.
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Add Data Usage

Add Data Usage

Data Usage Name

Description:

Is Consent Required: ()

Submit  Cancel

Figure 33 - Adding a Data Use

Figure 33 shows adding data use. To add a data use, navigate to the top of the data usage
page and click the plus button, this will take you to the page shown in Figure 33. To add a
data use fill in the following fields:

Data Usage Name: Name of the data usage

Description: Description of how the data will be used

Is consent required: Toggle box to indicate whether consent is required
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View/Edit Existing Data Usage

Edit Data Usage

Data Usage Name:

Adi istration

Description:

Is Consent Required: ()

Submit  Cancel

Figure 34 - View/Edit existing Data Usage

Figure 34 shows viewing/editing a data usage. To edit/view data usage navigate to the
data usage page and click on the chosen data usage. From this you can edit the fields
shown in Figure 34..

Departments

The Departments are classified into HR, Finance, Management, Legal, Sales and additional
departments can be created by the User as per their needs.

Highly customizable rules can be configured as per the organizational heeds and
departments could be given access to the data.
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Home / Departments

Departments °

Marketing Management eg; C Finance

Abracadabra C...

Figure 35 - Departments

Figure 35 shows the departments page. To access the departments navigate to the left
menu bar click “Central Services” then “Data Management” and then “Data Usage”.
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Add Department

Add Department

Name:

Figure 36 - Add Departments

Figure 36 shows adding a department. To add a department, navigate to the top of the
departments page and click the plus button. From here it will take you to the page shown in
Figure 36. Fill in the following field sto add a department:

Name: Name of the department
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Edit/View Department

Edit Department

Name:

Marketing

Figure 37 - Edit/View Department

Figure 37 shows editing/viewing a department. To edit/view a department navigate to the
plus button at the top of the departments page. This will take you to the page shown in
Figure 37, from here you can edit the name of the department.

Substitute Groups

They are the substitute names that can be given to the Attributes and are found by lookup

values.
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Substitute Groups °

SUBSTITUTE NAME DATA TYPE DESCRIPTION STATUS ACTIONS

ISO Country Code String 2 character country code list . '

Showing 1 to 1 of 1 results Previous 1 Next

Substitute Groups

Figure 38 - Substitute Groups

Figure 38 shows the substitute group page. To access the substitute page navigate to the
left menu bar click “Central Services" then “Data Management” and then “Substitute
Groups”.
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Add a Substitute Group

Add Substitute Group

Name Lookup Values (Ex: ValueAValueBValueC)

Figure 39 - Adding a Substitute Group

Figure 39 shows adding a substitute group. To add a substitute group, navigate to the plus
button on the substitute group page. From here it will take you to the following page shown
in Figure 39. To add a substitute group, fill in the following fields:

Name: Name of the substitute group

Data Type: Type of the Data

Description: Description of the substitute group
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Edit Substitute Group

Edit Substitute Group

Name Lookup Values (Ex ValueAValueBValueC)

1SO Country Code AUGBUS

Data Type

String

Use Validator

Figure 40 - Edit a Substitute Group

Figure 40 shows editing a substitute group. To edit a substitute group navigate to the
chosen substitute group on the substitute group page click the pencil icon. From here you
can edit the following fields shown in Figure 40.

Third Party

Third Party means that the client who would be using the data can also have third parties
(clients who use their resources) and rules can be made for them as well.
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Home / Third Party

Third Party °

Abracadabra

Figure 41 - Third Party

Figure 41 shows the third party page. To access the third party page navigate to the left
menu bar click “Central Services” then “Data Management” and then “Third Party".
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Add a Third Party

Upload Public Key

Figure 42 - Add a Third Party

Figure 42 shows adding a third party. To add a third party, locate the third party page and
click the plus button. From here you can fill in the following fields shown in Figure 42:

Name: Name of Third Party

Main Contact Person: Main contact person of the third party
Contact Email Id: Email address of third party contact

URL: URL of third party

Public Key: Button to upload public key
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View/Edit a Third Party

User Accounts °

Job Runs

Figure 43 - View/Edit a Third Party

Figure 43 shows viewing/editing a third party, to view/edit a third party click on the chosen
third party on the third party page. From here you can view/edit the following fields shown
in Figure 43.

Subject Entities (Data Subjects)

Subject Entities are used to depict how the subject entities and the Applications are
mapped together with their respective identifiers. Example of this is how master data
management works. Where you have an overall unique identifier as the common identifier
and the mapping is done to their local identifiers to be able to identify the master account.

We also here link back to the country of origin where this subject entity belongs and
capture their consent. We also define what the Subject Entity Type is.
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Home / Subject Entities

Subject Entities °

COUNTRY OF ORIGIN STATUS ACTIONS
o /s u

/s ®

/s ®

' |

Figure 44 - Subject Entities

Figure 44 shows the subject entities. To access the subject entities navigate to the left menu
bar click “Central Services" and then “Subject Entities". You can view the country of origin

and status of the subject entities.

Subject Entity Type

The Subject Entity Type is the subsection of the Subject Entities which has to be selected
when adding a new Subject Entity.
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Home / Subject Entity Type

Subject Entity Type °

Clients Employees

Figure 45 - Subject Entity Type

Figure 45 shows the Subject Entity Type page. To access the subject entity navigate to the
left menu bar click “Central Services" then “Data Management” and then “Subject Entity
Type"

50



Add Subject Entity Type

Add Subject Entity Type

Name:

Requires Additional Approval: ()

Figure 46 - Adding a Subject Entity Type

Figure 46 shows adding a Subject Entity Type. To add a subject entity type navigate to the
top of the subject entity type page and click the plus button. From here it will take you to
the page shown in Figure 46. Fill in the following fields to add a Subject Entity Type:

Name: Name of the subject entity type

Requires Additional Approval: Toggle box to indicate whether it needs to have additional
approval.

Status: Toggle box to indicate status
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Edit/View Subject Entity Type

Edit Subject Entity Type

Name:

Clients
Requires Additional Approval: (@)

stas: (| @

Figure 47 - Edit/View a Subject Entity Type

Figure 47 shows editing/viewing a subject entity type. To edit/view a subject entity type
navigate to the subject entity type page and click the chosen subject entity type page. From

here you can edit the fields shown in Figure 47.
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Add a Subject Entity

Home / Subject Entities / new

Right to be forgotten

Applications °

Search
Subject Entities APPLICATION USER NAME appucanion status | @) ACTIONS

0 results
Consent 6

Figure 48 - Adding a subject entity

Figure 48 shows adding a subject entity. To add a subject entity, navigate to the plus button
on the subject entity page. From here it will take you to the following page shown in Figure
48. To add a subject entity add the following fields:

Unique Username: Unique Username of Subject Entity
Subject Entity Type: Type of Subject Entity

Country of Origin: The Country where the User belongs.
Nationality: The Nationality used by the User.

Domicile: The permanent country of the User.

Right to be forgotten: The right to be forgotten is the right to have private information
about a person be removed from Internet searches and other directories under some
circumstances.

Add Application to a Subject Entity

Adding an application is to link an identifier in application to the master record.
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Add Application

Application:

Application User Name:

Status: [ ]

Figure 49 - Adding application to a Subject Entity

Figure 49 shows adding an application to a subject entity. To add an application click the
plus button next to “Application” and fill in the following fields:

Name: Name of the application
Application Username: Username of the application

Status: Toggle box to indicate the status

Add Consent to a Subject Entity

Without the Consent a Subject Entity will not be shown/used anywhere i.e Until the
approval is given by the concerned authority the Subject Entity will not be able to be
viewed by anyone.
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Select Consent
PURPOSE DENY/ALLOW
Ai profiling [ ]
Client Management .

Marketing [ ]

@ #ooseLectep

Figure 50 - Adding Consent to a Subject Entity

Figure 50 shows adding consent to a subject entity. To add consent click the plus button
next to consent on the page shown in Figure 48. From here you can check the check boxes
to add consent.
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Edit a Subject Entity

Applications °

Consent °

Legitimate use Marketing

Figure 51 - Edit a Subject Entity

Figure 51 shows editing a subject entity, to access this, click the pencil icon next to the
chosen subject entity on the subject entity page. From here you can edit and add all the
fields shown in Figure 51.

Useful Links

Useful links connect the users to links that may be of use.
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Home / Useful Links

Useful Links

Data Protection Data Subjects Grafana RabbitMQ Third Party

Figure 52- Useful Links Page

Figure shows the useful links page. To access this page, navigate to the left menu bar and
click ‘Useful Links'. This will direct you to the page shown in Figure 52.

List of useful links:

API Documentation:

e APlgator: The Data Protection API provides the relevant endpoints containing the
ability to allow data to be protected at rest and the rules check for the request to
reconstruct the data is done just in time immediately prior to processing. The service
can also be used to restrict data at the point of the access request. The rules can be
applied on existing payloads to verify that no restricted data is accidentally sent out
via the API, without modifying the underlying data.

e ETL: The ETL API provides the relevant endpoints for asynchronous data
protection and reconstruction, access logging data captured on protected
data access and ETL based static data.

e Third Party: The Third-Party APl is used to manage third party clients and third party
Jjobs. Third Party means that the client who would be using the data can also have
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https://documentation-api.dev.exate.co/doc/APIgator
https://documentation-api.dev.exate.co/doc/APIgator
https://documentation-api.dev.exate.co/doc/ETL
https://documentation-api.dev.exate.co/doc/Third%20Party

third parties (clients who use their resources) and rules can be made for them as
well. For example: If the eXate Product is used by a Company called “XYZ " then the
subsidiaries of "XYZ " or their Business Associates can also use the eXate resources
but that is decided by the Rule created for that purpose.

Vault: The vault API is used for all internal key services and operations. Examples
would be connection strings, default zones, we use sgl server, default directories,
ensure all the paths, usernames and pws for connecting purposes.

Rules: The rules API is used for all the major operations in our portal application.
Examples would be the creation of Rules to be applied on sensitive data when being
shared to other countries.

Static Data: Static data is used throughout our application in rules, manifest, subject
entity and more. The API contains endpoints which allows users to insert, update
attributes, countries, data usages, departments, subject entity type and third-party
modules.

Discovery: Static data is used throughout our application in rules, manifest, subject
entity and more. The API contains endpoints which allows users to insert, update
attributes, countries, data usages, departments, subject entity type and third-party
modules.

Administration: This API contains endpoints which are used by admins. An example

would be getting, inserting, updating, tenant and user (firm admin) details.

Grafana;

The Grafana button will take you to Grafana. Grafana is open source analytics and
monitoring solution for every database

RabbitMQ:

Vault:

The RabbitMQ button will take you to the RabbitMQ login page. RabbitMQ is a
message-queuing software.

The vault button will take you to the eXate vault (reference to the vault)
Refer to the Vault section for a complete guide on how to use the eXate vault.
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https://documentation-api.dev.exate.co/doc/Vault
https://documentation-api.dev.exate.co/doc/Rules
https://documentation-api.dev.exate.co/doc/Static%20Data
https://documentation-api.dev.exate.co/doc/Discovery
https://documentation-api.dev.exate.co/doc/Administration

APlgator

APIgator has been designed to protect sensitive data and ensure only the correct, relevant
information is provided to the right people. APIgator eliminates the risk of over-distributing
data and allows data policies to be applied centrally.

Welcome to the eXate Portal

Figure 53- APlgator Page

Figure 53 shows the APIgator page in the eXate platform. To access APIgator, navigate to
the left menu bar and click “APIgator™ from here you are able to access the API

configuration.

API Configuration

They are XML and JSON payloads through which you test and see the result of the data that
the user wants to protect.
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Home / API Configuration

API Configuration °

Live records only (@)

ACTIONS
/7 1 @

/7 1 @

Previous 1 Next

API Configuration

Figure 54 - API Configuration

Figure 54 shows the API configuration page. To access APIgator, navigate to the left menu
bar and click “APlgator™ and then “"API Configuration” from here you are able to add, edit
and delete API configurations.
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Add API Configuration

Figure 55 - Add API Configuration

Figure 55 shows adding an API configuration. To add an API navigate to the plus button at
the top of the API configuration page. From here it will take you to the page shown in Figure
55. To add an API fill in the following fields:

Manifest Name: Name of manifest
Active: Toggle box to indicate whether or not it is active

Sample Payload: Button to create Sample Payload

Create Sample Payload

When a sample payload is created. You can click the checkboxes of the attribute to protect.
This will set the attribute to be anonymised going forward. A modal will appear to
determine what type of attribute the data is and if it is linked to a data asset map it to the
subject entity identifier. This tags the data with what the data is (like a data dictionary) and
who it belongs to.
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Figure 56 - Creating a Sample Payload

Figure 56 shows creating a sample payload. To create a sample payload click create when
adding an API.

HTML Tree

Manifest Name

Group nodes: { ]
— Sample Payload
Show Subject Entity Flags: ®
- Persons

Show Filter Flags: { ]

Add Filter

Figure 57 - HTML Tree

Figure 57 shows a HTML tree that matches the sample payload. When a sample payload
has been added, edited and saved it will render a HTML that matches the structure of the
sample payload that has been added. The tree has nodes which can be selected, when a
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node is selected it is reflected below in a table called selected attributes, shown in Figure
58

Selected Attributes Table

Show Filter Flags:

Selected Attributes

ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE

Firstname ~Select -
~Select -
-Select -

-Select -

© viEw maniFesT @ creatEmANIFEST

Figure 58 - Selected Attributes Table

Figure 58 shows the selected attributes table reflecting the nodes that have been selected
in the HTML tree. This selected attribute table shows another way to display the attributes
selected for ease of use.

The first column ‘Attribute Name' also shows the JSON path expression to identify that
particular attribute. It is a unique path to be able to protect the information. The second
column ‘Attribute Type' allows you to name the attribute with lookup from the available

attribute types.

Add Filter

Adding an additional filter to an attribute is to add any additional conditional expressions.
With adding a filter you are able to select the element hame, then choose the condition and
the value.
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ADD FILTER

ELEMENT NAME CONDITION

-Select - v - Select -

Add Mew Filter

Figure 59- Adding a Filter to an Attribute

Figure 59 shows how to add and add a filter. To navigate to the page click the add filter next
to the attribute you want to add conditional expressions to. When adding a filter you are
able to add more than one by clicking the ‘Add New Filter'. Once you have created the filter
to submit click the 'Submit’ button below.

Subject Entity ID
Selected Attributes

ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE

ountryOfBirth Country

Lastname

firstName - $.employees.employee[*] firstName Firstname id - $.employees employee[*1.id

Figure 60 - Subject Entity ID

Figure 60 shows the third column ‘Subject Entities’. Which displays a drop down menu
when an attribute has been starred as a ‘Subject Entity ID". In Figure 57 it shows a toggle box
with the name ‘Show Subject Entity Flags' when this toggle box is turned on, next to the
attributes a star option will appear. From here you can select what attributes you want to
star as Subject Entity ID. As shown in Figure 57 the starred attributes will appear in the drop
down menu in Subject Entity. This is to show if there are any unique identifiers associated
with the payload. For example, if someone exercises the right to be forgotten we can

uniguely identify that record we can support that use case.
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Once all of the steps have been completed, you can then create the manifest, by clicking
the ‘Create Manifest' button at the bottom.

Submit for Approval

Once you have created the manifest, you can then submit the manifest for approval.

Manifest Status:  DRAFT

Manifest Name employee manifest

Active [ ]

Sample Payload Edit  View

Group ni
- sample Payload Show Subject Entity

+ Employees Show Filter Flags:

Useful Links Selected Attributes

Logout
ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE ACTION

CountryOfBirth - §.employ y ryOft Country
IastName - §.employ ee[*] lastName Lastname

firsthame - $.emple ployeel*] firstName Firstname

© viEwmaniresT @ susmiTFoR APPROVAL

Figure 61 - Submit for Approval

To submit the manifest for approval, navigate to the chosen manifest and click the ‘Submit
for Approval Button' seen in Figure 61, once this has been clicked the manifest can either be

approved or rejected.
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AﬂQL r

API Configuration °

STATUS ACTIONS
Draft s B @

s 0 @

Figure 62 - Status Field

As you can see in Figure 62 when a manifest has been submitted for approval the status
field will change to ‘Pending Approval'.

Approving/Rejecting a Manifest

Once a manifest has been submitted for approval it will either need to be approved or
rejected.
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Manifest Name client List

Active o

Sample Payload

Group nodes: ®

Show Subject Entity Flags: @)

API Configuration

Selected Attributes

ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE

Useful Links
dob - §.persons. person[*L.dob Date of birth entityld - $.persons.pe!

fullName - §.persons.personf*]fullName Full name entityld - §.persons.pe
Lastname: entityld -

Firstname

© s © o

Figure 63 - Approving/Rejecting a Manifest

Figure 63 shows that when you click on a Manifest that is pending approval, two buttons will
appear below - ‘Approve’ and ‘Reject’. Once the manifest has been reviewed to either

approve or reject click the matching button.

View Existing API Configuration

Once a manifest has been created you can then view the manifest with all the details

available to see.
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Home / APl Configuration

API Configuration °

Central Services
Live records only (@
APlgator
API Configuration NAME STATUS ACTIONS

employee manifest Draft s 1 @

@
Database Configura Client List Pending Approval /s 0

File Configuration openfin - DO NOT CHANGE Draft s 0 @

Showing 1 to 3 of 3 results Previous 1  Next
Useful Links

Logout

Figure 64 - View an Existing API Configuration

To view an API configuration, navigate to the eye icon next to the chosen API configuration

shown in Figure 64. This will then navigate you to the page shown in Figure 65.

Manifest Status.

Manifest Name employee manifest

Active [ ]

Sample Payload View

Central Services
APlgator Group nodes: ®
API Configuration - Sample Payload Show Subject Entity Flags: )

+ Employess
Database Configuration
File Configuration

Selected Attributes
Useful Links
ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE
Logout
CountryOfBirth - § emplayees.employee[*] CountryOfBirth Country id- § employees employee[*]id

lastName - $.employees.employee[*] lastiame Lastname id- $.employees.employee[*]id

firstName - §.employees.employeel*] firstName Firstname id - §.employees.employeel*1.id

© viEwmaniFEST © rEsToutruT

@ Approved on Jun 24, 2021 by Sales Demo




Figure 65 - An API Configuration

Figure 65 shows the existing configuration that was chosen to view. From here you can view
the manifest by clicking the ‘View Manifest’ button. You are also able to see the HTML tree
from the sample payload and the selected attributes from that HTML tree.

Test Output

To test a manifest to define how we are going to execute this job. Test harness to see if you

can access the information within the manifest.

69



Test Manifest

What would you like to do with the
2 () Protect the dsta

Internal or external sharing?®
Heww do you want to access the data?

Purpose of Lise Administration

Apply Localisation [ ]

Owvning Country Uinited Kingdom
Requesting Coumntry United Kingdom

Protect NULL values [ ]

Payload
{

"employees™ |
"employea”: [

{
“id": "Employee”,
“firstidame": "Orlando”®,
"astMame™ "Gee",
“fullName”: "Oriando Gee®,
"“CoumtryCfBirth™ "US",
"DOB™ "18121965",
"photo”: "https://pbs. twimg com/profile_images/ 7355099756493 TEI0SBE1 Wi T7 jpe"

3

{
s e
"firstiame": "Robert ",
"astMame™ "Mugabe”,
“fullName”: "Robert Mugabe”,
“CoumtryCBirth™ "2W™,
"DB™ "18121965",
"photo”: "https/pbs.twimg com/profile_imapes/ 7355099756493 7E305/BE1 il T7 jpe"

3

{
i "2,
“firstilame": "Maria",
"lastMame™ "Sharapova”,




Figure 66 - Test Manifest

To navigate to the page shown in Figure 73, click the ‘Test Output’ button in Figure 65. From
here you can complete the following fields to test the output of the Manifest.

Test Output - Fields shown for both protect and access the data radio buttons
Run as User:Toggle box to indicate whether to run as user

What would you like to do with the data? Radio button to choose whether to Access the
Data or Protect the Data

Internal or External sharing? Drop down box to indicate whether this is for external or
internal sharing

Apply Localisation:Toggle box to indicate whether to apply localisation or not

Protect NULL Values: Toggle box to indicated whether or not to protect NULL values

Protect the Data - Fields shown when clicking protect the data radio button

How do you want to protect the data? Drop down box to indicate how you want to protect
the data

Should the data be consistent? Drop down menu to indicate whether the data should be

consistent.

Snapshot Date : Date of snapshot

How do you want to access the data? Drop down box on how you want to access the data
Purpose of Use: Drop down box to indicate the purpose of use

Country Code: Country Code

Preserve String Length: Toggle box to indicate to preserve string length or not

Access the Data - Fields shown when clicking access the data radio button

Owning Country: Text box to enter the country owning the maifest

Requesting Country: The country requesting the data

Use Restricted Text: Toggle box to indicate whether or not to have restricted text
Restricted Text: The restricted text used to show what is restricted

Sample Payload: XML or JSON payload added to the API Configuration updated when the

test has been run.
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Once you have completed the following fields you can either test, reset, reset payload or
close. To do any one of these click the matching button.

e \Xhen you click the Test' button the sample payload section will update matching
the test that has been run.

e When you click the 'Reset’ button

e When you click the ‘Reset Payload' button the payload will reset to its original
values.

Edit Existing API Configuration

Sample Payload

API Configuration

Show Filter Flags:

Selected Attributes

ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE ACTION

-se ryOf ountry id-$.a

Figure 67 - Edit Existing APl Configuration

Figure 67 shows editing an API configuration. To edit an API navigate to the pencil icon next
to the chosen API on the API configuration page. From here you can edit the following fields

shown in Figure 67.

Datagator

The Datagator contains database and folder/file configurations on which the user can apply
the relevant data protection techniques via eXate ETL tooling.
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Welcome to the eXate Portal

Database Configur... File Configuration Job Monitor

72" Datagator

Figure 68 - Datagator

Figure 68 shows the Datagator page. To access the Datagator page navigate to the left

menu bar and click “Datagator” from here you are able to access the Database

Configuration, File Configuration and Job Monitor.
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Database Configuration

Home / Database Configuration

Database Configuration °

STATUS ACTIONS

AdventureWorksLT2016_GB oral ' |
s u

2 |

ing 1 to 4 of 4 results Previous

Database Configuration

Useful Links

Figure 69 - Database Configuration

Figure 69 shows the database configuration page. To access the database configuration
navigate to the left menu bar and click “Datagator™ and then “Database Configuration” from
here you are able to add, edit and delete database configuration.
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View an Existing Database Configuration

/ Database Configuration / AdventureWorksLT2016 GB ‘

Manifest Status:

SqlServer
Source Cannection AdventureWarks
Database Name AdventureWarksLT2016

Manifest Name AdventureWorksLT2016_GB

Selected Database - AdventureWorksLT2016 Search

SCHEMA TABLE NAME INSCOPE  LIMIT ROWS SUBSAMPLE ACTIONS
Person_Spark_Protect_Oracle Test 100_NO_PK v A 3 Select
Address v A e Select

Employee GB v A S Select

Showing 1 to 3 of 3 results Previous 1 Next

Recent Jobs

CREATED DATE SNAPSHOT DATE EXECUTION TIME STATUS ACTIONS

Figure 70 - Viewing an Existing Database Configuration

Figure 70 shows an existing database configuration. From here you can view the fields
when creating the database configuration. From here you can see the selected databases
and recent jobs.

Selected Databases

Selected Database - AdventureWorksLT2016 Search
SCHEMA TABLE NAME IN SCOPE LIMIT ROWS SUBSAMPLE ACTIONS
aals} Person_Spark_Protect_Oracle Test_100_NO_PK +" A bsample Select

SalesLT Address v Add mple Select

SalesLT Employee_GB v A bs: Select

Showing 1 to 3 of 3 results Previous 1 Next

Figure 71 - Selected Databases
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Figure 71 shows the selected databases when viewing an existing database configuration.
You are able to see the Schema, Table Name, In Scope, Limit Rows, Subsample and
Actions.

Recent Jobs

Recent Jobs

CREATED DATE SNAPSHOT DATE EXECUTION TIME STATUS ACTIONS
2021-04-22, 6:35 PM 2021-04-22 0 hrs 0 mins 11 secs Complete View Job

2021 6:34 PM 2021-04-22 0 hrs 0 min 5] Complete View Job

2021-04-22, 6:30 PM 2021-04-22 0 hrs 0 mins 8 secs Complete View Job

2021-0 I 2021-04-22 0 hrs 0 mins 0 secs Complete View Job

2021-04- 3 PM 2021-04-22 0 hrs 0 mins 8 secs Complete View Job

Showing 1 to 5 of 5 results Previous 1 Next

Figure 72 - Recent Jobs

Figure 72 shows the recent jobs of the selected database configurations. From her you can
see the creation date, shapshot date, execution time and status. You can also view each job

shown.

View Recent Job
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Home / Job Monitor

Job: AdventureWorksLT2016_DE Status.  Complete

Job ID: 3 Correlation Id:

Job Type: Execution Time:
Start Date: oM End Date: 2021-04-22, 6:35 PM

Created Date: 35 PM Created By: Admin

Ag D

Database Configuration Q cosack I @ viewar J @ worepeTaAs

Useful Links NO. OF
TABLE NAME COLUMNS  SrARTDATE ENDDATE  EXECUTION TIME PROGRESS DOWNLOAD  STATUS
Logout

2
salesLTEmployee. DE 0 0hrsomins 11 secs

Figure 73 - View Recent Job

Figure 73 shows the job chosen. To view a recent job navigate to the database configuration
and click the view job button next to the chosen job. Viewing a job allows you to see all the
necessary information associated such as job type, execution time and who the job was
created by.
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Add Database Configuration

Manifest Status:  DRAFT

e (@D

@ creaTE MANIFEST

Database Configuration

Figure 74 - Add Database

Figure 74 shows adding a database configuration. To add a database, click the plus button
at the top of the Database Configuration page, from here it will take you to the page shown
in Figure 74. To add a database fill in the following fields:

Database Type: Type of database
Active: Toggle box to indicate whether active or not
Source Connection: Connection Source

Manifest Name: Name of the manifest
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Create New Source Connection

Figure 75 - Creating a New Source Connection

Figure 75 shows creating a new source connection. To navigate to this page create a
database configuration and click the button ‘Create New' next to the source connection
field. When clicking this button it will take you to the eXate vault shown in Figure 75. To
create a new source connection. Fill in the following fields:

Name: Name of the connection string
Database Type: Type of the database

Connection String: String that specifies information about a data source and the means of

connecting to it.
Vault Storage Type: Type of Vault Storage

Active: Toggle box to indicate whether the connection string is active or inactive
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Edit Database Configuration

Home / Database Configuration / AdventureWorksLT2016_GB

Manifest Status:

SqlServer

Creste New  View Details

B gz Bl i Selected Database - AdventureWorksLT2016 Search

File C
SCHEMA TABLE NAME INSCOPE  LIMIT ROWS SUBSAMPLE ACTIONS
ark_Protect Oracle Test 100 NO PK + ‘Add Subsample Select Clear
Useful Links
v Add Subsample Select  Clear

Logout
- v ‘Add Subsample Select  Clear

Previous 1 Next

Recent Jobs

Figure 76 - Edit Database Configuration

Figure 76 shows editing a database configuration. To edit, locate the pencil icon next to the
chosen database on the Database Configuration page. From here you can edit the following

fields shown in Figure 76.

The select button allows you to decide which database you want to share.
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Create New Source Connection

Home / Connection Strings / new

Name*
Database Type*

Connection String*

Figure 77 - Create New Source Connection

Figure 77 shows creating a new source connection for an existing database connection
string. To navigate to this page shown in Figure 77, click the create new next to the source
field under the existing database configuration.
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View Details

Home / Connection Strings / AdventureWorks

Name*
Database Type*

Connection String*

@ TEsT connecTion

Figure 78 - View Details of Existing Database Configuration

Figure 78 shows the details of the chosen database configuration. This is within the eXate
vault. To navigate to this page click the view details button next to the source field on the
database configuration page shown in Figure 69.

Selected Database

Selected Database - AdventureWorksLT2016

SCHEMA TABLE NAME IN SCOPE LIMIT ROWS SUBSAMPLE ACTIONS

SalesLT Employee_GB v Add Subsample Select Clesr

Showing 1 to 1 of 1 results Previous 1 Next

Figure 79 - Selected Database

Figure 79 shows the selected database in the existing database configuration. From here
you can also add a subsample to the selected schema.

Actions:

e Select - select your chosen schema
e Clear - clear the chosen schema
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Recent Jobs

Recent Jobs

CREATED DATE SNAPSHOT DATE EXECUTION TIME STATUS ACTIONS

0 results

Figure 80 - Recent Jobs

Figure 80 shows the recent jobs the existing database configuration has. Here you are able
to see the information of the job such as created date, snapshot date, execution time, status
and actions that you can perform on the recent job.

File Configuration

File configuration contains the specific files or folders on which the process of protection
can be applied.

Welcome to the eXate Portal

Figure 81 - File Configuration

Figure 81 shows the file configuration page. To access the page, navigate to the left menu
bar and click “Datagator™ and then “File Configuration Configuration” from here you can
access Text File, Folder, XML File.
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Text File

It contains a specific text file only which can be used for Encryption.

Text File Configuration ©

Figure 82 - Text File Configuration

Figure 82 shows the text file configuration page. To access the text file configuration,
navigate to the left menu bar and click “Datagator™ and “File Configuration” and then “Text
File" from here you are able to add, edit and delete Text File configurations.
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View a Text File

Home / Text File Configuration / CSV sample ‘

Manifest Status:

Delimiter
Beginning line number 1

Target

Target Root View Details

Target File Path

Useful Links

ogout

Source File
COLUMNS DATA TYPE SUBJECT ENTITY ATTRIBUTE TYPE LOW FREQ ONLY SENSITIVE

CustomeriD int32 v

FirstName string v Arsmame

Figure 83 - Viewing a text file

Figure 83 shows viewing a text file. To view a text file navigate to the eye icon next to the
text file you want to view shown in Figure 82. From here you are then taken to the page
shown in Figure 83.

85



Add a Text File

Home / Text File Configuration / new

Create New

Upload New File

Creste New  View Detsils

Target File Path

@ CREATE MANIFEST

Figure 84 - Add a Text File

Figure 84 shows adding a text file. To add a text file, navigate to the plus button at the top of
the Text File page. From here it will take you to the page shown in Figure 84. To add a text
file, fill in the following fields:

Name: Name of text file
Active: Toggle box to indicate whether active or not
Source Root: This is the UNC Path where your file is present.

Source File Path: It is the combination of the unique address of the directory where File is
located and the name of file which we want to protect.

Is Delimited: Whether the file is fixed width or delimited..
Delimiter: It can be comma, pipe, semicolon, and colon.

Is Header: \Whether the columns have the headings or not..
Beginning line number: Beginning of the line.

Target: The destination where we want to copy the Protected data whether a database or
file.
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Target Root: The root directory of the target directory.
Target File Path: The directory and file name.

The Columns will be returned according to the Delimiter selected by the User where we
can select the sensitive column to be protected by selecting the Attribute type
corresponding to the column.

When adding a text file you can create a new source root, when clicking this button it will
take you to the eXate vault to add all the details. Refer to the vault section.

Upload New File

Upload File

o

Drop File Here

or

Browse File

Figure 85 - Upload a New File

Figure 85 shows uploading a new file when adding a text file here you can browse the
folder to add the text file you want.
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Create new Target root

Figure 86 - Create new Target Root

Figure 86 shows when clicking create new target root it will take you to the eXate vault to
fillin the following fields.

Name: Name of the target root
Root Path: Path of the target root
Username: Username of the root

Password: Password of the target root
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Edit Text File

Home / Text File Configuration / CSV sample ‘
|
exate

Manifest Status:  DRAFT

Home Cs sample ®
Admin

Source Root Creste New View Details

Central Services -
! Source File Path Text file\in\Semicolonfile txt Upload New File

A" APigator

. Is Delimited [ ] Delimiter Semicolon
IR

Database Configuration Is Header . Beginning line number

File Configuration
GET COLUMNS
Text File

Folder Target File

XML File
Target Root Create New  View Details

Job Monitor
Target File Path Text file\out\Semicolonfile txt

Useful Links

Logout
Show Subject Entity Fiags: ()

Source File
COLUMNS DATA TYPE SUBJECT ENTITY ATTRIBUTE TYPE LOW FREQ ONLY SENSITIVE

CustomeriD int32 .

Show Subject Entity Hags: .

Source File
COLUMNS DATA TYPE SUBJECT ENTITY ATTRIBUTE TYPE LOW FREQ ONLY SENSITIVE

CustomeriD int32 .
FirstName string Firstname

LastName string Lastname

MiddleName string

FullName string

Showing 1 to 5 of 5 results Previous

Recent Jobs
CREATED DATE SNAPSHOT DATE EXECUTION TIME STATUS ACTIONS

0 results

Figure 87 - Edit Text File




Figure 87 shows editing the text file. To edit a text file, locate the pencil icon next to the
chosen text file. From her you will be navigated to the page shown in Figure 87, and can
edit any of the following fields. You are also able to see the source files.

Folder

Folder is a collection of the same files on which the Encryption process can be applied.

Home / Folder Configuration

Folder Configuration °

Live records only (@)
ACTIONS

s 0 @

Figure 88 - Folder Configuration

Figure 88 shows the folder configuration page. To access this, navigate to the left menu bar
and click “Datagator™ and “File Configuration” and then “Folder” from here you are able to
add, edit and delete Folder configurations.
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View a Folder

/ Folder Configuration / Folder sample &

Manifest Status:

older Path folder testing\in
Delimiter Comma
Beginning line number 1

Target Root

Target Folder path folder_testinglout

Active [ ]

Files In Scope

FILENAME

file.manifestinput2.csv

Figure 89 - View a folder

Figure 89 shows viewing a folder. To navigate to this click the eye icon next to the chosen
folder shown in Figure 88. Here you can view all the details of the folder.
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Discovering all files in a Folder

ext File

Folder

Figure 89 - Adding a Folder

Figure 89 shows adding a folder to scan. To add a folder, navigate to the plus button at the
top of the folder configuration page. To add a folder, fill in the following fields.

Name: Name of the Folder Manifest.
Source Root: This is the Network Path in which your folder is present.
Source File Path: The unique address of the directory in which Folder is located.

Delimiter: Which type of Delimiter the programmers have used. It can be comma, pipe,

semicolon, and colon.

Beginning line number: Beginning of the line.

Target Root: The Network Path of the target directory.
Target File path: The address of the target directory.

Active: Toggle box to indicate whether active or not
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Edit Folder

Home / Folder Configuration / Folder sample

lexate

Manifest Status:

IFEmE Folder sample

ey Source Root

Central Services

Source Folder Path folder_testing\in

KT APigator

Delimiter Comma

KT Dat:
Beginning line number 1 Is Header

Database Configuration
File Configuration SCAN

Text File
Folder Target Root

XML File
Target Folder path folder_testinglout

Active [ ]

Job Menitor
Useful Links
Logout

Files In Scope

FILENAME
SalesLT.Customer csv

file manifest inputt.csv

FILENAME
SalesLT.Customer.csv
file. manifest input1.csv
file. manifest input3.csv

file. manifestinput2.csv

Showing 1 to 4 of 4 results Previous

GET UNIQUE COLUMNS

Show Subject Entity Flags: .

COLUMNS DATA TYPE SUEBJECT ENTITY ATTRIBUTE TYPE SENSITIVE ACTION
Firstname (% Clear

FirsthName string

LastName string Lastname

Showing 1 to 2 of 2 results Previous




Recent Jobs

CREATED DATE SNAPSHOT DATE EXECUTION TIME STATUS ACTIONS

0 results

Figure 9o - Edit a Folder

Figure 90 shows editing a folder. To edit a folder, navigate to the pencil icon next to the

chosen folder. From here you can edit the following fields:

Name: Name of the Folder Manifest.
Source Root: This is the Network Path in which your folder is present.
Source File Path: The unique address of the directory in which Folder is located.

Delimiter: Which type of Delimiter the programmers have used. It can be comma, pipe,

semicolon, and colon.

Beginning line number: Beginning of the line.

Target Root: The Network Path of the target directory.
Target File path: The address of the target directory.

Active: Toggle box to indicate whether active or not

XML File

It is the template which contains the specific file in the XML format.
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Home / XML File Configuration

XML File Configuration °

Live records only (@)

STATUS ACTIONS
/7 0
/7 ©

Elements - ne namespace v 7/ 0

ing 1to 3 of 3 results Previous 1 Next

Figure 91 - XML File Configuration

Figure 91 shows XML file configuration. To access this, navigate to the left menu bar and
click "“Datagator™ and “File Configuration” and then “XML File" from here you are able to add,
edit and delete Folder configurations.
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View XML Configuration

/ XML File Configuration / Elements - default namespace ‘

Manifest Status: [0S

Name

Source Root

Source file Path xi ents default namespace xml
Target Root Wileshare dev.exate co\non-prod\

Target File Path X1 ements default namespace.out.xml

XML File
Job Monitor

Show Subject Entity Flags: @

+ Elements

Selected Attributes

Figure 92 - View XML Configuration

Figure 92 shows viewing an XML Configuration that allows you to view the details of the
XML configuration. You are able to view the selected attributes and recent jobs.
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View XSD Schema

XSD PAYLOAD

“unqualified” elementFormDefault="qualified"

targetNamespace="http//www.exatetechnology.com/test” xmins:
<xs:element name="test">
<xscomplexType>
<xssequence>
ment name="clements™>
xs:complexType>

<xssequence>
<xs:element maxOccurs="unbounded” name="element™>

<xssequence>
<xselement nam
<xselement nam
<xselement nam
</xs:sequence>
<xsaattribute name="code" type="xs:string” use="required" />
</«s:complexType>
<ixs:element>

</xssequence>
<xsattribute name="id" type="xsstring" use="Tequired" />

:unsignedByte” />
type="xsstring” >
rame” type="xs:string" />

</xs:complexType>
<fxselement>

Figure 93 - View XSD Schema
Figure 93 shows viewing and XSD schema which can

button next to the XSD Schema field.
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Add XML Manifest

Figure 94 - Adding an XML File

Figure 94 shows adding an XML manifest. To add an XML Manifest navigate to the top of the
XML File page and click the plus button. To add an XML Manifest, fill in the following fields:

Name: Name of the XML File.
Source Root: This is the Network Path in which your XML File is present.

Source File Path: The unique address along with the File name of the directory in which
XML file is located.

Target Root: The Network Path of the target directory.
Target File Path: The address with the File name of the target directory.
Active: Toggle box to indicate whether active or not

XSD Schema: It contains the structure of the XML File.
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Edit XML File

Home / XML File Configuration / Elements - default namespace

Manifest Status:  DRAFT

Name Elements - default namespace
Source Root v Create New View Detsils
Source File Path xmintelements default.namespace.xml

Target Root v Create New  View Details

Target File Path xmoutielements default.namespace.outxm

Edit  View

Show Subject Entity Flags:
Useful Links

+ Elements

Selected Attributes

Selected Attributes

ATTRIBUTE (NAME - PATH) ATTRIBUTE TYPE SUBJECT ENTITY SENSITIVE ACTION
firstname - /n /ns:elements/ns:element/nsifirs Firstname

surname - /nsitest/ns.elements/ns:element/ns:sun v Lastname

]
CREATED DATE SNAPSHOT DATE EXECUTION TIME STATUS ACTIONS

0 results
° SUBMIT FOR APPROVAL

Figure 95 - Editing an XML File

Figure 95 shows editing an XML file. To edit an XML file locate the pencil icon next to the
chosen XML file on the XML File configuration page. It also shows the selected attributes
and recent jobs associated with the XML file..

When editing an XML file you are able to create a new source root or view the details of the
source root. To do this navigate to the button next to the source root fields. When clicking
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these buttons it will take you to the eXate vault which shows the details of the XML file
source root or empty fields to add a new source root.

The Tree Structure is viewed automatically after saving the XSD Schema. Check the
checkboxes to select which attributes to protect.

Job Monitor

The Job Monitor is one on which the user can view all the recent jobs which have run in the
recent time along with their current status.

Home / Job Monitor

Job Monitor

Jobstatus: Al JobType:  Database v

NAME CREATED DATE EXECUTION TIME CREATED BY  STATUS ACTIONS

0 hrs 0 mins 1 secs o Complete @

Complete @

ohrs0m s Complete =

2021-07-13, 6:47 PM 0 hrs 0 mins 1 secs Complete

51 PM OhrsOmi 0 Complete

07-13, 5:50 PM ins Sale: Complete

0:44 AM ) hrs Complete

2021-06-29, 5:38 PM secs Sales Complete

Job Monitor
Complete

Useful Links N
ksLT2016_DE abase 2021-06-29, 11:58 AM ) hrs s 0secs sDemo  Complete

to 10 of 14 results Previous 1 2

Figure 96 - Job Monitor

Figure 96 shows the Job Monitor page. To access the job monitor page navigate to the left
menu bar and click “Datagator™ and then “Job Monitor " from here you are able to view all
jobs.

View Job Monitor
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Home / Job Monitor

Job: AdventureWorksLT2016_GB Complete
Job ID: M Correlation Id:

Job Type: Database Execution Time:

Start Date: End Date:

Created Date: \ ¥ Created By:

Job Monitor

Useful Links NO. OF
COLUMNS
TABLE NAME o STARTDATE ENDDATE  EXECUTION TIME PROGRESS DOWNLOAD  STATUS
C ut
PROTECT

SalesLTEmployee_GB

Figure 97 - View Jobs

Figure 97 shows viewing a job. To view a job click the eye icon next to the chosen job on the
Jjob monitor page.

Vault

The vault is extra security for connection strings, limited number of users to access the login
details
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External Resources Vault

Data Sources Vault Storage Types System Config

Figure 98 - eXate Vault

Figure 82 shows the external resources vault page. From here you can access data sources,
location, vault storage types and system config.

Data Sources
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External Resources Vault

Data Sources

Figure 99 - External Resources Vault

Figure 99 shows the data sources vault. To navigate to this page click the “Data Sources" on
the left hand menu. From here you can access the file shares and connection string.
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File Shares

Home / File Shares

File Shares °

NAME ROOT PATH ACTIVE UPDATED BY
File Shares
Nor-prod \\fileshare.dev.exate.co\non-prod\ Admin

Showing 1 to 1 of 1 results

Figure 100 - File Shares

Figure 100 shows the existing file shares. To navigate to this page click the “File Shares’
shown on the left hand menu. From here you can add, edit and delete file shares.
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Edit a File Share

File Shares

@ TEsT conncTion

Figure 101 - Editing a file share

Figure 101 shows editing a file share, to navigate to this page click the pencil icon next to the
file share chosen shown in Figure 100. From here you can edit the following fields:

Name: Name of file share

Root Path: Path root of the file share
Username: Username

Password: Password

Active: Toggle box to indicate to whether active or inactive

Once editing the file share you can test the connection to ensure the connection works.
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Add a File Share

Figure 102 - Adding a file share

Figure 102 shows adding a file share. To add a file share navigate to the plus button shown
in Figure 100. From here you can add the following fields:

Name: Name of file share

Root Path: Path root of the file share
Username: Username

Password: Password

Active: Toggle box to indicate to whether active or inactive

Once filling in the fields you can then test the connection by clicking the ‘Test Connection’
button.

106



Connection Strings

Home / Connection Strings

Connection Strings °

DATABASE TYPE VAULT STORAGE TYPE ACTIVE UPDATED BY ACTIONS
File
sqlserver Application Test Zone two salesdemo 4
Connection Strings

Application Test Zone two Salesdemo

4
Sonal Rattan 4
s

fing 1 t0 4.0f 4 results Previous

Figure 103 - Connection String

Figure 103 shows the existing connection strings. To navigate to the page click ‘connection
String' on the left hand menu under ‘Data Sources'. From here you can add, edit and delete
connection strings.
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Edit a Connection String

Connection Strings

Active

@ TesT connecTion

Figure 104 - Editing a connection string

Figure 104 shows editing an existing connection string. To navigate to this page, click the
pencil icon next to the chosen connection string. From here you can edit the following
fields:

Name: Name of connection string

Database Type: Type of database

Connection String: Connection string for the database
Vault storage Type: Type of vault storage

Active: Toggle box to indicate whether active or inactive

Once editing the fields you can then test the connection by clicking the ‘Test Connection’
button.
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Add a Connection String

Connection Strings

Figure 105 - Adding a connection string

Figure 105 shows adding a connection string. To add a connection string navigate to the
plus button shown in Figure 103. From here you can fill in the following fields:

Name: Name of connection string

Database Type: Type of database

Connection String: Connection string for the database
Vault storage Type: Type of vault storage

Active: Toggle box to indicate whether active or inactive

Oncefilling in the fields you can then test the connection by clicking the Test Connection’
button.
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| ocation

External Resources Vault

Namespace

Location

Figure 106 - Location

Figure 106 shows the location page. From here you can access zones and namespaces. To
access the location page navigate to the left hand menu and click ‘Location’.

Zones

Zones specify the valid operating country codes that the eXate services can work in. This
will be defined by where your kubernetes clusters are located and is then mapped to a

namespace.
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Zones °

NAME COUNTRY CODE UPDATED BY ACTIONS
Test Zone two Salesdemo

/7 0

Showing 1 to 1 of 1 results

Previous 1 Next

Figure 107 - Zones

Figure 107 shows existing zones. To navigate to the zone click the ‘Location’ and then
‘Zones' on the left hand menu. From her you can add, edit or delete a zone.
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Edit a Zone

Figure 108 - Editing a zone

Figure 108 shows editing a zone. To edit a zone navigate to the pencil icon next to the
chosen zone shown on Figure 107. From her you can edit the following fields:

Name: Name of the zone

Country code: Country Code
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Add a Zone

Figure 109 - Adding a zone

Figure 109 shows adding a zone. To add a zone navigate to the plus button shown in Figure
107. From here you can fill in the following fields:

Name: Name of the zone

Country code: Country Code

Namespace

Registering a namespace with the eXate system and linking it to the API endpoints.
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Home / Namespace

Namespaces °

NAME ZONE 1S DEFAULT
Test namespace

Test Zone two
Zones

UPDATED BY ACTIONS
false Salesdemo /7 0
Namespace

Showing 1 to 1 of 1 results

Previous 1 Next

Figure 110 - Namespaces

Figure 110 shows the existing namespaces. To navigate this page click ‘Location’ then
‘Namespace' on the left hand menu.
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Edit a Namespace

IsDefault

Namespace

Vault

API End Points @

ENDPOINT TYPE UPDATED BY ACTIONS

Figure 111 - Edit a Namespace

Figure 111 shows editing a name space. To edit a namespace click the pencil icon next to

the chosen namespace. From here you can edit the following fields:
Name: Name of the namespace

Zone: Zone of the namespace

IsDefault: Toggle box to indicate whether the namespace is default

115



Add an API Endpoint

API Endpoint Details

Figure 112 - Add an API endpoint

Figure 112 shows adding an APl endpoint when editing a namespace. To add an API
endpoint navigate to the plus button shown in Figure 111. From here you can fill in the
following fields:

Instance Name: Name of the API endpoint
EndPoint URL: URL of the endpoint
EndPoint Type: Type of endpoint

Port: Port of the endpoint
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Add a Namespace

Namespace

Figure 113 - Adding a Namespace

Figure 113 shows adding a namespace. To add a namespace navigate to the plus button
shown in Figure 110. From here you can fill in the following fields:

Name: Name of the namespace

Zone: Zone of the namespace

IsDefault: Toggle box to indicate whether the namespace is default

Vault Storage Types

Vault storage types are where you can define different zones to store sensitive information
in different database repositories.
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Home / Vault Storage Types

Vault Storage Types °

DATA TYPE DATABASE NAME UPDATED BY ACTIONS

Default Exate Vault Dev 6.4 release Vo |

Exate.Keys.Dev 6 se ' |

Shardstorage Test Zone two Test Zone two Sharc Exate.Shard.Dev P |

Vault Storage Types

Showing 1 to 3 of ults Previous 1 Next

Figure 114 - Vault Storage Types

Figure 114 shows the existing vault storage types. To navigate to the page click ‘Vault
Storage Type' on the left hand menu. From her you can add, edit and delete vault storage
types.
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Edit Vault Storage Types

Vault Storage Types
@ vuroate © canceL
System Config

Figure 115 - Editing a Vault Storage Type

Figure 115 shows editing a vault storage type. To edit a vault storage type navigate to the
pencil icon next to the chosen vault storage type shown in Figure 114. From hee you can
edit the following fields:

Name: Name of the vault storage type
Zone: Zone of the vault storage type
Database Type: Type of database

Database Name: Name of the database
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Add Vault Storage Type

Figure 116 - Adding a vault storage type

Figure 116 shows adding a vault storage type. To add a vault storage type click the plus
button shown in 114. From here you can add the following fields:

Name: Name of the vault storage type
Zone: Zone of the vault storage type

Database Type: Type of database

Database Name: Name of the database

System Config

Key-value pair that the eXate system uses.
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System Config °

NAME UPDATED BY UPDATED DATE ACTIONS
EndpointType n 2021-04-16 V4
20210418

2021-06-30

System Config

Logout Sonal Rattan
Admin
adminuser16

Admin

'
I's
'
4
I's
'
4
4
'

User

showing 1 to 10 of 13 results Previous

Figure 117 - System Config

Figure 117 shows existing system configs. To navigate to this page click ‘System Config' on
the left hand menu. From here you can add, edit and delete system configs.
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Edit System Config

m Config / EndpointType

System Config - EndpointType & °

VALUE UPDATED BY UPDATED DATE
VaultaPl el 2021-04-16
Vault Ul vaultu 2021-04-16
Portal Ul PortalUl 2021-04-16
Auth API AUthAP!
Systern Config

ETL API ETLAPI 2021-04-16

DataProtection API DataProtectionAP! System 2021-04-16

g 1 to 6 of 6 results Previous 1 Next

Figure 118 - Editing a system config

Figure 118 shows editing a system config will take you the key and value pairs of the chosen
system configuration. From here you can add, edit and delete the system config values.
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Edit the System Config Name

System Config

Name:

EndpointType

Figure 119 - Edit the System Config Name

Figure 119 shows you can edit the name of the system config name by clicking the large
pencil icon at the top of the page shown in Figure 118. From here you can fill in the name.
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Add a System Config Record

Add System Config Value

Config Key

Config Value:

Figure 120 - Add a System Config Record

Figure 120 shows adding a record to the system config. To add a record click the plus icon
shown in Figure 118. From here you can fill in the key and value pair.
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Edit a record in the System Config

Edit System Config Value
Config Key:

Vault APl

Config Value:

VaultAPl

Submit Cancel

Figure 121 - Editing a Record in the System Config

Figure 121 shows editing a record in the System Config. To edit a record click the pencil icon
next to the chosen record. From here you can edit the name of the key and value pair.
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Add System Config

System Config

Figure 122 - Adding a System Config

Figure 122 shows adding a System Config. To add a system config click the large plus icon
shown in Figure 117. From here you can fill in the name of the system config.

Glossary

GDPR: The General Data Protection Regulation (GDPR) is a legal framework that sets
guidelines for the collection and processing of personal information of individuals within the
European Union (EV)

JSON: JavaScript Object Notation, is an open standard format that uses human-readable
text to transmit data objects consisting of attribute-value pairs. It is used primarily to
transmit data between a server and web application, as an alternative to XML,

Pll: Personal Identifiable Information is information that can be used on its own or with other
information to identify, contact, or locate a single person, or to identify an individual in

context.
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Pseudonymisation: is a data management and de-identification procedure by which
sensitive data fields within a data record are replaced by one or more artificial identifiers, or
pseudonyms.

REST: Representational State Transfer (REST) is an architectural style that defines a set of
constraints to be used for creating web services. Web Services that conform to the REST
architectural style, or RESTful web services, provide interoperability between computer
systems on the Internet.

XML.: Extensible Markup Language is a markup language that defines a set of rules for encoding

documents.
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