
Security First 
Steps

The Security Baselines that a Business in 

the Cloud needs.



No control & customization on 

security policies for 365 Workloads

Default settings on Microsoft 365 are optimized to reduce friction 

and promote collaboration, but not necessarily to give control to IT 

and allow them to Rollout 365 Workloads in an ordered Fashion.

Primary challenges Ideal solution Desired outcomes

How can we know with certainty the 

level of vulnerability or protection? 

How can we identify the measure of 

adoption of our security controls, 

measures and protocols? How do 

we plan and not just react?

A template with recommendations 

on settings that have a better 

control of what collaboration 

functionalities get rollout to the end 

users and more control over the 

interactions with the outside world.

Strict compliance with data policy 

and secure collaboration.Security 

Hardening: Threat 

Protection/Security 

Management.​Data protection and 

cloud environment.



365 Security First Steps

To address the scenario were a company want to start their journey to 

Microsoft cloud in a more controlled fashion we have designed a template with 

recommendations on settings and policies.

We will review the components of Identities, Devices, 

endpoints, and cloud applications.

Definition of Security Posture

We will give visibility into recommended security 

features and how to approach improvement action.

Recommended Security Baselines

Apply the recommendations on settings and policies 

along with a security roadmap to improve security.

Security Baselines Implementatiom



365 Security First Steps

We will build a roadmap for the 

implementation of prioritized 

security actions for the next 12, 

18 & 24 months.

Microsoft Security 

Roadmap

Reduce data breach risk by 45% and security 

management costs by 50%. Securely access your data 

from anywhere​. Reduce the risk of costly data breach 

incidents. Keep your devices secure wherever they are, 

on all platforms.

Remediation and configuration 

of Security recommendations​. 

Application and configuration of 

the best practices in Security for 

Companies.

Microsoft Security 

Baselines

Identify gaps, how to navigate 

and manage your security 

dashboard, and generate a 

detailed roadmap of areas for 

improvement for security.​

Microsoft Security 

Posture



Customer success: Rochester 

Radiology

The client required security settings and policies discovery for their Azure 

tenant. We helped them evaluate their current security status; we then 

built a Security features roadmap that would help them with the Business 

Goals. By the end we helped them reduce friction and promote 

collaboration in the cloud.

Azure Active Directory and 

account roles defined and 

applied security policies.

Secured Identities

We applied the 14 best 

practices for Azure, 

SharePoint, Teams and 

OneDrive.

Security Template

This document will act as 

evidence and reference in 

the scenario customer 

wants to roll back or amend 

any of the security settings 

applied.

Documentation



Get a free trial

Call for more information: +34604055038

Ask a question via email: info@algenpro.com

Learn more

Remediate your Security 

Posture Today

https://algensolutions.es/
mailto:info@algenpro.com
https://algensolutions.es/
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