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Dynamic Cyber Risk Management




Our Clients

“TrustElements helped our company migrate from
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ACC URGENT CARE
Automated Control Concepts inc.
Smart solutions.

G-Suite to Microsoft Office 365 with zero downtime
and zero data loss. Over 3,500 users continued to
collaborate and run critical business functions
seamlessly during the process.”

Robert Florescu, CISO, CityMD

"Switching to TrustElements has been a major
contributing factor to the growth of our group. As a
company looking to expand, we really value our
employees' time and productivity.”

Bruce Lucarelli, CTO, DermOne

“TrustElements has been with our hospital since
we've opened our doors. Their experience in a wide
range of projects and solutions, and management
of vendors has made a tremendous impact on our
efficiency”

Alexey Gololobov, CFO, Columbus Hospital LTACH

“TrustElements has become our trusted business
partner and completed migration on time,
alleviated hosting responsibilities, and gave us
capabilities to enable team productivity and data
security.”

Kevin Hannigan, President, ACC Inc.
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Problem Statement

‘Breaches are reaching an all-time high

*The frequency and sophistication of cyber attacks have increased exponentially in
recent years.

-Companies spend $200B/year for cyber
-Cyber Security Breaches are inevitable

*Cybersecurity breaches disrupt business operations, damage company's
reputation and erode customer confidence.

« SEC Proposes New Reluirements to Address Cybersecurity Risks to the
U.S. Securities Market

Business executives need to be actively involved in understanding and

managing cybersecurity risks to safeguard the organization's interests.
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We're empowering cybersecurity teams

to make the right choices in the
age of cyber risk uncertainty
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TrustElements Features

Proactively handle
cybersecurity risks in
real-time.

Continuously Audit and
Comply with
Regulatory
Requirements

Invest into your
Cybersecurity based on
Quantified Dollar Risk

Simple Reporting to
Business Stakeholders

Trusted by

“In today’s environment of increasingly
sophisticated criminal attacks, our mutual
customers rely on proactive solutions
such as TrustElements to help protect
their organizations from cyberthreats...”.

Ryan McGee,
Director of Product Marketing for Security



TrustElements Benefits
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Enhanced
understanding
of cyber risks

Improved risk
management
capabilities

Increased

resilience to
cyber threats

Strengthened
reputation and
stakeholder
trust

Better
alignment of
risk
management




« TrustElements provides dynamic
cyber risk monitoring and F-

assessment and utilizes
advanced risk models to
accurately quantify losses to
manage enterprise risks
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Mitigate
We are uniquely qualified to
identify, mitigate and transfer
cyber risks based on your risk
appetite

Cyber Risks & Threats

We serve as independent audit

platform that aligns IT cyber Transfer
efforts with board of directors' =[W]W
strategy @ooo09
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TRUSTELEMENTS APPROACH

Reporting
Cybersecurity
Threats
Cybersecurity Probability and Impact Dynamically

Prioritized Risk

Breaches Machine Learning Models
Management

e MITRE ATT&CK

Cyber Ontology & Risks Quantified

Taxonomy
Threat

Capabilities > Finangial Loss
Regulatory & Industry Cyber Resilience Modeling
Frameworks Index

Cloud Security Compliance
Posture - CSPM Adherence

Data Gathering and Collection

Global Attack

Surface Risk Mitigation

Execution

On-prem Security Loss Simulation
Posture - OSPM
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@ Dynanic Cyber
Management

€3 Risk Profle

@ Operations Risk
Management

(@ Regulatory Compliancs
Management

© Cyber Resilience
Management

€} Threat Management

TrustElements’ Dynamic Cyber Risk
Management (DCRM)

https//portal trustelements.com/reports/?report=4389h64b-4376-ed11-81ab-002248252405

| Report

Dynamic Cyber Risk Management

Dynamic Cyber Risk Management

Ris

Risk Appetite

2.0M

Last Activity

04/10/2023 Ensure server parameter “log_disconnections” is set to
"ON" for PostgreSQL Database Server

04/10/2023 Ensure Server Parameter "log_retention_days’ is greater
than 3 days for PostgreSQL Database Server

04/10/2023  Ensure Storage Logging is Enabled for Table Service for
"Read’, "Write", and "D Requests

04/10/2023  Ensure That Microsoft Defender for Cosmos DB Is Set To
on’

ol Company Profie ¥ €3 Get Support @ Shawn Bérué ~

Next Report Cyber

ANNUAL QUARTERL

Jun2023
Risk Management Priorities

Ensure Access Review is Set Up for External Users in Azure AD Privileged Identity
Management

Ensure That ‘Users Can Consent to Apps Accessing Company Data on Their Behalf' Is
Set To “Allow for Verified Publishers’

that Microsoft Defender for Cloud Apps integration with Microsoft Defender for
cted

% TrustElements

Real-time data with
adaptive cyber risk
prioritization

Manage risks via a
qguantified dollar
value

Automate mitigation,
acceptance, or
transference of risks based
on your risk appetite



Automated Regulatory Compliance

Compliance tracking functionalities to ensure adherence to industry regulations and best practices.

TrustElements

@ Dashboard
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HIPAA - Dashboard

HIPAA - Detailed Findings
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(® Dynamic Cyber Risk
Management

/ Report

HIPAA - Mitigation Action Plan

Mitigation Timeline

Controls

100%

Completion Percentage

Weakest Category

Category Status

Contingency Planning

Do you fi he e uards, in

Automated Manual Response

Maturity Level

identifying and
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Next Report

Maturity Score displays organisation risk level after
evaluation of 18 CIS Controls

It consists of 5 levels

The maximum score of each level is 1.00
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Step 2

Data Collection
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Engagement
Start Planning

Onboarding Process

Gain valuable insights within 1-2 IC\),InthIr:g
s itigation

Step 4 ‘

Management Validation
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Step 3

Benchmarking, Step 5
Quantification, & Industry Leadership Session
Mapping
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THANK YOU .

TrustElements

Inquiries:
f B © Call us: 862-240-1404



https://outlook.office365.com/owa/calendar/TrustElementsBooking%40exelegent.com/bookings/
https://www.facebook.com/TrustElements-105360148030726
https://www.facebook.com/TrustElements-105360148030726
https://trustelements.com/
https://twitter.com/TrustElements
mailto:contact@trustelements.com
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