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Hideez Server & YubiKeys:
Empowering Workforce
with 100% Passwordless

Authentication

What is Hideez Server?

Hideez Server is a FIDO2/WebAuthn server that delivers
passwordless and usernameless single sign-on experience
for a wide range of websites and apps. It seamlessly Truly
integrates with SAML and OIDC service providers (e.g. Citrix, PASSWORDLESS
VMWare, FortyGate, SAP, Salesforce, Okta, OneLogin, etc.), Experience
streamlining authentication practices and bringing phishing-
resistant security in multi-user environments.

Hideez Server supports various hardware and software
authentication tools that can used individually

or in combination to meet the organization's needs and
security requirements. Employees can log into accounts using
several authenticators such as YubiKeys or other options like
a mobile app, platform authenticators, or passkeys.

-

D, oY=l

@.

FY}

Variety of Authentication YubiKeys Combined Biometric Logins
Scenarios with Mobile Authentication with Passkeys
Experience the full spectrum Our array of login options goes far Another authentication method

of authentication scenarios beyond YubiKeys. If a YubiKey is is passkeys or platform
with Hideez server and YubiKeys. misplaced or unavailable, users can authenticators, seamlessly

Benefit from passwordless and effortlessly switch to the Hideez integrated into your employees'
usernameless SSO, ensuring Authenticator mobile app. Available  smartphones, tablets, or computers.

faster onboarding of new for free on Android and iOS devices, it Empower them to log into their
employees and an impressive ensures uninterrupted access to their ~ accounts effortlessly using cutting-
surge in overall employee accounts. edge biometric features like Touch

productivity. ID, Face ID, or Windows Hello.
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Why Hideez Server?

Our server has successfully passed stringent security,
performance and interoperability tests. FIDO certification
ensures its seamless integration into enterprise
environments, guaranteeing robust protection for
sensitive data. Hideez Server is designed to cater to the
needs of hundreds and thousands of users,
accommodating diverse authentication scenarios
without compromising performance.

How It Works

When employees log into their personal or shared
accounts, they are redirected to Hideez Server.

Here, they can leverage a FIDO2 security key or choose
an alternative authentication method, eliminating

the need for traditional login credentials and passwords.

FIDO Authentication Use Cases

1. Sign-In with 2. Passwordless 3. Usernameless
Passwordless MFA Sign-In Sign-In
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v YubiKey v/ YubiKey v’ YubiKey
v/ Mobile app + Mobile app
v/ Passkeys v/ Passkeys
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