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1. Logging In
The URL for the BeWhere Web App is:
hitps://portal.bewhere.com

The username is the user's email address. The initial user is created by BeWhere
support staff. Upon creation of a new user, an automated email is sent from
support@bewhere.com which has a link to the BeWhere Web Site and the user’s
password. Please note the username email address is Case Sensitive.

The first time logging in you will be prompted to only insert your new password.
You will then need to log in, your username is your email address. BeWhere Web
is available in English, French and Spanish.

Compatible Browsers:

Google Chrome

Internet Explorer

Mozilla Firefox

Safari

**Available on Desktops and Mobile Devices
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2. Dealer View

Right Click on a customer account and then left-click on Select Account to
access a specific account.

Search []

1= Name 1D

BeWhere -Margaux Demao Kit 1 dbiNmIyHWE -
&% Select Account

BeWhere -Michael Test) # Edit Account

TwA1PWWAH
@ Disable Account

BeWnhere -Suresh 10S Test N4O11sljae

BeWnhere -TEST QZgsGy73HU

BeWnhere -TradeShow Chris XPCAO36IGF

Raltihara Imi Rarm: Dicharde Daradinm Manital DhivaEhl IE2

Users with Dealer rights have the ability to create new BeWhere Accounts using
the Add Accounts Feature.

Add Account

Add Account 4

Account ID

hiRhdgmHIh

il

LIshow All Senders

Uls GeoTab Partner

3. Navigation Pane

The Default view is the BeWhere Dashboard. The navigation pane is used to
toggle between the Dashboard View, Live Map View, Beacon Administration,
Administration for Groups, Sites, Transmitters, Sites and users and user profile.

p.ewngre Dashboard « Map Beacons ]
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4. Dashboard

The starting default page is the BeWhere Dashboard. The dashboard displays a
list of the beacons, a map and an overview of the beacon status (Battery
Percentage, Count of Impacts, Temperature and Light Reading). The historical
data is retrieved in the Dashboard Tab.

Select Realtime to view a list of the beacons

B ewnere [Dashboard ~

HOME = Dashbc

Reports

Search ¢ ]

The Beacons are listed and color-coded based on when they last reported.

The Dashboard Pane provides a quick pick date feature based on reporting
times, a refresh/update data tool, including line graph, and also include a map.

Quick View Dashboard Beacon Status and features:
Green - Beacons Reported in the last 24 Hours

Orange - Beacons Reported in the last 48 Hours

Red - Beacons Reported more than 48 Hours

Blue - Total amount of Sending Devices

Auto Refresh ﬂ — Updates Beacon Status/ Refresh Data Button needs to be White for
auto-refresh. DEFAULT IS OFF

Data - Selected Beacon (For History), By Temperature, By Battery, By impact, By Light

Map ﬂ - Used to include/remove Map View

Save ﬂ Used to save the Desired Starting Map View.

FOME 7 Bt festie n _ _ - E
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HOME > Dashboard > Realtime

a =&
ElEEIEEES - OOD

Search ° B om s &
m] D Name 1= Timestamp Sender Battery Impacts Temp (c) Max G-Force  Light (Im)
[J 000780ECB1DF BBB BGM Test BIDF 2018-04-02 9:39:19 am BB Cold Room BLE 488% 93% 88 30 0 1
[J 000780EDD333 BBBi0S 05 1 MPurs 2018-04-02 9:39:11 am BB Cold Room BLE 4889 9% 0 20 0 0
[J 000780C1F235 BBB5 Guad Dbtrm F235 2018-04-02 9:39:02 am BB Cold Room BLE 4889 5% 58 16 0 0
[0 0007802F6882 BBB Cold Room BTB-03 6882 2018-04-02 9:38:53 am BB Cold Room BLE 4889 9% 0 5 0 51
[0 000780ECCFBO BBB Warden-Kingston 2 TTC CFB0 | 2018-04-02 9:36:48 am BB LexGo 81% 55 4 0 0
O 000780C1E41E BBB Warden-Kingston TTC E41E 2018-04-02 9:35:46 am BB LexGo 81% 94 18 0 0
O 000780C1F2EB BBB05 Computer Bag F2Eb 2018-04-02 9:34:40 am BB LexGo 5% 86 19 1] 0
O 000780C1FECT BBB Quiside Wall FECT 2018-04-02 9:33:45 am BB Cold Room BLE 4889 3% 28 1 0 154
[ 000780ECB1FE BBBarcelona MWC 2 BIF8 2018-04-02 9:32:58 am BB Cold Room BLE 4889 87% nr 20 1] 0
[0 000730EDES72 BBBi0S 05 2 2018-04-02 9:30-30 am BB Cold Room BLE 4839 87 % 0 20 0 0
[0 000780C1E2EE BBB5 Guad Qutside fence E2EE 2018-04-01 10:00:37 pm BB Cold Room BLE 4839 76 % 215 -1 0 2
[0 000730EDE1F1 VM Beacen - Small 2018-04-01 10:01:16 am Vic Moschitto 85% 0 19 0 0
[0 000780ECCEAF VM Beacon - Medium 2018-04-01 9:55:56 am Vic Moschitto 80 % 29 0 0 46
[0 0007802F67CO VM Beacon - Large 2018-04-01 9:44-16 am Vic Moschitto 61% 68 -15 0 0
[0 000780C1F128 BBB Freezer05 F128 42 % 0 14 0 0

The Historical Data can be viewed in a line graph for Temperature, Battery,
Impact or Light. Historical Data can also be Mapped by clicking on the Map
Feature Button

BZWH=R= Dashboard ~

HOME > Dashboard » Realtime

Map
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The Search tool has the following time selections:
Last 30 Days, This Month, Last Month, Custom Range. Clicking on any of these
History Presets will display the locational data on a map and is also available in

o

Click on Data

Search o o om 3 0O

Select Device Name Timestamp 1 1= Sender Tags EventType Rssi-dBm)  Battery Impacts  Temp(c)  Light GPSFix  Hi
x| X fvyy-mm-dd xf
2753091009058 1704 20191129 935:27 am 1704 UPDATE 88 361y 3 3527630310090 Ivalid®) 7

O 352753091009025 1703 20191129 6:47:59 am 1703 UPDATE o7 36v 352763091009026  Invalid3) 71
[0 387591080450171 1792 20191129 6:24:36 am 1792 UPDATE 79 351y 36759108045017{ V(1) 6
O 352753095463228 2193 20191129 6:03:03 am 2193 UPDATE 62 361y 3652763095463228)  Valic(1) 4
O 357591080498618 1779 20191129 452:33 am 1779 UPDATE 113 357591080498618|  Valic(1) 6
O 352753095481659 178 20191129 336:30 am UPDATE 362763095481659 | Valic(1) 3.
‘

Today, Yesterday, Last 7 Days,

Il -~/ 0
Il |
|
- ‘ T, <, 5
e ) =
[} 29 Nov 2019 12:00 am - 30 NOVQDTB?Zeﬂ‘IﬁEWCt Dat - 9 selected SeIVECt Llne GrAqB(t‘W‘(S seIReacLTDoatv;e: onrl Irratp’u B 3 a X
ange Features ' P J
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tabular and Grid form. Simply select the Graph Type “Selected beacon”, select
the checkbox beside the Beacon ID and then the history fime range.

[ 11 Sep 2017 12:00 am - 12 Sep 2017 12:00 am

[ oonizoir |

12w |00 * ||AN Y

\ ml l mn n H H f |
Sep 2017 h1 | | | | | I |
Su Mo Tu We Th Fr Sa || | | | | 1] L | II | |
27 28 20 30 1 2 ||| |I|| | | | ||||I |
- e = s - - |
3 4 14 ] =] = I | | || | | I I | || I | | |
10 m 1o oo | 1 | | | |l L]l |l | |
7 o1 18 20 21 23 L i,l ] 1 ] H
24 25 2 2 2 2 3z | H ] " - -
L
| oonzzor7 I REET

12 v |:[00 ¥ |[AL ¥

Oct 2017

Sy Mo Tu We Th Fr 5a
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2z 2 24 25 26 27 2B
28 30 3 1 2 3 4

The Historical Data Points are plotted by default as a cluster. If there is more than
one point at a location, the data points are grouped together as a cluster.

. — ‘ .
| "\ | ® OpenStrest
I TPalm Beach ! © Satelite
o I ‘ :

|
{ |
Arthur | - Southipaim ¥ History
2 Marshall JB“L"
Loxahatchee Boynta Beach
Notional _—Q.- = Cluster

n
i f

e eesoDefault Mapped o ccoon

\ | | Pl © Geoli

Y Bota Raton Bm P)olm 1s ek

Cluster |

o Everglades 4 H :i
~ondFronds— Laderdale |
8. Taylor | ¥ | /
wildife \ i ¢
Monagement \ j 2 / ‘ *
Areo - : § ‘
; 24 RS RS > 4B HRS

The Plot GeoPoint feature will display one point per location.

Motion START — Green
UPDATE or IMPACT- Blue when realtime

Update or Impact — Orange when Store/forward
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Motion STOP - RED

3 i\'_

i 1 | ‘" OpenSireet
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i |
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i ! f
Arthrur | . sauth Paim ¥ History
Warshall 1 ?.“L!‘ |
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- A g 1= @ ! Geoling
B Boga Raton Jeorolr a
J .
o] L . h& : T
w point on the map
Pompano Beach | |
" : /

Arég | 8
i
\'l--' ® OpenStrest
| | - _
1 alm Beach Sateliite
| . 7 =
Arthur South Paim History
R Marshall lrBll:-uh
Loxaharches kel Basch | &tk
feation ol
Wi ! d ! ]
Refuge dray el | GeoPoint
k. ® Geoline

e Each column can be sorted by clicking on the column header and
columns can also be added or removed.

e The raw data can be copied to the Clipboard, Exported in CSV Format,
exported to MS Excel, Exported to PDF and also sent to your printer.
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| Bxport ﬂ
—= g C-DFI}' J

BCEY
FExcel
BFOF
&Frint

I T

Right Click on a device from the dashboard also has a quick data history
feature:
Search a -

=] D Name 1= Tim

| | _.. fyvyy-mm-dd
357591080074054 HoP-74 7 Eqit “=-10-04 9
M 352753091805257 cop Mnd 9

Insert the start date

Download History Data

Input start date:(formatyyyy-mm-dd)

Insert the end date

Download History Data

Input end date:{format:yyyy-mm-dd)

2019-10-05|
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The CSV file with the raw historical data will be automatically downloaded to
your computer

File xPcAO36fqF_2019-09-
15_2019-10-01.csv is
downloaded

Dashboard Features:

Add/Remove data columns
Filter devices
¢ Interactive Line Graph results based on searchable date range
e Toggle between Line Graph and Raw data
e Toggle Mapped data on/off
e View Events
e Schedule Reports

NN EE RO

Add/Romove =il -

Columns

Map/Grid
Toggle from =
Grid to Raw

il v« il Mw,\w[r dphd Fhvg i ,M\\ il TJ‘H“""‘"'T"’ s i 'm e m]. www mﬂhﬁwﬂm "

1] ‘f!\ ﬂ\
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Filter Devices

The advanced Filter is used to search for multiple devices, Select IMEI or Serial
Number and insert them into the box to view only the filtered devices in the
dashboard.

B m 3 0O
Advanced Filter Rssil-dB
IMEI we | |
Serial Mumber
e
@ Clear -120

Data Columns

Data fields can be added and removed using the Show Columns tool to
check/uncheck data columns.

The default visible data columns are:

Beacon Name, Timestamp, MAC ID, Sender, Event Type, Battery, Impacts, Temp,
Light and Distance

Additional columns can be displayed by clicking on the Show Columns tab and
highlighting the additional fields

The additionally available data columns are:

Tags, Event Type (ID), RSSI, Sid Sender, latitude, Longitude, Barometric Pressure,
Humidity, Impact Cycle, TID Event, TID Frame, TID HFrame, AUX 1, AUX 2, AUX 3,
AUX 4, Temp OB, Light OB, Humidity OB, Barometric Pressure OB, Aux 1 OB, Aux 2
OB, Aux 3 OB, Alfitude.

Definitions of Default Data Columns:

e Beacon Name
The assigned friendly name of a beacon. Default is the MAC ID.

e Timestamp
Date and time when the beacon last fransmitted data. YYYY-MM-DD- HH:MM:SS
am/pm

10
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e Received
Date and time when the beacon data was received to BeWhere. YYYY-MM-DD-
HH:MM:SS am/pm. If the data was stored then the received data would be
different from the Timestamp

e Sender
The friendly name of the sender of beacon data (phone, tablet, gateway,
modem).

e EventType
Describes the nature of the reporting event.

e UPDATE
Beacon detects a value change of one of the following properties:
Battery Level

e UPDATE REFRESH
Beacon has NOT detected a value change.
Update record is generated ONLY if not UPDATE record has not been received in
a 60 period.
EVERY Beacon packet is processed by BeWhere servers.
High-rate data forwarders such as BLE-Wi-Fi fransmitters produce a large number
of duplicate records.
OUT OF RANGE
Last data transmission of a beacon prior to it going out of range of a sending
device.

e IMPACT
Beacon detects a value change of one of the following properties:
Impact value greater than beacon impact threshold setting.

e TEMPERATURE IN BAND
Beacon detects a value change of one of the following properties:
Temperature value that is ENTERING range of the beacon temperature threshold
settings.

e TEMPERATURE OUT OF BAND
Beacon detects a value change of one of the following properties:
Temperature value that is EXITING range of the beacon temperature threshold
settings.

e LIGHTIN BAND
Beacon detects a value change of one of the following properties:
Light level that is ENTERING range of the beacon light threshold settings.

e LIGHT OUT OF BAND
Beacon detects a value change of one of the following properties:
Light level that is EXITING range of the beacon light threshold settings.

e Battery

The battery level is represented as the approximate state of the battery in percent. It is

read as a value between 0-100.

e Batltery Capacity
The Percentage battery remaining

11
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e Impacts
The live impact counter represents a counter of how many times the x, y, or z axes have

experienced accelerations exceeding a threshold (default at 2g). The counter is
stored as a value from 0-255, and then rolling over back to zero.

e Temp
The temperature data shows the current temperature. Bluetooth beacons are accurate

to 1 degree and cellular Beacons are accurate to .00 degree

e Light
The Blue Tooth beacon takes light readings at approximately 1-minute intervals. The live

light data shows the current light readings between 0 and 255 Lumens. The
beacon’s light sensor is pre-set with a full-scale range of 16000LUX. Measurement
is in Lumens (the higher the Lumens count, the brighter the light).

NOTE: THE CELLULAR BEACON SHOWS THE CURRENT LIGHT READINGS BETWEEN 0 AND 999
LUX.

e Distance
FOR LTE - Approximate distance as the crow flies. Value is in Meters for metric
and feet in imperial. Distance is a total from device activation

FOR BLUETOOTH - Approximate distance from sending device. Note: distance is
not available for Geotab GO6/GO7 devices and is default at 0.

The distance is calculated when the Event Types are '"MOTION STARTED,' '"MOTION STOP,'
'IMPACT," or 'GPIO1 OFF.' This calculation measures the distance between the current
data point and the previous data point, which is then accumulated. The total distance
traveled is accumulated from the device's activation.

Distance is updated when the event types are 'MOTION STARTED,' 'MOTION STOP,' or
'IMPACT," and there is a difference in latitude and longitude compared to the previous

record
i) 23 Oct 2023 12:00 am - 22 Nov 2023 12:00 am - Search @ Al Accounts W O = 3 & X
D Timestamp 1 =1 Event Type Distance (m) GPS Fix Latitude Longitude Altitude Location

T | yyyy-mm-dd ar T T T T T T

B66349043689957 2023-11-21 11:41:17 am e 6788737 Valid(4) 38.73293 -90.358994 0 Aero Space Drive Woodson T
866340043689987 2023-11-20 11:41:26 am MOTION STOPPED 6788737 Valid(4) 3873203 -00.358994 0 Aero Space Drive Woodson T
866349043689987 2023-11-20 11:26:26 am IMPACT 6788737 Valid(4) 3873293 -90.358994 0 Aero Space Drive Woodson T
866349043689587 2023-11-20 11:11:26 am MOTION STARTED 6788634 Valid(4) 38732054 -90.359398 0 Calvert Avenue Woodson Ten
866349043689587 2023-11-20 10:07:57 am MOTION STOPPED 6788634 Valid(4) 38732059 -90358392 0 Calvert Avenue Woodson Ten
866340043689987 2023-11-20 9:52:39 am IMPACT 6788634 Valid(4) 38732054 -00.353396 0 Calvert Avenue Woodson Ten
866349043689987 2023-11-20 9:37:57 am IMPACT 6788614 Valid(4) 38732099 -80359169 0 Calvert Avenue Woodson Ten
866349043689587 2023-11-20 8:23:02 am MOTION STARTED 6788607 Valid(4) 38732114 -90.352087 0 Calvert Avenue Woodson Ten
866349043689587 2023-11-20 %:21:28 am MOTION STOPPED 6788595 Valid(4) 38732135 -90359228 0 Calvert Avenue Woodson Ten
866340043689987 2023-11-20 9:06:33 am IMPACT 6766981 Invalid(3) 38631786 -00.132441 0 Madison,IL62201 USA

12
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Definitions of Additional Data Columns:

e ID(MACQC)
Media Access Control Identifier of a beacon is a unique 12 Digit Identifier.
e TAG

TAG identifier used to group beacons.

e SenderlID
ID of the sending device. Gateway is the BLE ID, Modem:s is the IMEI, GO6/7 is the
Serial, portable device is the Device ID.
e Event Type (ID)
Numerical ID of the Event type. i.e. 1= Update

For MIOT devices, we have following event Types:

e INITIAL -- First time active on the network, hard rebooted, remotely requested to reset

e UPDATE -- Time based configuration only (Interval) or when stationary (Stationary
Interval)

e IMPACT -- Device configured for Motion Continues mode and Impact counter has
exceed Movement threshold configuration within the Movement Interval check,
otherwise it will wait until the Stationary Interval expires when no movement
detected.

e MOTION_STARTED -- Device configured for Motion Start/Stop mode and Impact
counter has exceed Movement threshold configuration while device was already
Idle or Stopped.

e MOTION_STOPPED -- Device configured for Motion Start/Stop mode and Impact
counter hasn't exceed Movement threshold within the Idle Interval check. This means
device was Idling hence STOPPED event generated.

e HEARTBEAT -- Heartbeat event is only for BeWired Devices. Heartbeat is the event
when the ignition is off and the device is stationary.
e GPIO ON -- event is only for BeWired Devices. GPIO ON is the event when the

ignition is on and the device is fransmitting on the “ignition Interval”
e GPIO OFF -- eventis only for BeWired Devices. GPIO OFF is the last ignition event
when the ignition was turned off.

e Frame - Frame Counter of a particular record

e RSSI (Received Signal Strength Indicator). A measurement of the power present in a
received radio signal. With regards to the RSSI in the Bluetooth beacons, this is
converted to distance from sending device:
Bluetooth Beacons 2ft from Sending Device - RSSI = -52 to -66 DISTANCE = 2.50 to .63

(8.2ft-2ft).
Bluetooth Beacon35ft from Sending Device - RSSI = -69 to -89 DISTANCE = 35.44 to 3.55
(116ft-18.2ft).

13
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Bluetooth Beacon 75ft from Sending Device - RSSI = -81 to -92 DISTANCE = 50.12 to 14.13
(164.4ft-46.9f1)

Cellular Modem RSSI Signal Strength is measured in absolute dBm so that a

lower number indicates a better signal.

-80 ... -100 -- Good

-100 ... -110 -- Fair

e Speed - Only available in the history.Speed is a property of GPS, record. We collect
speed along with with Lat/Lon and It's sampled 10 times after first valid GPS fix is

produced.

e Temp OB
TBD

e Light OB
TBD

e Humidity

Integrated Environmental Unit measures relative humidity (0% to 100%). Humidity
measurement accuracy is +3% with a hysteresis of 2% or better, and the

temperature reading accuracy is within 0.5°C. Hysteresis: < 2 % relative humidity.

e Humidity OB
TBD

e Pressure
Pressure range: 300 fo 1100 hPa. BME280 pressure measurement is very stable over

temperature: The low-temperature coefficient of 1.5 Pa/K, translates info an
alfitude stability over temperature measure of 12.6 cm/K (5.0 inches/K). Absolute
temperature accuracy +0.5°C at 25°C.

e Pressure OB
TBD
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e Auxl
Wired Device, Value of 1 is power detected resulting in the device being charged.

Mini Device, Value of 1 is power detected using Hard Wire Cable
Aux 1 OB
TBD

o Aux2
Wired Device, Value of 1 is ignition detected resulting in the device reporting more

frequently based on ignition interval.
Mini Device, Value of 1 is power detected using Hard Wire Cable **AUX2 on the mini is
used o calculate Run Time.

e Aux2O0OB
TBD
e Aux3

Wired Device, Value should be > 6500 millivolts (6.5V). Check power wiring as it not
getting enough voltage.

e Aux3O0B
TBD
e Alfitude

Last current Altitude reading of the beacon from sea level.

Note: The Altitude will display a 0 because the device (Only BeMini, BeSol+ and Beten+)
does not fransmit GPS data; instead, it sends Wi-Fi information. The GPS fix is 4 indicating
the device only send Wifi information.

e Latitude
A measure of relative position north or south on the Earth's surface, measured in degrees

from the equator, which has a latitude of 0°.

e Longitude
A measure of relative position east or west on the Earth's surface, measured in degrees

from the equator, which has a longitude of 0°.

e Max G-Force
The maximum G-Force a device has reached. This is a custom feature and only

applicable to cellular beacons.

e Address
Displays the Address of the last record

e Locadtion Site
Displays the name of the Geozone

15
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Scheduled Reports:

e Watchdog: non-reporting devices longer than x hours
e Snapshot: Last report schedule
e Outside Geozone: Devices outside Geozone longer than x hours

From Dashboard select Schedule Reports:

Dashboard - dap Beacons

¢ Name the Report
e Select the Report Type:
o Snapshot
o History
o Watchdog
o Outside Geozone

SNAPSHOT
Select Conditions:
Battery = Less than 3.56
Dormant Days = More Than xx
last Reported in Hours

16
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Add Schedule Report X

MName

test

Report Type

Snapshot

“*

B4 Condition +

AL
4

|
Mone less than s 0

Battery
Dormant days
Last Reported Hours

less than * 0 e

Select fields v

Timezone

America/Toronto (GMT - 05:00) X -

Recurring

DAILY

“*

Start Time

v o v AM v

Select Filter

v

Emails(Uses the semicolon as a separator between addresses)

Save

Select Fields to include in Scheduled Report

17
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Add Schedule Report

Mame

test

Report Type

Snapshot

Ak

Condition +

less than

None

less than

Select fields

‘ |Gelect figlds -~

D

MName

Serial Mumber
Timestamp
Event Type Cade
Event Type
Rssi{-dBrm)
Battery

Impacts

Temneratiira

HISTORY

Report to display historical data

The Recurring Selection defines how much historical data to be included in the report:
Daily is the previous 24 hours.
Weekly is the previous week,
Monthly is the previous Month.

WATCHDOG
Set the threshold in hours for a report of devices not transmitted

OUTSIDE GEOZONE
If Out of Geozone also select the Threshold in hours

Select Timezone

Select Daily, Weekly or Monthly

Select the start time for the report to be sent

Ability to Select Device Filter either by Tag or by Group
Insert Email Address separated by comma

18
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Add Schedule Report

Mame

test

Report Type
Watch Dog *

Select fields
Col

Select fislds - e

Threshold(hours)
48 +

Timezone

America/Toronto (GMT - 05:00) = -
Recurring
DAILY s
Start Time
~ ~ AM ~
Select Filter ]

Emails{Uses the semicolon as a separator between addresses)

Save

Add Schedule Report

Mams

Outside Geozone

Report Type

QOutside Geozone

ik

Threshold{hours)

48 -
Timezone

US/Central (GMT - 05:03) W

)

Recurring

DAILY

i

Start Time

9 v ot W Al v

Select Filter

ik

Emails

I
o}
01
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Here's a couple of screenshots to show you some of the reporting:

This one shows the details on a trailer usage report that runs daily showing
trailers that have been dormant for > 5 days:

Name

Trailer Usage Report
Report Type
Snapshot

® condition

Dormant days + higherthan ¢ 5

Select fields

e yre < R

Timezone

Us/Pacific (GMT - 07:00)

v | Metric

Recurring
DAILY

Start Time

9 viilo v AM

Select Filter

Emails(Uses the semicolon as a separator between addresses)

comdi79!

Here’'s another designed to capture trailers outside of Geozones for more than 48
hours:

Name

Outside Of Geazone Longer than 48hrs

Report Type

Outside Geozone s

Threshald(hours)
48

Timezone

Us/Pacific (GMT - 07:00) x v

v | Metric

Recurring
DAILY :

Start Time

9 viilo v AM

Select Filter s

Emails(Uses the semicolon as a separator between addfresses)

Here's what it looks like when you're setting up the Geozone - note you can
setup ‘Zone IN/OUT alerts by email if that's desired:

20
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W

@ YEZKNJHYH)

e Mame

Depot 178 - Warshouse 31 - FRESNO, CA

Description

Site Category

| Add New Categary

Shape Color

00006000
o000
000

O transparent Sha pe
Capture Stops

[ GPS Assisted
Vizible On Map

Shape Radius
200 -
Shape Points

38.810872.-110.874153.36. 800631 .-110.875480;38.800052.- 110.874808:36. 20907 1.-11!

Shape Bounds

I _SOUTHWEST":{'LAT-36.8000515017478."LNG™-110.87548015073202},"_MORTHE

Address

Latitude, Longitude
35.800967.-119.874405

Notification

O Zone in alert [ Zone out zlert

Mo Users

Transmitters

With Geozone(s) setup and you select ‘Capture Stops’ (in above screen grab),
you can get reporting like this. You can drill down on a specific asset/trailer by
typing the ‘Name’ (eg 179241) in the Search bar
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B=WH=RS Dashboard ~ Map Beacons o 2

{3 20 Apr 2022 12:00am - 28 Apr 2022 12:00 am ~

Search ° m 3
D Name Event Object Name Address Latitude Longitude

356726102589952 179241 ZONE IN Costeo Logistics Station Drive Stockton CA9521...  37.840121 -121228504
356726102612017 179474 2022-04-27 4:3517 pm ZONEIN Tracy Depot 37718612 121522603

356726 102858712 179728 2022-04-27 4:3427 pm ZONE IN Tracy Depot 37714748 121523415
015910000435050 179491 2022-04-27 4:2359 pm ZONEIN Depot 179 - Warehouse 423 - SUNNYVALE 37371487 121993759
356726102612561 179157 2022-04-27 411845 pm ZONE IN Tracy Depot 7717304 121524384
864475041815522 179079 2022-04-27 41258 pm ZONEIN Tracy Depot 37717476 121524624
356725102685781 79283 2022-04-27 4:0800 pm ZONE IN Tracy Depot 37715986 121523177
356726102589975 179465 2022-04-27 4:0637 pm ZONE ouT Tracy Depot 37637602 121340314
356726102502423 2123 2022-04-27 40417 pm ZONE OUT Tracy Depot 37765684 12134714
356726102856719 179728 2022-04-27 4:0109 pm ZONE ouT Costeo Logisties Manteca CA95339,USA 3778346 121241016
864475041789000 179407 2022-04-27 40100 pm ZONE OUT Tracy Depot Robert . Monagan FreewayTra..  37.749875 121473026
0159100007807 179574 2022-04-27 3:5809 pm ZONEIN Depot 179 - Warehouse 470 - ALMADEN, .. 5301 Almaden Express 37252887 121880835
356726102589546 179544 2022:04-27 3:5856 pm ZONE OUT Tracy Depot West Schulte Road TrayCASS... 37720184 121506465
356726102488194 179806 2022-04-27 3:5526 pm ZONEIN Tracy Depot 37715768 121523268
359215101600659 179685 2022-04-27 3:5524 pm ZONEIN Tracy Depot uinC.. 31717957 121522729
356726102915147 179819 2022-04-27 3:5330 pm ZONEIN Tracy Depot 37719978 12152623
359215101600725 179045 2022-04-27 34822 pm1 ZONE ouT Tracy Depot West Schulte Road San Joaquin.., 37722303 121531419

Below, the first grab shows the ‘Report Types’ available in Scheduled Reports :

1. Snapshot (with conditions, like battery Ivl, dormant days, last reported
hours....)

History

Watch Dog

4. Outside Geozone

el

Reports can be scheduled daily, weekly, monthly for a specific time.
You can filter the report by devices with certain Tags (defined by users) or
by Groups if Groups are setup.

e You can have reports generated for specific conditions (eg battery,
dormant days, last reported hours)

e Persons (emails) receiving the report don't necessarily have to be users of
the system.
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Add 5chedule Report

Mame

Report Type
Snapshot =
Snapshot
| History
Watch Dog
Quiside Geozone

MNone e | [ tess than ] e -
[ Szlect fields
Timezons

America/Toronto (GMT - 04:00) . -
w Metric
Recurming

DAILY H
Start Time

" " AM '
Select Filter =

Emails(Uzes the semicolon a5 3 separator between addresses)
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Add Schedule Report

MNames

Report Type

Snapshot

Condition -

Mone & less than

Battery
Dormant days
| Last Reported Hours

Timezone
America/Toronto (GMT - 04:00) T
« | Metric

Recurring
DALY

L]

Start Time

L1

Select Filter

Emzils(Uszes the semicolon 25 2 separator between addreszes)
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Add Schedule Report

Mame
Report Type

Snapshot =4
Condition "

MNone 8 less than | 0 -
O select fields
Timezone

America/Toronto (GMT - 04:00) < -

v | Metric

Recurming

DAILY -]

DAILY
| WEEKLY

MONTHLY

Il | 1 |
v v AM v
Select Filter L

Emails{Uses the semicolon 25 3 separator between addresses)
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Add Schedule Report

Mame

Repart Type

Snapshot =

Condition i

Mone = less than s -
[ select fislds
Timezone

America/Toronto (GMT - 04:00] x -
+ | Metric
Recurring

DAILY .

Start Tirne

Select Filter =

Tags
| Groups

Save

**NOTE:

If you require the Dormant Days Condition and Dormant Days data field, You will
need to activate the Dormant Days Rule under “Rules” in order to begin
processing the dormant days events. Heres an example of the scheduled
report:
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Edit Schedule Report

Mame

Domant Days

Report Type

Snapshot -

Condition +

Diormant days = higher than =

Zelect fislds

m Dormant Days = | SE=8EkH -

Timezone

Amerca/Toronto (GMT - 02:00) wow

~ | Metric

Recurring

DALy =
Start Time

1 W ] w AM L

Select Filter -

Emnailz[Uses the semicolon as a separator between addresses)

Testi@Beawhers.com
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Create the Dormant Days Rule:

=] -

Administration

Reszources

Groups

Rules

Sites & Geozones

Users

Installer

Audits

Views

Import Templates
Gateways

Mobile Groups

Transmitters

Modems

Edit Rule X

1D

oyeoidjakD

Mame

Diomant

Dormant W

Alert{legacy)
Start/Stop
Tip
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5. Maps

By default, the map is centered on all beacons. Clicking on a beacon will zoom
in and center onto a beacon. Map view can be zoomed in or out using the + or
- located in the bottom right corner of the map.

The Once the desired Map View is reached, the view can be saved by clicking
on the Disk lcon

g =

o] [« =0

Save Map View

Map features located in the top left corner include:

Open Street/Satellite view

View Beacons

View Sites

View Transmitters

View Modems

Search Box for Beacon or Transmitter

: ‘-L—-Smliitem\"lew .
P L N
-l Adumunove V2 S e \
— Beacoﬂs= L o
“Sites- i¥
Tf:::dmettets ?_ ‘g . =, b = -~ °
Search Tool v o\ REE
useditefimgl VTR et NSRS e N 22
a beacomn, = O o o N T . S
Transmitter .-~ ~— % T :
or Iogapog,,- Sy e D &
N
; e

Zoom infout ———

Maps -View Beacons
Clicking on a beacon icon will display the snapshot data and includes:

ID, Beacon Name, sending device, Date and Time of last fransmission, Battery Level,
Distance from sending device, Impact Reading, Temperature, Light reading, Humidity
and Pressure if applicable.
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The beacon name can be modified by editing the beacon in the device info tab.
Beacons will ship with the MAC address representing the name. Beacon names can be
changed at any time to a more friendlier identification name of the asset.

Icon Colors
The outer edges of the icons will match the last transmit status in the dashboard:

©Green = Reported within 24 hours  Orange = 24-48 hours  [RB - More than 48 hours

= = =

The color inside the icon:
BB - Lost fix device had an Invalid GPS Fix
White - Last fix device had a valid GPS Fix

BB - Location is GPS Assist (Closest Cell Tower device last fransmitted from)

=1 =

Edit Beacon

(]
000720C1FFOR

it

Snapshot
Mams
Io: - -
ProtoType BTBO4 -000T20C1FFO9

| Mame:
1
2 Sender- Beacon Typs

Timestamp: EEVWHERE LR BEACON v
A Battery:

Distance:
Y Temperature:
J Light:
| Humidity:

Pressure: 0

i W
‘part) - ™. /

| _\Teronto
b e

Cellular beacons include the Location Latitude and Longitude Coordinates as
well as the Address when a device is clicked on the map through the Pop-Up.

The Tower Feature % wil display the closest tower. Clicking on the Tower

Distance Feature " will display the distance between the closest Tower and
the device.
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Clicking on the Latitude and longitude coordinates will open a new tab window
in google maps.

Snapshot (frw.), QKD '~ ]
ID: 357591080085753 E
Name: 357591080085753 E
Sender: 357591080085753
Timestamp: 2018-06-06 10:32:32 am
Battery: 361v

Distance: om

Impact: 0

Temperature: 21.49°C ;vi
Light: om |-
Humidity: 38%

Pressure: 100.492 ¥
Location: 43 597145, -79 5231
Address: 3264 Lake Shore

Boulevard West, Toronto

T —— ‘_7—%1}“’“‘—:'—
=3 ,‘,

—

The Map Tab can also run device history.

1. Select Live History

2. Open the vehicle pane

3. Select a device

4. Select Map or Grid (Map by Default)

Note: This feature is interactive which allows you to select additional

devices to display the historical data visually

Basic Info Beacons m
In - Qut Range
njon [l oo I o

Battery Level
Lower Limit Threshold
0 :l% 0 :l%

Impact Count
Upper Limit Threshold
o ° CheckMark
indicates Alert

Temperature is selected
fLover it Upper Limit Threshold
| e E E

Light Level
Lower Limit Ugper Limit Threshold
0 %lim 0 %lim 0 %im
Humidity
Lower Limit Ugper Limit Threshold
0 %lim 0 %lim 0 %im

Barometric Pressure

O

Lower Limit Upper Limit Threshold
0 %|kPa 0 %|kPa 0 L kPa
Turn On Alert

noticatons. [T Notification
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on the map.
BeWhere Dacnnoarc - Beacons &

Search F

Select Beacon(s)

2
. e e
O HoP-74054 @ L < >

‘ 0P 300 ACK 10

.
OF02015 12 00 am 05 O 2015 1200am 73 - I Map v LWI @ History |e Refresh
? < 8 N

¢ . & Grid O

Alerts

The Alerts can be configured per beacon Please note: the email recipient is the
username of who is logged into BeWhere Web.

In Range and/or Out of Range — An Email Alert will be activated whenever a beacon goes in or
out of range of a transmitter. This feature is only available if a beacon data is being fransmitted
through a Geotab GOé/7 or Android Device. IOS Device and BLE/WIFI Gateways are not
compatible.

Battery Level — An Email Alert will be activated by checking the LO indicator and inserting a
percentage. The +/- indicator is available to configure an Email Alert for a change in battery
level percentage. Reset to default is 25%.

Temperature - An Email Alert will be activated by checking either the Lo indicator and/or HI and
inserting a temperature in Celsius. The +/- indicator is available to configure an Email Alert for a
change in temperature. Reset to default is LO 5 and HI 28.

Humidity - Only if Applicable - An Email Alert will be activated by checking either the Lo
indicator and/or HI and inserting a Humidity percentage. The +/- indicator is available to
configure an Email Alert for a change in humidity. Reset fo default is LO 0 and HI 90.

Impact Count — An Email Alert will be activated by checking the Hl indicator and inserting an
actualimpact count. The +/- indicator is available to configure an Email Alert for an increment
change. Resef to default is HI 255 (Highest impact count before being reset to 0).

Light Level - An Email Alert will be activated by checking either the Lo indicator and/or HI and
inserting a Lumen count. The +/-indicator is available to configure an Email Alert for a change
in Lumen. Reseft fo defaultis LO 5 and HI 8.
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Barometric Pressure — Only if Applicable - An Email Alert will be activated by checking either the
Lo indicator and/or HI and inserting a Kilopascal Pressure Unit (kPa). The +/- indicator is
available to configure an Email Alert for a change in kPa. Resef to default is LO 10 and HI 101.5.

Groups

The Groups Tab displays which groups a beacon is assigned to and also has the

Edit Beacon X

Device Info Alerts m

Groups

No Groups

[5elect Group Name

MK VAN -
EOBs BB Light

MK Van Nexus5

Suresh 105 test 4

Test Group VAN 1

ability to add a beacon to a group
Maps - View Sites
Sites can be selected and viewed on the map. They also may be edited by

clicking on the edit feature.
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PACIFIC DAYLIGHT TIME

Abbreviation

PDT

G Location

3544 W. 18TH AVE., VANCOUVER, BC

Latitude,Longitude
49.234413-123.18222

Transmitters

[ Adao |

Maps - View Transmitters

Transmitters can be selected and viewed on the map. They also may be edited
by clicking on the edit feature. The location of the fransmitter can also be
modified by left mouse clicking on the transmitter and moving the position. You
can also use the search bar to find a specific transmitter. Simply type in the

transmitter name in the Location Search Box in the top left corner of the map.

p.elm-ere Dashboard ~

Map Beacons Edit Transmitter X
—— e ¥
i P T 5 ! o
Satelite 2T ) : : . E1A228FA4880
Qoa L B ..
Beacons ‘.. \ 66 ¥ Name
- @ sit 3 \ - 5
= es . = ﬂemaﬂv.“““ BE Cold Room 4380
@ Transmitters o § L
3 LA\ & o3 ) &
Modems | B p enio? - Location
i6 1
W\ .
g :
.5
z P Latitude, Longitude
z
2 g . g 43.687099670865834,-79.26632523536684
2 L g .3
% i B .2
2 .40 2 L% Sites
5 a0 29 :
3 Ro3! - 3 No Site
28 V\ew“i“"‘ ) Transmitters /
B LT e 37" . 1D: E1A228FA4380
3 167 Q'Na o7H) 2 g
% s it 34 } Name: BB Cold Room 4889
2 i Road s ; f
® g™ :

6. Beacons

The beacons Tab displays a list of all beacons. The beacons are searchable

and can also be exported. Right click to edit the beacon which also includes
Alert configuration.
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P ewnere  Dashboard + Map Beacons ] 2
Search Q m @ 3 &
D Name Beacon Type
000780C1FBB6 Alban Toyotad-FBE6 BEWHERE LR BEACON -
& & Right click to Edit
000780C1F8FB BB Meghan Big Bag F8FB o Map BEWHERE LR BEACON

u Delete

0007802F6620 G_G_2F6620_02g BEWHERE LR BEACON

Add New
BEWHERE LR BEACON Beacons
BEWHERE LR BEACON

0007802F6583 Chassis
000780C1FF13 Humidity - FF13

000780C1F29F MK C1F29F

Edit Beacon x

D

BEWHERE LR BEACON

0007802F6583

Name

Chassis

Beacon Type

BEWHERE LR BEACON v

Tags

Add new tag |

The beacon list can also be exported to CSV, Excel or PDF.

Pawners Dastooarie  isp ¢

@ Open X

Beacon Type

0007802F5588 « v A L ThisPC » Acer(C) » beacons v|@| | Ssearchbeacons yl

000780BGABIC Organize v New folder BE:- M @

P Date modified Type Size
0007802F621A
L) No items match your search.

000780C1F245 4 3EACON
0007802F6448 JEACON
000780C1FBDE E SEACON
000780C1FBB3 L 3EACON
000780C1EBDD JEACON
000780BEAEST SEACON
000780B6ACS4 3EACON
0007802F573E JEACON
0007802F62CF - SEACON

File name: | [Microsoft Excel Comma separa =

Multiple beacons can be imported by using the Import feature. The import
beacons feature allows bulk imports using a CSV File. Below is the import format

for Blue Tooth Beacons: The import templates are found in the Administration
menu
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| A | B | C
1 |ID Mame Beacon Type
2 |00O07B0EDFBDSE OO07B0EDFEDE BEWHERE LR BEACOM
3 |D0OO7E0EDEBF2 OOO07FB0EDESF2 BEWHERE LR BEACOM
4 |00 7B0EDDEFF OO0 730EDDEFF BEWHERE LR BEACOMN
5 |0OO7B0EDDEFS OO0 7B0EDDEFS BEWHERE LR BEACOMN
& |DOO7BOEDEBES OO0730EDESES BEWHERE LR BEACOM

Beacons can also be grouped by “Tagging” beacons. Edit a beacon, add a
tag name and hit Enter.

Edit Beacon b4

D

0007302FG583

Name

Chassis

Beacon Type
BEWHERE LR BEACON v

| Tags

| Add new tag

The Edit Beacon Feature for Cellular Beacons will display a different Edit Feature

which contains the Device Information with Tags and also a Cellular
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Configuration Feature

Edit Beacon X

Configuration

D

357591080081877

,,,,,,,,,,,

The Cellular Configuration Feature allows for a configuration change of type

and Timed interval.

NOTE: Devices are shipped with a default configuration setting of Timed Report

Interval once every 24 hours. When a configuration setting is changed, the

device will accept the configuration change upon the next timed interval report

(i.e., if its set to report every 24 hours and its changed to 5 minutes, the device

will accept the change at the next 24-hour timed report).

e BATTERY LIFE IS DEPENDENT ON THE CONFIGURATION

FREQUENCY - TYPICAL BATTERY LIFE FOR AA 3.6V BATTERIES IS
3000 TO 4000 RECORDS. THE BATTERY COLUMN DATA FIELD WILL

DISPLAY THE BATTERY VOLTAGE, BELOW 3.55V IS EXTREMELY LOW.

The available configuration options are:
SKUs Configuration

BeTen

Time schedule

Motion (Movement)

BeSol

-Time based
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-Motion (Trip)

Note: Device will stop charging at battery temperatures above 45C and below Oc

BeWired
-Time based with Ignition
-Motion Trip with Ignition

-Sensor Integration temp probe

BeMini
-Time based
-Motion (Trip)
-Leash Mode

-Exception based (Temperature)

User/Group/ Alerts
User Alerts
Group Alerts
NEW FEATURE RELEASE NOT...

Action definition INSERT: Ne

1.1.2 Motion Continuous SEEmeaa

1.1.3 Motion Start-Stop =g
1.1.4 Motion Start-impact-St.. gy
1.1.5 BLE Gateway configur...

= =Y
Note:
1.1.6 BeWired Wiring Schem..
1.1.6 BeWired Wiring Schem..
NOTE: For Water Sensor Pro...

1.1.7 INSTALLATION

BeTen
Time schedule

Motion (Movement)
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Timer Based:

Edit Beacon X

Device Info Configuration

Basic Configuraiton

Configuration Type:

Timer Based

A

Interval

6 hours

4k

Save

Interval Type:
e 5 Minutes
e 10 Minutes
e 15 Minutes
e 30 Minutes
e 1 Minutes
e 2 Minutes
e 6 Minutes
e 12 Minutes
e 24 Minutes
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Motion Movement (Continuous:)

Motion based configuration is combined with a Timer based while the device is

Basic Configuration
Configuration Type:

Motion(Movement)

Ak

Movement [nterval:

15 minutes

L1

GPS Timeout

Default

Ak

GPS Fix Extension

10 seconds

L]

Meaovement threshold:

10

AF

Stationary Interval:

12 hours

L1

stationary.

Basic Configuration

Configuration Type:

4

Motion Based

Interval:

4

5 minutes

Movement Counter:

2

Stationary Interval:

*

Select Stationary Interval
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BeSol
-Time based

-Motion (Trip) - Which includes a Trip Start and Trip Stop Record

Motion Trip (Start/Stop):

NOTE: Devices with Firmware Version 1.4.2 + as of December 1° 2018 have an
additional Motion Based Configuration feature: For Motion Based
Configuration, there are 2 types of settings: Motion Start-Stop and Motion
Continuous:

For Motion Start-Stop, the device will only send a report when the device starts
and then when it stops. For example, the idle interval setting set to 15 minutes
means the device will report 15 minutes once it stops moving. The movement
threshold is the motion sensitivity of the device. A sefting of 10 means it will
need to detect or not detect a minor motion 10 times within 15 minutes. The
stationary interval set to 12 hours would mean the device will send a record

every 12 hours when not moving.
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Configuration Type:
Meotion(Trip) =
I Update when Starts or Stops I
Update while in continucus maotion
Idle interval:
15 minutes H
GP5 Timeout
Default =
GPS Fix Extension
10 seconds :
Moverment threshald:
3 &
Stationary Interval:
12 hours s
Device Info Configuration FOTA
Sensor Groups

Basic Configuration

¥x ¥ -

Rl

Motion

¥ Mation Start/Stop

¥l Enable continuous motion

Idle interval:

R

5 minutes

GPS Timeout

Rl

3 minutes

GPS Fix Extension

L1

10 seconds

Movement threshold:
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Edit Beacon X B
c
Device Info Configuration FOTA

Basic Configuration

Configuration Type:

1

Motion Start/Stop

Idle interval:

15 minutes

AL

Maowvement threshold:

10

a*»

Stationary Interval:

12 hours

AL

Additional Configuration
Active Threshold:
300

W+

Active Timer:
3z

4+

Inactive Threshold:
256

-

Inactive Timer:

64

4+

Configuration change made by undefined at 2018-11-15 12:59:56
pm is updated.

Save

For Motion Continuous, the device will send data every 15 minutes when in
motion.

NOTE 1: Existing firmware version must be 1.6.15 and above to be able to set
Motion Configuration.

NOTE 2: Motion Configuration should only be sent if the device battery level is

3.8 volts or higher to prevent the battery from draining during the configuration.
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Edit Beacon

x |

Device Info Configuration FOTA

Basic Configuration
Configuration Type:

Motion Continuous *

Movement Interval:

15 minutes

Ll

Meovement threshold:

10 *

Stationary Interval:

12 hours ™
Additional Configuration

Active Threshold:

300 *

Active Timer:
32 £

Inactive Threshaold:
256 b

Inactive Timer:

64 *

Configuration change made by undefined at 2018-11-15 1:07:25
pm is updated.

Save

- The device has an accelerometer on board that it uses to measure g forces. A movement
threshold is defined by us as a certain measured g force over time. For the device to break the
movement threshold you set (x) it would have to go over the defined g force/time setting x
times

- Each x min interval the device will go into a listening state - if it senses the motion threshold has
been exceeded, it will increment a counter. If the counter is greater than x by end of x min it will
wake up and send a report. If it does not sense motion counter > x it will continue to listen for
another x minutes (keeping the value of the counter).

- This listening will continue every x minutes. There is a secondary timer that is the stationary
timer. If there is no motion (Movement threshold > x) in x min it will expire and it will force the
device to wake up and send a report. This secondary timer will reset every time you send a

motion report.
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Motion with Sensor Configuration

B=WH=R=

Motion Configuration

Motion Sensor Configuration

G.F oroa Imp et [0 G far mers than 20ma) Configuration helper indicates the result for all
selected parameters below.

G-F Full Scale:
ittt Full scale G-Force expected from the application. It

scales up fo 146G max. If's recommended to choose the
scale that captures the use cases.

LLd

+2¢(default)

Sensitivity: (1-64)

4 - For the selected G-Force full scale; Sensitivity will
i determine G-Force Impact value j.e. in this example
0.1G

Wakeup Duration:

Will determine the duration for which G-Force
Impact value triggers a motion Event. The smaller
the value the more sensitive will be.

20 ms (1/ODR)

4

Motion Sensor Configuration

G-Force Impact (0.1 G for more than 60ms)

G-Force Full Scale:

+2g(default) =
Sensitivity: (1-64)

3 -
Wakeup Duration:

60 ms (3/0ODR) =

Configuration by ahoxha@bewhere.com
made at 2020-07-29 9:30:45 am Status: Confirmed.
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Add start time for timer configuration:
For timer configuration, the user can set a start time, please see the picture
below. Please note: In order to set start time, the interval should be equal and

greater than 1 hour and can be divided by 24 hours

Groups

Basic Configuration

= ca

Timer Based

Interval:

2 hours

Start from{hourminute)

v H A AM v

Initial Interval(for version 1.5.76 and above)
0

Initial Frequency(for version 1.5.76 and above)

Configuration change made by imedunic@bewhere.com at
2019-05-01 1:40:56 pm is updated.

For firmware 1.6.14 above, motion start/stop has been changed to 'Motion', by

default enabling "continuous motion".

BeWired
-Time based with Ignition
-Motion Trip with Ignition

-Sensor Integration temp probe

The Wired devices have a configurable Initial interval feature. This feature is to set how frequent the

device will transmit when the ignition is detected.

Initial Interval{for version 1.5.76/77 and 1.7.18/19)

2 minutes % 2
Initial Frequency(for version 1.5.76/77 and 1.7.13/19)

120 *
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Basic Configuration

Configuration Type:

Motion{Trip} =

Update when 5tarts or Stops

Update while in continuous motion
[ Enzble optimization
Moving or ldle interval:

5 minutes =

GP5 waiting for fix (Max wait time)

Default =

After GPS-Fix Improvement (Max wait time)

10 seconds

Mowvement threshold:

3 *

Stationary Interval:

12 hours =

Ignition Interval(l.30-3600 seconds)

300 *
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Disable GPS Feature

When devices are going into storage and not being used, recommended configuration is Timer
Based with 24 hour interval and Disable GPS selected.

Basic Configuration

Configuration Type:

Timer Based

-

nterval:

24 hours -
Start from[hourminute)

9 v, o 0 v AM v
L) Disable GPS
GPS waiting for fix (Max wait time)

Default g

After GPS-Fix Improvement [Max wait time)

10 seconds
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The Temperature Sensor will need to be selected if the BeWhere temperature

probe is used:

Motion Sensor Configuration

G-Force Impact (0.4 G instantly)

Mode Selector

Mormal mode -

Output Data Rate:

S0{default)

G-Force Full Scale:

+2g({default) —

Sensitivity: [1-64)

12 *
Wakeup Duration:

Instanthy {0) =

Sleep During: (0-15)

0 *

Specify external sensor

Mone B

Temp(ds13b20)
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BeMini

-Time based

-Motion (Trip)

-Leash Mode

-Exception (Temperature)

The BeMini has a Leashed Based Feature. By adding the WiFi BSSIDs, the mini will
not use GPS allowing the device to preserve battery Life. GPS Location will be
used from the Wifi Location. This will determine the Wifi Geofence. When the
device detects that it is within the Wifi Geofence, the onleash interval will
activate and the device will fransmit only every 24 hours as per the on Leash
interval. Please note to ensure the BSSID/MAC ID is added as follows:

it A AR
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Device Infio Firmware
Forms Groups
Basic Configuration
Configuration Type:
L=ach Based =
O Disable GRS
GPS waiting for fine (Max wait timie)
80 seconds =
After GPE-Fix Improvernent (kax wait time)
2 seconds =
Onleaszh interval
24 howrs H
OffLeash interval(zed)
300 -
Scan interval stationanyisec
3500 -
Miotion thrash
a -
Vifi APz Add Wifi AP
Resilimit | - Bssid Czlzts
Usa LED Indication

Uzz PEM when availzbiz

Leash Based Configuration Definitions:

GPS waiting for fix (Max wait time) - The maximum amount of time a device will
wait for valid gps.

After GPS-Fix Improvement (Max wait time) - Once device finds a fix, maximum

waiting fime device will stay on to increase GPS accuracy.

Onleash interval - Reporting fime when in WiFi range.
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OffLeash interval(sec) - Reporting time when out of WiFi range. Time Based
feature. (note: device will continue to transmit regardless if movement/no

movement until device enters back into WiFi).

Scan interval stationary(sec) - Amount of time the device scans within WiFi
range when not in motion to confirm the device is still in a WiFi range. (Internal

Feature)
Motion thresh - Movement threshold when device is in motion.

WiFi Geofence - BSSID needs to be added for each device. Format is:
HHHHE HE HE HHE HH

Exception Based Configuration

In this configuration, besides Interval time schedule updates, device will update
based

on exceptions configured for Temperature. This configuration is designed to

optimize

battery consumption and send real-time events only when criteria is met
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Parameter Description Value
Interval How often device will update real-time 6 hrs
GPS Timeout How long device should search for GPS. If not 1 min

reguired can be Skipped. In this configuration device
will last much longer battery wise.
GPS Fix Extension How long device should wait after Valid GPS fix
Polling Interval How often device should poll temperature sensor. Smin
Continuous Exception  Indicates if exception should be reported
continuously based on Poll Interval otherwise anly
first time it happens.
Exception Conditions
Outside Low-High thresholds:
Report TEMPERATURE Event when device readings
are outside Low-High range.
Higher than High threshold:
Report TEMPERATURE Event when device readings
are higher than High range.
Less than Low threshold:
Report TEMPERATURE Event when device readings I
are lower than Low range.
Between Low-High thresholds:
Report TEMPERATURE Event when device readings
are inside Low-High range.

An example of Exception Based configuration:
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Device Info Configuration Firmware

Gateway Groups

Basic Configuration

Configuration Type:

LS

Exception Based

Interval;

6 hours

8 skip GPs

GPS Timeout

1 minutes

GPS Fix Extension

10 seconds

Polling Interval{interval must be multiple of polling interval):

15 minutes

Ak

Continuous Exception
Temperature (-200°C~550°C)

Update Exception when:

L

Less than Low threshold

Low: 60 High: 0

Use case: Exception when higher than High threshold
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Device will trigger exception events every 15 min, per device configuration,

when Ambient Temperature goes above 45°C

(] 4 Suy , - - - - © tepemies - d oDEeE & 0

Basic I:unhgur;ltlon

Temperature | 41

1. Device Configuration Profile 2. Temperature
Graph
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Raw data representation

- = 0 = F &
- e Be v Sas e [ .,
¥ T ey [- ] ar T v Ll T "
=
'
e b T D L A o 1 e .a -

3. Historical data
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Use case: Exception when outside Low-High thresholds
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Use case: Exception when less than Low threshold

Configurstan Fiirrmyrs

ey Groups

Basic Configuration
C ot Mg i P

Eaxmclicn Busa) F

Temperatime [0 -85
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Use case: Exception when between Low-High threshold

Dl inde TR
Galevway
Basic Configuration
orrrniicn Hrpe:
x T yoec
B s G
i L
5 T
¥ L]
phren Palling allr al et b E f it 3
i [ ]
Termperature | 40°C-E5°C
Triggerpaini
Frenintlion el Bortwabie® L oiw-son mieaion ®

Sample Temp Monitoring data %

In Exception based configuration, for this example Use case: Exception when outside
Low-High thresholds
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M
MEID SN Tireatamp Ewvant Typs R Battary Light Frasvure Humidity MIN MAN Tenp
[-dim] L) 1]
ESATS0006020d RTREMEI1201R1A10605]1 2000-20-23 12:04 40 s UPDATE 118 1.61 o 101007 41 364 104 108
428 4T3 44
361 411 3.8

406 4T 4.7
ER N A bS

17 ass a7
Exception; outside acceptable range ST T 44
abowe high thieshold 194 492 104
\ 179 497 417
4.4 .91 456
LE 475 199
tabde t ] 425 A ADe
L] Ll -
e * 4 VY L ov o4 e * o v 3 v 1o 31 ¥ 38} 4/ 3 RA

411 488 .58

383 s12 183
r 4 46 461
196 500 194
19 50 5
iy am 5.3
516 542 542

5.7 &8 5.7
BEL7SOE0060204 RTREFI120IRIRA16151 2000-10-21 11:25:06 wn UPDATE 113 &2 22 100.555 50 507 805 905
B4 FSOM0069204 BTBIEZ1F01BIBN1635] 2020-10-23 11:30036 sm TEMPERATURE 112 339 X 100.53 47 1341 1341 1341
BSATSO0069204 ATRXET1IZ01B18116351 2030-10-23 17:01-36 prn TEMPERATURE 115 16 723 100.474 47 1647 I218 1218
AL TS0S0069204 BTEREZ1201818116351 2020-10-25 12:02-36 g UPDATE 117 ae2 0 100.442 &) 936 22030 93
A TAOS00G0204 BTEXETII0INIEI1681 2020-10-23 1:09-36 pm  UPDATE 14 343 o 106374 4 801 R4F &M
BATS0S0069204 BTBREZ 1201818116351 2000-10-23 2:08:07 pen  UPDATE 114 382 0 100265 47 424 543 S(M
) R ———— — - « Tew—— " PP T— OB 5 o =

Notes*: In terms of Alarm/Notification rules in the back end, it be can determined
based of these two events depending on what is considered Exception based on
the use cases.

« UPDATE
e TEMPERATURE
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Remote Commands:

e Hard reset: manufacture reset, all settings..

e Soft reset: normal soft reset and internal registers.

e Hibernate: Used to put the device to deep-sleep mode to preserve
battery life with no reporting updates. The device will wake up and start

transmitting again once the device detects light.

Edit Beacon(s) >
Groups

Basic Configuration

Configuration Type:

L1

Timer Based

Interval:

L1

Select Interval

[ pisable GPs

Mo saved configuration available.

Remote command

Input command w

Input command
Hard Reset
Soft Reset
Hibemate

Data Usage:
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1 Transmission =150 Bytes

4 Pings x 150 Bytes = 650 Bytes x 30 days = 18000 Bytes -> 17 KBytes ~ 0.2MB

8 Pings x 150 Bytes = 1200 Bytes x 30 days = 36000 Bytes -> 35 KBytes ~ 0.35MB

12 Pings x 150 Bytes = 1800 Bytes x 30 days = 54000 Bytes -> 52 KBytes ~ 0.6MB

24 Pings x 150 Bytes = 3600 Bytes x 30 days = 108000 Bytes -> 108 KBytes ~ 1.08MB

Configuring Multiple Beacons

Select multiple devices from the Beacons Tab

B=WH=R= Dashboard - Map
Search (] E
= ID Name Timestamp Battery Type Serial Number

3527530933780438 BTBXE14190118073537 2019-08-01 6:44:49 am 354w LTEM BTBXE14190118073537
352753094065446 Soil - Mandarin-Verizon -8418 2019-10-26 3:04:00 pm 399v LTE M BTSXE14190118068418

352753093912135 BTSXE14190118064517 LTEM BTSXE14190118064517

Right click and select Edit. The selected devices will now be visible. Tags can
be created for the multiple devices selected and also the configuration can be
configured for the selected devices.
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Edit Beacon(s)

rSeleded Beacon(s)

I

= BTBXE14190118073537 (Ver.1.5.70) -
= Soil - Mandarin-Verizon -8418 (Ver.1.4.245
= BTSXE14190118064517 -

Selact Status

Select Status v

Tags

|Add & new tag and press <Enter= when done

Comments

Tags ?

® APPEND
COVERWRITE

Save

Import Templates are available from the Administration menu.

Multiple devices can be configured at the same time using the Import tool.
Select Add and then select the csv file to import from. Use template
Beacon_Import_Template_Config.csv in order to update batch configuration.
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# .
1
s a L L. il
' @ Administration L
Ex ser Guide
Groups
Hules

Sites & Geozones
Users

Installer

Audits

Views

Import Templates

Gateways

Mobile Groups
Transmitters
Modems

FPhones & SIM

The Data Column GPS FIX will indicate the GPS Record Type:

Valid 1 - The device transmitted with a valid GPS record

Valid 2 - The device did not attempt to get a GPS fix as the motion of device
indicated the device did not move - its assuming the previous valid GPS
position.

Invalid 3 — The device attempted to get a GPS record but could not — The
location will display the last position that was valid or the Cell tower location
using the GPS Assist Feature. This is because the device could be blocked from
the sky or the device could be indoors.

Valid 4 — The device is using the closest WiFi Location (Note: Only BeMini) **Wi-Fi
40 meters is the standard consumer grade router for accuracy. we have seen other routers we
pickup that go a farther range like 80 or 120 meters but those are exemptions and rare.
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SKIP GPS FEATURE ADDED JANUARY 2020

Normally the device will fetch GPS info every time after the device wakes up. If
user selects "Skip GPS" option, then the device won't fetch GPS info after wakes
up. The purpose to do so is to save power and time (Firmware fetch GPS will
consumer more power and takes up to 3 minutes). This is a good option for the
devices in door or do not move.

Edit Beacon »
Device Info Configuration SEnsor

Groups

Basic Configuration

nfiguration Type

Skp GPS

nterva
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Note: Cellular device must have valid GPS and a clear view of the sky for
accurate location reporting. If a device does not have a valid GPS, click on the
Map Option located in the top right corner of the map and select Network to

view the closest Cell Tower that is communicating with the device.

©® Openstreet
Satelite

i ons
Ve /;__/—wg Network
Select Network To
view the closest Cell
Tower that is

Cellular beacons will also display the Firmware Version from the beacon page.

Please note that this feature is not applicable to the Blue Tooth Beacon.

ID Name Beacon Type IF Firmware Version
357591080081877 CW250191 LTE M 120
357591080074880 CW179344 LTE M 120
357591080080820 CW175400 LTE M 1.2.0
357591080078188 CW1T74350 LTE M 1.2.0
357591080070763 CW174348 LTE M 1.2.0
357591080075853 CW179332 LTE M 120
357591080077818 CW174353 LTE M 1.2.0
357591080075739 CW179334 LTE M 1.2.0

From the Dashboard, Show Column “Tags” and then sort the Tags column to see

the tagged beacons grouped together.
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ID Name Timestamp Sender 17 Tags !
J ] _.[yyyy-mm-ad _] .

000780BGAEGF Test 000780BEAEGF 2018-02-01 12-10:57 pm BLE HQ 6491 Test GATEWAY

000780C1EBED Canm 000780C1ESED_BTBO4 2016-02-01 12-10:55 pm BLE HQ 6491 Test GATEWAY

000780C1FEB6 Alban Toyotad-FBES 2018-02-01 12:10:34 pm BLE HQ 6491 Test GATEWAY

000780ECDICT 10S Spur Tree 000780ECDICA _ naveen-spurtrestest-5 1-Android-On..

000780C1E2EE BBBS Guad Outside fence E2EE 2018-01-31 6:18:13 pm BB Cold Room BLE 4889

000780C1EBSB 000780C1EBSB Owen _ Alban GO7

7. Administration

Groups, Rules, Sites & Geozones, Users, Installer feature, and Audits are primarily
used for MIOT Devices. Gateway Administrative Features for Mobile Groups,
Transmitters, and Modems are used for Bluetooth-only beacons.

[F] =

Administration

Resources

Groups

Rules

Sites & Geozones
Users

Installer

Audits

Views

Import Templates
Gateways

Mobile Groups
Transmitiers

Modems

RESOURCES
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Usar Guide
Cn-Eoarding
Fa

APl Reference

APl Sample Project

The resources link is where you will find a copy of this User Guide, the
Onboarding Guide, FAQ and API Reference. The Onboarding Guide must be
consulted prior to installation in order to achieve the optimal location for the

best performance from the BeWhere Devices.

Groups - MIOT

The Groups feature allows you to Group devices together by asset type and
then assign users to the specific Groups so that when the users log in, they only
see the devices assigned to their Group.

Create a New Group. Select Group from Administration.
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Administration

Rules

Sites & Geozones
Users

Installer

Audits

Views

Gateways
Mobile Groups
Transmitters

Modems

Add a new Group.

Name the Group appropriately then click on Save.
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Add New Group X

Basic Info Beacons Users

T !
DHZMIFMUME

Fame

[ Generator

Choose Parent Group

Choose Parent Groups v

Cancsl

Right click on the new group and select Edit.

BeWhere [:z:hhoad~ Map

Name

im

acons

L

Search (]

Generator dhZmifUMz
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From the Beacons Tab add devices to the Group and Save.

Edit Group

Basic Info

Beacons Py beacons selected

BIBXE17193818097574 @ J] BGSXE15192618081198 @

Search for available beacons
= Click to select all
[ 0007802F656B Carm BTB02 wiOS

BXE17193818097574

GSXE15152618081198
[0 Tradeshow Ends Bag 6606
[ BGSXE15192618081275

-

L3

4
Displaying 31 of 31 records

[———]

From the Users Tab Select the users that will have access to the devices and

assigned to the group and select Save.

Edit Group X @

Users o users selected

No Users

Search for available users

[} Click to select all

| Chris ddiy I

Displaying 1 of 1 records

e —
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Optional, from the Basic Info Tab, Select the Choose parent Group if there’s a

group created that has all the devices assigned to it.

Edit Group >

(I}
dhZmifAURNz
Mame
Genera tor
Choose Parent Group
Choose Parent Groups bl
Doioio
Rules — MIOT

Create a Rule and then edit the rule to select the conditions of the sensors.

Notifications can be activated and users selected to receive the email alerts.

The Legacy Alert Rule is used to send email alerts based on selected thresholds.
Note: Selecting All beacons will include any additional devices that are added
to the account on future orders
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Add MNew Rule

Conditions

D

Mame

Rule Type

Alert{legacy)

B4l beacons

Beacon Tags{use a comma to separate tags)
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X

Edit Rule

Description Beacons

Battery Level(Miot Device)

Lowed Linmit Thraskakd

=W z v

Battery Level(Blustooth Beacon)

T Linndt ThresFald
0 =% -
S
Impact Count
Uppar Lirmit ThirasFeald
Temperature
Lowved Lirnin Ll psiit Limig Thieshold

<
LI )
z
ik
(]
iF
I.{I

Light Level
Lo Lirdt Uppses Limmiz Thieshold

o o lm =|lm o Z|im
Humidity
Ly Limmin Uppsir Limsie Thieshold

oz % z S o = %%

Pressure(The unit may be PSI1 or KPA based on device

configuration)
Lowved Lirnin Upgsair Limig Thieshold

0

Auxl

Loaver Limit Uppsr Limit Thieshold

Loaver Limit Uppsr Limit Thieshold

-]
ik
1
1F

Notifications | ON -

Users

Chriz Panczuk (Master) @
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Additional rule types such as Start/Stop and Trip are used to activate Start and
stop and/or Trip Events.

Edit Rule X
Conditions Beacons

[

CeTRETFREu

Name

sl

Rule Type

The results of activating these Rule Events are found under Dashboard/Events

B=WH=R= DCazhboard ~

openi Ak Schedule Reports

The Dormant Rule is used to activate the Dormant feature in the Schedule
Reports.
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The Alert Rules can be viewed as events which is found under the Dashboard

Reports feature:

Dashboard - Map Beacons

Selecting the Date Range will display the history of the Alerts that were
generated:

B3 10 Nov 20:

Search

i

265340041886593

266340041886502

266340041854732

866340041854732

266340041854732

866340041854732

266340041854732

256349041854732

266340041854732

93 -

203 -

293 -

293 -

203 -

3

Beacons

12:00 am =

Ti p =
i Arells | r-mm-dd =i &
- Original Test3 2023-11-10 3:17:41 pm
5 - Original Test3 2023-11-10 3:17:41 pm
- Original Test3 2023-11-10 1258:14 pm
Original Test3 2023-11-10 124314 pm
Original Test3 2023-11-10 2:50:55 am
- Original Test3 2023-11-10 8:3555 am
Original Test3 2023-11-10 22055 am
Original Test3 2023-11-10 8:05:55 am
Original Test3 2023-11-10 20555 am
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Sensor Type

IMPACT

INPACT

IMPACT

IMPACT

IMPACT

IMPACT

IMPACT

INPACT

IMPACT

Analysis Type

DELTA
Hi
DELTA
Hi
DETA
DETA
DELTA
D
Hi

Threshold
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Sites and Geozones
The Geozone feature is only functional for MIOT Devices and Not Bluetooth
beacons.

Here are the steps to create a Geozone:

Step 1. Add a new site

Q 2
Add Site & Geozone !Iﬁll =]

Longitude

Step 2. Name the Geofence

Step 3.

-Select Capture Stops (Optional if you would like to see the In/Out notifications in
the Dashboard Location Column and Dashboard Events Report).

-Select GPS Assisted (Optional if you would like to include the Cell Tower
location as a stop).

-Select Visible on Map (Optional if you would like to have the Geozone visible
on the map).

Step 4. Insert address or Latitude and Longitude coordinates in the Address
Search Tool located top left or navigate to the location by dragging the map
using the left mouse click and using the + (Zoom in) and - (Zoom Out) Feature.

Step 5. Draw the geofence using the Polygon, square or circle drawing feature.
Step 6. Click Save.
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Bluetooth Beacon fransmitter zones

[ se ]
Email notifications can be created for Zone In and/or Zone out events from the
Edit Sites and Geozone page. Email notifications can also be configured for
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Address

:-' Latitude Longitude

43.653225,-72.383184

1 Notification

1 Ozonz in alert O zone out alert

Mo Users

Cancel Save

The next scheduled report will now display the name of the Geozone in the
Geozone Column (GeoZone Location) and indicate if the device was in or out of
the Geozone

El KN Bl B -ODOn0

Tt
Rssi(-dBm) Battery Impacts Temp (c) Light (Iln:] Distance (m) Geozone Location
hd xJ hd xJ xJ xJ hd Al
104 368V 0 21.89 4] 0 67 Laburnham Avenue,Toronto,ON, ...
102 3.98v 0 252 1 1] bewhere_office_rectangle Wingtip Drive, . TX,77061.USA
IN 2019-07-12 11:25:57 am
101 424 v 0 2533 4 0

The Dashboard Events Report will also display the devices, timestamp, In/Out
events and address:
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g - R i
R:255 G:233 B:233

1 27sep20 312:00 am -
s o
w Name 1= Timestamp Event Object Name Address
I | = fryyy-mmedd | | | -
352753091805257 COP 300 ACK 10 2019-10-03 4:20:33 pm ZONE OUT Office 67 Laburnham Avenue, Toronto,ON,
352753091826345 2019-10-03 4:20:12 pm ZONE OUT Office 34 Twenty Sixth Street Toronto, ON, -

There are several types of Events Report

Dwell and GeoZone - Displays both In/Out and all Stop Begin Stop End Events.
Dwell - Displays only Stop Begin and Stop End Events.

Geozone - Displays only In/Out of Geozone Events

Trips — Displays the Trip Start and Trip End Events

B=WH=RZ Dashboard ~ 2p Beacons o

Lm 02 Jul 2020 12:00 am - 10 Jul 2020 12:00 am ~ l Select Date Range

Search ° lFiIter by Name

o feame p— Bt P s minte
356726108528686 BEB MaxT GPS Test 2020-07-09 943:21 am STOP BEGIN Start Stop Rule 43687122
356726108528696 B35 Max7 GPS Test 2020-07-09 9:21:21 am STOP END Start Stop Rule 43.701851
356726102565594 B35 BeGATE 2020-07-09 906:03 am TRIP END 43.68697
356726102569894 B35 BeGATE 2020-07-09 3:48:28 am TRIP START 43687074 -79.26664
357591080360719 B85 606555 MP 2020-07-06 8:15:10 pm STOP BEGIN Start Stop Rule 43.687026 -79.266515
357591080360719 B8B 606555 MP 2020-07-08 6:06:44 pm STOP END Start Stop Rule 43.687586 -72.270736
357591080360719 BBB 606555 MP 2020-07-08 3:12:07 am STOP BEGIN Start Stop Rule 43687144 -T9.266277
356726108528696 B3B8 Max7 GPS Test 2020-07-07 11:04:54 pm STOP BEGIN Start Stop Rule 43686975 -79.266143
356726102458684 BGSXE15192618081275 2020-07-07 9:44:45 pm STOP BEGIN Start Stop Rule 4359693 -78.52252
352753091538560 Margaux BeTen Globe Trotrer MX 2020-07-0T 9:41:55 pm STOR BEGIN Seart Stop Rule 43663055 -TOA36752

356726108522087 Margaux MAZDA Max7 GPS 2020-07-07 0756 pm STOP BEGIN Start Stop Rule 43699441 -70.461403

Note: To Activate the Start Stop or Trip Event Report, the Start Stop or Trip Rule
needs to be created:
o 2
Administration

Groups

' Hules

Sites & Geoiones

Add a new Rule and select the Start Stop Rule.
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Add New Rule X

Conditions

(1]
KHFZIGTDYE

Mame

Rule Type

Alert{legacy) v

Start/Stop

Default Condition is 200 Meters

Edit Rule X

Description Beacons

rSt:up Condition{meter)

200

L1

Ignore zones(separated by commas)

Save

Note: Requirement for Trips Event / Report Feature
e Recommended for BeSol devices with firmware version 1.6.15+

e Configuration: Motion (Start-Continuous-Stop) Idle: 15min Interval:12/24hrs
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‘|

Edit Beacon
Device Info Configuration FOTA
Sensor Groups

Basic Configuration

Configuration Type:

Motion =

¥ Update when Starts or Stops

# Update while in continuous motion

Idle interval:

15 minutes z
GPS Timeout
Default =

GPS Fix Extension

10 seconds >

Movement threshold:

5

Stationary Interval:

12 hours =

e In order to enable Trip Event, feature a Trip Rule needs to be enabled (at

least one for each account)

Search [}
D Name Creation Date
mLAFKKoCIx Temperature Rule#2 2019-03-29 15:00:46
JH4t91Dxwv Trip Rule 2019-12-19 19:12:59
wSpJ64Gubu 80689-START_S3Top 2019-06-20 19:09:08
tg4mNvpKW3 devin-test 2019-03-12 16:03:28
iHZIwt48PV Temperature Rule#1 2018-10-12 13:02:08

Trip Rule can be configured for “All beacons™ assigned to the account or for
specific Beacons if not all beacons are applicable. More features will be added

to this feature to simplify management in the upcoming sprints.
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Beacons
Beacons e beacons selected
o Alban-Solar_HE-NewGPS-9773 @ | SmallSolar-Alban-8504 @
JHAI1Dxwv Devin-Solar-NewGPS-9775 @
Name Search for available beacons
Trip Rule D] Click to select all
O Name-357591080080689-t2_44850 -
Rule Type
Trip v O  FOTA-357591080075770
] Dev-02B-2110
a 18034992
All beacons
[J  Bell Keycard-FBB6

e Trip feature consists of two events: Trip Start linked to device Motion Start
message and Trip End linked to device Motion Stop message, however
there is a slight difference in terms of how location of the event is
calculated.

B=WH=R= D

oard M Resca - 2
m 13 Dec 201€ 12:00am - 21 Dec 2019 12:00 am ~
Trp ] m 5 [an v
1] Name ¥ Timestamp 1~ EBvent Address Latitude Longitude
I _v [alban-solar Yyy-mm-dd xl hd xl xJ
0726102458544 Alvan-3Solar_HE-NewGF3-9773 2019-12-20 6:06.03 pm TRIP END 1175 Kipling Avenue.... 43.656769 -18.54136% =
356726102458544 Alban-Solar_HE-NewGPS-9773 2019-12-20 5:26.05 pm TRIP START 1175 Kipling Avenue ... 43.65621 -78.547372
366726102168644 ANban-Solar_HE-NewGPS-9773 2019-12-20 &:07:16 pm TRIP END 1175 Kipling Avenue.... 43.66621 76.541372
358726102458544 Alban-Solar_HE NewGPS-9773 2019-12-20 4:5548 pm TRIP START 830 The East Mall Tor . 43 856754 7€ 587446
368T261024568514 Alnan-Solar_HE-NewGPS-9773 2019-12-20 4:3716 pm TRIP END 830 The: East Mall, Tor . 43656754 -76 587446
368726 102458544 Alban-Solar_HE-NewGPS-8773 2019-12.20 4:1656 pm TRIP START 3264 Lake Shore Bou. . 43887053 =78 523086
368726102458544 Alnan-Solar_HE-NewGPS-9773 2019-12-20 &:37°38 am TRIP END 3264 Lake Shore Bou. . 43897031 -7 52318
355T26102458544 Alban-Solar HE.NewGPS-9773 2019-12-20 8:14.06 am TRIP START 175 KIpling Avenue, 436562 78541353
355726102458544 Alban-Solar HE-NewGPS-9773 2019-12.19 10:27:70 pm TRIP END 1175 Kipling Avenue.... 43656759 70.547332
390726102458544 Alban-3olar_HE-NewGF3-9773 2019-12-19 10:15:35 pm TRIF START 1007 The Queensway, . 43.622794 -7€.51573z2
355726102458544 Aloan-Solar_HE-NewGPS-9773 2019-12-19 7:20:54 pm TRIP END 1007 The Queensway. . 43.62231
356726102458544 Alpan-Solar_HE-NewGPS-9773 2019-12-19 7:13:48 pm TRIP START 1175 Kipling Avenue.... 43.656774
356726102458544 Nban-Solar_HE-NewGPS-9773 2019-12-19 5:36.13 pm TRIP END 4175 Kipling Avenue.... 43.656202 7€.54434
filtercolumns

Once the Trip Event data has been filtered out, it can be downloaded in the Trip Report view as per
format below
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Trip Report
BeWhere -MloT (2J8mLuc84N)
Generated On: 12/20/2019 19:03:15-05:00
Device Alban-Solar_HE-NewGPS-9773 (356726102458544)

Object Name Start Time Start Location Start End Time. End Location End Trip Time.
Alban-Solar_HE-NewGPS-9773 [12/19/2019 17:18:13 -05:00 | 351 Kipling NM8V 3L1,Canada 1278.8 12/19/2019 173613 -05:00 | 1175 Kipling A I  Canada 12853 65 018:00
an-Solar_HE-NewGPS-9773 | 12/19/2019 19:13:48 -05:00 | 1175 Kipling ON,M9A 1N4 Canada 1285.3 12/19/2019 19:30:54 -05:00 anada 12897 a4 017:06
lar_HE-NewGPS-9773 [ 12/19/2019 22:15:35 -05:00 | 1007 The Que ONMBSZ 6C7 Canada 1289.7 12/19/2019 2227:10-05:00
lar_HE-NewGPS-0773 | 12/20/2019 08:14:06 -05:00 | 1175 Kipling ON,M9A TN4 Canada 12945 12/20/2019 083738 -05:00
lar_HE-NewGPS-9773 [12/20/2019 16:19:56 -05:00 | 3264 Lake St 13032 12/20/2019 163716 -05:00
Alban-Solar_HE-NewGPS-9773 [12/20/2019 16:55:48 -05:00 | 630 The East M9B 2R5 Canada 13113 12/20/2019 170716 -05:00
‘AlbanSolar_HE-NewGPS-9773 [ 12/20/2019 17:26:05 -05:00 | 1175 Kipling ,ON.M9A N4 Canada 13135 12/20/2019 18:06:03-0500

1294.4 47 011:35
nada | 1303.1 86 02332
13113 81 017:20

13135 22 01128
13204 69 039:58

Users

The new users feature allows you to add additional users. Username is the users
email address. Please use lower case. For the role please select administrator.
The appropriate Time Zone needs to be selected or the default of Eastern
Daylight Time will be used. We also recommend to select Reset Password to On
so that upon the first login the user will be prompted to change the password.
You also have the ability to select metric or imperial when creating a new user.
Once Save is clicked, an automated email is generated from
Support@Bewhere.com to the new user. The automated email has a URL link to

the BeWhere Web App and also has the password for the new user.
Administration é.

Groups rd
Sites
Transmitters

Modems

I' Users I
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Add User

I

Email-Id

Role

USER v

Timezone Key

Select a Timezone A

Timezone
Abbreviation

Metric

Reset Password

Cancel Save

Users tab
e Please ensure Reset Password is checked. This will allow the user to create their own
user-friendly password upon login.

e The default user setting is Metric Off (Imperial). For beacon data to be in Metric, please
check Metric.

Change Role
e The default user role is USER which has limited rights. Users with Administrative rights have
the ability to change the user privileges.
o After a new useris created, return to edit user and click on CHANGE ROLE.

o Select a new user Role: NO ACCESS, USER, MANAGER, SUPERVISOR, INTEGRATOR,
ADMINISTRATOR.

Definitions of Roles:

e NO ACCESS:
Not able to log in - Temporary suspended
e USER:

Beacons - View Only
Groups - View Only
GeoZOnes - View Only
Sites - View Only
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Transmitters - View Only
Modems - View Only
History — Unlimited access
e MANAGER:
Beacons - View Only
Groups - Limited Access -Can add/remove beacons from groups but not create/delete groups
Sites - Limited Access -Can add/remove Transmitters to sites but not create/delete sites
GeoZones - Edit and Delete but not create new zones
Transmitters - View Only
Modems - View Only
Users - Change Time zone, Reset Password, change Metric/Imperial
History — Unlimited access
e SUPERVISOR:
Beacons - View Only
Groups - Can add/remove beacons from groups but not create/delete groups
Sites - Full Access
Geozones - Create, edit and delete Zones
Transmitters - Full Access
Modems - Full Access
Users - Full Access
History — Unlimited access
e INTEGRATOR:
Full Access to every feature except to users — create/change
Access to the API Integration
e ADMINISTRATOR:

Full Access to every feature

INSTALLER
The Installer Feature is used to add devices into an account when they are
installed. Devices can be added manually or by scanning the QR or Bar Code.
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Enter Device Identifier

AUDIT

Stop Scan

The Audit Feature is a report displaying the MIOT Device configuration status

and history.

(2 12 Nov 2018 12:00 am - 20 Nov 2018 12:00 am - ALL
Search

1] Object Type object ID Executed By 17 Executed On

| | vy dd

11236 UPDATE DEVICE_CONFIG 357591080363697 asharma@bewhere.com 2018-11-19 11:30:42 am
11235 UPDATE DEVICE_CONFIG 357591080363697 asharma@bewhere.com 2018-11-19 11:30:19 am
10165 UPDATE DEVICE_CONFIG 357591080410340 asharma@bewhere com 2018-11-19 10:49:56 am
10141 UPDATE DEVICE_CONFIG 357591080363697 asharma@bewhere.com 2018-11-19 10:10:38 am

Mobile Groups - Bluetooth

Web User Guige

This section relates to the Mobile devices (Android and I0S). The field required is

the name of the person or individual assigned to the phone.
e Select Groups from the Administration Tab.
e Right Click to edit existing groups
e Click on Add Groups to create a new group

p.ewnere Dashboard + Map Beacons k-
Search o
D Name Group Type Install Key Alias
88FXBCWhXG Andrew IPAD IPHONE
mb2nvLD2CZ Alban Windows Laptop SHELL
FSACn4ZBPR Gateway-GPS3 SHELL

e Create aunique Group Name
e Select INSTALL for the Group Type

e Click Save.
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Add New Group X

D

BMUQS55QRS

Name

pre—
(Group Type \

INSTALL ‘ v
\ |

Cancel Save

Group Added Successfully..!!

Once the new Group is created, beacons will need to be added to the group.

Simply edit the new group and s elect the beacon tab.

Beacons

No Beacons

Select Beacon Name
MARGAUX_PARI -

GG 26218 0 6g

BB Big Freezer E41E
BE Outside Wall F6C7
master!2

NewFirefly - D93D

Save

The BeWhere System will create a unique Install Key for the user to be able to
install the BeWhere Mobile App. The Install key is found on the group list or
editing the new group.
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o

eMuiKf22uT

Name

test group

Group Type
INSTALL

Inztall Key
fa0s

Group Types:

Install - To Generate an Install Code for a mobile device.

Shell - Random group/fleet of beacons required for group email alerts (Not applicable to any
device).

Site — Location based group of beacons assigned to particular geographic location.

Once the APK has been downloaded the Install Key will disappear from the
group's page. This allows the administrator to figure out who still has to
download the APK.

TRANSMITTERS

Transmitters and Sites are used for setting up Bluetooth/Wi-Fi Gateways. Please
refer to the BeWhere BLE WIFI User Guide for additional details.

nghem Dashboard v Map Beacons Q

Search -] Add Transmitter by
D Name Latitude Longitude Location
E1A228FA4889 BB Cold Room 4889 43.6871 -79.2663 -
516080019452 MIoT-NB1-357516080019452 43.64557 -79.61148
FYFFGGCBHGHB Test67 12 56
B827EB8843CE BewWhere Alex HuB 43597275 -795232
C948A6500A33 MK 1 x 492562 -123.184
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1. Enter the BLE MAC ID (Note: The Device has two MAC IDs, please ensure you enter the
BLE MAC ID and Not the WIFI MAC ID.

Add Location Name

Add Latitude *See Instructions below for finding Latitude

Add Longitude *See Instructions below for finding Longitude

o M b

Click on Save

Edit Transmitter X

o

CE4UFACBZE34* Transmitter
MAC ID

Name
MK 0a

Location

Latitude Longitude

49.234413,-123.18222
Sites
No Site

NOTE: There are several ways to find the Latitude and Longitude of a location:
e htip://www.latlong.net/ Simply type in your address and city to get the Latitude and

Longitude.

e If you have a Beacon reporting to the BeWhere Web Site, click on Maps, Show Columns,
and display the lafitude and longitude columns.

e There are several Apps available that will provide you with a latitude and longitude of
your location such as the GPS Black Box App.

*You may wish to record this info as it may be required again for multiple

Transmitters.

6. Click on the Sites Tab to add your transmitter Site (Note: this is required when you have
multiple Transmitters).

7. Click on New

8. Add Site Name

9. Add a Description for the new site

10. Select the Time Zone

11. Add notes for the location of the site

12. Add the Latitude *Copy from Transmitter Setup

13. Add the Longitude *Copy from Transmitter Setup

14. Click on Save
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15. Click on the Sites Tab again
16. Click on Edit
17. Click on Add Transmitter

NOTE: The location of the beacon on the map is dependent on the location of
the sending device (Location of Android/IOS device or Latitude and Longitude
of Transmitter).

18. Click on the Transmitter at this site

Once completed, your new Transmitter Site is now created and is visible as a new
fransmitter.

**Repeat all the previous steps to add additional Transmitters and Site Locations.

MODEMS
You can add Modems by inputting the IMEI number as an ID under the modem

tab. The maps tab has a Sender column which is the modem that’s sending the
data.

£

Installer

Audits

Mobile Groups #

P -
-
Transmitters Add Modem
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Add Modem >

1D
I x |
Flease Enter The D

Mame

Modem Type
GO7 v

Cancel Add

Multiple Modems can be imported using the Import Modems Feature
The file must be in CSV Format.

Below are the rules for each modem type:
e GO6 must start with Gé followed by 10 alphanumeric characters
e GO7 must start with G7 followed by 10 alphanumeric characters
e GO8 must start with G8 followed by 10 alphanumeric characters

e Cypressis 14 or 15 numbers

Below is an example of the template:

|ID Mame Modem Type
|GB1234567531 Testl G038
1681234567832 Test2 GO&E
|G71234567831 Test 3 GO7
1671234567832 Test4 GO7
|Gb1234567531 Tests GO6
1661234567832 Testo GOB6
112345678912346 Test7 CYPRESS
1612345678512 Testd GO&E
|G12345678913 Test3 GO7
1612345678514 Test 10 GOB6
|G12345678315 Test11 CYPRESS
|1111111711111111  Test12 CYPRESS
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8. Alerts

Alerts are configurable individually, per user. To access the Alerts feature, click
on Administration and then Rules.

E] -
i
I Administration
Resources

Groups

| Rules

Sies & Geozones
Uzers

nstaller

Audits

\iews

mport Templates

Gateways
Mobile Groups
Transmitters:
Modems

=

Select Add Groups to create a new rule:

Add a name for the Rule, Select Legacy Rule Type and save the rule:
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Add MNew Rule X

Conditions

¥

MFDISENLS

MName

Rule Type

Alert{lzgacy)

1Al beacons

Beacon Tags(use 3 comma 1o separats tags)

Cancel

I
C

Right Click on the new Rule and select Edit:

invusyksF ftest

2022-06-23 14:5400

|

Edit the rule by selecting a condition, turn notifications on and add user to

receive the email alert.The user must be an active user in the BeWhere Account.
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X

S
Edit Rule

Battery Level[Miot Device)

Lisaasai Linndn Threshalkd
Battery Level(Blustooth Beacon)
Liovawagi Linmin Threseakd
=3
Impact Count
Uppar Limit Threskeakd
Temperature
Lower Linnic Uppsar Limdn Threshold
Light Lewel
Lower Linnic Uppsar Limdn Threshold
Humidity
Livwai Linnit Lpp=ss Lirmrae Thieshold

Pressure(The unit nmmay be P51 or KPA based on device
configuration)

Loswair Linmix Uppst Linis Theeshola

r
ik

Livwwad Lirnmit Uppsi Limie Thigshald

]
ik
ik
ik

Motifications | OM -

Users

Mo Users

From the Beacons tab, select the beacons to be added to the rule:
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Description Conditions Beacons

Beacons o beacons selacted

BTSAE15192612082265 @ | ETSAE1S 192618083256 @

earch for available beacons

Click 1o select a

o ¢

BTSAE15192618083 265

BTSAE1519261 8083256

[0 ersaci1s192618003266
[ eTsasisiazeianasacs
[0 wersagis19ze18083263
[ ersapi1si92618083245
[0 eTsacisiaze180a3267
I
[ ersacisiazeianazass
[ eTsasi15192618083246 -

4 2
Displaying 12 of 12 records

From the Beacons tab you can select all beacons to be added. As more

devices are added to your account, the new devices will automatically be

96


mailto:info@bewhere.com

B — W H — R — Wb User Guide

added to the Alert. Beacons can also be added to the alert using the existing
Tag Names

Edit Rule X

Conditions Beacons

o

irrvusyksKF

Name

Besl

Rule Type

Alert{legacy) L

B2l beacons
Beacon Tags(use 3 commma 1o separate tags)

Alert Definitions:
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In Range and/or Out of Range — An Email Alert will be activated whenever a beacon goes in or
out of range of a transmitter. This feature is only available if a beacon data is being tfransmitted
through a Geotab GO6/7 or an Android device.

Battery Level — An Email Alert will be activated by checking the LO indicator and inserting a
percentage. The +/- indicator is available to configure an Email Alert for a change in battery
level percentage. Reset fo default is 25%.

Temperature — An Email Alert will be activated by checking either the Lo indicator and/or HI and
inserting a temperature in Celsius. The +/- indicator is available to configure an Email Alert for a
change in temperature. Reset to defaultis LO 5 and HI 28.

Humidity - Only if Applicable - An Email Alert will be activated by checking either the Lo
indicator and/or HI and inserting a Humidity percentage. The +/- indicator is available to
configure an Email Alert for a change in humidity. Reset to default is LO 0 and HI 90.

Impact Count - An Email Alert will be activated by checking the Hl indicator and inserting an
actual impact count. The +/- indicator is available to configure an Email Alert for an increment
change. Reset to default is HI 255 (Highest impact count before being reset to 0).

Light Level - An Email Alert will be activated by checking either the Lo indicator and/or HI and
inserting a Lumen count. The +/- indicator is available to configure an Email Alert for a change
in Lumen. Reset to defaultis LO 5 and HI 8.

Barometric Pressure — Only if Applicable - An Email Alert will be activated by checking either the
Lo indicator and/or HI and inserting a Kilopascal Pressure Unit (kPa). The +/- indicator is

available to configure an Email Alert for a change in kPa. Reset fo defaultis LO 10 and HI 101.5.

Group Alerts

Group Alerts are similar to user alerts although the beacons within a group are
all configured simultaneously and email addresses within an account can be
assigned to the group alerts. The group alerts are accessible through
Administration/Groups and then edit Group. Click on Administration, select
Groups and then right-click on a Group to edit the group. The Alert can now be

configured for a group.

9. NEW FEATURE RELEASE NOTES

1.1 Beacons
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The Beacons view displays devices in your database and allows you to add new devices or to

modify the settings of existing ones.

1. What is the end-of-life voltage level when devices stop working?

o BeTen (2AA non-rechargeable battery)
Voltage level is affected by temperature, however, in room temperature it works
in this range of 3.65 to 3.5. If the temperature is low and below 0 the voltage
range will be lower. This is how lithium batteries operate.

o BeSol (3000 mAh rechargeable LiPo)

Voltage range 4.2v - 3.5V which is the cutoff for the device to be active.

o BeMini - Battery is drained at 3.35v

2. What happens when a device can’t find a network? How often does it retry?

If a device fails to connect it will save data in the buffer and go to sleep and will
try again the next schedule (depending on configuration)

1.1.1 Adding a device

1.1.1.1 Importing Beacons
Multiple devices can be imported at the same time using the Import tool. Select Add and then select

the CSV file to import from.

Note: ID, Name,Beacon Type are mandatory fields

1.1.1.2 Importing TAGs

Multiple devices can be tagged at the same time using the Import tool. Select Add and then

select the CSV file to import from. Use template Beacon_Import_Template_Tags.csv in order to

update tags, see

example format below
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Action,ID,Name,Beacon Type,Tag Action,Tags

INSERTORUPDATE,3575910800802341,HoP-3575910800802341,LTE-M,APPEND, Station

1.1.13 Importing Configuration

Multiple devices can be configured at the same time using the Import tool. Select Add and then
select the CSV file to import from. Use template Beacon_Import_Template_Config.csv in order
to update configuration, see example format below

Action,ID,Name,Beacon Type,Configuration Type,Interval, Movement Counter,Stationary Interval

INSERTORUPDATE, 1000000000000000, HoP-1000000000000000,LTE-M,MOTION_START_STOP,900, 3,86400
INSERTORUPDATE, 1000000000000001, HoP-1000000000000001,LTE-M, TIMER, 7200,,
INSERTORUPDATE, 1000000000000002, HoP-1000000000000002,LTE-M, MOTION, 900, 3,86400

Action definition

INSERT: New record to be inserted in the database if device doesn’t exist

INSERTORUPDATE: When the device exists but the record needs to be updated i.e. change configuration or other attributes

APPEND: Will append the content, in addition, it existing one i.e. add additional tags
OVERWRITE: Will remove all previous data and overwrite with new content i.e. remove comments, tags

and replace with new values

1.1.2 Device Configuration
1.1.2 Time

Recommend configuration

® Battery devices when once or a few times updates a day are required. Typically for
equipment that are stationary most of the time and occasionally move.

1.1.2 Motion Continuous
Recommend configuration

e Solar devices when high-resolution data points are required while equipment is
constantly in motion

Example configuration
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Configuration Type:

Motion Continuous s

Movement Interval:

<«

15 minutes

Movement threshold:

»

3

Stationary Interval:

L1

12 hours

As the equipment is moving while the device is sleeping, per active/inactive thresholds, device
will detect movement and increment impact counter without connecting to the network. Per
Motion Interval device will wake up and check if the impact counter is >= movement threshold.
If that’s the case device will record an Impact event will try to update GPS, connect to the
network, and sends event. Otherwise the device will wake per Stationary Interval and

record and send event.

Event Time Impact Counter Updates
9:00 0] 4]
9:15
9:30
9:45

10:00
10:15 13
10:30 22
10:45
11:00
11:15
11:30
12:00
12:15
12:30
12:45
13:00
13:15
13:30
13:45

Motion

25
20
15

10

Event Type

5:00/9:15 |9:309:45 10:0 10:1 10:3 10:4 11:0 11:1 11:3 12:0 12:1 123 12:4 13:0 13:1 13:3 13:4 234
’ : : : 0 s o] 5 0o 5 0 o0 5 0 5 0 5 o 5 7 5

=@ |mpact Counter 0 o 2 3 & 13 22 5 0 o 0 o 0 o 0 o 0 o 0 o o
=l | pdates 4] o 0 3 3 3 3 3 0 0 0 o 0 0 0 o 1] o 0 0 1

OO0 O0OO0O0OD OO0 D OO0 WWwWWwWwwoo

o oo o0 oo oo oocoowm

23:45

Updates: 0 value means no event generated hence no update to server, 3 represent , 1

represent stationary

1.1.3 Motion Start-Stop

Recommend configuration

101


mailto:info@bewhere.com

B — W H — R — Wb User Guide

e Battery and/or Solar devices when initial start and last stop is required for equipment
that are constantly in motion, but their trip is not important, recommended

Configuration Type:

Motion Start/Stop s
Idle interval:

15 minutes =]
Movement threshold:

3 -
Stationary Interval:

12 hours s

A Motion Start is recorded when the device starts moving, impact counter is >=movement

threshold. A stop is recorded when the device hasn’t recorded any impact for Idle Interval.

Event Time Impact Counter Updates
9:00 0 0 Motion Start-Stop
9:15
9:30
9:45
10:00
10:15
10:30
10:45
11:00
11:15
11:30
12:00
12:15
12:30
12:45
13:00
13:15
13:30
13:45

23:45
]

14

12

uw N o

10

-
]

Axis Title

10:0 10:1 10:3 10:4 11:0 11:1 11:3 12:0 121 123 124 13:.0 1311 13:3 134 234
9:00) 9:15 | 9:30 9:45 5 1] 5 0 5 0 0 5 0 5 0 5 1] 5 5

=—g==|mpact Counter 0 0 2 3 5 12 8 4 0 0 0 [} 0 0 o 0 o 1] i} 0 0
=== Updates 0 0 0 4 0 0 1} 0 5 0 0 0 0 0 0 0 0 1] 1} 0 1

P O OoOCOoOCQCOoOCQCooOC wVwo oo o ds~oo

oo oc o000 o000 oo o R

Updates: 0 value means no updates, 4/5 represent , 1 represent

stationary

1.1.4 Motion Start-Impact-Stop

102


mailto:info@bewhere.com

B=WH=R=
e

Web User Guige

Recommend configuration starting with new firmware 1.6.15

e Battery and/or Solar devices when initial start and last stop is required for equipment
that is constantly in motion, but their trip is not important, recommended

A Motion Start (start) is recorded when the device starts moving, impact counter is

>=movement threshold. A Motion Stop (stop) is recorded when the device hasn’t recorded any

impact during Idle Interval. An Impact (motion) is recorded when any impact is recorded during

Idle Interval.

Configuration Type:

Motion Start/Stop

¥ Enable continuous motion

Idle interval:

5 minutes

GPS Timeout

5 minutes

GPS Fix Extension

10 seconds

Movement threshold:

5

Stationary Interval:

6 hours

Event Time Event Type

8:00 UPDATE

8:45 MOTION STARTED
8:51 IMPACT

8:57 IMPACT

9:04 IMPACT

9:10 IMPACT

9:16 IMPACT

9:23 IMPACT

9:29 IMPACT

9:35 IMPACT

9:42 IMPACT

0:48 IMPACT

9:54 IMPACT
10:01 IMPACT
10:07 MOTION STOPPED
16:10 UPDATE

Impacts Motion State

0

5
33
10
18
89
67
27
22

1

52
60
18
0
0

0
10
10
10
10
10
10
10
10
10
10
10
10
10

0

0

L3

Motion

100

90

80

70
% 60
,E 50
.3 40

30

20

e

o v

845 8:51 857 904 910 9:16 923 929 935 9:42 948 9:54 10:01 10:07 16:10

i TIPACHS 5 33 10 18 8 &7 27 22 1 6 52 60 18 0O ]
=#=Motion State, 10 10 10 10 10 10 10 1o 10 10 10 10 10 0O ]
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Interval: The timed reporting configuration for while the device is in motion

(i.e.One report every 5 minutes while the device is in motion).

Movement Counter: The movement sensitivity of the device while in motion.
THE MOVEMENT COUNTER IS A MOTION SETTING TO DETERMINE A MOVEMENT
COUNT OF 11S .3 G IMPACT WITHIN 32 MILLISECONDS. **|E. IF INTERVAL IS SET
TO 5 MINUTES AND MOVEMENT COUNTER IS SET TO 2, THE DEVICE WILL NEED
TO DETECT 2 .3G IMPACTS WITHIN 5 MINUTES FOR THE DEVICE TO TRANSMIT
DATA ON MOTION.

Stationary Interval: Timed report while the device is not in motion.
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1.1.4 Geotab Data Fields - Engine Measurements

#Datalntake
SerialNo;
DateTime;
isGpsValid;
latitude;
longitude;
speed;

RSSI (46)
Battery (5)
Direction (238)
Altitude (41)
Satellites (48)
HDOP (47)
Temperature  (6)
Humidity (293)
Pressure (292)
Motion (14)
Light (318)

Ignition_Status (149) -- BeSol (Motion Start/Stop)/BeWired-BeMini(lgn On/Off)
--BeWhere Data Field = Aux2

Engine_Run_Time (210) --BeWired - BeMini (Ign On-Off)
Odometer (53) --BeSol / BeWired / BeMini

External Battery (78) --BeWired / Battery voltage from 12 V (78) --BeWhere
Data Field = AUX3

Reefer Temp Z1 (214) --BeWired with Temperature Probe
Reefer Temp Z2 (215) --BeWired with Temperature Probe
Reefer Temp Z3 (216) --BeWired with Temperature Probe
Reefer Temp Z4 (217) --BeWired with Temperature Probe
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10. BeGateWay

BLE Gateway configuration

BLE gateway operates independently of solar devices. It has its own configuration in terms of
wakeup, scan and storing discovered BLE data.

Wakeup Interval: It determines the interval (in seconds) how often the device will wake up for
scanning BLE Tag/Sensors in proximity. Recommended to be set to multiple of 30 seconds i.e.
60, 90 or 120 etc

Scan Duration: Duration for which device will scan for BLE device in proximity. Recommended
15s and higher but not too high as it has implications with battery consumption. In the
example below

Scan Window: Not applicable, for admins only if required.

Scan Method: Depending on use cases, the configuration can be set as follows:

e Store/Forward: O -Every time BLE wakes up it will store scanned BLE records, from
assigned Beacons, in memory to send when a cellular update happens. Scan duration
may depend on how many beacons are assigned to ensure the duration is enough to
scan all beacons in proximity.

e Last Scan: 1 — It stores the last scan data, from assigned Beacons, and sends with other
cellular updates. Its recommended if beacons are used for proximity or onboard
presence only and sensor data is not required.

e All beacons: 2 — Similar to Last Scan but does not require BLE Tag assignment. In this
configuration, Scan duration might need to be set long enough to scan for a large
number of beacons if necessary. This configuration consumes lots of data and
power/battery consumption hence needs to be used with caution.

Note:
1) It’simportant to know that BLE data will be transmitted only when the device has an
event to transmit i.e. in this example BLE data will update only when devices moves

every 15 mins or every 24 hrs. when stationary.
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2) BeSol and Beten Device has the capacity to store 24 records on board (store and
forward) when the device is out of coverage and then the records will be sent when in
coverage

3) Bemini has the capacity to store 30 records with the next version (Q4 2022) increased to

100.
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11. BeWired

BeWired Wiring Schematic with Temperature Probe
Wiring for Temperature Sensor:

Installation & Wiring Schematic B=WH=R=
for Model: BEW200-55316L (DS18B20 temperature sensor)
with B2-MIOT-MR BTW

POWER (DC 6.5V -24V)

|=——— IGNITION (4.5 v ~ 30V)

GROUND

1 0]

‘Ground
1-WIRE GROUND Black

sv/12v
; 1-WIRE POWER Orange

One-wire
1-WIRE Signal Yellow

BEW Cable Temp Probe

Black Black

-
Note: Event Type for reporting on Ignition:
GPIO ON - First Event record for device transmitting on Ignition
GPIO OFF - Last Event record for device transmitting on Ignition
Aux 1 Input:
1 is power detected from cable
0 is no power from cable
Aux 2 Input:
1 is on ignition reporting (ignition power detected)

0 is standard reporting - no ignition

Aux1 json:
The temperature data is found in the BeWhere data field Aux1 json. A value of 999 indicates

the sensor is not connected to the device.

NOTE: A value of 1830.2 F is normal when the probe is not connected. The value of 185 F is the

value when the device receives an abnormal temperature value from the 1-wire sensor.
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r|'1r:rn|:| probe~{"temp_id1":"3400000deE2=BT 28", “"valus"531}} 1

The Bewhere supplied Temperature sensor will need to be specified in the Configuration

setting. Ensure Temp(ds18b20) is selected.

Specify external sensor  Reset sensor order

Temp(ds18b20)

Ak

1.1.6 BeWired Wiring Schematic with Multiple Temperature Probes

Wiring for Refer:

Installation & Wiring Schematic B=WH=R=
for Model: BEW200-5S5316L (DS18B20 temperature sensor)
with B2-MIOT-MR BTW g

Reefer (4.5 V ~ 40V)
GROUND

I
D [ )
N Ground
— 1-WIRE GROUND Black

sv/12v
1-WIRE POWER Orange

BEW Cable Temp Probe One-wire
1-WIRE Signal Yellow
Black Black
White Yellow
Lo e
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Email Alert can be created using RULES Feature:

Temperature Probe

Liowresr (Lt Upper Limit Threshold

o Qe 0y ooy Reset

Motifications | OM -

Users

Mo Users

NOTE: For Water Sensor Probe
Data Field: Aux1

1 if water is present

0 is no water

Sensor 10 will trigger on change depending on water presence.

Tag must be fn_WaterDetector

1.1.7 BeWired Temperature data in Geotab
Temperature data is available in Geotab Engine Measurements found under

Refer temperature zone 1-4 in chronological order for a total of 4 probes.
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Date Period Display Options

Today Include archived (historical) data Yes m

Yesterday ]

Vehicles Search vehicles -
This week
Last week Selected: All
This month Diagnostics reefer a
Last month ® Remove all

Selected: All
Custom Reefer temperature zone 1

Reefer temperature zone 2

Reefer temperature zone 3

Reefer temperature zone 4

1.1.8 INSTALLATION
BeWhere devices are shipped with a default configuration of 1 report every 24
hours to preserve battery life. Once the devices are ready to be installed you

can change the configuration or email support@bewhere.com and we will

change it for you.

Please ensure you install the devices with a clear view of the sky for best results.

Solar powered devices need to be installed on the asset so it can get direct

sunlight.
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The GPS Sensor is located at the top of the device near the light sensor. The
cellular antenna is also located on the side of the device with the serial number
label. Do not mount this side of the device against metal. Mounting the device

with the GPS directed towards the sky will give the best results.

Battery powered devices do not require to be installed with a view of the sky
but they should also not be mounted against or below metal. Mount the device
with the GPS directed toward the sky and please try to leave several inches of

the device clear from metal above and beside the device.

The device is water resistant but please do not pressure wash the device.

The Voltage of the power source can be found in AUX3. In Geotab, this is

mapped to Engine and Device Measurements to Battery voltage from 12 V
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12. BeMini

Device default configuration is blank. BeMini in this state will not update but stay in "Ready

State" In order to make BeMini update

1. setthe configuration and,

2. press the button and hold for 10 seconds.
This is how the BeMini works:

1. Miniis away from WIFI = will see GPS (valid 1) or not and use tower location (invalid 3)
2. Miniisin range of WIFI = device will try GPS if it is invalid it will use Wifi (valid 4)
1. When GPS fails and no WIFI around, then it will be invalid(3) at which point you
only have cell id as location data
3. Miniis not moving and within WIFI still - Mini will attempt GPS on every report besides
initial message.
1. Then goes back to option 1 or 2.

2. You will never see Valid 2 with the BeMini.

4. Battery is drained at 3.35v. Suggested Notification Rule to be set to 3.60v for Low

Battery Alerts

5. Currently the options reported through ‘GPS Fix’ are as follows:

o 1. Valid(1) — valid GPS fix achieved;

o 2 Valid(2) — in motion-based tracking, indicates the device has not moved since
last update uses the last valid GPS fix (ie to preserve battery that would be required to
reacquire the same GPS); You will never see Valid 2 with the BeMini.

e 3, Invalid(3) - GPS not available, reverting to tower (Cell ID) location. **Will not
update in Geotab

e 4, Valid(4) — GPS not available, using closest Wi-Fi AP’s to resolve location.
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**W.r.t Wi-Fi 40 meters is the standard consumer grade router for accuracy, we have
seen other routers we pickup that go farther range like 80 or 120 meters but those are

exemptions and rare.

Similar to iPhones and Android phones, the BeMini detects the MAC addresses of the closest
Wi-Fi access points, and sends the closest in the ‘Network’ field below (in addition with

information about the tower it is reporting through):

When Wi-Fi is used for location, within the ‘Network’ field, everything in the string beyond

the text “assisted:” applies.

BSSID means Broadcast SSID which is the MAC address of the Wi-Fi AP equipment. When you
open your phone and look at Wi-Fi networks around you, those names are the SSID’s. To be
clear, we do not connect to the Wi-Fi — the device simply recognizes the presence of nearby

Wi-Fi access points to use for location purposes.

Total Run Time/Engine hours is available from the BeMini. The device will need to be
hardwired and the power cable will need to be wired to ignition on/off in order to capture the

total run time. Run time data is also available in Geotab Engine measurements.

When wiring the BeMini with the power adapter, extra data will populate in your dashboard.
1.Ignition on/off (similar to BeWired)

2.Engine Run Time
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**BeMini devices are always powered but in Low Power Mode or Sleep Mode most of the
time. Its recommended 24hr Interval update frequency. When active and Ign Interval is set to
2 min it will update with that interval as long as there is power to BeMini. When power is

removed, it will switch to Sleep Mode.

Search o n

|:: Mame Timestamp 1 =7 Total Run-time
| T | ¥¥yy-mm-dd o} T | T |
|:| MH1172 2022-11-18 1238:30 pr 3236
MH2Z 5 2022-11-18 12:36:04 pm 30.66
D ATLOOOS 2022-11-151%:51:32 am
D ATLO&Forkift 2022-11-1% 63510 am 431

Geotab - Feature for Wired BeMini

Engine Run Time in seconds

Lt s st
Engind Meaguisments —
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See Below each sensor data and how it is mapped to Geotab for each device.

#Datalntake

SerialNo;

DateTime;

isGpsValid;

latitude;

longitude;

speed;

RSSI (46)

Battery (5)

Direction (238)

Altitude (41)

Satellites (48)

HDOP (47)

Temperature (6)

Humidity (293)

Pressure (292)

Motion (14)

Light (318)

Ignition_Status (149) --BeSol (Motion Start/Stop) / BeWired-BeMini (Ign On/Off)
Engine Run_Time  (210) --BeWired - BeMini (Ign On-Off)
Odometer (53) --BeSol / BeWired / BeMini
Reefer Temp Z1 (214) --BeWired with Temp Probes
Reefer Temp Z2 (215) --BeWired with Temp Probes
Reefer Temp 73 (216) --BeWired with Temp Probes
Reefer Temp I4 (217} --BeWired with Temp Prob94
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LED Light — BeMini
This light is used mainly for Charging & Updating purposes:
Charging:

1. The light will blink as soon as it is connected to the charger.
2. It will show a solid light when it’s fully charged.

3. Assoon as the device is unplugged from the charger it won’t show the light anymore.
Updating:

1. The light will make a short blink at the time the update is being sent.

2. If the button is pushed it will blink advising an update.

** Lights are a newer feature on the recent Firmware (3.3.4.3)**

TOTAL RUN TIME

Total Run Time (Engine Hours) can be captured using the Hardwire Cable. When power is

detected, Total Tun Time Hours will be collected.

NOTE: BeMini and Ignition feature for Runtime or Chargetime, this feature works correctly
only for Time or Schedule-based configuration. If Motion (Trip) is required than this feature
will not work properly. This feature was developed to address one use case of the Fork-lifts
when it was on/off for Runtime calculations. It has not been developed for

other-configuration.
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The BeMini Charging Cable.

1. BeWhere B3 BeMini Power Adapter is a rechargeable cable with two
wires.

The standard cable is compatible with the BeMini device, SKU: B3-MIOT-

MA.

Pigtail Ends
RED : Positive
BLACK : Negative/
GMND
Micro USB
(Male)
+ 36 FL.5 cm 3 L] 174/30.,5 cm -

_—

Electrical Specifications: 6WVDC — 55VDC
130mA @12VDC

Cable size:

+  Length 48 inches = ~122 cm

+ 12 inchesf ~30.5 cm from USD to Box
+ 36inchesf ~91.5 cm from Box to Leads

Warning: A reverse connection at the pigtail ends may damage the cable
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13. BeSolPlus
Note: Besol Discontinued April 2024

Item Spec Remark
Nominal Capacity 7000mAh@ 0.2 C5A Nominal capacity refers to the capacity of 0.2C5A
Discharge discharge with 3.0V cut-off voltage, application cut-off

voltage at 3.5V

Cycle Life ~500 Times One cycle refer to one charge period and then one

discharge period.

Standard Charge 0.2C5A 0.2C5A CC (constant current) charge to Max Charge
voltage 4.2V;then CV(constant voltage 4.2V) charge

current decline to <0.01C.

Standard Discharge 0.2C5A 0.2C5A CC (constant current discharge to discharge
cut-off)

Operating Temperature Charge*: 0 °C~ +45°C
Discharge**: -20°C~ +60°C

Over Charge/Discharge The battery pack has a protective circuit module to
Protection prevent over-charge/discharge for safety.
Notes:

* Recharging circuit has charge-protection above 45°C for safety compliance and recharge current
declines when below freezing point.
** Based on bench test /field test data and device has performed outside specifications up to -35 °C

without reducing operating performance

Rechargeable battery performance

Item Spec Remark

Number of messages 3500* From Max charge 4.2V to 3.5V app cut-off voltage

*within 12 months including self-discharge

Charge time ~8hrs x 8 days In ideal exposure, uninterrupted sunlight from fully

drained to fully charged 4.2V.
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Field results

i 20 Jun 2023 12:00 am - 06 Jul 2023 12:00 am b ®  Battery - LAl Accounts U Analytics
Zoom YTD Al
wednesday, Jun 26, 17-30-17:31
# Batrery: 4.18
naan L, S PP T N P A ¥
Wednesday, Jun 21, 10:26-10:27
» Battery: 3,69
wmar
Wed Jun 21 00:00  Thu Jun 22 00:15  Fri Jun 23 00;155at Jun 24 00:15 Mon Jun 26 00:00 Tue Jun 27 000:00 Wed Jun 28 00:30 Fri Jun 30 00:00 satjul 100:00 Su

Key Metrics for Successful Implementation

1.0nce the solar device is installed, it should be left in direct sunlight and the default
configuration (timer-based, once a day) of reporting once a day should not be adjusted until the
battery reaches a threshold of 3.80V.

2.BeSol+ battery maintenance and reporting configuration during low battery levels as the same
as BeSol

3.Good reporting data points:

*Battery > 3.8V

sLight = 944

*GPS = Valid (1) or Valid (4)

*RSSI= -60 to -100 dBm, no to little store and forward
4. Additional features:

*Odometer, GPS-based; at 15 minutes Motion(trip) reporting, accuracy is approximately
10%. The more frequent the better, as long as battery does not go below 3.8V.

*Hubo-odometer: (additional service cost) requires 5-mins updates (~2% accuracy)

*Can be attached to up to 16 BSSID to conserve less battery when attached to one of those
BSSID and therefore report Wi-Fi location only, and trigger GPS location only when leash is
broken

*GPS can be deactivated to conserve battery and report on Wi-Fi location only.
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14. BeTenPlus
Note: Beten Discontinued April 2024

Key Metrics for Successful Implementation

1.Battery will last approximately up to 4,100 updates/pings based on the recommended Timer
configuration (with optimal conditions). In the poorest conditions, this may decrease by 8-fold
down to 500 pings.

2.Good reporting data points:

*Battery > 3.6V

sLight = 944

*GPS = Valid (1) or Valid (4)

*RSSI= -60 to -100 dBm, no to little store and forward

3.Additional features:

*Can be attached to up to 16 BSSID to conserve less battery when attached to one of those
BSSID and therefore report Wi-Fi location only, and trigger GPS location only when leash is
broken

*GPS can be deactivated to conserve battery and report on Wi-Fi location only

BeTen +: Serial number starts with BTP
*During shipping: Timer based, once a day.

*Once installed: Timer based, maximum 4 times a day.
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