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» Exelegent

Threat
Protection

3 Weeks engagement financially supported by Exelegent & M
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ABOUT US

Exelegentis a
professional
services company

Exelegent is a premier East Coast cybersecurity and compliance
company where efficiency is standard, and our customers are
our partners. The Exelegent team leverages 10 years of
professional experience serving the needs of healthcare
providers, financial services, life sciences, aerospace and

defense, insurance and so many more.

Over 100+ clients trusted our team of security experts to

implement the best practices in security following industry

standards in HIPAA, NIST, PCI-DSS, etc.

10,356

Worry-free end users supported
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$20 MLN+

Saved for our customers
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Customer retention rate

200+

Clients worked with us



PRACTICES

Products & Services

Digital Workplace

aimed at fostering secure collaboration
and ensuring seamless operations in
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the modern work landscape.

BPO

bring efficiency, innovation, and scalability
to organizations seeking streamlined
processes and enhanced productivity

Security and Compliance

dedicated to fortifying organizations
against evolving cyber threats and
ensuring robust data governance..

Value-Added Reseller

comprehensive solutions for Licenses &

Consumption and Software and Hardware
Procurement, catering to the diverse needs of

businesses seeking technology solutions.

Data & Al

offering a comprehensive suite of
services to enhance operations and
drive transformative outcomes.

TrustElements.com

Automated cyber risk quantification and
management platform



Infrastructure

Devices
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Users
o @
Applications

Move faster with simplified threat detection and response

Modernize your SecOps
with Microsoft Sentinel

Cloud-native Powered by Al

Built-in automation

300+ partner integrations

Across multicloud, multiplatform

Powered by community + backed by Microsoft security experts
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Detection
Correlate alerts into actionable
incidents using machine learning
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Investigation
Visualize the full scope
of an attack

Response

Act immediately with
built-in automation

Threat hunting

Hunt across all data with
powerful search and query tools
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It's time for a unified security operations
latform

Al Al-powered SOC  [SOUIIAY
XDR Protect and defend across workloads ; |
SIEM Flexible detection across digital estate k

Reduce exposure across digital estate

Threat intelligence Comprehensive threat insights

Optimized analyst experience | Targeted assistance | Automated protection and remediation
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Objectives
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Discover threats

Gain visibility into threats to your Microsoft 365
cloud and on-premises environments across email,
iIdentity, endpoints and data to better understand,
prioritize and mitigate potential vectors of
cyberattacks against your organization.

Discover vulnerabilities

Gain visibility into vulnerabilities to your Microsoft
365 cloud and on-premises environments to
better understand, prioritize and address
vulnerabilities and misconfigurations across your
organization.

Define next steps

As part of the engagement, we will work together
to define a list of next steps based on your needs,
objectives, and results from the Threat Protection
Engagement.
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What we’ll do during the engagement

Analyze your priorities
and requirements for
deployment of
Security Information
and Event
Management (SIEM)
and Extended
Detection and
Response (XDR)
systems.

& 48 N

Define scope & Discover threats to Experience Plan next steps on
deploy Microsoft cloud and on-premises TrustElements - discover. how we can work
Sentinel and Microsoft and across email, and prioritize together.
Defender XDR in identity, endpoints and vulnerabilities and

production data and demonstrate misconfigurations across

environment, how to automate your organization.

integrating them with responses.

Microsoft and 3rd
party solutions.



Phases and activities

Kick Off Call Engagement Setup Threat and Vulnerabilities Results Presentation Engagement
Exploration Decommissioning

Introductions Define and document * Threats and Vulnerabilities * Results presentation Remove conflguration SES5E
. Engagement walk-through deployment scope Exploration * Next Steps discussion changes 7
: ; » Setup trial licenses & » Explore threats using p kil
* Engagement Questionnaire e h A T Deactivate trial
. subscription Microsoft Defender XDR il :
» Expectations ' . ®/// / Jicensés/subscription
- ¢ » Configure engagement tools * Explore threats using kS AL S ®
S Tl + Microsoft 365 Security Microsoft Sentinel SIGNIITHIIE,
T Configuration » Explore Vulnerabilities : ‘
08 * Microsoft Sentinel using
Configuration Microsoft Defender
«  TrustElements Onboarding Vulnerability Management
® * TE assessment
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Threats &

Engagement
Decommiis-
sioning

Engagement
Setup

Results
Presentation

Exploration



TrustElements

-y
64% Mis +2 E; son Misuse trustelements.com
o p
Highest probability risk [ — sment Overview ol Company Profile ~  §3 Get Support @ Andrew Svi
Environmental Social
() a
$400.0k Social @ Emr G Hacg ,essment Overview LN
%
$0.0M $0.2M $0.4Mm $0.6M $0.8M $1.0M $1.2M $1.4M
Highest overall risk Defense Model Strength
Impact view
100% "

Risk Exposure Over Time

@ Environmental @ Ermor @ Hacking « Maiware @ Misuse

Pr
Environmental ' 1 90/0

v Error 0.4M
Hacking Aation Progress
Malware e ‘ 85% e
) 0.2M SR ; - s 2021 \ .
v Misuse - obsse @ Foundatons - Orgarssoesl  Faind May 2023 Jul 2023 Sep 2023 Mov 2023 Jan 2024
Physical
v Social 1 == gasic Controls 2/9 Foundational Controls 1/8 Organizational Controls
DN - i —
Sep 03 Sep 10 Sep 17
] |
O 9 Control Stats Control Status. Control E]
Ensure Guest Users are reviewed at beast biweekly Falled Enable Azure AD Identity Protection sign-in risk palicies Failed
/ Rewﬂ/ mic C, Risk Mat ﬁ C y Profile ~ Q Get Supp Ensure Microsoft 365 audit log search is Enabled Failed Enable Azure AD Identity Protection user risk policies. Failad
Ensure multifactor authentication & enabled for all users Enable Condrtional Access policies to block legacy Fail
passed authentication
Dynamic Cyber Risk Management L
v N
i Windows virtual machines should enable Azure DiskEncryption or EncryptionAtHost 498
Dynamic Cyber Risk Management
+ Groups Non-inter net-facing virtual machines should be protected with network security groups 464
13.0M Deficit 9 » ygroup
\ 1Cl ° L]
19.UN Deticl a 0 System updates should be installed on your machines 372
1™
f Use Availabilty zones for better resiliency and availabilty 295 O (
1al Machines
24 0 Virtual machines should encrypt temp disks, caches, and data flows between Compute 148
Risk Appetite 10M 8 M aM 8EM 8.8M and Storage resources
75 5  Consider virtual machine resenved instance o save over your on-demand costs 13
2.0M !
= W Virtual Nets =
19 @)  Guest Attestaiion extension should be installed on supported Windows virtual machines 102
M \Wia W )
0 7 iy - 0 Storage account should use a private fink connection 58 O
15.0M -0M Tagged RGs e Storage accounts should restrict network access using virtual network rules 55
T - . . 0,
. May 2023 0l 2023 Sep 2023 ‘ 44%
‘ Tagged Resources
1" Microsof Bing
Last Activity Risk Management Priorities 48% ' 22
01132024  Ensure Microsoft 365 audit log search is Enabled Microsoft365 Ensure User consent Tags Vulnerable Assets Top Attacked Resources Subscription Owners
01/03/2024  Ensure that ‘Users can create security groups in Azure Azure Ensure Access Rev A Search Resource Name Impacted Res. Subs cription Name
portais, AP or PowerShell” is set to ‘No he application
Managemen +  ASR-ReplicaDisk Jsubsaripfions/c28cSdec-Te69-4934-9c. 969 Wicrosaft Azure
01022024  E: M f Azure Ma Brled & " P Microsoft Azure 3896 wissqldg 10 ProgramBuider
1 nsure "Microsoft Azure Management” is limited to Microsof s =i o GitrixGustomerid AceTax
‘administrative roles \Coe: WIA-DCO2 9
Management v CitrixMachineCount A/MGroup1-) 5
i o ~ 1 CitixMainStaraneA _ a I .- wiz nenlutinn data &




TrustElements
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Reporting

° Cybersecurity Threats
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Customer
responsibilities

Access to key participants

Multiple activities require the/attendance of
selected members of security orcloud
infrastructure teams.

Provide stakeholder/sponsor oversight

A stakeholder/sponsaor'is.required to oversee and
own the process from the customer side.

Access to the tenant

Provide access to the tenant to set up Microsoft
security products used in the engagement and
produce necessary reports from them.



After the Threat Protection Engagement, you'll...

(@ Better understand, prioritize, and mitigate potential threats.

12
(@ Better understand, prioritize, and address vulnerabilities.

(@ Accelerate your security journey with Microsoft.

(@ Have defined next steps based on your needs and objectives.
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