DROPVAULT

Keeping your secrets secret

Hyper-secure Portals

Our hyper-secure portals provide a secure and private space for your customers

to upload sensitive documents or conversations. Dropvault portals are
conversational and not just for documents so your customers can discuss and share
knowing their discussions are private and secured

e Private portals for conversations and
document sharing

e All messages, replies and documents
encrypted with a key unique to your

business

e Portals are bi-directional and team %
focussed

e One-time auto expiring magic links or ;‘;

long-lived links with a PIN/Password

e Password-less team access to
portals for friction-less sharing gl

e Encryption and privacy by default
but no key sharing required

e Dropvault or customer provided
key vault

e Dropvault or customer provided
Azure/AWS/On premise document
storage

e Dropvault or customer provided email
server

e Full auditing and activity reporting

e Customize your portal with logo,
welcome message, support links and
contact phone number
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If you have a consumer app or website you can connect your app to our API. Add a
new contact, upload documents, encrypt and store, or trigger a portal link to your
customer, all from your own business app.

Your customer remains in your app and has the best possible user experience, but
we do all the heavy lifting and ensure that their documents are always secured.

Dropvault - Encryption as a service
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The API connection can be used standalone or alongside the interactive customer
portals for a flexible solution. Roll out our interactive portals and then transition to
the APl when ready.

Using our APl ensures that all uploads are always secured — We manage the uploads,
key management, encryption and access to these documents for your team plus your
customer can use our portals to update or message at any time.
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B2B Channels for trusted connections

Link businesses together with trusted connections. Our B2B channels allow secure
and private collaboration and document sharing between any number of teams,
including other businesses already on Dropvault

e B2B Channels for sharing
privately with internal teams
e Or with multiple teamsin a

Q business

e Share with an external single

m . \:TTTT contact or an entire customer
. M M M team
e Each B2B channel encrypted
00O ‘/ . T .
(thM] Q with an individual 256 bit key
e Choose access level for each

team or contact

e Support for Access Lists and
roles

e MFA including Biometric
authentication

e Dropvault or customer
provided key vault

e Dropvault or customer
provided Azure/AWS/On
premise document storage

e Full auditing and activity
reporting

B2B channels provide a secure and private connection to another team or another
business without having to use insecure email. Documents and messages stay within
the channel for maximum privacy.
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Or combine portals and B2B channels to provide end to end secure collaboration
and sharing with anyone, inside or outside your business.
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This combination provides a free exchange of documents and messages across an
extended organization while ensuring that sensitive content stays within the network
secured and private.

All Dropvault portals and channels are full featured with replies, action items, auto
deletion of messages and documents, PDF watermarks and passwords, bookmarks,
reminders and task manager.
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Keeping your secrets secret

Hyper-secure Key Vaults

Hyper-secure web hosted key vaults for hot crypto-currency or encryption key
storage

e Hyper-Secure. Some of the most secure
vaults available anywhere

e Non-Custodial. Dropvault has no access
to the vault password/pass phrase

e Unique and strong encryption key per
vault for privacy and isolation

e Web hosted for ease of access and
flexibility

e Enterprise level security and encryption
at consumer price point

e Multi-user for redundancy. Our vaults
support multiple team or family
members, so access is always assured

e Anonybit Biometric authentication as
standard plus phone authentication,
trusted locations, access levels and
much more

e Multiple vaults per account with
custom access to each

Want to know more?

Go to http://dropvault.app or email info@dropvault.app for more information
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