


Why Evolutio?

Digitalization has brought multiple benefits for companies, but it also
has challenges to overcome.

The key question here is how organizations can make the leap to the cloud in a
secure and controlled manner. The answer? By relying on trusted partners, like

Evolutio.

We guide you in the cloud adoption process, providing an agile, flexible and
reliable service.

With our route2cloud_ methodology we adapt to your cloud maturity level,
ensuring that you are enabled to opérate in the new cloud paradigm, - Enabling
the Cloud - and to get the full potential of the cloud and translate it into
benefits for your business- Empowering the Cloud -.

Closeness, flexibility and customer service culture define the way we act when
we acommpany you in your transformation process.

Our holistic approach based on Network, Cloud & Security, propietary assets,
extensive partner ecosystem and expertise in manage end to end mision-critical
services guarantee the success of every project.

evolutio.com




Azure Landing Zone by Evolutio
froute2cloud _

Based on Microsoft Cloud Adoption Framework,
Azure Landing Zone by Evolutio provides enterprises
with cloud-based IT architecture design and
governance  solutions  that cover  account
management, resource management, network
planning, financial management, compliance auditing,
and security protection. The service helps enterprises
design and manage IT environments on the cloud for
efficient collaboration, security compliance, and cost
control.

Wheter you are deploying your first application in
Microsoft Azure or you are operating complex
environments, Azure Landing Zone implementation
options are tailored to your specific needs.

evolutio.com



Microsoft Cloud Adoption Framework for Azure

Define Strategy

Understand motivations

Business Outcomes

Prioritize Project
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— E\/0|UtI0 Cloud Design Plan

Land Secure Extend Operate Govern

Link your cloud to your Expand your cloud on Add modern cloud

) ) Build the next operations
current Identity and top of a defined framework Governance to your

security policies Framework organization

. . Align Landing Zone to
Objective e "

your organization

Start with the right Based on best practices, Expand with new Provide nlt_aw oper_at::ons Automate security,
Benefits enrolment based on cloud set the right Identity and services and applications compriance wit governance and
templates and blueprints Security baseline based on a defined protected and reliable compliance policies
baseline capabilities
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Azure Landing Zones Options

Bronze

Start in the cloud

Explore the cloud journey and ensure the key
components are under control.

Includes basic provision of standard architectures,
basic security and governance, ready for initial
projects in the cloud

11.500 €

evolutio.com

Gold

Core Business Landing Zone

Next Generation Landing Zone framework to
ensure full operational readiness using advanced
goveranance and security controls for all type of
cloud workloads.

Custom Pricing
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Landing Zone Bronze

Landing Zone Gold
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— EXaMple Delivery Plan Landing Zone Bronze

STRATEGY - DESIGN & PLAN

SETUP

CONFIGURATION & DEPLOY

TEST - OPERATE

Week 1

Week 2

Week 3

Week 4

PHASE Tasks

Identify type of Microsoft Contract.
Reference Architecture Design
Tenant — Domain creation

Identity Management

Azure Connectivity

Strategy Design & Plan

Setup

Deployment of Basic Reference architecture
Creation of Service account and automation
Creation of System administrator account
Creation of Billing account

Creation of Monitoring account

Security center configuration

Configuration & Deploy

Deployment of Services defined in Setup Phase
Procedures and standards

Security policies

Tagging and Name convention

Internal connectivity

Permission delegation

Best practices

Test - Operate

Testing & Final Roll-out




Azure Landing Zones Scope of Work

Description

BRONZE

SILVER

GOLD

Account Onboarding

Strategy Definition

Plan & Design

Identity & Access Management

Role based Access & Control

Connectivity

IP Address Planning

Azure Network Security Group Configuration

DNS and name resolution for On Premise — Azure resource

o

9

Network Topology Hub — Spoke Hub — Spoke T/:Jr?usaﬁ)?/\ll(zl\_l
Azure Regions 1 Region 2 Regions +2 Regions
Azure Connectivity VPN VPN VPN/Express

Route

Private Link (Connectivity to PaaS Services)

S

Q

o

Firewall Configuration

Q

Q

o

App Gateway ( WAF) Configuration

Q

Q

Q Included

Add-on Service



Azure Landing Zones by Evolutio

Description

Management & Monitoring

Azure Log Analytics

BRONZE

SILVER

GOLD

0S Monitoring (Windows , Linux)

Notification Rules

Alert Rules

Container Monitoring

Network Monitoring

Application Monitoring

ORI < MR CREC T

Q0 0000

Q00 0000

Business Continuity & Disaster Recovery

Azure Backup (laaS)

Azure Availability Zones (laaS)

Azure Site Recovery

Azure Storage Geo Replication

Qo0

Q90|

0000

Add-on Service



Azure Landing Zones by Evolutio

Description

Security, Governance & Compliance

Azure Security Center

BRONZE

SILVER

GOLD

Azure keyvault - Encryption & Key Management

Governance & Policies

Security Monitoring

Azure Bastion

Just in Time Access for laaS resources

Q000

Q00000

000000

Automation & DevOps

Git Repository in Terraform laC

Role Definition in Terraform laC

Policy Definition - assignment in Terraform laC

Azure DevOps Deployment Pipelines

Q00O

QOO

0000

Add-on Service



Azure Landing Zones by Evolutio

Description

Dashboard & Reporting

BRONZE

SILVER

GOLD

Azure Infrastructure Dashboard

Azure AKS Dashboard

o
QS

Q9

Azure Governance Dashboard

Q0

Documentation & Workshops

Cloud Configuration Documentation

Project Kickoff

<

<

Q

Project Handover & Sign off

<

<

Q

Evolutio Add-on Services

Evolutio My Hybrid Cloud (Cloud Operations-support Service)

Evolutio FinOps Service

Evolutio Cloud Migration Service

. Included Excluded
evolutio.com © ®

Add-on Service
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