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Empowering Your Organization's Success with Copilot
for Microsoft 365

« This document serves as your comprehensive guide to getting the most out of Copilot for Microsoft 365 with Synergy Advisors as
your trusted partner. We'll provide a clear technical overview and scope of the engagement, equipping you with the necessary
resources and considerations for a smooth and successful integration.

Our focus is on tailoring Copilot to your specific organizational needs and maximizing its potential. We'll offer prescriptive
guidance on essential base activities, ensuring you have the roadmap to effectively address your unigue business scenarios.
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Session

Introduction

Understanding Artificial
Intelligence

Responsibility of using Al

Copilot for Microsoft 365

Fostering Creative Expression

Boosting Productivity with Copilot

Levering Microsoft Copilot with
Synergy Advisors

Description

Synergy Advisors Overview + Set
workshop agenda and schedule

Discuss key trends from Microsoft
Work Trend

Explain Microsoft's approach to
responsible Al

Introduce Copilot's capabilities

Showcase Copilot's creative
potential in Word, PowerPoint,
Excel

Demonstrate Copilot's productivity
features in Outlook, Teams
meetings, Teams chat

Explore how Synergy help your
leverage Copilot by enhancing its
capabilities through various use
cases

Outcome

Align on goals and expectations

Deepen understanding of current
work trends surrounding Al

Enhance understanding of
Microsoft's commitment to
responsible Al

Gain foundational knowledge of
Copilot

Understand how Copilot
empowers users to create more
effectively

Discover how Copilot streamlines
workflows and saves time

Recognize the value of Synergy’s
tool integrated with Copilot for
continuous improvement.

Baseline Agenda - Copilot for Microsoft 365 ..o o e e

Target Audience

Project Lead, Project Manager

Executive Sponsor, LOB Leaders,
Project Manager, IT Decision Maker

Executive Sponsor, LOB Leaders,
Project Manager, IT Decision Maker

Executive Sponsor, LOB Leaders,
Project Manager, IT Decision Maker

Content Creators, Marketing
Professionals

Knowledge Workers, Project
Managers, Team Leads

All Users

NOTE: This agenda is a starting point and can be easily tailored to the specific interests, knowledge level, and needs of your audience.

Synergy Advisors — Copilot for Microsoft 365 Engagement
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Engagement Phases - Copilot for Microsoft 365

* Briefly introduce Copilot for
Microsoft 365.

* Discuss key trends from the
Microsoft Work Trend Index.

* Explain the importance of
responsible Al.

* Provide a high-level overview
of Copilot's features and
functionalities.

Synergy Advisors — Copilot for Microsoft 365 Engagement

» Demonstrate practical use
cases for content creation with
Copilot.

* Showcase how Copilot
streamlines workflows and saves
time in various applications.

* Highlight different ways
Copilot can support continuous
learning and development.

* Explain the synergy between
Copilot and Teams features.

* Introduce the concept of
extensibility and its benefits with
Copilot.

* Present real-world scenarios
demonstrating Copilot's value
for various roles.

% www.synergyadvisors.biz
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Scoped Scenarios Out Scope Available

Leveraging Microsoft

Understanding Al Respon_5|b|||t|es in Copilot for Microsoft Fostering C.reatwe Boostlpg Productwlty Copilot with Syneray
Using Al 365 Expression with Copilot ) .
Advisors Solutions
4 )\ 4 N\ ( N\ 4 N\ 4 )\ 4 )
. Al-powered tools Streamlining Discovering
— Types of Al — ConsEi?é$:’Lions — Enhag:(ajti% (r)]ntent — for creative —  Workflows in — Potential Data
exploration Outlook Exfiltration Risks
. J/ . J . J . J . J/ . J/
4 )\ 4 N\ ( N\ 4 N\ 4 )\ 4 )
Improved Al as a Enhancing Providing
— Applications of Al — Societal Impact — Communication — collaborator and — Collaboration in — Mitigation
and Collaboration muse Teams Meetings Recommendations
. J/ . J . J . J . J/ . J/
4 )\ 4 N\ ( N\ 4 N\ 4 )\ 4 ) |
Ind|V|d_uaI_and Data Exploration The evolvmg , Opt'”?'z'r?g . Others — Ask for a
— The future of Al — Organizational — ) — nature of creativity — Communication in —
and Insights : DEMO
Levels in the Al age Teams Chat
. J/ . J . J . J . J/ . J/
( N\
| | Security and
Compliance
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END-TO-END SECURE
PRODUCTIVITY

IT AUTOMATION

ARCHITECTURE DESIGN
SESSIONS [ADS]

POC IN A BOX

SECURITY AND COMP.
ASSESSMENT

PRODUCTION PILOT

END-TO-END
DEPLOYMENT

MGMT

e00000 ©0

ADOPTION AND CHANGE |

WORKSHOPS AND
TRAININGS

7
e

CYBERSECURITY CORRELATED INCIDENT THREAT DETECTION AND
@ CABEROECUIRITY FRODLETYIN ] MONITORING ] @ MGMT. ] INTELLIGENCE ]
CONTINUOUS ALERTS AND E==\ V/GED. DETECTION AND
% OPTIVIZATION T ATIONS ] NETWORK SECURITY ] % APPLICATIONS SECURITY ] e ]
MANAGED |S O C services

E-VISOR

E-VISOR TEAMS APP

@ SECURE E-MAIL ]

E-VIGILANT
3k SYNERGY J
CONSULTING ADVISORS ST E \
services : (and other) solutions HINBRECICN
Security, Data Governance, )
Modern Work, and Analytics .
+12 Years E-MIGRATOR
+6.5M End Users )
.
E-CRYPTOR
J
YUBICO | THALES
SECUDE | ENTRUST
DARKTRACE | Others
SOLUTIONS |
SECURE DEVICE @ INFO PROTECTION THREAT PLATFORM ey
COLLABORATION PROTECTION AND COMPLIANCE PROTECTION ‘PROTECTION
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E-Visor

Enterprise-wide analytics

Reporting, drill-down, and
analysis

Data correlation across
Microsoft 365 workloads
and beyond

Adoption and security
insights

Microsoft 365 configuration
best practices

Licensing usage and activity

isor Teams app

Scoped analytics
Alerts and notifications
Self-service actions
Different user experiences
and actions

+  Enduser, Manager,

Support/IT

Scenarios

. Modern Work
(0365 Meetings.
collaboration)

Security (Defender)

Compliance
(Purview)

|dentity (Entra)

Devices (Intune)

rii

E-Cryptor

Sensitive data lifecycle
management

* Baseline
* exception

Self-service document access

request

Workflow-based advanced

collaboration
e Internal

*  Business to Business
(B2B)

LOB application integration

E-Inspector

Data at rest structured and
unstructured inventory and
content inspection

Business and compliance
driven actions based on

Data state
(Stale/duplicates)

Data Sensitivity
(Content)

Data Location
Access type

Access profiles

E-Vigilant

Advanced security and
modern work alerts and

notifications

Workflow based + Chatbot

experiences (E-Bot)

Business and technical

incident management

Ticketing systems

integration

T
E-Syﬂ@e

@ A &

E-Migrator

Assess, discover, and
analyze past and future

meetings

Zoom to Teams [Z2T]

migration

Past meetings

Recordings

Upcoming
Meetings
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Secure E-mail

Strong user
authentication and
protection

Compliant Device
Access

Control Application
usage

Prevent Data Leakage

Email Platform
Configuration
Protect against
threats

Tune alerting and
reporting

Secure Collaboration

Strong user
authentication and
protection

Control access by user,
device, and risk

Harden and protect the
collaboration platform
Defend against
advanced threats

Advanced data
protection and
encryption

Secure external
Collaboration

Zero Trust Solutions

Device Protection

Strong user
authentication and
protection

Establish security
and compliance
baseline protection
Sanctioned and
unsanctioned
application control
Data protection on
the endpoint
Advanced threat
protection

Information Protection

Strong user
authentication and
protection

Automatically
discover sensitive
data

Classify, protect, and

encrypt your most
sensitive files

Data retention and
deletion

Secure external
Collaboration

Threat Protection

Strong user
authentication and
protection

Defend the endpoint
from advanced
threats

Protect your cloud,
apps, and
infrastructure
Advanced
monitoring, service
analysis, alerts and
notifications

Platform Protection

Establish security
baseline

Streamline cloud
infrastructure
entitlement
management

Integrate advanced
cloud security
controls

Protect against cloud
threats

Advanced
monitoring, service
analysis, alerts and
notifications

Secure Access

Strong user
authentication and
protection

Advanced cloud
security solutions and
integration

Protect against cloud
threats

Advanced
monitoring, service

analysis, alerts and
notifications
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3 SYNERGY Information Protection Challenges
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have an insufficient budget for protecting
data at rest.

83%

... expressed concerns over
data sovereignty.

54% of organizations are not entirely confident in their
employees' ability to secure data at rest.

...of the surveyed organizations
acknowledge having

22% of organizations do not have a security solution to experienced a data breach.

protect data at rest

Entrust / Ponemon Institute Research Report 2023 Special Report: The Cost of a Data Breach in 2023

DA I7 A EIReEA A AIAd] TRl S viEn, @rteamli TvAIRTverr
Your cybersecurity and productivity strategic partner

... recently experienced a data
breach, with human error identified
as the primary cause.

...of respondents say they have a
limited encryption plan or strategy
that is applied to certain applications
and data types.

IBM Security Cost of a Data Breach 2023

% www.sneradvisorsbiz
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Microsoft 365 Copilot - Data Governance Assessment Summary

o aw

OD4B Teams

M365 Assessment
Copilot M365 ' pata at rest configuration

and shared collaboration

Summary activity review for M365
workloads

* Subject to change by Microsoft/AWS APl/ Synergy Advisors
** Microsoft Purview IP (E5 IP&G or later needed for unstructured data protection)

** Microsoft Purview Data Catalog (needed for structured data scan and discovery)

In scope

Frequency

e  One-time

Actions
+ Discover potential data exfiltration risk

* Provide mitigation recommendations

Scope
*  Microsoft 365

e SharePoint Online (SPO) Share
settings and activity

e SPO User access

» File sensitive identification (SIT)

Data Type

» Unstructured data

Out of Scope

Frequency

* Additional scans

Actions (one/many)

» Persistent scan and remediation

Scope
» (Other Cloud services

*  On-premises

Data Type

o Structured data

% www.synergyadvisors.biz ‘
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Why E*O?

SYNERGY A Modern Approach for Business Optimization

ADVISORS

E-Suite Offerings [E*O]

Integrated Approach

Consultants and technologies as
part of the engagement

Quick win focus

Focused in a few days/weeks'
effort with BIG impact

Technology

+ Specialized in optimizing inspection,
changes and protection as lightning
speed

+ Optimized analytics provides for easy
impact analysis

People

Experts focused on optimization not
manual configuration/documentation

Traditional

Traditional Engagement

Isolated Approach

Consultants and technologies not
necessarily happening in an
orchestrated fashion

Big impact but the time consuming

. o * Requires big effort to gather data,
provide recommendations and
implement changes

» People and expert time translated in
expert time costs

Technology

——e » Typically, part of long upfront
investment
» PoC /Pilots may not include experts

People
Experts gathering and implementing

changes with OOB solution tools that are
time consuming

Manual evidence, findings documentation
process

o

% www.synergyadvisors.biz
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E-Suite Offerings Overview

Quick-win focused short services/technology “blend” engagement providing:

Expertise

' Technology

Quick results with executive
level ready reports

Expert assistance along the
way preparing our
technologies for best impact
and post execution analysis

Quick assessment or
remediation solutions that
accelerates findings and
remediation according to
your organization needs.

Qutcome/deliverable
available to customer for
further review

Pre/post hour activities
included as part of the
engagement scope

()
F0%

Use of the tool as part of the
engagement

=

Synergy Advisors - E-O - EDO - Data at Rest and Copilot - CY2024H1 Q1 V1.4 % www.synergyadvisors.biz
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Synergy Advisors - E-O -

Discovery [EDO]

* Objective

» Assessment focus activity

* In Scope

e QOne-time review of current
workload(s)

* Pre configuration review

* Findings review

» Out of Scope

e Platform/workloads/data
Modifications

Remediation [ERCO]

Objective

Remediation focus activity

In Scope

One-time change of current
workload(s) after EDO done

Configuration and change
assistance

Findings review

Out of Scope

Additional
Platform/workloads/data
Modifications or assessments

Protection [EPO]

Objective

 Protection focus activity

In Scope

* Recurrent protection of
workload and data after
EDO/ERO

» Configuration and change
assistance

e Limited time [Pilot]

Out of Scope

» Additional
Platform/workloads/data
Modifications or
assessments

* Permanent product
subscription

EDO - Data at Rest and Copilot - CY2024H1 Q1 V1.4

Objective

In Scope

Out of Scope

o
05

Monitoring [EMQO]

Monitoring focus activity

Recurrent protection of
workload and data after
EDO/ERO/EPO

Configuration and change
assistance

Limited time [Pilot]

Additional
Platform/workloads/data
Modifications or assessments

Permanent product
subscription

> O |

WWW.Synergyaavisors.niz
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¥ syNercy  Information Protection Challenges
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Bn Bn Be B

have an insufficient budget for protecting
data at rest.

83%

... expressed concerns over
data sovereignty.

54% of organizations are not entirely confident in their
employees' ability to secure data at rest.

...of the surveyed organizations
acknowledge having

22% of organizations do not have a security solution to experienced a data breach.

protect data at rest

Entrust / Ponemon Institute Research Report 2023 Special Report: The Cost of a Data Breach in 2023

DA I7 A EIReEA A AIAd] TRl S viEn, @rteamli TvAIRTverr
Your cybersecurity and productivity strategic partner

... recently experienced a data
breach, with human error identified
as the primary cause.

...of respondents say they have a
limited encryption plan or strategy
that is applied to certain applications
and data types.

IBM Security Cost of a Data Breach 2023
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J Azure Database File/Service \
A @
g 71 00O

Azure Blob Azure Azure Data Amazon

Oracle
Storage  Cosmos DB Explorer RDS
aWS ( \ = — — > Amazon
Azure Data  Azure Data Azure c
SQL S [
' Lake Storage Lake Storage Database for snowflake SQL Server
Gen 1 Gen 2 MySQL
\ S3 ) - 1.' m teradata. o Dataverse
4 ) W €
Azure Azure Data Azure SQL Server
@ Database for Bricks Unity ~ Dedicated on Azure-
PostgreSQL Catalog SQL Pool Arc

-8
. y, da

Azure Files  Azure SQL  Azure SQL

o Q r * I ( ) Database Managed

. E E > Instance

On-premises —o— r
SPO OD4B  Teams P File Server  SP 2019 NAS A‘) '

\ S\
M365 Assessment

M365 /_M365 User access and shared Hybrid-cloud Stz ‘?jng
Copilot collaboration of data unstructured data at

Assessment  unstructured data within rest on-premises, and

5

Assessment
M365 workloads M365, Azure and AWS

% www.synergyadvisors.biz


http://www.synergyadvisors.biz/

*3 SYNERGY E-Suite Discover

ADVISORS

y Offerings — Data at rest —

M365 / Copilot M365

o aw

OD4B Teams

M365 Assessment

M365 /.M365 User access and shared
Copilot collaboration of

Assessment unstructured data within
M365 workloads

* Subject to change by Microsoft/AWS APl/ Synergy Advisors
** Microsoft Purview IP (E5 IP&G or later needed for unstructured data protection)

* Microsoft Purview Data Catalog (needed for structured data scan and discovery)

In scope

Frequency
* One/Up to 4 Scans

Actions (one/many)
» Discover, Remediate,
Protect, Monitoring
Scope
* Microsoft 365

e One/Limited workloads
Limited TB

Data Type

* Unstructured data

Your cybersecurity and productivity strategic partner

Out of Scope

Frequency
« Additional scans

Actions (one/many)
» Persistent scan

Scope
» Other Cloud services
*  On-premises

Data Type

Structured data

% www.synergyadvisors.biz ‘
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E-Suite Discovery Ofterings — Data at rest — Hybrid-Clouds e

adws )
7 *
>3 y
Al D \
Storage File
\_ J
M [ )
A—
s =
On-premises —o—
File Server  SP 2019 NAS
\_ J
C( P @ b
SPO OD4B Teams
J

Hybrid-cloud
data
Assessment

In scope

Frequency
One/Up to 4 Scans
Actions (one/many)
Discover, Remediate,
Protect, Monitoring
Scope
Microsoft 365, On-
premises, AWS S3

One/Limited workloads
Limited TB

Data Type

Unstructured data

Out of Scope

Frequency
e Additional scans

Actions (one/many)
* Persistent scan

Scope
» Per Cloud/workload
defined scope

Data Type
» Structured data

% WWWASﬂeradViSOFSAbiZ
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adWws
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A

On-premises

o

Data
Anywhere
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4 )
>3 Y
4 ﬁ . )
Storage File
\_ J
4 )
B B
File Server SP 2019 NAS
\_ J
D & b
SPO OD4B Teams
_J

Structured and
unstructured data at
rest on-premises, and
M365, Azure and AWS

y Oﬁe rl n g S _ D ata at re St _ A n yWh@ﬁtga@fy and productivity strategic partner

25

~
Azure Database File/Service
- R4 Apps
BRI} 7/4 O In scope Out of Scope
Azure Blob Azure Azure Data Amazon Oracle
Storage  Cosmos DB Explorer RDS § Freq uency Freq uency
y ﬁ One/Up to 4 + Additional
& / Scans scans
Azure Data  Azure Data Azure ;
Lake Storage Lake Storage Database for 0" ke SQL Server Actions (one/many) Actions (one/many)
Gen 1 Gen 2 MySQL »  Discover 4
— % ﬁ m teradata. a Dataverse Remedia,te, *  Persistent
l ﬁ’ N Gy Protect, scan
a S’ Monitoring
Azure Azure Data Azure SQL Server Scope
Database for Bricks Unity ~ Dedicated on Azure-
PostgresQL  Catalog SQL Poal Arc . e Per
g‘;}c_rgfg;tg’:f' Cloud/worklo
AWS S3, ad defined
‘ Databases, files scope
Azure Files  Azure SQL  Azure SQL .
Database ~ Managed S’”e”“m”‘t Data Type
Instance workloads
e e »  Uncovered
O HHEEE repositories
Data Type (additional
SAzure y o connectors
ynapse nstructured and roVi
Analytics structured data ot p/owded

by Microsoft

Purview Data
Catalog Out
of the box)
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Thanks!
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, Follow us...
ing o f O

Synergy Advisors Synergy Advisors  Synergy Advisors LLC @SynergySEC @Synergyadvisors
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