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Classification / Responsibility gf Onboarding / Management

Guest Users need to be classified with additional ee=xx3 GUM provides you with a self service portal for
meta data upon creation. These rules also apply Guest User creation and management. It also
for existing guest users. They will be enrolled to brings the ability to customize the invitation mail
the classification once they expire. with your branding and content.

- Additional Contact Details - Self Service for Guest User Invitation

- Responsible Persons assigned - Custom Invitation Emails

- Validation of existing Guest Users - Webhooks for integration
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Lifecycle Management Q

GUM brings a range of tools for lifecycle
management in your tenant. Every user will have
an expiration date. Once disabled, guest users are
deleted automatically after a grace period.

- Responsible Persons are informed
- Guest Users are disabled automatically
- Discovery of existing Guest
- Set default expiration date
- Disabled after expiration
- Activation only when fully classified
- Deletion of disabled users (after 6 months)
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Monitoring

The tool helps you to stay in charge of your
Guest Users. It gives different views and lists to
monitor and find security issues.

Easy discovery of unmanaged Guests
Various filters / lists for guest users
Find any Guest User



arvato
BERTELSMANN

Screenshots
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User Lists — Guest Users are displayed in different lists depending on user permissions.
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E Guest User Manager GuestUsers Help About
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—+ MNew User [EF Bulk action 1 Search by mail... O Search users..
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My Users Observed Users

I

New User

Email *

demod712@navoo.com

A user with the specified E-Mail already exists

Surname *
Forename *
. _ Company *
disabl... Disabl...

Country *

Create new Guest Users — Includes e-mail validation, required fields, responsible persons and more...




My Users Observed Users

Display Mame

Maya Lee

All Users

Active Users  Disabled Users  Use

.-- dh-l W L

&% Change observers

& Change responsible persons

Delete

s Disable

& Edit data

@ lncrease duration

= Resend invitation

. Stop observing
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User Actions

Depending on the permissions of the current user
Guest Users can be maintained in self service.



Maya Lee

Sign in allowed

Responsible Persons
Responsible persons *
Each Guest User has at least one responsible Q v
person assigned who will be notified upon © oo v
deactivation, deletion, ....
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ve Guest User Manager

Guest Users Help

-+ NewUser & Change observers

Search by mail... L Search users...

My Users Observed Users  All Users

Display Name
Maya Lee

fi Change observers
John Demo

Change responsible persons
Steve Waynes i Delete

Disable
\ r P r o
Muller Peter tdit data
@ Increase duration
Felix Demo

Resend invitation

X Stop observing

Bill Demo A.

Jérg Demo s Active

Showing 7 of 7 users
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Activity Chat Teams Calendar Calls
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ve Guest User Manager

Guest Users Help

-+ New User " Activate g% Change observers

Steve Waynes

Sign in blocked

Expiration Date: 02/17/2023
Pending tar

Account

Surname *

Waynes
Forename *

Steve
Company *

Arvato Systems
Country *

Germany

City *

Save Cancel

0 & &

Activity Chat Teams Calendar Calls
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ve Guest User Manager

Guest Users Help

-+ New User " Activate g% Change observers

Steve Waynes
Sign in blocked

Responsible persons *

° Johanna Lorenz

0 & &

Activity Teams Calendar Calls

Manage Guest Users on mobile — Optimized for your smartphone.



Guest User Manager

Hi Adele Vance

You hav n invited by Maya Lee to s applications in the NAVOO m365 tenant
ollaborate with them.

Useful links

This email has been sent on behalf of the NAVOO organization. Please act on this email only if
you trust that organization.

Use the following button to create your guest

Please do not reply to this age. Replies to this message are routed to an unmonitored mailbox.
If you have questions ple ur User Help Desk / Administrator.
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Guest User Manager

Hi Maya Lee

the guest user Adele Vance will be disabled on 17/02/2024 for your m365 tenant
NAVOO.

You can ext cpiration date if the guest user is still needed, otherwise the user
will no longer be : ' your tenant's m e the

k the button be

Flease do not re ssage. Replies to this age are routed to an unmonitored mailbox.
If you have quest contact your User Help Desk / Administrator.

E-Mail Notifications — Guest Invitation, Expiration Warning, ...
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Installation / Setup

Granting Permissions C% Graﬂting Permissions

Trial License The Guest User Manager deals with potentially security critical information, therefore the app

requires additional role assignments. GUM uses an Azure Ad Enterprise App to manage these
permissions and roles.

User Interface

How to manage Guest Users
Display / List Guests
Create Guest User Permission Required notice
Edit Guest User Users will be promted with the following dialog when they try to access the app without having
Delete Guest User an appropriate role assignment.

Motifications / Emails

Welcome to the Guest User Manager

Need help? @j Alrnost ready 1o start
Use the contact form to e Congratulations - the setup has been completed sucoessfully!

. . In order to access senstive user data, you require additional permissions.
get in touch with us!

_'5'1 What to do next? =¥ Request permissions!

§

g : - -

h Please contact your IT Helpdesk / Active Directory Administrators to grant you permissions.

Your user needs to be added to the enterprise application NAVOO (Guest User Manager) and a role assigned.

D Take a look at the Help page

While you wait for your permissions you can already have a look at the help page to check out the features of the Guest Usar Manager.

Roles

The Guest User Manager has different roles that result in different functions being available. The

fr\.| |n1nrinr‘1 rnlnl: nvic:l"

Help Page - A detailed help page is provided to give a range of information
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E Guest User Manager GuestUsers Help About

—+ MNew User [EF Bulk action B Trial License =1 Search by mail... O Search users..

The current version is running in a trial

My Users Observed Users  All Users  Active Users  Disabled |icense. You have 29 days remaining. s

> Pricing and Licensing Info

Display Mame Expiration D...  Observers Responsible.,  Created by Medified by

Free Trial — 30-day free trial is granted after successful initial setup.
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E Guest User Manager Guest Users Help About

Welcome to the Guest User Manager

Fé Trial Period Expired

The Guest User Manager can be tested for 30 days after first intallation.

Unfortunately your trial period has expired!

|__h Pricing and Licensing
/ You can find more inforamtion about pricing and licensing on our GUM website!
> Guest User Manager Website

Contact us
You can extend your trial period and get more information about the app by contacting us.

We can also provide you with more information regarding Guest User Manager.

To contact us, please fill out the contact form

Expired License — This screen is shown once the trial license is expired.
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Integration / Use Cases
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Permission first, User second

2! Manage team

Add channel

Add member J}n]

Add members to Big in Bérlin 2

Start typing a name, distribution list, or security group to add to your team. You can

also add people outside your organization as guests by typing their email addresses,

moritz@navoo.com

'—_:.h. Add moritz@navoo.com as a guest

@ Instant creation of guest users

@ Creation with minimal classification possible
@ Reminder of Responsibles needed

@ Cannot ensure multiple responsibles

@ No control of expiration dates

@ More permissions required (Audit Log read)



User first, Permission second

Microsoft Teams

My Users Observed Users

All Users
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User Creation — 2 Variants SERTELSMANN
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& Managed creation of Guest Users
& Instant classification
& Min. amount of Responsibles ensured on creation

(B Expiration date settled on creation

® more manual steps upfront for the inviter

This is our recommended solution!
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Automatic Governance
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Monitoring / Discovery

Discovery of newly created users, request missing info
Disablement of unqualified users

Set default expiration date

Deletion of disabled users

Check for deleted responsibles / observers
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Implementation Scenarios arvato

|deal Scenario (GUM from day 1)

Tenant Setup

GUM Setup

\ 4

- All Guest Users fully classified
- Lifecycle well managed (expiration / cleanup)
- Responsibilities settled

- Periodic validation of existing users (do Observer / Responsible Person still exist?)
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Hybrid Scenario (GUM from day X)

Tenant Setup GUM Setup

|
Unmanaged Users New Users — fully classified / managed

How does GUM help?
Onboard unmanaged users to classification process

- Automatically set expiration date on unmanaged Users (discovers new users)
- Delete unused guest users after specified amount of time

- Notify guest users about expiration
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Discovered USERS / CREATION OUTSIDE OF GUM

: Expiration o iSSi '

UseriDisoor o, pirE e I\/Il'ssmg Info'ﬂlled
Warning (activation/extension)

| | | | '
2 Months 3 Months

- Extension / Activation is only possible if required information is filled
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&% Configuration
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Audit

See all Users and Tabs, NO Edit at all

Access

See My Users Tab
- Activate / Deactivate Users (+ Increase)
- Edit Users

Create (ldentical to Access)

+ Create new Users

Admin

All Tabs / all Users / all Actions

Enterprise Application in your AD Tenant
Enterprise applications | All applications

2a NAVOO (Guest User Manager) | Users and groups

Enterprise Application

I~ Add user/group
i Owverview
ﬂ The application will appear for assigned users within My Apps. Set 'visible to users
I oe ployment Plan
7 Diagnose and solve problems
Assign users and groups to app-roles for your application here. App-roles are

Manage

| A First 200 shown, to search all users & gr...

Properties
Owners Display Name Object Type Role assigned

Roles and administrators L] @8 cuM Demo Access User Access
S Users and groups |_| @ GUM Demo min User Admin
3} Sin q le si gn-on |_| . GUM De it User Audit

2 Provisioning |_| . GUM Demo Create User Create



Required Permissions

GUM requires the following Graph permissions:

Microsoft Graph
Microsoft Graph
Microsoft Graph

Microsoft Graph

Microsoft Graph

User.Read Sign in and read user profile
User.ReadWrite All Read and write all users' full profiles
MailboxSettings.Read Read all user mailbox settings

Directory.Read.All Read directory data

arvato

BERTELSMANN

Delegated
Application
Application

Application



Customization arvato

- Guest User Manager can be customized in a lot of ways
- Custom Layout
- Email Content
- Required fields / hidden fields
- Allowed actions per user / role
- Expiration / Deletion intervals
- Reminder periods

The customizations need to be done by Arvato Systems currently.



