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Managing security
and risk has never
been so simple TN
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Best in class Fraud Ops is the ability to

Observe Manage Risk Great CX & UX
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Analytics and Single view of the customer allows for fraud
and operations teams to have a high level view of their
customer actions and behaviours

No Code Rules engine, no engineering resources required,
quick immediate actions in incident management processes

Obsessed about the CX and UX around Fraud ops, Good customers should
be verified quickly and bad actors should be stopped in their tracks.

Pre-built challenge flows, and best practice UX
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Common Problems

Your Customer Your Platform
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Account Taken Over Locked Out _
Loss Rates Vulnerabilities

Funds Stolen User Frustration .
Unoptimised Vendor Spend

Lossed Revenue
Customer Harm Data Breaches

Reputational Risks ]

[ Liability & Reputational Damage
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One Simple API call

const result = await authsignal.track({
userId: "1234",
action: "withdrawal,
"deviceld": "e6cc28a5-4422-4ee3-b108-2c869aad9b62",

*ipAddress"™: "1.1.1.1%,
"custom":{
"amount": 1000.00
}
T);
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Authsignal Essential
Data Points

Network/Signals

Device Linking

Impossible Travel
Authentication Timestamps
Your own data points
Velocity metrics

Authsingal Enhanced
Data Marketplace

Global Risk Intelligence
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NETFLIX «®*betfair

Third Party Data Providers
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Arkose Labs ®\®/®

On chain risk and analytics

No Code Fraud Rules Engine

When incoming actions match....

mor

ip.countrycode
ip.isAnonymous

device.isSimulator

© Add rule

Equals Australia X New Zealand X

device.lastAuthenticatedAt == Within a day ago

Then....
Choose an outcome

CHALLENGE

“(IP Address.Country Code = [Australia (AU), New Zealand
(NZ)] AND IP Address.Is using an anonymous proxy? AND NOT

Device.Is an using a simulator? And Device.lLast
Authenticated At = Within a day ago)”

Pre Built Step Up
Authentication Methods
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Authentication Biometrics/
Apps Yubikeys
SMS
Proof of Source of
Address Wealth

Enhanced Protection

Sim Swap Shield

Custom Fraud Ops
Workflows & Notifications
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Use Case : Bank Withdrawal Flow

5:42

o D . 5:42 o 5:42 L. 5:42 T 1
< search < search < search Bl < search
X <
$ Cash Out $ Cash Out
$0 $25.00 Enter authentication code
$10.00 Min. | $31.95 Max
$ Cash Fee $0.00 A code was sent to +1202 555 0128
Available
$31.95
Total $25.00
s 49 Plaid Checking
pestination ++++ 0000 ACH Transfer . £
Destination @ Plaid Checking

ACH Transfer | ++++ 0000
Code expires in 4:59 Resend code
1 2 3

Use another verification method

Success!
* ° ‘ Youmovedgg25.09 to your Bank-of

America account.

7 8 9 Please allow 5 business days for all funds to
be available.
0 Delete
() Please allow s business days for allfunds from this
transaction to be available.
Continue

Close
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Audit trail and Analytics

Jack Torrance

©Q Auckland, New Zealand
@ User ID - 123456

% jack.torrance@gmail.com

+

Last 2-factor authentication
18:00, 12 Aug 2021

Sign in (impossible velocity)

Detected - (2000km/h)

Withdrawals in last 24 hours

1

Show more

Number of shared devices g +
a4
Number of devices 0 Strongly authenticated
5 -

+

Latest actions

ACTION ACTION STATUS
Slgh n Allow
5 mins ago
Withdrawal
Challenge
2 hours ago
Change email S

12:25am, 24 Mar 2022

Signin Ao
8:25pm, 1 Feb 2022
Withdrawal T

2:30pm, 15 Jan 2022

LOCATION

Perth, Australia

Hanoi, Vietnam

Auckland, New Zealand

Auckland, New Zealand

Auckland, New Zealand

Block

Change email
12:25am, 24 Mar 2022

View action

Auckland, New Zealand

o

View action

View action

View action
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Bio-metrics On-boarding & Re-authentication
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TAKE A PHOTO OF YOUR DOCUMENT'S PHOTO
PAGE

2 & s A
TAKE A SELFIE

Make sure that your face is in the frame and clearly
sible.

@ Authsignal x

Thank you!

s Photos uploaded to cloud
s Image quality checked
v Document data matched
\s Biometrics verified

s Decision finalized

Your verification data has been successfully

submitted. You'll get the results shortly.

CONTINUE

Leverage biometrics at different
parts of your customer journey

e Onboarding

e High Risk flows

e Value Add product
onboarding (re-KYC)

e  Account Recovery

e  Transaction monitoring &
investigations

e Contact center &
customer support

deel.

wr Blockchain

TWise

@ Authsignal

eKYC powered by
veriff
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Azure AD B2C Flow B Authsignal

Orchestration & || E Best In Class
Rules Engine ; 1| Auth/Challenge UX
Device Fraud Signals |1 u SMs oTP
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Behaviour

Network Signals/GeolP i ars
:m : \ WebAuthn
oIbC User Device Linking | : ’m Passkeys
[ Custom Data ] : Push
Users Azure AD B2C Azure AD B2C > openip ; : Notifications
i i Connect ; X
Idenltzlgrﬁ)e(svil:fnce [ 3rd Party Marketplace ] E i Biometrics Marketplace
‘ User Context & } - A .. :
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Use cases -

< Back = Simplify Exit

Great For

Enter your code

A code was sent to 027 123 4567.

“YEaan

Fraud Mitigation Compliance Transaction Signing 2 Archived
Continue
Bots FDIC . Remittance/FX
Device blacklisting Australian Tax Office ACH/Direct Debit o= Ly
IP Blacklists EU - PSDZ/SCA H|gh Value E-Commerce ) J ' Fr:;gle‘;;aées
Behaviour Based Rules Internal Audit Remediation Bysiness Process Controls LV_J ) s
Enable new customer experiences 5 8
Authenticate with Face ID 8 9
ey oL ! e o e
- o )
Walk out Customer Voice Log in with password
supermarkets support assistants

channels
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