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Help Developer

Creating and Configuring an
Azure Active Directory System
of Record

Prerequisites

e Azure AD Account with Administrative privileges to Register
Apps and Consent to User/Group Read Access in the
Microsoft Graph

e SGNL User Account with Admin privileges

Permissions Required

e SGNL firmly believes in the principle of least privilege, as
such - only the access required to achieve your authorization
use-cases should be granted.

e SGNL requires an App to be registered in the Azure AD
Tenant to be synchronized that has read permissions.
Depending on the objects needing to be synchronized, these
permissions will vary:

o Users: Requires the User.Read.All Permission (see below
for configuration)

o Groups: Requires the Group.Read.All Permission (see
below for conﬁguration)

o Applications: Requires the Application.Read.All
Permission (see below for configuration)

o Devices: Requires the Device.Read.All Permission (see
below for conﬁguration)
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Configuring Azure AD

1. Login to the Microsoft Azure Portal and launch the Azure AD

Console

2. From the left navigation pane, select App Registrations

3. Create a New Registration

SGNL AAD Dev Tenant 1

&2 SGNL AAD Dev Tenant 1| App registrations =
aur Active Direcory

+ New registration &) Endpoints ¢ Troubleshooting () Refresh L Download [l Preview features | A’ Got feedback?

All applications niapplications  Deleted applications

5 Start typing a display name Sapplication (cient) ID to fiter these r. Created on : 12/20/2022 10 12/21/2022 X 7 Add flers

Can'tfind what you're looking

% Delegated admin partners

i Enterprise applications.

4. Specify a Name for the App and choose Register

Home > SGNL AAD Dev Tenant 1 | App registrations

Register an application - X

* Name

The user-facing display name for this application (this can be changed later)

| senL -

Supported account types

‘Who can use this application or access this API?

(®) Accounts in this organizational directory only (SGNL AAD Dev Tenant 1 only - Single tenant)

(O Accounts in any organizational directory {Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory {Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.q. Skype, Xbex)

(O Personal Micresoft accounts only

Help me choose

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ ‘ &.9. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

By proceeding, you agree to the Microsoft Platform Policies 7

5. Within the App Registration, note the:

o Application (client) Id (SGNL: AuthClientid)
o Directory (tenant) Id (SGNL: AuthTenantld)
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Home > SGNL AAD Dev Tenant 1 | App registrations >

= SGNL =
=
P Search « [0l Delete & Endpoints [ Preview features
B Ovenview
A~ Essentials
& Quickstart
: . oL Clientcredentials
# ntegraton assistant
Applcaton (ciery > - (- AuthGlientid JIREISTIIT
Manage Object D O g Application 1D URI

Directory tenant 10 - (S YT  Managed spplication nl... : SGNL

Supported account types : My.organization only

= Branding & properties
D Authentication

Certificates & secrets
(i

111 Token configuration

@ Stoning June 30th, 2020 we il nofonger add A0 Graph- supportand
el na longs fre

GetStarted  Documentation

& Roles and admiistrtors Build your application with the Microsoft identity platform

 Manifest

The Microsoft identity platform s an and tools. You
standards-bast tication solutions, access and protect APls, and add sign-in for your users and customers.  Learn more(7

] . i
o N
=

Support + Troubleshooting
2 Trousleshooting

& New support request

Sign in users in 5 minutes Configure for your organization
Use our SDKs to sign in d call APl i a few pply access
ur own steps. Use the quickstarts to start a web app, mobille cies, ign-on, and mor
2pp, SPA, or daemon app. nterprise applicai
Viewall quickstart guides Go to Enterprise applications

6. From the API permissions page in the left menu, choose to

Add a permission

7. Select Microsoft Graph

Request API permissions

Select an API
Microsoft APIs  APIs my organization uses My APIs

Commonly used Microsoft APls

Microsoft Graph

single endpoint.

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

\_—
) 1\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
\'!47

/‘ Azure Service Management n Office 365 Management APIs

8. Select “Application Permissions”

Request API permissions

CAll APIs

@x Microsoft Graph
4 https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

9. Select the below and Add permissions:

o User.Read.All
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Policy o Group.Read.All
Management
, o Application.Read.All
SGNL Policy
Overview o Device.Read.All
Quickstart:
_ P T Po—— Request API permissions ;
Creatlng 5 SGNL | APl permissions %
Eﬁe Ctlve ";‘ :m\- « O Refresh | A7 Got feedback?
Policies - e ]
SG N L PO“Cy ; irandmg&pvopsmes > UserhuthenticationMethod
i o 7 e
Snippet 1 o S
Reference < vty
Integrating 0
Protected — O t——
_ K @)
Systems with fE———
SGNL using P
Access APls s
> WindowsUpdates
. > Workforcelntegration
Troubleshooting
Access
Decisions
Administration .
10. If asked to do so, grant “admin consent”
Configuring
and Managing o, SGNL | AP permissions 4 -

Labels in SGNL

ccaunis in Default Directaryd This will up s to match what i listed bolou

Configuring
SGNL for SSO
with Google
Workspace

Configuring
SGNL for SSO
with Okta

Configuring
SGNL for SSO 11. Select Certificates and Secrets from the left menu, select
with OpenID

Client secrets, and + New Client Secret
Connect

SGNL Service
Availability
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Home > SGNL AAD Dev Tenant 1 | App registrations > SGNL

SGNL | Certificates & secrets = x

A7 Got feedback?

ing tokens at a web addressable location (using an HTTPS

applications to o
redential

Credentials enabl o
scheme). For a higher level of assurance, we recommend using a certiicate (instead of a lient secre

Manage
(] ; secrets and e found in the tabs below.

Branding & properties

Iso can be referred to as application password.

Secret ID

No dlent secrets have been created for this application.

12. Give the secret a description and expiry (the length of time
until a new secret will need to be generated for SGNL to

communicate with Azure AD), and select Add

Home > SGNL AAD Dev Tenant 1 | App registrations > SGNL Add a client secret X

SGNL | Certificates & secrets =
Description SGNL Client Secret
A Gotfeedback? Expires. 24 months v

Credentials enable confidential applications to identify themselves to the authentication service wi hen
scheme). For a higher level of assurance,

Manage
o S e ated in the tabs below.

Branding & properties

D Authenticat
D Authenticaion Certificates (0)  Client secrets (0)  Federated credentials (0

ates & secrets
Asecret string that the application uses to prove its dentity when requesting a token. Also can be referred to as 2pp

New client secret

Description Expires Value ©

L App roles

No dlent secrets have been created for this application
2 Ouwners

4. Roles and administrators.

 Manifest

Support + Troubleshooting

13. Copy the Value of the secret, this will be required for the
SGNL Console (SGNL: AuthClientSecret)

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

T New client secret

Description Expires Value © Secret ID

SGNL Client Secret 12/21/2024 O - - 'y ) | 33787def-2155-4¢58-8080-fd6aad180ce2 1 [

Configuring SGNL

1. Login tothe SGNL Console

2. From the left menu, select Systems of Record

https://help.sgnl.ai/articles/systems-of-record/creating-and-configuring-aad/
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3. Click “Add System of Record” or “Add”.
4. The SGNL SoR Catalog will show up on the screen.

Add System of Record

Select a SoR template from the SGNL Catalog or Add your own Custom SoR template

Q search

SGNL SoR Catalog 5

SGNL SoR Catalog that supports various well-known Systems of Record

‘Can'tfind the System of Record tempiate you'e lacking for?

5. Click on “Azure AD” which will open up the New System of
Record screen with some configuration options pre-
populated from the Azure AD SoR template.

= New System of Record

System of Record Configuration
Leam morsaboutcofi

ying custom systems of rcord

eon (0ptons
n Sectafietowposs

System of Record Address

mmmmmmmmmmmmmmm

Authentication

6. Choose the correct adapter that matches the AzureAD
System of Record Type.

7. Replace all fields that have the {{Input Required:}}
placeholder with relevant information. For Azure AD, the
following fields are required:

https://help.sgnl.ai/articles/systems-of-record/creating-and-configuring-aad/
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 Client ID: The Application (Client) ID you copied from Azure
AD

e Client Secret: The Client Secret value you copied from Azure
AD

» Tenant ID in the Token URL: The Directory (tenant) ID you
copied from Azure AD

8. Click “Continue” to save your Azure AD System of Record.
You will be taken to Azure AD System of Record page.

»»»»»»»»»»»»»»

‘‘‘‘‘‘‘‘‘‘‘‘

8. All entities and relationships are created as defined in the
Azure AD template. If applicable, you can edit an entity and
modify any properties of the entity or the associated
attributes. Hover over the entity on the screen above to see
the Edit button as shown below:

Azure AD

...........

9. You can check the relationships created through the
Relationships tab. However, relationships cannot be
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modified. You will need to delete an existing one, and create
a new relationship.

10. (If applicable) You can also create relationships joining
entities and attributes in Azure AD to entities and attributes
in other Systems of Record configured in SGNL. For
example, if User Employee IDs in your Azure AD are
consistent with the Employee IDs in your HRIS system, you
can create a relationship between the Employee ID attribute
in Azure AD instance and the Employee ID attribute in your
HRIS System of Record. For more information on
relationships, please refer to our Help Page.

11. Note that synchronization is disabled by default when a new
System of Record is created. You can choose to enable

synchronization on Entities individually. Hover over the entity

to see the Enable Sync button, and click on it.

12. Repeat for all Entities you want to synchronize to SGNL.
Finally, Enable synchronization for the System of Record.

13. After some time, SGNL should complete ingesting the data
from your Azure AD instance into the SGNL graph. The
number of objects ingested per entity are displayed on the
Azure AD screen. You should then be able to construct

https://help.sgnl.ai/articles/systems-of-record/creating-and-configuring-aad/
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policies based on your Azure AD data and make access
evaluation calls to SGNL.

o
I ' Azure AD f—
I ° Entities  Relation
L]
- =

3 attrbutes 1 © Enatea
34 atioutes 3 © Enatlea
56 attibutes 0 @ cnabied
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