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1 Glossar

Term Description

CloudsHSM CloudsHSM is a hardware security module (HSM) cloud service. It al-
lows users to generate encryption keys, use them and store them se-
curely without having to worry about time-consuming things like
evaluation, setup, maintenance, and updating their HSM

DKE Double Key Encryption uses two keys in Microsoft 365 desktop ap-
plications to protect access to files stored in the cloud and on prem-
ise

DKE - Key The key which is used to Double Key encrypt Microsoft 365 applica-
tions

DKE — Web Service Service which uses a DKE-Key to encrypt and decrypt Office docu-
ments with a second key. Securosys manages the DKE — Web Ser-
vices — called "Apps" - within the Securosys 365 DKE - Cockpit.

DKE - Vault User space /partition on an HSM cluster in the CloudsHSM service.
The secure place where DKE - Keys are stored

HSM Hardware Security Module

Microsoft Information Protection Microsoft Information Protection (MIP) is a framework to provide
lifecycle protection and data loss prevention

MIP label Implementations of MIP solutions use sensitivity labels to control
dataflow
Securosys 365 DKE - Cockpit Web application to manage DKE-Web Services and DKE-Keys
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2 Introduction

2.1 What is Double Key Encryption for Microsoft 365 (DKE)

Microsoft 365 provides built-in data protection by encrypting customer data, both at rest and in
transit. Customers can further protect their data based on content using Microsoft Information Pro-
tection's classification and labeling capabilities. In addition, Double Key Encryption (DKE) enables
them to protect their highly sensitive data while keeping full control of the encryption key. It uses
two keys to protect the data—one key in customer’s control, and a second key is stored securely in
Microsoft Azure. Viewing and editing all Microsoft 365 Office documents (Word, Excel, PowerPoint,
Outlook, PowerBl|, ...) protected with DKE requires access to both keys. Since Microsoft can access
only one of these keys, the customer’s protected data remains inaccessible to Microsoft, ensuring
that they have full control over their privacy and security.

2.2 What s Securosys 365 DKE

The service Securosys 365 DKE leverages Microsoft's Double Key Encryption offering: it securely
stores the encryption key in a tamper-proof Securosys CloudsHSM. The CloudsHSM supports multi-
ple tenants; As such, each customer will get their own isolated tenant space. It enables customers
to deploy Double Key Encryption Services with OneClick according to security standards that fol-
low international certification standards and are transposed by our security architects. If addi-
tional configurations required by customers he can do so, by requesting access to Securosys 365
DKE Cockpit cloud app to manage their keys (KMS), controlling the DKE web service(s) and
CloudsHSM backed Vault configuration.
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3 Installation (including one-month free trial)

3.1 Steps required to use DKE with Microsoft 365 Office Applications

A

Test

Configuration *Test DKE
Protection in

. Word, Excel,
Installation *Receive Credentials f’owerPoint,

Outlook)
*Apply DKE protection to

Preparation

-IAnstallI f " Information Protection
zure information Sensitivity Labels
Protection
*Check system and
licensing requirement «Enabling DKE on your

for DKE (guided) windows computer

3.2 Preparation

3.2.1 Check system and licensing requirements for DKE

o Microsoft Office Apps for enterprise version 2009 or later (Desktop versions of Word, Excel, Pow-
erPoint and Outlook) on Windows.

Double Key Encryption comes with Microsoft 365 E5. If you don’t have a Microsoft 365 E5 license,
you can sign up for a trial (one-month). For more information about how to setup your free-trial,
see What Microsoft license do | need for DKE (double key encryption)

3.3 Installation

3.3.1 Install Azure Information Protection

e Azure Information Protection. DKE works with sensitivity labels and requires Azure Information
Protection Unified Labeling Client versions 2.14.93.0 or later. Download and install the Unified
Labeling client from the Microsoft download center.

DKE sensitivity labels are made available to end users through the sensitivity button in the AIP
Unified Labeling client in Office Desktop Apps. Install these prerequisites on each client computer
where you want to protect and consume protected documents.

Download and install the AZInfoProtection_UL.exe
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After restarting all your Microsoft 365 applications, a new Section called 'Sensitivity' shows up in

the home view. (Most probably there is not entry like: Securosys365_HIGH....., that’s okay you will
configure your own labels later)

AutoSave (@ off) E

Document! - Word

O Search I
File m Insert Draw Dasign Layout References Mailings Review View Help
(G4 | comitosy (11 A & naw A E-i2- 5 == 4009 | [ ]| [aesnceoe] asbocenc AzBbCe
Paste ¥|§ B I Uvakx x A~ 2« A- [EJ=S==1=- & -1 [ | 1Normal | TNoSpac.. Heading 1
Clipboard T Font (Y Paragraph ] Securosys365_SECRET
O Not set Securosys365_SECRET Securosys363 Securosys365_CONFIDENTIAL secun

Securosys385_SECRET_Finance

2 | Securosys365_HIGH_CONFIDENTIALITY

7 Show Bar

0 Help and Feedback

Figure 1: Check for Sensitivity AddOn

3.3.2 Enabling DKE on your windows computer

If you're an Office Insider, DKE is enabled for you. Otherwise, enable DKE for your client by adding

the following registry keys. DKE must be enabled on all Client Computer (Windows computers)
where DKE shall be consumed.

e Using Script (Download) https://support.securosys.com/external/knowledge-base/arti-
cle/150
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3.4 Configuration

3.4.1 Receive Credentials

After ordering, you will receive the credentials for logging in to the Securosys support portal,
through which you will get your DoubleKeyEncryption-URL (required for further proceeding), Ten-
ant name, Tenant Admin username, Tenant Admin password of the Securosys 365 DKE - Cockpit.

3.4.2 Create MIP label

The workflow presented below is an example of how to set up a Microsoft Information Protection
label. The configurations listed here are only example configurations and must be set up on a
company-specific basis.

IMPORTANT: You can skip this chapter if you are already familiar with creating MIP labels or your
organization has created MIP policies and proceed with: Apply Double Key Encryption label

To create a new Information Protection label, you must have the correct permission (Compliance
Data Administrator, Compliance Administrator, or Security Administrator role group) to access
the Microsoft 365 Compliance Center https://compliance.microsoft.com/informationprotec-
tion?viewid=sensitivitylabels

Click on Information Protection (1) and then on Create a label (2).

compliance.microsoft.com,

Information protection

Labels Label policies Auto-labeling

) Home

¥ compliance Manager

<2 Data classification

I~ Create a label Publish label () Refresh

% Data connectors 2'

Name

& plerts
k2 Reports ‘
= Policies

4 Permissions

Solutions

B catalog

B Audit

£ Content search

{8 Communication compliance

[2 Dataloss prevention

B eDiscovery v

=  Information governance

1 . [& Information protection

B2

Insider risk management
k%  Records management

Figure 2: Create MIP label
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In section Name & description, enter the following proposed values:
e (1) OrganizationName_DKE_SECRET
e (2) OrganizationName_DKE_SECRET
¢ (3)"A Label for high sensitivity data which uses double key encryption."

e (4)Press "Next".

New sensitivity label

Name and create a tooltip for your label

@ Name & description
| The protection settings you choose for this label will be immediately enforced ¢
it's applied. Labeled files will be protected wherever they go, whether they're sa
QO Scope
QO Files & emails Name* ©
| 1. II Securosys365_DKE_SECRET I
O Groups & sites
| Display name *
2. || Securosys365_DKE_SECRET I
(O Azure Purview assets (preview)
| Description for users * (0
Q Finish 3 A label for high sensitivity data which are double key encrypted.

Description for admins (O

Enter a description that's helpful for admins who will manage this label

« =

Figure 3: MIP Label configuration

In section Scope, select at least Files & emails then click the button "Next”

New sensitivity label Define the scope for this label

Labels can be applied directly to files, emails. containers like SharePoint sites and Teams, and more. Let us know where you want this label to
L ' n

Mame & description & Files & emails

Configure encryption and content marking settings to protect labeled emails and Office files. Also define auto-labeling conditions to
automatically apply this label to sensitive content in Office, files in Azure, and more.

(1) To set up auto-labeling for files in Azure, make sure you ¥'50 scope this label to "Azure Purview assets” below,

O

Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups, and SharePoint sites.

Scope

Files & emails N ) _ ) B )
@ 0 apply sansitivity labels to Teams, SharePoint sites, and Microsoft 365 Groups, you must first complete these steps to enable the feature.

[] Azure Purview assets (preview)
Groups & sites Apply label to assets in Azure Purview, including SQL columns, files in Azure Blob Storage, and more.

Page Break 11

Azure Purview assets (preview)

Back

O—O0—O0—0—e—90

Finish

Figure 4: MIP Label (Scope)
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In section Files & emails, select at least Encrypt files and emails then click the button “Next”

New sensitivity label

@ Name & description . . .

| - Choose protection settings for files and emails
® scope Configure encryption and content marking settings to protect labeled emails and Office files. Also define auto-
| automatically apply this label to sensitive content in Office, files in Azure, and more,
@ Files & emails 1. Encrypt files and emails

‘ Control who can access files and emails that have this label applied.

) [ ] Mark the content of files

‘O Groups & sites Add custom headers, footers, and watermarks to files and emails that have this label applied.
O  Azure Purview assets (preview)
O Finish

Figure 5: MIP Label (Encryption)
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3.4.3 Apply Double Key Encryption label
In section Encryption of the label creation, use the following setting:
e (1) Select Configure encryption settings
e (2) Select Assign permissions now
e (3) configure your own needs
o (4)Select Never

e (5) Assign users inside your organization who are authorized to use the Double Key En-
cryption label

e (6) check Double Key Encryption

e 7) Enter the Double Key Encryption access URL that you obtained by Securosys Support

Example DoubleKeyEncryption - URL: https://e556e4f2-6596-49c4-8b33-a09985805a69.securo-
sys365.com/749cbb37-d559-4549-b89e-0ac30ddade2c

e (lick the button “"Next”

New sensitivity label Encryption

Control who can access files and email messages that have this label applied. Learn more about encryption settings

@ Name & description

@ scope
be slow
@ Files & emails
|. Encryption Assign permissions now or let users decide?
©  Auto-labeling 2. I Assign permissions now I ‘
‘ T e TSRS TR L will be automatically enforced when the label is applied to email and Office files.
O Groups & sites User access to content expires ()
‘ 3 Il Never I ‘
(O Azure Purview assets (praview) -

‘ Allow offline access (.

O inish 4' Never I ‘

Assign permissions to specific users and groups =

Assign permissions

3items

5 Users and groups Permissions

demol@securosys365.com Co-Author Vi

6, Use Double Key Encryption I

7. I h1tps',",f518?54?1—62‘0-4835-999]-Sb'\98!:::43948.cIeusecucsysEc’:S.cum;?babOOWbJ]49-4b92-9d39-42f‘34b32985{

Figure 6: MIP Label (Enter DKE-URL)

Complete the label creation by completing the remaining sections Auto-Labeling, Groups & sites,
Azure Purview assets (preview), and finally click Create Label.
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3.4.4 Publish label

securosys

The newly created label must be bound to a policy and published to display it to Microsoft 365 us-

ers. Select the Publish Label button.

Microsoft 365 compliance

) Home

2 Compliance Manager
Labels  Label policies

<> Data classification

& Data connectors

Information protection

Auto-labeling

@ You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Gro

A i x =, .
fn HEE Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automat
I Reports marking, and control user access to specific sites, Learn mare about sensitivity labels
% poli ) ” £
e |- Create a label | =2 Publish label] () Refresh
€, Permissions
2.
Name Order Scope
Solutions
B catalog 1. Securosys365_SECRET 0 - lowest File Ema
B Audit

£ Content search
{2 Ccommunication compliance
[ Data loss prevention
5 eDiscovery v
B  Information governance
I [& Information protection

£ Insider risk management

Figure 7: MIP Policy (Publish Label)

Click on the Link Choose sensitivity label to publish and select the newly created label Secu-

rosys365_SECRET

Sensitivity label policy Create policy
sgs A

@ Labels to publish Choose sensitivity labels to publish

‘ When published. the u choose h available in specified users’ Office ap ord, Excel. PowerPoint. and Outlook| Senslllvlty labels to PUbllsh

() Users and groups SharePoint and Teams si and Microsoft 365 Groups.

‘ Sensitivity labels to publish earch for specific label
O settings 1. Ic';‘:,-- ensitivity labels to publish I 16 items

|
\T Name 2. I - I
QO Finish

Figure 8: MIP Policy (selection label being published)

Continue with the remaining sections Users&Groups, Settings, Name, Finish and finally click the

button Submit.
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3.5 Test

3.5.1 Test DKE Protection

securosys

This chapter will test our newly created labels in Microsoft 365 applications. Please open Word,
Excel, or PowerPoint.

3.5.2 Word, Excel, PowerPoint

AutoSave (@ o) CE

Create new file

Select Sensitivity Label

Save file to SharePoint or any other file location

Close the file

|C-Merger-and-Acquisition-Strategic-Presentation-Template-1... = _

File Home Insert Design Transitions. Animations Slide Show Review View Help
X 1= & Layout 8 (] ]
Eﬁ-- anll o li [« | ENNOoo- Fa [
| {TReset [ = | ALLe0G)~ -k
Paste New Reuse _ B I UGS aAV. As 2. A SeSNITY | (5~ ~ [} ge|v| ATnge
- Slide ~ Slides [ Section ~ = 2 = = = » - p a
Clipboard [ Slides Font Paragraph Securosys365_SECRET rawing
1 [ [ e Securosys 365 SECRET Finance (Double Key Encrypted) Securosys363_CONFIDENTIAL
STRATEGIC Securosys365_SECRET_Finance
MERGER
& YOUR, Show Bar
ACQUISITION e
Hel d Feedback
PRESENTATION © i and Feedinc

Figure 9: Applying Label to PowerPoint, Word, Excel

Save As
@ Recent

Securosys365

- OneDrive - Securosys365
demo2@securosys365.com
Sites - Securosys365
demo2@securosys365.com

Other locations

E@ This PC

Figure 10: Saving Microsoft 365 Office Document

Securosys 365 - Double Key Encryption

STRATEGIC
MERGER
&

AN\ ICITIAND

IC-Merger-and-Acquisition-Strategic-Presentation- Template-10569_PowerPoint

’[‘ [> Securosys365-Demo > Shared Documents > Securosys365-Demo-Documents
IC-Merger-and-Acquisition-Strategic_Created_Demo2_5365-Secret-Finance

PowerPoint Presentation (*.pptx) - 7 save
More options.

[ New Folder

We didn't find anything ta show here.
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3.5.3 Outlook
e Create new E-Mail
e Send to a user with permission to the sensitivity label
e Attach a File (as attachment)
e Send

Note: Only file attachments with Microsoft Information Protection will automatically be protected.

lest DUT to DUZ - Message (HTML)

Test DUT to DUZ2

IELI Encrypt this item

Set up restrictions for this item. For example, you may be able to restrict recipients
Encrypt from forwarding the email message to other people.

-

Securosys SA (demol @securosys385.com) > v Unrestricted Access

Securosys SA (demo2@securosys385.com) > Encrypt-Only
Move to " Current Folder: Outbox
Folder ~ Do Mot Forward

Confidential % All Employees

= Properties Highly Confidential \ All Employees
=
[ Set and view advanced options and Securosys365_CONFIDENTIAL
Properties " Size: Mot yet saved

Securosys365_SECRET

Securosys365_SECRET_Finance

Figure 11: Sending DKE protected E-Mail

U1 ta DU2 - Message (HTML)

File Message Insert Options Format Text Review Help Q@ Tell me what you want to do
B . ¢ B I ULZ-A-=Z-=-Z3% |8 8|8«

o Securosys365_SECRET_Finance - Securosys365 DKE Secret for Finance Department
Permission granted by: demol1@securosys365.com

B To Demo UserZ;

Send Ce

Subject Test DU te DU2

— IC-Merger-and-Acquisition-Strategic_Created_Demo2_5365-5ecret-Finance.pptx

Q- v

— | 184KB
becurosys 365 SECRET Finance (Double Key Encrypted) Microsoft Office 7 b
Test e-Mail

Only file attachments that support rights management will automatically have their permission
restricted to match the restrictions on this e-mail. All other file types are attached unprotected.
Click Learn more to see a list of file types that support rights management.

|:| Don't show this message again

Learn more...

coce

Figure 12: DKE protected E-Mail attachement

Securosys 365 - Double Key Encryption page 14 of 17



securosys

DISCLAIMER: The first time your organization uses Double Key Encryption in any Microsoft 365 ap-
plication, a pop-up window will appear asking for your permission. To use Securosys 365 DKE, you
must grant consent on behalf of your organization. Therefore, a user with permission level Appli-
cation Administrator, must approve the permission request. Therefor the first Double Key Encryp-
tion process must be performed by an Application Administrator.

e e I

Review View Help Grammarly Threats Manager

= = $
= = |l ] &1 AaBbCeDd | AaBbceDd AZBbCr AaBbCcr AaB AaBbCcD AaBbCcDd AaBbCcDd Aak

1% v | e Bl Sensitivity ¥ Normal |1 No Spac.. Heading1 Heading 2 Title Subtitle Subtle Em.. Emphasis  Inte

iragraph Il Sensitivity Styles
Pz . e

Protecty

&% Microsoft
nagib.aouini@duokey.ch

Permissions requested

myadpp

This application is not published by Microsoft or
your organisation.

This app would like to:

s View your basic profile

v/ Maintain access to data you have given it access to

D Consent on behalf of your organisation

Accepting these permissions means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

=

Figure 11: IMPORTANT (Applying consent of using Securosys DKE solution)
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4 Additional Information

4.1 A Complete User Guide is available at (only accessible with SupportPortal Login)

https://support.securosys.com/external/knowledge-base/article/85

4.2 Securosys 365 DKE - Cockpit: Key and Service Management Web Application

Accessing the Key Management User Interface for more advances Double Key Encryption Configu-
ration, please raise a ticket at

e https://support.securosys.com/external

e orcontact us using https://www.securosys.com/contact

nEc=n
1.
- n = - Number of DKE Vaults | ‘ Number of system users
= vAuLTS & KEVS it APPS = DASHEOARD =| ADMINISTRATION ~
Dashboard tics ar 1 / m Edit mode

¥ y

Crypto Operations Keys Vaults Users »

22 1 1

P w

+ | HeatMap .

. - Number of DKE Keys
Number of DKE
operations in 2
Office365 applications

W
Ll Heatmap of decrypt operations worldwide

Figure 12: Securosys 365 - DKE: Cockpit (Key and DKE Service Management Web application)
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4.3 Sample Architecture (best practice)

Securosys 365 - DKEaa$ - Sample Architecture

Azure Information Protection Securosys Managed Securosys managed
Kubernets Cluster (DKEaaS) CloudsHSM Service (HSMaaS)

el

7 @

Internal Use

P

Caonfidential

Azure Domain Name:

h— securosys365.com

Confidential
° TopSecret

TopSecret

Securosys - CloudsHSM

h —> Guest User Classified

Guest User Classified

Azure Domain Name

(B2B-Collaboration)

securosys365.com,
swisscom.ch

Figure 13: Double Key Encryption Sample Architecture
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