
Cybersecurity & Innovation



myCloudDoor MYCD-CERT® SOC

Strengthen your business security against cyber threats with myCloudDoor SOC, based on 

Microsoft Sentinel and powered by artificial intelligence



Key challenges in a SOC
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Advanced attacks pose challenges to traditional defenses and security analysts

Undetected threats

Traditional approaches are 

mainly based on detecting the 

known

Complexity and costs

The use of tools deployed in silos

and disjointed flows increases

costs, complexity and

effectiveness.

Limited visibility

Digital transformation,

heterogeneous (IT/OT)

environments and cloud adoption

create a need for additional

monitoring and more blind spots.

Slow response time

Today's threats are extremely

complex and increasingly

automated, making it harder and

harder for human analysts to

assess and manage them at the

necessary speed.
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To all of this, we add the analyst's fatigue



What do we need?
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Necessary changes in the SOC approach

Eliminate data silos

Gain visibility across different

data sources relevant to

analysts - from cloud, IT/OT

environments to data.

Unify flows / Centralize tools

Work without continuous jumping

between tools using a single platform

that centralizes the entire process.

Automate tasks

Let the machines do the hard

work - both repetitive, routine

tasks and complex analysis.

Improving detection capabilities and operational efficiency



Security Operations Center (SOC)
myCloudDoor MYCD-CERT® SOC
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myCloudDoor MYCD-CERT® SOC is the information security operations center responsible for

carrying out the analytical security (proactive and real-time threat detection) and operational

security (vulnerability and incident management) activities that myCloudDoor makes available to

our clients for the delivery of cybersecurity services, using market-leading tools offered "as-a-

service", according to their needs. myCloudDoor' innovative Security Operations Center (SOC) offers

a differentiating service that combines threat intelligence and rapid response to security incidents,

in a real 24x7x365 mode.

ICT CUSTOMERS 

OPERATIONS

SOC MYCD-CERT 

OPERATIONS

Processes

Technology

People
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MYCD-CERT geographical distribution

BOGOTA

(COLOMBIA)

SCoE*

*Security Center of Excellence

VALENCIA

(SPAIN)

MYCD-CERT

COLOMBIA

MYCD-CERT HQ

SPAIN

Geographically distributed throughout the world 24x7x365

HYDERABAD

(INDIA)

MYCD-CERT

INDIA



SOC Managed Cybersecurity Services
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Benefits

Rapid Threat 

Eradication

Early Threat 

Detection

Cost 

effectiveness
Quality and 

Expertise
Flexibility

Prevent 

Business 

Disruption

Business Focus 

and Continuous 

Improvement
Goal

Focus on the early 

stages of the Kill Chain

Automation of 

containment and 

response operations

Specialist team and a 

rigorous quality plan

Tailor-made service for 

the client. Service 

packages to choose 

from

Efficient ingest and 

operations platform



SOC Managed Cybersecurity Services
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Integrated Cybersecurity Services

Threat Hunting

24x7 Security 

Incident Monitoring 

and Management

Threat modelling & 

MITRE Threat Map

Service 

Management and 

Continuous 

Improvement

Advanced 

Vulnerability 

Management 

(AVM)

Technical Security 

Office

Digital 

Surveillance

24x7 Incident 

Response (DFIR)

Attract

Detect & 

Respond

(MXDR)

Respond & 

Recover

Identify

Protect



myCloudDoor Managed Extended 

Detection and Response (MXDR)



Managed Extended Detection and Response (MXDR)
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Basic principles of service. myCloudDoor MXDR platform

ENDPOINT  NETWORK  CLOUD

myCloudDoor cybersecurity experts

discover threats, early, by leveraging

advanced threat intelligence from

MITRE Threat Map and Threat

Intelligence from Microsoft, our

detection use cases, behavioral

analysis engines (UEBA), machine

learning, and statistical analytics.

myCloudDoor SOC analysts investigate

potential cybersecurity incidents and

provide measures and

recommendations to mitigate them.

Alerts are enriched with customer

context information, which helps

quickly identify the focus and scope of

the threat.

myCloudDoor SOC analysts activate

the automations generated to respond

efficiently to the incident, before it

spreads. They are also working on the

direct automation of many of them.

The 24x7 incident response team

remains active to respond and move in

the event of an incident.

Advanced Threat Detection Threat Investigation Incident Response

DETECTION INVESTIGATION RESPONSE

Threat Intelligence Feeds

Threat intelligence applied to the customer's

specific context, Microsoft threat intelligence,

Third Party intelligence feeds, and adversary

simulation.

Threat Hunting

The service performs proactive hunting for

advanced threats, automating search rules and

adapted to the customer's context.

24x7 SOC

The SOC's 24x7 team is always available and

accessible to communicate directly using a

personalized Teams channel (chat or video),

phone number, and email.



Managed Extended Detection and Response (MXDR)
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Basic pillars of service. myCloudDoor MXDR platform

• Centralizing alerts

• Continuous Monitoring

• Threat detection

• Protect

• Threat detection

• Response

• Discover

• Response

• Integrate platforms

People

Processes

SI
EM SO

A
R

XDR

CTI & MTM



Managed Extended Detection and Response (MXDR)
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Our managed detection and response model approach



Managed Extended Detection and Response (MXDR)

13

Integrated cybersecurity platforms

SOARSIEM
THREAT 

INTELLIGENCE
XDR

• Microsoft Sentinel

• myCloudDoor Data 

Collector

• myCloudDoor Threat 

Detector

• Shuffle SOAR (MyCD own)

• Microsoft Logic Apps

• Microsoft Defender XDR  

(recommended)

• Any other XDR product 

(Palo Alto, CrowdStrike, 

etc.)

• myCloudDoor MITRE 

Threat Map (MTM)



Managed Extended Detection and Response (MXDR)
Cyber incident Management Process
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Identify Incident
Evaluate and 

Classify Incident
Notification 
Measures

Incident Response 
Team escalation

Start of 

Potential 

Incident
Alert Creation

Orchestration

Investigation 

and triage

Event 

confirmation

Determining the 

scope

Impact Analysis

Evidence 

Gathering

Prescription of 

Measures

Inform 

Stakeholders

Determine Risk

Review Incident 

Status

Close Incident

Incident 

Response 

Process



Periodic Service Reports
MXDR monthly service report
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Service Tracking Dashboard
Fundamental tool for decision making and continuous improvement
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The proposed cybersecurity service provides a

dashboard of indicators and relevant information

for the customer. In this way, it allows customers to

consult the evolution and status of the service in

real time.

The information offered is crucial to know the current

situation and support the continuous improvement of

corporate security and to involve the company's

management in a strategic vision of security.

Comprehensive View - Decision-Making - Risk Management – Compliance - Continuous Improvement



Microsoft Sentinel (SIEM/SOAR) and 

Microsoft Defender XDR



Microsoft Sentinel at the heart of our platform
Next-generation security platform with cloud technology and artificial intelligence
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Detect
Threats with vast 

threat intelligence

Collect
Security data across 

you enterprise



Microsoft Sentinel and Microsoft Defender
A perfect combination to combat cyber security threats
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Microsoft Sentinel Deployment
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Methodology: Implementation stages

The myCloudDoor team will carry out an

audit of the environment in order to

develop a design that perfectly suits the

needs of our client. In addition, using the

FinOps methodology, an optimized

environment will be designed to efficiently

manage the costs of the solution.

Design

Once the environment has been designed

and approved by the customer, our SIEM

management and architecture specialists

will carry out the implementation of the

solution

Implementation

With the implementation phase complete,

it is crucial that everything works properly.

To this end, an adversary simulation

exercise will be carried out where each

use case will be tested, and its correct

operation will be confirmed.

Validation



myCloudDoor Threat Detector



Managed Extended Detection and Response (MXDR)
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myCloudDoor Threat Detector: Advanced threat hunting capabilities and log ingest efficiency

Collect
Collect events and logs from the

necessary information sources.

Filter
Filter and select logs to

redirect them to the

appropriate database.

Hunt
Launches automated threat

hunting missions periodically.

Log Gateway Log Filtering
Automated 

Threat Hunting



Architecture for the MXDR service



Managed Extended Detection and Response (MXDR)
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Detection and response platform architecture



24/7 Incident Response Service



24/7 Incident Response Service
Key elements of the service
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Rapid Intervention Group Crisis Committee

24/7 availability and SLA measurement

Agile on-site deployment

Team of experts and specialists

Specialized equipment and tools

Leading the crisis. Guidance on 

decision-making

Mixed team composition

Negotiation and legal specialists

Dedicated videoconference rooms and 

resources



24/7 Incident Response Service
Incident Response Management Process

Triage

Analyze

Contain / 

Mitigate

• Check incident 

data

• Understand the 

incident real 

impact

• Capture ana analyze more 

data/information (vector, 

actor, scope)

• Validate artifacts

• Regulatory compliance 

impact

• Stop or lower the impact

• Prevent spread of the 

problems

Remediate / 

Eradicate

• Fully remove / stop the 

incident

• Regulatory and 

compliance actions

• Confirm successful 

remediation

Recover

• Recover data and 

systems

• Resume “business as 

usual”

Review

• Review the 

response and 

incident

• Digital Forensics 

Analysis

• Lessons Learned

• Identify 

improvements

27



24/7 Incident Response Service
Methodology used for Digital Forensic Analysis
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▪ Executive Summary

▪ Focus of the analysis

▪ General nature of the analysis

▪ Event Chain Timeframe

▪ Logical and/or deleted data

▪ Data leakage

▪ Keywords

Deliverables

FORENSIC ANALYSIS 

METHODOLOGY

1 Preparation

2 Evaluation

3 Collection5 Presentation

6 Lessons 

Learned

4 Analysis



Service organization and planning



Structure of the SOC service
Teams and Operating Model
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Customer information systems

myCloudDoor MXDR Platform

MYCD-CERT 24/7 SOC Command Center

Tier 1 Alert 

Analyst

Tier 1 Alert 

Analyst

Tier 1 Alert 

Analyst

Tier 1 Alert 

Analyst

Tier 1 Alert 

Analyst

Tier 2 Incident 

Responder

Tier 1 Alert 

Analyst

Tier 2 Incident 

Responder

Tier 2 Incident 

Responder
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24/7 DFIR Team

Tier 3 Incident 

Responder

Tier 3 Forensic 

Analyst

Threat Intel

Security 

Investigator

Threat Intelligence 

Analyst

SOC Architecture

SIEM/SOAR 

Engineers

Security Architect

Vulnerability

Vulnerability 

Analyst

Purple Analyst

Sec. Engineering

Network Security 

Engineers

System Security 

Engineers
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Thanks



THANKS
Creating future

info@myclouddoor.com

FORT LAUDERDALE (US)   ·   MADRID (SE)    ·   VALENCIA (SE)   ·   AMSTERDAM (WE)   ·   SANTIAGO DE CHILE (LATAM)   ·   DUBAI (MEA)
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