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Digital and Cloud Consulting Overview

©>

100+ Recourses End to End Cloud Focus on
80+ Cloud Certified Competencies Innovation
avat § 6 : O: BT
50+ Customers Differentiated Vast Experience Brilliant domain
Engagements Proprietary Across Domains expertise
Frameworks /Industries
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Digital and Cloud Consulting (DCC) - Services

Modernization
¥ Platform & application refactoring

¢ ¥ Cloud Optimization & Modernization

Cloud Migration 6
Ul

¥ Migration to Azure Cloud
# Cloud as backup/DR
¥ Greenfield deployments on Azure

Cloud Security

h ¥ Cloud security engineering
a ¥ Vulnerability Assessment
¥ Cloud security governance, risk,
n

and compliance
Cloud security operation

Y

Cloud Migration Advisory

F Azure Cloud migration strategy
& Application modernization plan
¥ Azure Landing Zone Design

DevOps Transformation
A ¥ Infraasacode
a § Azure DevSecOps
¥ DevOps-as-a-service
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Cloud Advisory, Migration, and
Modernization




Cloud Migration Advisory

Cloud migration advisory service provides high level strategy an organization can adopt to move existing on-premise or cloud
environment and their data on Azure cloud. A clear road map to realize benefits of total cost of ownership after migrating to the
Azure cloud.

- )
- Migration Assessment
We offer Azure cloud migration strategies that will help you define your digital journey. Our service involves workloads’
assessment to identify cloud-readiness for application migration. )
4 )
Decommission Data Centers
E Migrate the existing infrastructure to the Azure cloud services enabling decommissioning of physical data
centers
\§ J
' )
- Architected for future
='é Architect using comprehensive but applicable services and deliver a secure, scalable automated and available
- infrastructure
\§ J
4 )
2 Seamless Adoption
PYY ) Enhance user adoption using appropriate clustering of application and pre planning of releases with minimal
@ @&  ornodowntime
g J
' )
—mm  COsSt Optimization
r°1 Deliver commercial value on cloud by using Azure cloud native services that ensure automation, efficiency, agility and
. auto-scaling )
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cAssure - The Migration Framework

[ Plan & Design 1 [ Migrate
Analyse f‘, plan an:s[gl;r; Discover Provision & Build ~ Integrate Validate Cutover Deploy & De-
migration etaile aEEaEETIANE & Readiness commission
afﬂhltE'ﬂtLl re E}Es|gn Dixim Mgration
Clusters D’ Factary
Sprints — .... E — ~ ~
. " - - — —_— / .
Definition ] D - / N - Q [ A
LY -\.x rd iy — [ — -
) E. D LN o —— |'. "'all * | — —_— —_— E —_—k |I‘x _n' p "_"‘\._
_— o 1
— F— Migration ] Q -. .I |I — |: |t o
['_'] [_: Categories m i | | o
through R score E O J : :
m B M
L:::: Sﬂurit}l . a5 Factony PaaS Fackory
SR Factory Process Management Oversight Service Introduction
. il
. =
| =1 Licences Bl e ﬁ
= i Tools ‘ HIE 1.Praduct Backl | | 3. Dailly 5 | 5. Sprint
b - ! uet Backlog » . . 3 . Daily Standup ¥ . . ¥ rimi
L] i [ Rafirareant [ L Sprint Planning | l Mesting ] l &, Sprint Review ] l Retrospective
Covernance Pilot Migration
[ Migration Toolkit ]
® Azure Landing Zone build B Defining App Patterns and ¥ Resource Plan B Target Cost Estimate & Monitoring & Logging
B Pre-defined Account Structure Grouping & RACI, Roles and Policy ¥ Cloud resource provisioning # Provisioning, Asset Management
# Network Design & App Design Process & App Owner communication g  templates ® Configuration Mgmt
¥ Identity & Access Management & App Log Carts B Sprint stories B Business Value Assessment ¥ BCR/DR
B Security Directives B Server Migration runbook
F Sec.Grp templates
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Migration Categorization Approach

E-': Application | ¥ Targeted for Retire ag,
o— Discovery Tool J J' g Application to be
decommissioned — of Apps
Application ) » Targeted for Rehost/ |
- Sp——— Replatform / Refactor
¥ Already virtualized / x86 %
r Well-defined boundaries | —* of Apps
Portfolic ¥ ¥ Cloud licensing model
A P —— F Known dependencies )
I@ Application _ )
208 ﬁﬁii:f:; F Targeted for Repurchase
¥ Application will be
replaced, potentially to Cloud EC
V. new cloud-native 3 Native of Apps
[ ] » application or SaasS
Operational [ -R migration | platform
—r Analysis categories r !
-Cloud o ¥ Targeted for Retain
compatibility ¥ Hardware appliance o
-Instance sizing ¥ Non-x86 workload —_ £ A
Workshops -Cost profiling ¥ Licensing Restrictions oF Apps
©n foundation -Portfolio Scoring ¥ On Premise dependency
setup, -Productivity Gain | J !

Cloud Centre
of Excellence
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Automation for Rehost & Replatform migrations

'd 3\
Rehost - Virtual -
Machines §y
~ J 5 ) -
Azure VM
'd 3\
. A Mi
Rehost - Physical zure Migrate
Servers
L J N
Azure VM
Replatform - DB and OS
— . ) Azure DMS _— —
'd 3\
Database re-platform 6
E.g., SQL Server to MySQL, Azure SQL
RDS
= 7 Azure DMS —
( | @
OS re-platform ‘
E.g., Windows to Linux,
AIX to Linux Azure SQL
| J
Azure
'd 3\

. Resource Manager
Version upgrades

E.g., OS upgrade, DB
upgrade

<]

Security
Monitoring , Logging

Automate with Terraform/ARM
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Modernization approach for applications

to Refactor

o

Select based on Design and define Redevelop/Refactor &
combination of targets Redeploy
categories # Enable HA, scalability, & u Statedful to Stateless,
-nati introduce PaaS
B Business agility cloud-native DR .
¥ Criticalit # Introduce DevSecOps & # Standardized DevSecOps
, Y containerization to improve platform, onboard
¥ Expansion Plan availability applications
¥ Legacy Architecture # Implement Cloud-native [ Replace.the Iic.ensed
# High Transaction APIs for downstream & Integrations with Cloud-
Volume upstream integrations native APIs
# High OPEX & CAPEX B Serverless architecture ¥ Identify easily replaceable

modules with serverless
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Validate modernization
results against defined
metrices

@ Stateful to Stateless

¥ Increase scalability
¥ Reduced OPEX and CAPEX for infrastructure

Load Balance across
AZs

o8
DevOps &
Containerization
*m
axD

¥ High Availability and reduced downtime
¥ Easy Cloud-native DR at low cost

Improved efficiency & quality of releases
®# On-demand business releases & improved up-time

Rearchitecting through
Serverless

¥ Easy introduction of new features
B Auto-healing & remediation of infra issues

h 4 4 4 . 4
m
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Why Blazeclan for your Cloud Transformation

journey?

((1((0
o

Lean & Fast
Migration

¥ Lean team structure,
quick to assemble

¥ Factory-based
approach with
significant repo
artifacts

¥ Extensive use of

automation for fast
execution

B

Customized
industry offering

¥ Migration packages
for core industry
applications

¥ Pre-defined and
tested ERP migration
approach

¥ Architecture
includes industry
specific compliances

(+)
(-
NG

Value adds with
migration

¥ Migration
accompanied with
modernization

# Application focused
assessment to obtain
value-based results

¥ Modernized platform
for future scaling of
environment

Rich Customer
Experience

Experienced with
customers in IND,
SEA, ANZ, EU, US

20+ enterprise, 30+
SMB customers

Large financial,
Media &
Manufacturing
customers
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DevOps Transformation




DoT - DevOps Transformation

DevOps transformation or DoT is a process of continuous integration and deployment into the delivery process
to get faster feedback and release cycles. DOT is for true DevOps transformation and puts end-user experience
as a key priority.

DevOps Transformation is not about Implementation of tools only It is...

» %) @) 0

Implement Measure Learn Improve

| | | |
| | ) 4

[ Blazeclan's DoT - Measurement driven highly scalable DevOps Framework ]
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How DoT is different from standard DevOps?

®
NG~

Value Driven Completely Customizable Customer Experience
¥ Focused on targets and # No specific tool although ¥ Designed particularly for
metrices preferred ones included enterhprlses, QIVGIS equal
- weightage to culture &
¥ Flexible model, & Any addition or peo?)Ie J
designed to changed replacement of tools and
and updated at any services possible at any § Completed 10+ .
time based on results stage iImplementations with
. sustained value creation
¥ Improves efficiency, & Programming b.ased . .
security, quality on a framework, flexible as per u FOC}JSGd on improving
' customer's needs business users’ experience

quantitative scale
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DevOps Transformation

Review the goals of the MATURITY
organization for the ASSESSMENT
DevOps assigned to
below categories
Efficiency
Quality
Customer Orientation
® o
B Review Current State
B Technology
B Process
B People
N Culture
B Define ambition for
GOALS target state

Review the services
to cover across
various aspects of
DevOps lifecycle
Story Boarding
Coding

Integrate

Test

Deploy

Monitor

TOOLS
INDEX

DEFINE
METRICS

€]

Review Toolchains vs
Practice Area for
Coverage

Assess

Azure Native
Extensions

Review the metrics to
measure the outcomes
as per the defined goals

Define the launchpad
Process definition
Setup & configuration
Build Launchpad
Test with Pilot
Review the Operate
model and align

DEVOPS
LAUNCH PAD

e

IMPLEMENT &
EXPAND

Process to facilitate

automation

# Measure KPIl and
performance metrics

B Continuous Learning &

F Improve the net

promoter score

Product level

assessment to review

the CICD

implementation drivers

Map the launchpad

components to

configure and onboard OPERATE
the applications &
Continue onboarding
applications in phases MEASURE
Operate and measure
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Reference DoT Architecture Diagram - Azure Native

Camphets Brarch

Paill requiest Scan Scar

Pull Regquest Quality Gate
Creation Passed
Feature Master
Wrarch
Trlg?r
il
Azure Repos |Git)
Push Coda

Daveloper

Security

Arure Bulld Ppeline (Ci)

Cart Seairen

Build Solution

Static Security
Scan

Bluild Dochiar
Image

Push Docher
Image

¢

Azire Pipad 1ee

Trigger
Raleasn

Relinbility Dauplication

Mairtainability Coverage

Arure Build Pipelire [CD)

Doy by Do
EriuiFod st

Pre LAT
Approval

Daploy Bo UAT
Enwirammaent

Pra Prod
Apgproval

Do pdoy to Prod
Enwvirommant

b 1

i Fios insd

Pull image

Dy Mg pasda
BWS Chusbir

LIAT Mamespace
AFS Chuster

Prod Hamespace
BS Cluster

Arune Kubarmates Clustar

Bblazeclan




Cloud Security




“ Cloud security consulting
$_I_& Cloud security Architecture
Cloud On boarding Assistance
Cloud Security Implementation

Cloud Secu ”ty Cloud Security Audit

Engineering

Integration with 3rd Party tools

Vulnerability
Assessment and
Penetration Testing*

Application Vulnerability

Assessments

Network Vulnerability
assessment

Penetration Testing*
API Security Testing

-

# Key Compliance CIS, ISO 27001,
PCI-DSS, NIST, HIPPA, MSA,
GDPR

Cloud Security Governance,

Risk and Compliance

g

(e )

Cloud Security
Operations

Unified Security Monitoring
Service Desk Support
Security Incident management
Threat modelling

*This will be performed by partners
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Services

! ' ' } ! ! } |
DDoS Protection Network and Endpoint and Data Cloud Security Correlation and Cloud Security Serverless and
Perimeter Protection Compliance Security Intelligence Operations Container Security
Preferred tools Preferred tools Preferred tools Preferred tools Preferred tools Preferred tools Preferred tools
, TREND , TREND {4 PRISMA {4 PRISMA {4 PRISMA {4 PRISMA
JMlCRo“ JMlCRo”
Azure  AWS DLP sgceuerl;-ty u" CLOUDLYTICS sumo logic r#iblazeclan puise
DDoS Shield
Protection ,/' paloalto
- imae e U:r.i:%\llﬂ
n"?j“v .
20 - s Y sumo logic
ﬂ“s Microso
CLOUDFLARE [H Fﬂ@ Defender Security
Hub
Supported Tools Supported Tools Supported Tools
® i .
& cHECK POINT U McAfee servicenow
=
"
FLATTED
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Our Expertise in Cloud Security

%

Knowledge of Cloud
Security

Highly knowledgeable team
with experience in both
traditional & Cloud Security

10+ Cloud Security Specialty
certifications

Aware of all major security
compliances and experienced
in designing cloud
environment with best
practices and controls

O’

Comprehensive controls Customer Experience

at optimum cost [ ]

B Continuous environment
audit through automation

B Effective use of serverless
platform for auto detection
and remediation of
incidents

¥ Early detection of issues
and vulnerabilities in
environments resulting in
low-cost remediation

Experience of
implementing industry
specific security
governance and controls

Worked with leading
Financials and Security
companies of the world for
strengthening security
posture on Cloud

Cloud Security Operations
team set-up for customers
specifically on Cloud
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A THANK]p(elb

Blazeclan Technologies Pvt Itd

Godrej Eternia C, A-Wing, 8th Floor,

Old Pune-Mumbai Rd, Wakadewadi, Shivajinagar,

Pune, Maharashtra 411005 @ sales@blazeclan.com

Ad = | e = www.blazeclan.com
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