Data Privacy — Compliance to Competitive Advantage...

Infosys Enterprise Data Privacy Suite
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Confidentiality Clause

In this presentation, we may be disclosing confidential information and names of certain clients of Infosys. This information
and names (and the fact that these entities are Infosys clients) are confidential, and are not to be used or disclosed in any
manner to any third parties. You are requested to keep confidential these client names (and the fact that these entities are
Infosys clients), and not use them in any manner, without prior permission from Infosys Limited.

This is an internal presentation and cannot be shared outside Infosys.

Infosys
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Agenda

IEDPS — Our Value Proposition

Our journey so far...

Product Vision and Road Map

®
®
@ ko capavilities of iEDPS
@
®

Our Success Stories

INnfosys
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Data Privacy Imperative - A Business Priority or Risk?

“We are entering a new world where DATA maybe more important than Software...” - Tim O’Reilly

Compliance to Avoid Penalty for Stay current with Ensure Privacy Continuous
applicable regulatory violations and non- changing global norms, while Business
requirements compliance regulations embracing Digital Expansion and its

associated Risks

De-risk & Protect brand image and trust Privacy by Design as part of the Customer Requirements

Get competitive advantage, as business goes global Threat prevention becoming obsolete on hourly basis

Be Future Ready, as business increasingly goes digital Unprepared Global crisis
consumers are preparedto G
move to another businessif N\ consumers o peopic feol ike onfine ®
a company can notbe 67% /’ 42% businessesdonotcare '

/J about nandllngcuslomer

:gg:;‘;gs R e -~ data securely and propery



New Data Regulation Driven Industry — Customer Privacy WIiEDPS

RFLPD (Russia)

PIPEDA (Canada)

CSL (China)

CCPA (California) 0 IRR DP (Philippines)

SECTORAL LAWS (USA) - DP-APP (Australia)
FDPL (Mexico)

PA 1993 (NZ)
IT Rules 43A (India)

5 Navigate your next



Why iEDPS?
Addressing Elements of a Modern Enterprise Data Privacy and Security through iEPDS

Data Privacy &

Security Goals
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Our journey with 40+ client implementations...

10+ Years of  Market Ease of use flexible Successful  implementation 180+ Obfuscation Algorithms,
Presence  and  product deolovment  options  and experience in GDPR, HIPAA, ML based Sensitive
maturity  with  dedicated Wil el YIS O CCPA and PCI DSS and Discovery, Data Protection
Customer Success Team ? gnly P other worldwide regulations and Data Generation

.
s BMW
// GROUP ALAMEDA
Financial Services HEALTH SYSTEM
BANK OF AMERICA FOUNDATION

cz i
N fOS‘ S®
; 55 N % U
7 [ Manulife g 2 vortuern (&) Allstate BS angt ourhen
TRUST avigate your nex




How can we help you build Privacy and Data Security in your Pipelin@?iEDPS

Infosys Enterprise Data Privacy Suite is a patented, enterprise class data security suite which enables organizations to

protect and de-risk sensitive data. iEDPS helps enterprises to reduce the cost of compliance.

Discover

Discover sensitive data
across the organization —
across multiple data
sources

Secure

Protecting sensitive data
from internal and external
threat through masking /
obfuscation

Comply

Aids in adhering to global
privacy law requirements
and building the
compliance road map

Protect

Help in managing a

privacy program to sustain
the compliance levels and
improve privacy standards

Infosys
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Holistic view of Data Privacy and Data Security — Key Capabilites WiEDPS

~Infosys Enterprise Data Privacy Suite

| Al based Sensitive Data Discovery |

Differential Privacy*

Personal Data Protect.* Consent Mgmt.*

~ Risk Assessment*  Regulatory Templates

0 =, i &

G Encryption .~ Data Masking
(=]
= ,

O  Data Sub-setting  Synthetic Data Gen. |
mj ' Dynamic Data Mask ML Based Test Data
02
£ | Data Lineage
=0
=0
0

INnfosys
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Demo - Key Use Cases

Discover | ' Protect Secure « -

* |dentify the key data sources in the *  Migration of data from Prod to +  Conditional Masking - Mask data that

IT landscape non-production environment exceeds the retention period
+  Discover the sensitive entities by *  Configure Masking Models based on *  Contextual Test Data Generation
Taxonomy or Pattern matching need and execute the key algorithms | «  Reversible masking techniques like

encryption with Secure Key
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What is our Product Vision? W

EDPS

Remote Worker Kit

People — Dedicated Product Team
with Customer Success Team

Dynamic App
Security

Process — Consulting, Test Data
Management & Process Compliance

Technology — Multi-Tenancy,
Reinforcing of the Core engine, Vertical
integration and Upgraded UX, Library of
encryption algorithms and adaptors

Differenti
Privacy

Marketing— Building on Thought
leadership and Community

Data Security as a
Service

Infosys
11 Privacy by Design
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How does iEDPS Aid the Infosys Data Privacy Framework? WIEDPS

Data Discover .
y Incident/ Breach Mgmt.

Classification Storage Protection

Process Mapping User Rights Mgmt.

Records of Processing
2. Processing

Consent Management Processor
4. Disposal

Controller

1. Collection 3. Retention

Data Accuracy Privacy by Design

Data Transfers Privacy Impact Assessment

Data Localization Marketing
Data Portability Vendor Assessments
. ®
Security Controls IEDPS for Data Privacy and Protection .
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IEDPS - Streamlines Data Privacy and Compliance Needs... WIiEDPS

Simplified Process Driven User Actively track business users
Experience and roles
?

Ifsys | iEDPS o @ & o8t Customize and manage user
preferences

|

Adman Tooks

Reporting

Schedule, Track and set your
privacy goals

PV

[1ata Discrrvwry
Nata Mass g
3 Gulmellng

Datufionaonion

E2E view of Data
Privacy

Infosys
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YiEDPS

360 degree view of your Organization Data...

——=—=—=g CoOnnectto multiple data bases
and key inventory E2E Traceability of Data through
Lineage

A = Inites | does

u HENSTIVITY SCALE

Al Based Data @ ==

1

1 .
I —— -

o

Well evolved encryption and Data V|rtual|zat|.on ar_1d
support for multiple file

masking capabilities
types

' Navigate your next
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Key Success Stories




@’ Data ® Data
Discovery E| Masking

Sub-setting

Data Protection & Sanitization

on Hadoop based Secure
Data Exchange

Value add from iEDPS

(ERADATA. ORACLE

o ‘:Sv.. -
O
E3

40% Effort

Productivity
Improvement -
Desensitize lower
environments for all
testing needs
including
unstructured data

Stringent timeline
and compliance to
regulations

5000+
Applications

o

=

Key Asks and Challenges

1.

Varied data sources like Teradata, RDBMS like
Oracle, Big Data like Hive, HDFS, etc and on legacy
systems like IBM DB2 and mainframes

5000+ databases in the organization

Comply with various data privacy regulations
Golden copy with masked data for testers.

How did iEDPS help the customer? P

»

Sqgoop data in to Hadoop from various sources.

Quick turn around time for masking by leveraging map
reduce jobs

Used 180+ out of the box algorithms and also developed
custom algorithms to cater to special masking needs
Helped customer build and train a centralized data
protection body which would ensure that the sensitive
data present in the organization across various LOBs
was masked before handing over to offshore or testers.

| .



Synthetic Data

@ Data ® Data s
Discovery | Masking (5 Generation

Next Gen Data Obfuscation
for HIPAA Compliance for a

Health Plan Administration
Platform

Value add from iEDPS

ORACLE' -
40% 4 Months 50 server nawysciLt
. lllﬂngﬂ- w

Reductionin TCO
— Testing activity

Diverse Data
bases and various
technologies

Faster time to
market

s -

Key Asks and Challenges B A —

" . A 4
_ AR
-‘\ {5l
1. Complexity of Facets in an Integrated Environment -
" 2. Heterogeneous Platforms A
l'~ o
- 3. Need To Retain Data Integrity & Consistency
. 4. Diversity Of Data Sources
(36 | » UR . © I
= S . L \
. AR A i)
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How did iEDPS help the customer? ™ AN
N
1 iRl : V:‘:F‘ .—4@"" \' Jlkn Y. - 4 lﬂ/ 2
1. Infosys iEDPS was used to mask the data sources 3
o (FACETS, Oracle, EDI X12 files, ITS files) ‘
2. EDlfiles (837, 834, 820) were masked every time a new
et claim came into the system

3.  Exclusion rules were configured to exclude application |
specific information from being masked. This was done
to ensure that other dependent systems continued to
work after obfuscation.



Data @ Data i
@’ Discovery E| Masking Compliance

Refine Sensitive Data
Discovery and Classification
for CCPA compliance

Value add from iEDPS

D oracLe
$7500 USD m 2t server

. o ng o w

Saved per breach High volume of Diverse Data
records bases and various
technologies

Key Asks and Challenges

| |

How did iEDPS help the customer? o ' "

1.

2.

Need to build a prlvacy model to avoid expensive data =
breaches and compliance to CCPA

Identify level of sensitivity in the personal data
discovered and classify for end customers and
partners
Identify the applications & databases in scope for data
discovery and perform automated data discovery
ReV|eW the access Ievel to large volumes of metadata

= 17 ]
| )y — | A7 ' " o

(" B i '
: h ,-"
:

= . J
Intelligent and reflne dlscovery report of senS|t|ve data
across 130+ Data bases and 98 applications
Simplified Solution configuration for CCPA and
installation on Customer ecosystem
Perform automated data discovery to map the PIl data |
for compliance
Tailored workflows and customized utilities to refine the
data discovery process



Thank you

Website Fact Sheet Marketing Video Support Email

INfosys
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https://www.infosys.com/services/incubating-emerging-technologies/offerings/enterprise-data-privacy-suite.html
https://www.infosys.com/services/incubating-emerging-technologies/offerings/enterprise-data-privacy-suite.html
https://www.infosys.com/it-services/validation-solutions/service-offerings/documents/enterprise-data-privacy-factsheet.pdf
https://www.infosys.com/it-services/validation-solutions/service-offerings/documents/enterprise-data-privacy-factsheet.pdf
https://www.youtube.com/watch?v=aidUrPnmoK4
https://www.youtube.com/watch?v=aidUrPnmoK4
mailto:iEDPS_Support@infosys.com?subject=iEDPS Rocks!
mailto:iEDPS_Support@infosys.com?subject=iEDPS Rocks!

