
We get Pen Tests every year and 
Sentinel’s test results and report  
was more impressive and thorough 
than any we’ve ever seen.   
  CISO — Global Digital Identity Firm
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Internal Add-Ons
•• External Vulnerability Scan - Port-based automated scan  

with commercial tools (Nessus Professional)
•• Web Application Vulnerability Scan - Sentinel can conduct  

a comprehensive web application vulnerability scan with a  
commercial tool (NetSparker), which is designed to uncover  
common web app vulnerabilities including things like  
Cross-Site Scripting (XSS), Cross-Site Request Forgery (XSRF), 
and SQL Injection vulnerabilities.

All Pen Tests Include
•• Dedicated Project Manager
•• Fully detailed deliverable report with remediation recommendations 

at the conclusion of the project
•• Detailed WebEx presentation of the full report by the penetration 

tester at the conclusion of the project or during the test
•• Pricing is based on attack surface size (number of active  

external IP addresses)

External Pen Test
•• Purpose - Simulates attack against an organization from  

an attacker on the Internet
•• Goal - Obtain credentials, penetrate network perimeter,  

gain access to services and sensitive data
•• 100% remote, no customer setup or involvement required  

before or during the test
•• Pricing is based on attack surface size (number of active  

external IP addresses)

100% REMOTE

EXTERNAL VULNERABILITY SCAN

DETAILED REPORTING

DEDICATED PROJECT MANAGER

Penetration Testing
External

External Penetration Tests are designed to simulate attacks against  
an organization’s network edge. Are you secure?

Sentinel Technologies
1.800.769.4343
www.sentinel.com/AlwaysSecure

GET STARTED
If you are interested in an External Pen Test, please contact your Sentinel 
Account Manager. If you do not have a Sentinel Account Manager, feel free 
to contact us and we will ensure that you have everything you need.


