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Solutions

Enterprise — Zero Trust
Strategy & Journey Map

In today's rapidly evolving business environment, organizations require a security model that is
agile and tailored to the complexities of the modern workspace. John Keells IT is at the forefront of
this paradigm shift. \We offer an established Zero Trust practice designed to provide unparalleled
Cloud security services for all clients.

Our Zero Trust Journey

John Keells IT, a trusted leader in Cloud security services, has a proven track record steering numerous
organizations through their Zero Trust journey. In 2021, we achieved a major milestone by implementing a
full-fledged Zero Trust architecture, encompassing Identity, Device, Network, Application, Data, and
Infrastructure for Sri Lanka's largest conglomerate across 7 diverse industries.

Our Comprehensive Approach

We take a comprehensive approach to Zero Trust, covering an organization’s entire digital estate. It's not just
security; it's an end-to-end strategy. At John Keells IT, we seamlessly integrate all elements for a strong and
unified security posture.

Zero Trust Pillars and Corresponding Microsoft Tools

Identity: Microsoft Entra ID (Formerly Azure Active Directory), Microsoft Entra ID Protection, Defender for Identity
Device: Microsoft Intune, Defender for Endpoint

Data: Microsoft Purview, Defender for Microsoft Office 365

Infrastructure: Defender for Cloud, Azure Monitor, Update Management

Apps: Defender for Cloud Apps

Network: Azure Bastion, Azure Front Door, Application Gateway, Azure DDoS Protection, Network Watcher, Azure Firewall

Ideal Clients for Zero Trust Strategy & Journey Map

e Conglomerates/Enterprises e Multi-Cloud/Hybrid Cloud Users e Financial Institutions
e Healthcare Providers e Manufacturers e Retail Chains

e Multinationals e E-commerce Leaders e Telecom Firm

e Digital Transformation Pioneers e M365 Licensed Customers (with EA Agreement) e IT Services

\Xhy Choose John Keells IT?

Certified Cloud Security Experts.

Proven Zero Trust deployment for Sri Lanka's largest conglomerate, spanning 7 diverse industries.
Comprehensive Zero Trust architecture expertise.

Fortify your security with Microsoft tools.

Tailored strategies for every organization's unique needs.

Strategic Roadmap

Leveraging our expertise, John Keells IT partners with organizations to craft a comprehensive Zero Trust
strategy. Our process covers planning, budgeting, prioritization, and efficient initiative implementation. We
harness Microsoft tools and more to bolster security postures, guiding organizations toward their desired Zero
Trust state.
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