
Mimecast  
Email Security
Cloud Integrated

Datasheet

•	 World-class email security

•	 Optimized M365 protections

•	 Effortless, immediate  
deployment

•	 Simplified administrationation
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Cloud integrated suite

Stop email attacks in their tracks 
Phishing, ransomware, credential harvesting, and 
spam are just some of the email-based cyber 
threats that you need to defend against. More 
than 90% of cyberattacks start with email1, and 
many are designed to evade Microsoft’s defenses. 
Optimize Microsoft 365 protection in minutes 
with AI-powered detection from Mimecast — the 
leader in email security for 20 years.

 
Mimecast + M365 = unparalleled  
email protection 
Mimecast Email Security Cloud Integrated is an 
Integrated Cloud Email Security solution that 
enhances and augments M365’s email security 
protections, layering on AI-powered, best-in-
class detection capabilities to block the most 
sophisticated email attacks. You get a solution 
with simplified administration that’s optimized 
out of the box. Your organization gets world-class 
protection for the top attack vector — email.

Key Benefits: 
•	 Complete protection for M365

•	 Immediate deployment

•	 AI-powered detection,  
world-class efficacy

•	 Simplified administration

•	 Optimized protections out  
of the box

•	 Real-time threat intelligence on 
blocked threats

•	 One-click remediation

•	 Removal of historic email threats

•	 AI-powered email warning banners

•	 Extensibility through rich APIs

Stronger Together 

Mimecast is proud to protect 27K+ 
customers who use Mimecast Email 
Security alongside Microsoft 365.

The Mimecast Difference 
Why Compromise? 

•	 World-class email security efficacy

•	 42K+ Email Security customers globally

•	 AI-powered detection

•	 20 years of experience

•	 Experts at securing M365

•	 Total deployment flexibility

1. deloitte.com/91-percent-of-all-cyber-attacks-begin-with-a-phishing-email-to-an-unexpected-victim.html

https://www2.deloitte.com/my/en/pages/risk/articles/91-percent-of-all-cyber-attacks-begin-with-a-phishing-email-to-an-unexpected-victim.html
https://www2.deloitte.com/my/en/pages/risk/articles/91-percent-of-all-cyber-attacks-begin-with-a-phishing-email-to-an-unexpected-victim.html
https://www2.deloitte.com/my/en/pages/risk/articles/91-percent-of-all-cyber-     attacks-begin-with-
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Cloud integrated suite

Advanced detection

Advanced 
phishing attacks

•	 Email body and subject analysis
•	 Email header analysis
•	 End-user reporting
•	 End-user risk awareness
•	 Spam scanning
•	 Best-in-class protection for inbound, outbound, and 

internal email

•	 Quarantining of known bad files
•	 Quarantining of attachments containing malicious URLs
•	 Scanning of password protected attachments
•	 Static file analysis and sandboxing

Malicious 
attachments

•	 URL re-writing
•	 URL on-click scanning
•	 URL browser isolation for unknown domains
•	 Credential theft protection
•	 Real-time inspection and sandboxing of downloaded files

Phishing URLs and 
credential harvesting

•	 Social graphing + AI anomaly detection
•	 Dynamic email warning banners
•	 Threat dictionary/known signatures
•	 Reply to address mismatch
•	 Plain text check
•	 Freemail domain/Similar domain check
•	 Internal display name check

Impersonation  
attempts

•	 Historic email scanning
•	 One-click remediation
•	 Event notification

Dormant  
email-based threats 

Cloud Integrated Suite 
 

Try the full Cloud Integrated suite — including Email Security, Awareness Training, Protection for 
Microsoft Teams, and Sync & Recover, free for 30 days. 

Get started in minutes

Free Trial

https://www.mimecast.com/free-trial/

