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Architecture

Architecture

The kuando loT Portal allows the configuration of 2 use cases with Busylight Devices:

+ Show the occupancy status of a Microsoft 365 Meeting Room from the
Microsoft 365 Meeting Room calendar

» Show the occupancy status of a flexible (non-bookable) Meeting Room
using a PIR motion sensor in the room.

Microsoft Graph API
The Microsoft Graph APl is used to M, = -, loah ﬁ
access the Microsoft 365 Meeting ey gl fromas)
Room list and their calendars. The '
application is a Multi-Tenant App and
can serve multiple Microsoft Azure/
Microsoft 365 Tenants simultaneously.
Configuration data is stored in a SQL
database.
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The drawing illustrates the system
components.

The Plenom application is running in /|

Microsoft Azure, residing in Norway and /o L\
Ireland computing centers. =5 | il aateways

LoRe Devices
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Architecture

Access Rights & Functionality

Access Rights

B® Microsoft

The list of required access rights which are ajk@kuando-busylight.com

necessary to let the application work with Permissions requested
Plenom customers Microsoft Azure/ Review for your organization
Microsoft 365 Tenant can be seen here. = Plenom loT Portal
8 peronige

This app would like to:

Read all company places

Maintain access to data you have given it access to

Sign in and read user profile

Read all company places

Read all users' full profiles

Read calendars in all mailboxes

C K

Access for App (Plenom loT Portal)

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Functionality
The Web Application is dedicated to handle various configuration and mapping
tasks of the rooms and sensors.

The Microsoft 365 Room calendars are processed by an Azure Function every
minute. If a Microsoft 365 room is marked as busy, the configured Busylight will
switch to red, otherwise it will remain green.

The Flexible rooms are processed by a webhook triggered Azure http function.
The webhook is called when a LoRaWAN uplink with motion detection was
received by the Network Server. Registered motion sends a red color to the
Busylight. If no motion is detected for 5 minutes a green color is sent.
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Registration

to kuando loT Portal

Registration to Plenom loT Portal

Please open this website with your browser: https://iotportal.plenom.com/

Please login with your Microsoft 365 user. At initial login the user needs to have
administrative Rights for your Microsoft 365 Tenant in order to give data consent:

B¥ Microsoft

Sign in
Email or phone m
Can't access your account?
Enter your password: Eventually, apply your second factor:

BS Microsoft B Microsch

< ajk@kuando-busylight.com

Enter password Approve sign in request

Password = 0y

Forgot my password
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Registration

to kuando loT Portal

Registration to kuando loT Portal

Give consent to kuando loT Portal to access data:

B¥ Microsoft
ajk@kuando-busylight.com

Permissions requested

' Plenom loT Portal
Plenom A/S #
This app would like to:
“~ Maintain access to data you have given it access to
v Signin and read user profile

~~ Read all company places

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your arganization. No one else will be prompted to
review these permis

Accepting these perm means that you allow this app to use
your data as specified in r terms of service and privacy

statement. You can change these permi
https://myappsmicrosoft.com. Show

Does this app look suspicious? Report it here

Now you are logged into the kuando 10T Portal and should see this page:

= Mega Menu ~ I3 (@ @kuando-busylihtcom v (&

kuando 0T Portal > Home

kuando loT Portal 2

Click on the green button “Give Admin Consent”.
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Registration

to kuando loT Portal

BE Microsoft

Registration to kuando loT Portal

ajk@kuando-busylight.com

You will need to login again and be a Permissions requested
. . . Review for your organization
Microsoft 365 administrative user!

' Plenom loT Portal

Benom A/J @
Please accept access. This app woulg ke o

~~ Read all company places

“~ Maintain access to data you have given it access to
Sign in and read user profile
Read all company places

v

v

v Read all users’ full profiles

v Read calendars in all mailboxes
s

Access for App (Plenom |aT Portal)

¥ you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permis:

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at

https: ps.microsoft.com. Show details

Does this app look suspicious? Report it here

Next step is to click “Register”.
Please select the appropriate default frequency plan and click “Save”.

plenom -

Q TENANT
T

Alan Josendal Keldbjerg
© Kuanco Busyiart

§ o Emal
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Registration

to kuando loT Portal

Registration to kuando loT Portal

You are now registered. An email has been sent to Plenom
so they can enable your account. Typically, within 1 business day.

kuando

BUSYLIGHT




Setting up devices

Adding a gateway

Adding a gateway

Go to Home in the kuando IoT console, where you should see this picture:

Click on "Add Gateway”

Mes

Enter the Device EUl and a descriptive name for your new gateway.
Choose the frequency plan for your area.

Press “Save”
Make sure your gateway is powered up and connected to the
internet via Ethernet or cellular connection. kUCIndOme
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Setting up devices

Adding a gateway

Adding a gateway

After a few seconds, the gateway status will show, “connected”.

kuanda loT

Device EUL FrequncyPlan - Swtus
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Setting up devices

Adding a Busylight device

Adding a Busylight device

Go to Home in the kuando IoT console where you should see this page:

plenom =

Enter the Device EUI (it can be found on the label) and a descriptive name
that is related to the room where it will be located.
Press “Save”, or if you are adding more devices, “Save and add new".
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Setting up devices

Adding a Room Sensor device

Adding a Room Sensor device

Go to Home in the kuando IoT console where you should see this page:

!

Click on “Add Room Sensor’

plenom =

Enter the Device Parameters and a descriptive Name for the device that is
related to the room where it will be located.
Press “Save”.
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Setting up Rooms

Microsoft 365 Rooms

Microsoft 365 Rooms

Go to Home in the kuando IoT console where you should see this page:

plenom -

Click on “Microsoft 365 Rooms”

SSSSSS

Find the Room to configure and click on the “mapping” icon.
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Setting up Rooms

Microsoft 365 Rooms

Microsoft 365 Rooms

Select the Busylight from the device list to map it to the room.
It is possible to select multiple devices for a room.

Press “Save”.

kuando

BUSYLIGHT




Setting up Rooms

Flexible Rooms

Flexible Rooms

Go to Home in the kuando IoT console where you should see this page:

plenom -
Q‘ H

Allan Josendal Kjeldbjerg
© Kuando Busyliht

Click on add Flex Room

Define and register a name for the flexible room
Enter City, Building, Floor and Room Number (not mandatory)
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Setting up Rooms

Flexible Rooms

Flexible Rooms
Press “Select Sensor” and choose sensor from the device list (only one per room).

plenom

Press “Save”
Press “Select Busylight”

Select a Busylight from the list and press “Save”
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Setting up Rooms

Flexible Rooms

Flexible Rooms

After returning to the Flexible Room Setup page — Press “Save”.

2s00
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