Microsoft CloudWell - Cloud Security
Wellness Check

A consulting engagement that provides the foundation for
secure cloud operations and resilience.

Discovery and Analysis
« Architecture review
- Stakeholder interviews

+ Review and compare against risk profile, best practices, and
our cloud security IP

Insight and Action
+ Executive report and recommendations
* Workshops for customer implementers and administrators

Delivery and Execution
+ Cloud Security Plan - “Playbook” for managing cloud security

« Plan of Action and Milestones (POAM) — Prioritized work
packages for remediation

* Implemented controls matrix — Controls identified in place
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Microsoft CloudWell - Cloud Security Wellness Check

How it Works

Eviden leverages Microsoft's documentation
and tools for:

Cloud Adoption Framework for Azure
Azure Well-Architected Framework

Microsoft Cybersecurity Reference
Architecture

Microsoft Cloud Native tools (Microsoft
Defender, Microsoft Sentinel, Microsoft
Entra.)
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Execution Strategies and Solutions

Project Initiation

Discovery & Analysis

Findings Documentation and Recommendations
Presentation, Workshops, and Next Steps

Week1 - Week 2 - \éveiikrif -
Pre Kick-off Interview and Report Prograr¥1
Analysis production Integration
Pre-analysis . .
Preparation 1. Review 2. Review 3. Identify 4. Produce
. Setub intervi Security Security technical, Security
etup Interviews usin program procedural, Plan,
: 'n::(;r::t'gn providger plans using & POA&M,
. . A industry goverhanc Workshop
*Questionnaire guidelines standards e controls & Briefings
completion

Outcomes include recommendations to mitigate risks,
iImprove the security posture and increase confidence in
data protection.

Business impact delivered reduces risk to the cloud
environment and digital transformation enablement.

© Eviden SAS



Microsoft CloudWell - Cloud Security Wellness Check

Strengthen your security posture
rapidly by identifying vulnerabilities

Optimize your security investments with
expert remediation recommendations

Meet requirements by aligning your cloud
infrastructure with industry best practices

Company: European Sports Governing Body Company: Global Chemical Company
Solution: Comprehensive cloud security

Solution: Management and security
enhancement

governance of the organization functions on
the underlying hybrid-cloud environment and

infrastructure Outcome:

» Strategic guidance with actionable
recommendations

+ Avoided remediation costs and go-live
delays

* Implementation of a robust security
framework

Outcome: Enhanced cost-efficiency.
Simplification of the security operations

Eviden is your preferred digital, cloud, data,
and security partner to help you realize your

Company: Major Bank in the United States

Solution: Established a secure platform
integrated with DevOps processes

Outcome:

* Enhanced agility and secure feature
delivery for a competitive edge

+ Compliance with GDPR, PCI DSS, California
Consumer Privacy Act, and SOC2

+ Ongoing identification of potential
vulnerabilities and third-party risks

@ Contact

digital future. Together, Microsoft and Eviden
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are expanding the possibilities of data and
technology, now and for generations to come. lobal-microsoft@eviden.com

Microsoft Business Group
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