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The Need for a Digital
Identity Strateqgy



What factors are-driving an i rease Inte number of lentities at your company?
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Wheat kind of identity-related incidents has your company had in the post year?
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The adoption of zero trust architectures is motivating organizations to
strengthen their governance and identity and access management

EXHIBIT 10. ANTICIPATED CRITICALITY EXHIBIT 11. ANTICIPATED ZERO TRUST
OF ZERO TRUST IN NEXT TWO YEARS BUDGET IN NEXT TWO YEARS
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Why do companies require a Digital
Identity strategy?

SPECIAL REPORT | MANDIANT M-TRENDS 2023 77

| essons Learned

The common thread between Lapsus and UNC3344 is simple: both groups realized
the value in targeting credentials and acocounts rather than endpaoints. Despite the
lack of maturity and sophistication on display, both groups were able to gain access
te large entitles with mature security erganizations. Both groups ignored the idea
of establishing a foathald on netwark, instead focusing on targeting the accesses
and accounts of legitimate individual users.

Beyond the targeting of credentials rather than endpoints, there is anather, more
sinister thread that binds these actors together, UNC3844 and UNC36E61 have both
purposefully targeted executives and privileged administrators during Intrusicns
with personalintent to threaten, coerce, or otherwise mativate these high priority
employees to pay a ransaom of submit to the actors’ demands. This intentional
willingness to target individual people with threats and other malicious activity
constitutes an evolution of the attack surface: individual people sand thelr families
are now considered fair game for malicious actors in thelr efforts to monetize their
intrusions. Inresponse ta this evolutionary leap, defenders should expand their
l -TR EN DS definition of "attack surface,” and cansider that providing pratection for their
employees may become 8 necessary part of protecting your organization from
malicious actors.

MANDIAMNT SPFPECIAL REPORT

n the near term, organizations will have to contend with threat actors that find

nEw ways to

steal Identities from users through a combination of social enginearing

[

targeting their internal data stares. As MFA grew more commaonplace, attackers
sought novel means to bypass MFA without relying on malware. The same is to be
expectad of Identity and Access Management(IAM) systems in the near term as
attachkers and researchers alike explore Lhe capabilities supplied by such platforms.
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Why do companies require a Digital

Identity Strategy?

Operating
efficiency

Better Security

Better User
Experience

Competitive
advantage

Risk Mitigation

Costs

reduction
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Our customers will get

* Ability to defend against modern threats: Organizations gain a robust
defense against modern cyber threats, such as insider attacks and
compromised credentials.

* Increased ability to meet reg{ulatory and compliance needs: Customers
achieve and maintain compliance with stringent industry regulations,
minimizing penalty risks.

* An end-to-end cybersecurity solution: Zero Trust and IGA/IAM offer
end—;cj%—end %Iecurlty solutions, ensuring that all potential vulnerabilities
are addressed.

* Have an Adaptive Security Model: With the adaptive nature of the Zero
Trust model, customers can ensure security across a variety of
environments (on-premises, cloud, hybrid).

* Enhanced access management: IGA/IAM fprovides granular control over
\kI)VhO ahccesses what, reducing the risk of unauthorized data access or
reaches.

* Significant protection savings: By preventing potential breaches and
ensuring. compliance, organizations can_ avoid hefty penalties and
potential reputational damage, resulting in long-term savings.

* Agility in human resources management processes: IGA/IAM solutions
streamline the process of granting and revoking access, simplifying HR
and IT processes.

* Transparent and auditable processes: Organizations can easily track
audit, and_report access and activities, improving transparency and
accountability.
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ONESEC Digital Identity
Consulting Services

Maturity assessment
o Risk assessment
E ,I t , Population segmentation
Help Desk Training Valua lqn
End User Training & Ana]ys'|s

Stakeholder participation
Organizational change

management ) Governance and Operational
— e ModelDesign
— Architecture Design

Continuous
Improvement of
the Program

Identity verification
protocols
System configuration and (".r-_‘:J} Analysis of the impact of the
tuning {@} —e change
Testing and validation ®— ‘ Planning based on risk priorities
Implement Planning

& Deploy & Prioritization
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Government Services
Strategxﬂand Identity and
Access Managemen

ALWAYS SECURE, NEVER AT RISK.
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In what strategic context is the ONESEC Identity Services

Blueprintlocated?
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In what strategic context is the ONESEC Identity
Services Blueprint located?

Identity Fabric Layer




Solution process



ONESEC Identity Consulting Services
Delivery Process

Governance Assessment

Model Design Services and
Improvement Plan

Architecture Design R o Ser‘"ce Supportand
and Identity Strategy Fine tunnlng De“very Delivery of
Evaluate and Implement Supervision, Monitoring D1gét§:\:1c::eer;t1ty

and Improvement

Implementation

Access Risk of Services

Assessment

Identity Governance

. Training and
Maturity Assessment 9

Organizational Change
Strategy
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= Maturity of
Controls
(Identity and
Access)

= Alignment with
Businessand IT

» Access Policies

» Roles and
profiles

= Setting
» Interfaces

Identity

= Strategy

» Governance
Model

= Operating Model

» Access Policies

» Data model

» Access Policies
» Roles and
profiles

= Technological
Identity
Architecture

= Functional
requirements

= Workflows

= Reports

= Assignment rules
and packages

= Interfaces with
support systems
and resources

= Configuration
and tuning

= Messages
= Training

= Process tuning

= Knowledge
Transfer

= Supervision and
Monitoring

« Treatment
« Communication

= Knowledge
Transfer
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Digital Identity Services Blueprint
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Supervision and Continuous
Improvement of the Program

Governance

Optimization
Strategies

Continuous
Monitoring and
Program
Management

3

Performance
management

Operations

Adoption
Rate

2

4

Defect
Managemen

Changes
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Roadmap Microsoft - Onesec

Presale After-sales
Generate Create Build Deblo Drive
interest Intent Technical Case ploy Adoption
Assessments: :
: : Full Identity
GTM campaign for * ldentity Assessment + PoC DERIOYMEEC I.GA' Online Service
Microsoit Enter Government (IGA) ECIF Identity AMand 2T solutions Usage Incentives
> . Access Covernancs » through D?pbyment > (FTRP)

Management Offer
(IAM)
Zero Trust/ Mesh

Starting at $1K per Co-investment starting Starting at $25K per
Sl IyEsitnEnt client/ assessment at S10K per client client =3 dlls per AADP user
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Benefits of having a

Digital Identity
Blueprint

Justification: Provides a
foundation to scale services,
replicate them in new markets
and iterate based on lessons
learned while customers can
expectincreasing service quality
Benefit: Ensures sustainable
growth and consistent, evolving
services for the organization

Rationale: Bottlenecks,
redundancies and potential risks
become evident

Benefit: Anticipating and addressing
potential issues ensures smooth
service delivery and building user
and stakeholder trust .

Clear display

and alignment

Scalability, Improved
replicability customer
and experience

continuous and

improvement . satisfaction
Services
Blueprint

Proactive
problem Optimized and

efficient

resolution and
risk processes
management

Justification: A visual representation
facilitates understanding and
communication due to the unified
approach of the Identity Strategy.
Benefit: Ensures that stakeholders
have a shared understanding leading
to aunified and coherent approach to
service.

Justification: It allows you to
identify possible points of friction
during the implementation of the
solution.

Benefit: Focus on the journey and
experience of the customer user,
greater satisfaction and
commitment.

Rationale: A Digital Identity blueprint
provides an avenue for optimization
Benefit: Optimized components lead
to execution resource savings for the
client and better user experiences.
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NIST Special Publication 800-207 (Zero Trust Architecture) : This document
provides an abstract definition of Zero Trust Architecture (ZTA) and its
principles. Provides detailed guidance on creating a zero trust environment.

NIST Special Publication 800-63 (Digital Identity Guidelines) - Provides
detailed technical qguidelines on identity verification, authentication, and
lifecycle management.

ISO/IEC 27001 and 27002 : International standards for information security
management. They provide a systematic approach to managing sensitive
company information and ensuring data privacy.

CIS (Center for Internet Security) Controls: A set of actionable controls that
focus on fundamental and organizational cybersecurity best practices.

OWASP (Open Web Application Security Project): Provides guidance on
securing web applications, including authentication and session management
best practices.
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GDPR (General Data Protection Regulation): European regulation focused on
the data protection and privacy of individuals within the European Union.

FISMA (Federal Information Security Management Act) - US legislation that
defines a comprehensive framework to protect government information,
operations, and assets.

SOX (Sarbanes-Oxley Act): American regulation that requires the protection
of shareholders and the general public against accounting errors and
fraudulent practices.

PCI DSS (Payment Card Industry Data Security Standard): Applicable to
organizations that handle branded credit cards, this standard focuses on
improving the security of payment cards.

SWIFT Customer Security Programme: Specific to the banking sector, it
focuses on transaction security

banking and the protection of the integrity of the

SWIFT messaqging platform.
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