ﬂo\
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Microsoft Online Security Assessment

Reduce risk with rapid actionable recommendations
to harden your Office 365 & Azure A.D.services

Overview

Fortis' Microsoft Online Security Assessment focuses on scripted and rapid inspection of your Azure A.D., Office 365,
and on premise email services to check for security best practices and potential risk. It identifies immediately
actionable insights for review and correction in order to help harden your environment and improve your security
posture. Following a quick scripted data evaluation, Fortis experts review results and provide actionable insights for
your environment. A post-assessment consultation will provide top recommendations and actions that can be taken by
your team of Fortis experts.

Focus Areas and Consultation

Fortis' data analysis of your Office 365 and Azure A.D. environment focuses on:

e Audit log suspicious events

e Authentication federations

e Potentially tampered with token certs

e Legacy authentication use

e Mail forwarding, overexposed consent, suspicious service principals
o Privileged access control

e Alignment of environment to vendor and partner best practices

After data collection and analysis, Fortis experts provide a consultative call and document
detailing top actions that can be taken to harden your environment and reduce your risk.

Rapid Insights
Scripted non-intrusive tools provide rapid data analysis and review by Fortis cyber experts

CISA & CrowdStrike CRT
Tools align with CISA and CrowdStrike CTR environment to be merged and analyzed by Fortis experts

Expert Guidance

Fortis experts analyze extracted data and provide actionable insights for immediate action to improve
your security posture

Expert Services (optional)

If needed, Fortis experts can perform identified remediation to harden your environment and reduce risk

Contact Fortis for a quote or more information
1.800.769.4343
www.fortisbysentinel.com






