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F O R T I s Advancing Your Protection

Incident Response
Tabletop Exercises

Exercises designed to evaluate your organization’s capabilities when responding
to a cybersecurity incident from both a tactical and strategic perspective.

A tabletop exercise is an effective and efficient way to uncover gaps in your incident response plan, IT
infrastructure, and human capabilities when responding to a cyber attack. Sentinel designs hypothetical
scenarios customized to your organization, and executes them in a safe space to test your response and
determine the overall impact. We follow up these exercises with an after-action report and executive
summary that includes strategic recommendations and outlines lessons learned.

FOCUS AREAS

Sentinel offers both technical and executive exercises with differing focus areas:

® Threat Identification & Remediation ® Breach Disclosure & Reporting Requirements
® Systems/Network Isolation ® Ransom & Extortion Response
® Incident Response Plan Utilization ® Customer, Media, Employee Notification

® Risks & Vulnerabilities

KEY BENEFITS

® Discounted Incident Response Rates ® Pre-Incident Onboarding & Quarterly Reviews
® Contracted 2 or 4 Hour SLAs Available ® Available Proactive Service: Tabletop Exercise

® Incident Response Plan Review & Integration ® Available Proactive Service: Readiness Assessments
® Cybersecurity Insurance Review ® Flexible Use Provisions

WHEN DONE CORRECTLY, A TABLETOP EXERCISE IS EFFECTIVE, ENGAGING, AND HAS
SIGNIFICANT BENEFITS WITHOUT THE COSTS ASSOCIATED WITH LIVE-FIRE EXERCISES.
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If you are interested in learning more about our

Sentinel.com/Solutions/FortisBySentinel
tabletop exercises, please contact Sentinel or your (24/7/365) Incident Response Hotline:

existing Sentinel Account Manager today. (844).297.4853






