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A. OVERVIEW
API Objective

This RESTful API helps on-boarding FI applications to consume and download customer
details from CKYC Repository. These FI applications will request A67 API with specific customer
CKYC details in the following XML format and TrackWizz will then subsequently request CERSAI
for the information. FI applications will only need to send required details in encrypted format with
mentioned steps in the document, Trackwizz will then subsequently request CERSAI for the

information. FI applications can request single customer data in a single request. Either one of the
Download Authentication factors is required from DOB, Mobile Number and Pincode +
BirthYear for each download request.

NOTE : To know more about CKYC , Please visit the below link:
https://www.youtube.com/watch?v=pqSduYudQLo

Resource URL

Sandbox URL: https://apisandbox1.trackwizz.com/a81/download

NOTE : Make sure to whitelist the above URL in your environment before using it.

Resource Information

Request & Response  Format : XML
Request Type : POST

https://www.youtube.com/watch?v=pqSduYudQLo
https://apisandbox1.trackwizz.com/a81/download


B. API Request Details

Colour Indications

Header of the Table

Mandatory Fields

Request Parameter Description
Request – Main

Field Name / XML Tag Mandatory Data Type Length Remarks

ApiToken Yes String 60 Static Value will be shared by the

TrackWizz team during implementation.

SessionKey Yes String Each request gets encrypted using two

types of encryption. First, the data will get

encrypted using a symmetric session key,

this key will be unique for each request.

This key will also be sent with the request

after encrypting it using an asymmetric

key.

RequestData Yes Complex This field contains encrypted customer
details given by FI.

Request Data Fields

Field Name / XML Tag Mandatory Data Type Length Remarks

RequestId Yes String 60 A request identifier given by FI.

ApplicationFormNo No String 60 To recognize the application from which
the request is being initiated.

ParentCompany Yes String 60 It is a unique & Static value given by TW,

for authentication of the FI

APITag No String 2000 Additional field to add remarks in request.



CKYCNumber Yes String 14 A unique 14- digit identification number

assigned by CERSAI to the Individuals

DOB Subjective Date Format of the date should be

DD-MM-YYYY.

E.g:- 20-12-2012

MobileNumber Subjective String 10 Only numbers allowed.

Pincode Subjective String 6 Only numbers allowed. If the pincode is
provided, the birth year is mandatory. Only
applicable to Individuals.

BirthYear Subjective String 4 Format should be YYYY. Only numbers

allowed. If BirthYear is provided Pin Code

is mandatory. Only applicable to

Individuals.

Note : Any one of the Download Authentication Factor can be entered with the CKYC Number
to fetch the data of the customer from CKYC repository.

The following combinations will be used for authentication:
1. CKYC Number + DOB (Date of Birth)
2. CKYC Number + MobileNumber
3. CKYC Number + Pincode + BirthYear



C. API Response Details
Response Parameter Description

Response – Main

Field Name Mandatory Data Type Length Remarks

RequestStatus Yes String 60

Reflection of the status Accepted/Rejected

would be shown as :-

● AcceptedByTW

● RejectedByTW

RequestRejectionCode No String 60

A rejection Code given due to request failure

given by TrackWizz.

Refer Table 1.2 for more details.

RequestRejectionDescriptio

n
No String 500

Reason for request failure given by

TrackWizz.

Refer Table 1.2 for more details.

SessionKey No String

Each response  gets encrypted using two

types of encryption. First, the data will get

encrypted using a symmetric session key, this

key will be unique for each response. This

key will also be sent with the response after

encrypting it using an asymmetric key.

ResponseData No String
This field contains encrypted customer

details given by CKYC.



Response Data

Field Name/XML Tag MandatoryDataTy Length Remarks

RequestId Yes String 60 Request identifier given in the request by FI.

ParentCompany Yes String 60 It is a unique & Static value given

by TW, for authentication of the FI’s

CKYCStatus Yes String 60
Status to the FI request given by CKYC API.

Possible Values :

● CKYCSuccess

● CKYCRejected

CKYCRejectionDescription No String 300
Reason for the request failure given by CKYC

API.

ApplicationFormNo No String 60 To recognize the application from which the

request is being initiated.

CKYCConstiType Yes String 2 Refer Table 1.4

CKYCAccType Yes Numbe2 01-Normal

02-Small

03- Simplified

04- OTPbased EKYC Account

05 - Minor

CKYCNumber Yes Numbe14 Unique CKYC 14 Digit number of customer

CKYCNamePrefix Yes String 5 Eg: Mr,Mrs,Ms

CKYCFirstName Yes String 50 First Name of Customer

CKYCMiddleName No String 50 Middle name of Customer

CKYCLastName No String 50 Last name of customer

CKYCFullName No String 158 Full name of customer



CKYCMaidenNamePrefix No String 5 Eg : - Mrs, Ms. of Maiden

CKYCMaidenFirstName No String 50 First name of Maiden

CKYCMaidenMiddleName No String 50 Middle name of maiden

CKYCMaidenLastName No String 50 Last Name of Maiden

CKYCMaidenFullName No String 158 Full Name of Maiden

CKYCFatherNamePrefix No String 5 Eg : Mr. ,Ms

CKYCFatherFirstName No String 50 First name of customer’s father

CKYCFatherMiddleName No String 50 Middlename of customer’s father

CKYCFatherLastName No String 50 LastName of Customer’s father

CKYCFatherFullName No String 158 Full Name of Customer’s Father

CKYCSpouseNamePrefix No String 5 Spouse Prefix - Mr/Mrs.

CKYCSpouseFirstName No String 50 First Name of Spouse

CKYCSpouseMiddleName No String 50 Middle Name of Spouse

CKYCSpouseLastName No String 50 Last Name of Spouse

CKYCSpouseFullName No String 158 Full Name of Spouse

CKYCMotherNamePrefix Yes String 5 Prefix of Customer’s Mother Eg: Mrs.

CKYCMotherFirstName Yes String 50 First Name of Customer’s Mother

CKYCMotherMiddletName No String 50 Middle Name of Customer’s Mother

CKYCMotherLastName No String 50 Last Name of Customer’s Mother

CKYCMotherFullName No String 158 Full Name of customer’s Mother



CKYCGender Yes String 1 Possible Values :

● M – Male

● F – Female

● T – Transgender

CKYCDOB Yes Date 11 DD-MMM-YYYY

CKYCPAN PAN or

FormSixty i

Mandatory

String 10 PAN number of Customer

CKYCFormSixty PAN or

FormSixty i

Mandatory

String Customer’s Form Sixty details

CKYCPerAdd1 Yes String 55 Customer’s Personal address 1

CKYCPerAdd2 No String 55 Customer’s Personal address 2

CKYCPerAdd3 No String 55 Customer’s Personal address 3

CKYCPerAddCity Yes String 50 City of personal Address

CKYCPerAddDistrict Yes String 50 District of Personal Address

CKYCPerAddState Yes String 2 Refer Table 1.5

CKYCPerAddCountry Yes String 2 Refer Table 1.6

CKYCPerAddPin 6 digits if

Country

selected is

'India'

Not

mandatory

if country

is not India

String 10 PIN number of customer residing over

Permanent address



CKYCPerAddPOA Yes String 30 Refer table 1.8

CKYCPerAddSameasCorAdd No String 1 Permanent address as same as

Corresponding address

CKYCCorAdd1 Yes String 55 Customer’s Corresponding Address 1

CKYCCorAdd2 No String 55 Customer’s Corresponding

Address 2

CKYCCorAdd3 No String 55 Customer’s Corresponding

Address 3

CKYCCorAddCity Yes String 50 Customer’s Corresponding City

Address

CKYCCorAddDistrict Yes String 50 Customer’s Corresponding

Address District

CKYCCorAddState Yes String 2 ReferTable 1.5

CKYCCorAddCountry Yes String 2 Refer Table 1.6

CKYCCorAddPin 6 digits if

Country

selected

is 'India'

Not

mandatory

if country is

not India

String 10

CKYCCorAddPOA Yes Numbe3 Refer table 1.8



CKYCResTelSTD No Numbe4 Customer’s STD code

CKYCResTelNumber No Numbe10 Customers Telephone Number

CKYCOffTelSTD No Numbe4 Customer’s Office STD

CKYCOffTelNumber No Numbe10 Customer’s Office Telephone Number

CKYCMobileISD No Numbe3 ISD number of CKYC customer

CKYCMobileNumber No Numbe10 Mobile number of CKYC Customer

CKYCEmailAdd No String 100 Email Address of CKYC customer

CKYCRemarks No String 300 Remarks of Customer

CKYCDateofDeclaration No Date 11 DD-MM-YYYY

CKYCPlaceofDeclaration No String 50 Customers place of declaration

CKYCKYCVerificationDate No Date 11 DD-MM-YYYY

CKYCTypeofDocSubmitted No Number2

01- Certified Copies

02 - E-KYC data received from

UIDAI

03 - Data received from offline

verification

04 - Digital KYC process

05 - Equivalent e-document

06 - Video KYC

CKYCKYCVerificationName No String 150 KYC Verification Name of Customer

CKYCKYCVerificationDesg No String 50 Verfiied Designation Of Customer

CKYCKYCVerificationBranch No String 50 KYC verification Branch

CKYCKYCVerificationEmpcode No String 50 Verified employee code by CKYC

CKYCNumberofIds Yes Numbe2 Number of CKYC identity details in



CKYC

CKYCNumberofRelatedPersons Yes Numbe2 Number of related part data of

customer

CKYCNumberofImages Yes Numbe2 Number of Images uploaded

On CKYC portal

CKYC ID Details (Multiple per

transaction, PerKYC)
Comple

CKYCIDSequence Yes Numbe2 Id’s in then CKYC response.

CKYCIDType Yes String 2 Id types present in CKYC response.

CKYCIDNumber Yes Numbe200 Number of above Id’s in response.

CKYCIDNumber Yes Numbe200 Number of above Id’s in response..

CKYCIDVerificationStatus Yes Numbe2

CKYC Related Person

Details(Multiple per

transaction,PerKYC)

No

CKYCRPSequence Yes Numbe5

CKYCRPRelation Yes Numbe2 Should be as per table 1.3

CKYCRPCKYCNumber No Numbe14 Related Party CKYC number

CKYCRPNamePrefix Yes String 5 Related Part Name Prefix

CKYCRPFirstName Yes String 50 Related Party First name

CKYCRPMiddleName No String 50 Related Party Middle Name

CKYCRPLastName No String 50 Related Party LastName



CKYCRPMaidenPrefix Yes String 5 Related Party Maiden Prefix

CKYCRPMaidenFirstName Yes String 50 Related party Maiden’s First Name

CKYCRPMaidenMiddleName No String 50 Related party Maiden’s Middle Name

CKYCRPMaidenLastName No String 50 Related Party Maiden Last name

CKYCRPFatherOrSpouseFlag Yes Numbe2 01-Father Name, 02-Spouse Name

CKYCRPFatherPrefix Yes String 5 Related Party father Prefix

CKYCRPFatherFirstName Yes String 50 Related Party Father’s First name

CKYCRPFatherMiddleName No String 50 Related Party Father’s Middle name

CKYCRPFatherLastName No String 50 Related Party Father’s Last name

CKYCRPSpousePrefix Yes String 5 Mrs/Ms

CKYCRPSpouseFirstName Yes String 50 First name of Spouse

CKYCRPSpouseMiddleName No String 50 Middle name of Spouse

CKYCRPSpouseLastName No String 50 Last name of Spouse

CKYCRPMotherNamePrefix Yes String 5 Mrs.

CKYCRPMotherFirstName Yes String 50 Related party Mother’s First name

CKYCRPMotherMiddleName No String 50 Related Party Mother’s Middle name

CKYCRPMotherLastName No String 50 Last name of Related Party’s Mother

CKYCRPDateOfBirth Yes Date 10 DD-MM-YYYY

CKYCRPGender Yes String 1
‘M’ – Male,
‘F’ – Female,
T'- Transgender

CKYCRPPerAdd1 Yes String 55 Related party permanent Address 1



CKYCRPPerAdd2 No String 55 Related Party Permanent

Address 2

CKYCRPPerAdd3 No String 55 Rela Related party permanent

Address 3

CKYCRPPerAddCity Yes String 50 Related Party City.

CKYCRPPerAddDistrict Yes String 50 Related party District

CKYCRPPerAddState Yes String 2 Should be as per table 1.5

CKYCRPPerAddCountry Yes String 2 Should be as per table 1.6

CKYCRPPerAddPIN Subjective String 10 Should be 6 digits if country selected is ‘India’

Mandatory if the country is not India.

CKYCRPPerAddPOA Yes String 3 Refer table 1.8

CKYCRPPerAddSameasCorAdd No String 1 ‘Y’ / ‘N’

CKYCRPCorAdd1 Subjective String 55
Mandatory if

CKYCRPPerAddSameasCorAdd Flag is ‘N’.

CKYCRPCorAdd2 No String 55

CKYCRPCorAdd3 No String 55

CKYCRPCorAddCity Yes String 50

CKYCRPCorAddDistrict Yes String 50

CKYCRPCorAddState Yes String 2 Should be as per table 1.5

CKYCRPCorAddCountry Yes String 2 Should be as per table 1.6



CKYCRPCorAddPIN Subjective String 10 Should be 6 digits if the country selected is

‘India’.Not mandatory if the country is

not India.

CKYCRPCorAddPOA Yes String 3 ReferTable1.8

CKYCRPResSTDCode No Numbe4

CKYCRPResTelNum No Numbe10

CKYCRPOffSTDCode No Numbe4

CKYCRPOffTelNum No Numbe10

CKYCRPMobCode No Numbe3

CKYCRPMobNum No Numbe10

CKYCRPEmail No String 100

CKYCRPRemarks No String 300

CKYCRPPhotoType Yes String 2 Image Extension

CKYCRPPhotoData Yes String Image as Base64 Encoded String

CKYCRPPerPOAType Yes String 2 Image Extension

CKYCRPPerPOAData Yes String Image as Base64 Encoded String

CKYCRPCorPOAType Yes String 2 Image Extension

CKYCRPCorPOAData Yes String Image as Base64 Encoded String

CKYCRPFormSixty PAN or

Form60 is

Mandatory

String

CKYCRPUID No Numbe12



CKYCRPNPRLetter No String 20

CKYCRPOfflineVerficationAadhaar No String 12

CKYCRPeKYCAuthentication No String 12

CKYCRPPAN PAN or

Form60 is

Mandatory

String 10 Eg- HUYPO2002J

CKYCRPAadhar No Numbe12 Aadhar Number Of Related Party

CKYCRPVoterId No String 20

CKYCRPNREGA No String 40

CKYCRPPassportNumber No String 20

CKYCRPPassportExpiryDate No Date 11 DD-MM-YYYY

CKYCRPDrivingLicenceNumber No String 20

CKYCRPDrivingLicenceExpiryDate No Date 11 DD-MM-YYYY

CKYCRPProofOfIdName No String 50

CKYCRPProofOfIdNumber No Numbe20

CKYCRPSimplifiedIDType No String 2

Only if Account type is '03'
01' - Identity card with applicant’s
photograph issued by Central/ State Governm
Departments, Statutory/ Regulatory Authoriti
Public Sector Undertakings, Scheduled
Commercial
Banks, and Public Financial Institutions.
02' - Letter issued by a gazetted officer,
with a duly attested photograph of the person

CKYCRPSimplifiedIDNumber No Numbe20

CKYCRPDateofDeclaration Yes Date 11 DD-MM-YYYY



CKYCRPPlaceofDeclaration Yes String 50

CKYCRPKYCVerificationDate Yes Date 11 DD-MM-YYYY

CKYCRPTypeofDocSubmitted Yes String 2 01- Certified Copies

02 - E-KYC data received from UIDAI

03 - Data received from offline

verification.

04 - Digital KYC process

05 - Equivalent e-document

06 - Video KYC

CKYCRPKYCVerificationName Yes String 150

CKYCRPKYCVerificationDesg Yes String 150

CKYCRPKYCVerificationBranch Yes String 150

CKYCRPKYCVerificationEmpcode Yes String 50 E

CKYC Image Details(Multiple PerKYC) - [Both]

Field Name Mandatory Data Type Length Remarks

CKYCImageSequence Yes Number 2

CKYCImageExtension Yes String 10

CKYCImageType Yes String 30 Refer to table 1.7

CKYCImageGlobalorLocal No String 2 ‘01’ – Global, ‘02’ – Local

CKYCImageBranch No String 11

CKYCImageData Yes String Image as Base64 encoded string



Response Enumeration Table Lists

Table 1.1- Possible IDTypes

IDType Description Length Data Type Remarks

A Passport 20 String L7622463

B Voter ID 20 String UTC875654

C PAN 10 String DCVPM4582S

D Driving Licence 20 String MH013456

E
Proof of Possession

of Aadhaar (UID)
12 Number XXXX XXXX 4323 (Last Four Digits)

F NREGA Job Card 40 String 233423

G
National Population

Register Letter
20 String 30078420558947

H
E-KYC

Authentication
12 String Same as Aadhar

I
Offline Verification

of Aadhaar
12 String Same as Aadhar

Z CKYC Identifier 14 String

Table 1.2- TrackWizz Rejection code

Rejection Code Description

RC791 API Token is Mandatory

RC792 Invalid API Token, API token does not exist in TrackWizz

RC793 The Employee does not have access to API in Employee Master

RC794 Requested is Mandatory

RC795 Invalid requestId Length

RC796 RequestId should be unique.

RC799 Invalid ApplicationFormNo Length

RC830 CKYCNumber is Mandatory

RC831 Invalid CKYCNumber Length



RC832 CKYCNumber should be numbers only

RC833 At Least one Download AuthenticationFactor required.

RC834 Date of Birth is mandatory for downloading details from CKYC.

RC809 Invalid DOB Format.

RC835 Invalid MobileNumber Length

RC836 MobileNumber should be numbers only

RC837 Invalid Pincode Length

RC838 Pincode should be numbers only

RC839 Invalid BirthYear Length

RC840 BirthYear should be numbers only

RC841 ApplicationFormNo should be alphanumeric only. Special characters are not allowed.

EC842 Tags should be as per the Enum/List

RC797 ParentCompany is Mandatory.

RC798 Parent Company is not recognized or missing.

RC826 This error code will be generated in case of some exception from CKYC.

RC827 This error code will be generated in case of some exception from TrackWizz.

RC825 This error code will be thrown if the signed request cannot be verified by TrackWizz.

RC829 This error code will check whether there are any special characters present in the inputs

parameters.

RC828 IP Address is not whitelisted

Table 1.3- Relation Type

Code Type of Relationship/Control

1 Guardian of minor

2 Assignee

3 Authorized Representative

Table 1.4- Constitution Type

CKYC Code CKYC Value

01 Individual



Table 1.5- State Enumeration

Name Code

Andaman & Nicobar AN

Andhra Pradesh AP

Arunachal Pradesh AR

Assam AS

Bihar BR

Chandigarh CH

Chattisgarh CG

Dadra and Nagar Haveli DD

Daman & Diu DD

Delhi DL

Goa GA

Gujarat GJ

Haryana HR

Himachal Pradesh HP

Jammu & Kashmir JK

Jharkhand JH

Karnataka KA

Kerala KL

Lakshadweep LD

Madhya Pradesh MP

Maharashtra MH

Manipur MN

Meghalaya ML

Mizoram MZ

Nagaland NL

Odisha OR

Puducherry PY



Punjab PB

Rajasthan RJ

Sikkim SK

Tamil Nadu TN

Telangana TS

Tripura TR

Uttar Pradesh UP

Uttarakhand UA

West Bengal WB

OTHER XX

Army Post Office AO

Table 1.6- Country Enumeration

Name Iso2DigitCode

India IN

Afghanistan AF

Aland Islands AX

Albania AL

Algeria DZ

American Samoa AS

Andorra AD

Angola AO

Anguilla AI

Antarctica AQ

Antigua And Barbuda AG

Argentina AR

Armenia AM

Aruba AW

Australia AU

Austria AT



Azerbaijan AZ

Bahamas BS

Bahrain BH

Bangladesh BD

Barbados BB

Belarus BY

Belgium BE

Belize BZ

Benin BJ

Bermuda BM

Bhutan BT

Bolivia BO

Bosnia And Herzegovina BA

Botswana BW

Bouvet Island BV

Brazil BR

British Indian Ocean Territory IO

Brunei Darussalam BN

Bulgaria BG

Burkina Faso BF

Burundi BI

Cambodia KH

Cameroon CM

Canada CA

Cape Verde CV

Cayman Islands KY

Central African Republic CF

Chad TD

Chile CL

China CN

Christmas Island CX

Cocos (Keeling) Islands
CC

Colombia CO



Comoros KM

Congo CG

Congo, The Democratic Republic Of The CD

Cook Islands CK

Costa Rica CR

Côte D'ivoire CI

Croatia HR

Cuba CU

Cyprus CY

Czech Republic CZ

Denmark DK

Djibouti DJ

Dominica DM

Dominican Republic DO

Ecuador EC

Egypt EG

El Salvador SV

Equatorial Guinea GQ

Eritrea ER

Estonia EE

Ethiopia ET

Falkland Islands (Malvinas) FK

Faroe Islands FO

Fiji FJ

Finland FI

France FR

French Guiana GF

French Polynesia PF

French Southern Territories TF

Gabon GA

Gambia GM

Georgia GE

Germany DE



Ghana GH

Gibraltar GI

Greece GR

Greenland GL

Grenada GD

Guadeloupe GP

Guam GU

Guatemala GT

Guernsey GG

Guinea GN

Guinea-Bissau GW

Guyana GY

Haiti HT

Heard Island And McDonald Islands HM

Vatican City State VA

Honduras HN

Hong Kong HK

Hungary HU

Iceland IS

Indonesia ID

Iran, Islamic Republic Of IR

Iraq IQ

Ireland IE

Isle Of Man IM

Israel IL

Italy IT

Jamaica JM

Japan JP

Jersey JE

Jordan JO

Kazakhstan KZ

Kenya KE

Kiribati KI



Korea, Democratic People's Republic Of KP

Korea, Republic Of KR

Kuwait KW

Kyrgyzstan KG

Lao People's Democratic Republic LA

Latvia LV

Lebanon LB

Lesotho LS

Liberia LR

Libyan Arab Jamahiriya LY

Liechtenstein LI

Lithuania LT

Luxembourg LU

Macao MO

Macedonia, The Former Yugoslav Republic Of MK

Madagascar MG

Malawi MW

Malaysia MY

Maldives MV

Mali ML

Malta MT

Marshall Islands MH

Martinique MQ

Mauritania MR

Mauritius MU

Mayotte YT

Mexico MX

Micronesia, Federated States Of FM

Moldova, Republic Of MD

Monaco MC

Mongolia MN

Montenegro ME

Montserrat MS



Morocco MA

Mozambique MZ

Myanmar MM

Namibia NA

Nauru NR

Nepal NP

Netherlands NL

New Caledonia NC

New Zealand NZ

Nicaragua NI

Niger NE

Nigeria NG

Niue NU

Norfolk Island NF

Northern Mariana Islands MP

Norway NO

Oman OM

Pakistan PK

Palau PW

Palestinian Territory, Occupied PS

Panama PA

Papua New Guinea PG

Paraguay PY

Peru PE

Philippines PH

Pitcairn PN

Poland PL

Portugal PT

Puerto Rico PR

Qatar QA

Reunion Island RE

Romania RO

Russian Federation RU



Rwanda RW

Saint Barthelemy BL

Saint Helena, Ascension And Tristan da Cunha SH

Saint Kitts And Nevis KN

Saint Lucia LC

Saint Martin MF

Saint Pierre And Miquelon PM

Saint Vincent And The Grenadines VC

Samoa WS

San Marino SM

Sao Tome And Principe ST

Saudi Arabia SA

Senegal SN

Serbia RS

Seychelles SC

Sierra Leone SL

Singapore SG

Slovakia SK

Slovenia SI

Solomon Islands SB

Somalia SO

South Africa ZA

South Georgia And The South Sandwich Islands GS

Spain ES

Sri Lanka LK

Sudan SD

Suriname SR

Svalbard And Jan Mayen Islands SJ

Swaziland SZ

Sweden SE

Switzerland CH

Syrian Arab Republic SY

Taiwan, Province Of China TW



Tajikistan TJ

Tanzania, United Republic Of TZ

Thailand TH

Timor-Leste TL

Togo TG

Tokelau TK

Tonga TO

Trinidad And Tobago TT

Tunisia TN

Turkey TR

Turkmenistan TM

Turks And Caicos Islands TC

Tuvalu TV

Uganda UG

Ukraine UA

United Arab Emirates AE

United Kingdom GB

United States US

United States Minor Outlying Islands UM

Uruguay UY

Uzbekistan UZ

Vanuatu VU

Venezuela, Bolivarian Republic Of VE

Viet Nam VN

Virgin Islands, British VG

Virgin Islands, U.S. VI

Wallis And Futuna WF

Western Sahara EH

Yemen YE

Zambia ZM

Zimbabwe ZW

Bonaire, Sint Eustatius And Saba BQ

Curacao CW



Sint Maarten SX

South Sudan SS

Not Applicable XX

Others ZZ

Not categorised YY

Table 1.7- CKYCImageType

ID NAME Remarks

02 Photograph

03 PAN
Not allowed for upload & update. Will

only be provided in download

04 Proof of Possession of Aadhaar

First 8 digits of the Aadhaar Number

should be redacted in the document

uploaded

05 Passport

06 Driving Licence

07 Voters Identity Card

08 NREGA Job Card

09 Signature
Upload of signature has been made

optional for all account types

10

Simplified Measures Account - Identity card

with applicant’s photograph issued by Central/

State Government Departments, Statutory/

Regulatory Authorities, Public Sector

Undertakings, Scheduled Commercial Banks,

and Public Financial Institutions.

Not allowed for upload & update. Will

only be provided in download

11

Simplified Measures Account - Letter issued by

a gazetted officer, with a duly attested

photograph of the person.

Not allowed for upload & update. Will

only be provided in download

12
Utility bill which is not more than two months

old of any service provider (electricity,

Not allowed for upload & update. Will

only be provided in download



telephone, post-paid mobile phone, piped gas,

water bill).

13 Property or Municipal Tax receipt.
Not allowed for upload & update. Will

only be provided in download

14
Bank account or Post Office savings bank

account statement.

Not allowed for upload & update. Will

only be provided in download

15

Pension or family pension payment orders

(PPOs) issued to retired employees by

Government Departments or Public Sector

Undertakings, if they contain the address.

Not allowed for upload & update. Will

only be provided in download

16

Letter of allotment of accommodation from

employer issued by State or Central

Government departments, statutory or

regulatory bodies, public sector undertakings,

scheduled commercial banks, financial

institutions and listed companies. Similarly,

leave and licence agreements with such

employers allotting official accommodation.

Not allowed for upload & update. Will

only be provided in download

17

Documents issued by Government

departments of foreign jurisdictions and letters

issued by Foreign Embassy or Mission in India.

Not allowed for upload & update. Will

only be provided in download

35 National Population Registry Letter

36 E-KYC Authentication

First 8 digits of the Aadhaar Number

should be redacted in the document

uploaded

37 Offline verification of Aadhaar
First 8 digits of the Aadhaar Number
should be redacted in the document
uploaded



D. Encryption & Decryption Steps

Request Encryption Steps

Following are the steps to be followed for encryption

1. Generate a Session Key of 256 bit.

2. Encrypt the data using AES (Symmetric Algorithm) using the above generated Session Key

3. Encode the above encrypted data to Base64 string. Example: The above sample data would look
like following: f86EzPWUEaqwTEAMyfrjANBgkqhkiG9w0BAQsFADCBkzr2ZLVncZb3u

4. Encrypt the session key using Public Key of the Receiver, using RSA (Asymmetric Algorithm)

5. Encode the above encrypted Session Key to Base64 string.

6. Add this encrypted and encoded data and Session Key to the request XML.

7. Using the Private Key of the Sender, sign the entire request XML. The request of A83 API will
look like following

<?xml version="1.0" encoding="utf-16"?>
<A67DownloadFromCkycRequest xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJFbXBsb3llZUlkIjoiOSIsIlVzZXJuYW1lIjoiVGVzdDEwNSIsIk
VuY3J5cHRpb25Qcm92aWRlcklkIjoiMzIiLCJQYXJlbnRDb21wYW55SWQiOiI5IiwiUGFyZW50Q29tcGFueVVuaX
F1ZUlkIjoiVGVzdDEwNSIsIkZJQ29kZSI6IklOMDM0NiIsImlzcyI6IlRyYWNrd2l6elNlcnZpY2UiLCJhdWQiOiJBbmd1
bGFyQ2xpZW50In0.lmRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiToken>

<SessionKey>hJB8BwAZZILyuHGC9MHtdQSgiGgEe9EEOgjOjJUiwrhASknQzafoK3beY5X2Ta87TP9gQERG1VD
9hVif+56DwP9/A2CeLgCaTeDHkcK4+HYQqQHiStf1Vj3dlXQ0D1iygnuJaQ23Bn+mhryWpk4LzdHhUdwPOUGLr
iXCqBVZffCkb86AsLg8CKHQDyy3BUPEt7EHh6dscd4qe659H1zgx17HAr6t2FviEKrquRgqtnJNfEqoGb5Rri9Gar
z8bey4FQT8lC3kiD/n1KYsNllTRutXHtwRnqWrVO1STFPYt2ehB29x3eS+ghHTV/I998guTAUo1trpK+fXuG9unR2
icw==</SessionKey>

<RequestData>mfEZo+dvdGCbRqJpHH+HG9plViYpnTdXETh4alzNGJl6GYue3OpP+6+CLP7Yi67BIrnvomFIehMB
XLdVYei8Jaugq8TtaxysVbSCBPbeCc8t2r9Cr+Q7yPv6nH4RyJyx1ZP60pNv/ENG1P8ZW1BBtu/vZrtouYf/XlvMhIU
mXEtJ//kiBJHx2oE0PbL7GqBIWdxZ2EJr6K2QDLeHn0btc/fEYya1oMY/3gbzPOi2TAn+PHNnBSlX1rsljdyZqWtNtI
Ouwn3Ir+o/cjf3Px9cAN/8kAxfmZqUIswKbBKXLHuBCHYCiaLmrcymy16oZOvsjFxBoYG0V/1yiOOHV/iK9e8zu02y
raNTKr6nH9CmEUGfF8OR+qJ/peZTeE3QqH+GQNuH5BkbwtU/lcq3Set02Fd/81SGJJ7SlRui+HKglZcxrFxcKtnrMg



Zd434lsFUlp0Uz8V36jHUnLTvBRw1tnaadfnqiHFwEpvIPq75PmeSr7GGVYWES97dTodx8tT/A68F8akFuH1mNu
DNbVrlja4elVxXNsI1a29TXV5g7CNoKh00cxVJRvmHST+Ssj7ZxynaMRyKG/J4r4YyZT736XtXS0B8sWYmhVHjO
PHwK446dWQ==

</RequestData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

<Reference URI="">

<Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

</Transforms><DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
<DigestValue>PzWlo8o3LTrZk4v8O1HqDURssfk=</DigestValue>

</Reference>
</SignedInfo>
<SignatureValue>lTAbenbqQU+SKl7xhfjy85iT2mjab5/XRWV/V/RYN0Eb8lLfN5d+huUjsFoPpLgW9p2dL990vln
Rx6cAZ4H+lN6MYUlxzhDgy9mfKJsZTA63xp2dBvKOHF3fzUVetgot5ZC9gevdyMtAN/O9nhtYl5zPYKAuOs1gA
WnNFAh0cpmDRJNTVR0aGHQxwvI4gAqOVom8kYjTgBUzG/BhQLRyPpQs0lhgan5Xzuzc25ONHck3dKgBEOgS
llWv60izaIoJDTj1xupXwym4tyc5cJOp41C0xGs7+vsc+xaT50DQfZyw186JJpZyO4vziR0OrH1lJg==
</SignatureValue>
<KeyInfo>
<X509Data>
<X509SubjectName>CN=SAGAR CHANDRAKANT TANNA,
SERIALNUMBER=8c5b2ed5ea341e9a890f9582d9b413c98c7561f1e3da51dd5c0efca6beff0ad3,
OID.2.5.4.51="KAMALA MILL COMPOUND,710, TRADE WORLD C WING, SENAPATI BAPAT MARG, LOWER
PAREL WEST, MUMBAI CITY, MAHARASHTRA", STREET=MUMBAI CITY, S=MAHARASHTRA,
PostalCode=400013, OU=DIRECTOR, O=TSS CONSULTANCY PRIVATE LIMITED, C=IN
</X509SubjectName>
<X509Certificate>MIIGlzCCBX+gAwIBAgIEAR3GGDANBgkqhkiG9w0BAQsFADCBkzELMAkGA1UEBhMCSU4x
KjAoBgNVBAoTIWVNdWRocmEgQ29uc3VtZXIgU2VydmljZXMgTGltaXRlZDEdMBsGA1UECxMUQ2VydGlme
WluZyBBdXRob3JpdHkxOTA3BgNVBAMTMGUtTXVkaHJhIFN1YiBDQSBDbGFzcyAyIGZvciBEb2N1bWVudCBT
aWduZXIgMjAxNDAeFw0yMDAxzMTIwOTM3MjNaFw0yMTAzMTIwOTM3MjNaMIIBbDELMAkGA1UEBhMCSU
4xKDAmBgNVBAoTH1RTUyBDT05TVUxUQU5DWSBQUklWQVRFIExJTUlURUQxETAPBgNVBAsTCERJUkVD
VE9SMQ8wDQYDVQQREwY0MDAwMTMxFDASBgNVBAgTC01BSEFSQVNIVFJBMRQwEgYDVQQJEwtNVU1C
QUkgQ0lUzT+uws/+sBcsCZzgbjqBk8oBjDmtAgMBAAGjggIVMIICETATBgNVHSMcEDDAKgAhNpkTIpuIACDAd
BgNVHQ4EFgQUej1EUgswJ+t2MMsoNLQLUiwL4pgwDAYDVR0TAQH/BAIwADAOBgNVHQ8BAf8EBAMCBsA
wKgYDVR0lBCMwIQYKKwYBBAGCNwoDDAYJKoZIhvcvAQEFBggrBgEFBQcDAjCB0gYDVR0gBIHKMIHHMC0
GBmCCZAIwRTBDBggrBgEFBQcCARY3aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9jdWRoc
mFfQ1BTLnGkwJAYIKwYBBQUHMAGGGGh0dHA6Ly9vY3NwLmUtbXVkaHJhLmNvbTBBBggrBgEFBQcwAoY1
aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9jYWNlcnRzL2RvY2NsMi5jcnQwQwYDVR0fBDw



wOjA4oDagNIYyaHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9jcmxzL2RvY2NsMi5jcmwwDQYJ
KoZIhvcNAQELBQADggEBABwGG3WM6o9KWT0h3HMoCJO6c0BaDGI2nfkTEKPSVpox1IT8a//hjy2gpCgt2Ndq
rcU5dL1eBaubHG9hSHmSCQorYlDpLQIJapsvr4efc3ZU2BP+FocEv9pMsrwgJyLB9QA5B9z0NRMtIn8NlVErXo6k
Qv/tB9FE30SJmtPO3ESsi/Fs28PVyrQw9Bb1sdsS1zz/yWC/bogmSkXCzeEQEt6RuWCmdphkfMUN86H6OUMSK
0y5ZQtCF8BDwGOskFkh0Ts07AS0mUoEcT/DCQi3rrKQYU3WrusRpaJjIwMq2GFiT4TimWPTTKD+yYJTdRRLrw
FkWiEtQvQrgshwfMZr0qc=

</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</A67DownloadFromCkycRequest>

Response Decryption Steps

Consider the following response for the above request made to a system

<?xml version="1.0" encoding="utf-16"?>
<A67DownloadCkycResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SessionKey>pd6uKRuD4nq6g5/Iv0OLpsrmoXYm1z8t2pAx62lWequerWXb4+39jS0bgCfmKjrBrVkxPWeTn3dK
m8T5L9/3SGjjyEUqMa/nSJEkVJiAtG6o65W9KOeY1sXVD48+46z66wYDzqAoEmWYI+2w8dloJGCTNYwOaNnLZ
2h+qKYl11FoLdktHkskhCgGDQHz6hsKiLS42tiyQzvOulTFmaut5UFdbXPkho2QEAl2wNHycUGOhN9zsy/skGWy
m3CC5KQeW2fQRsv7Tm9kg/rr54lK3ktDl1fk/Dnw7AunHnoTYX6weXjIkiK+zMgzJUj7f8APKiHlIOR6bZizX+UCBr
0uWQ==</SessionKey>

<RequestStatus>AcceptedByTW</RequestStatus>

<ResponseData>v06kNQRo3/i0k4OklRIZErhNUZFEYGfTHt8xi47xY7m1z41gn3TUGF2IMqnorQwfl93cIHp6WR
0hm6LmG/Ixpo3/mzRmoJNJJhbK1jNH/T/fxDHhX9OgY95LoHaW+AGyrhnCIpGqSVb9II+H62Pmxjb+YeO700aH
I/rgEcgcJ9Ecrm0SJAydTYBl7ST4hUt25tk4kOpid5AsbcsQYlZ68fc07ikOPRCaE26nItEuYUMuMwA+ymNmxMpfr
0vAR0+yrgQe//FLrRULbIZg/0EXUi5Yht13m5mVQqElWuMphdf2QAPyR4A6fNCGPulG/vziwNnGvBv6Hhy09qx
DxsS2MojtbMabYFsZ4+n0bWBo78qDt194GumDatly05yoaZqBcWzQ0612Muo4HV+q9+yJdMFMDoxEExk+W
OWtOE3/eLw0prUA9O7PZ2Cg5Jvl5T5h6O4APAcWa+5Hk8kTLAqAvIiOjBWLw4DxBNEQgQCa9LMVvo+3uZGF
UMNjfZvNmNO/m7rJEBGxrERAqOCkdAmuoTUCVVsodaxEQKjgpHQJrqE1AlVbKHVDoVXd01orc1W0cP1/2H8i
Cz7s3S59d9NDhBd1mTSG7qqr9PQMlpwLTDLqSHUKpT73tMVHdWeR++IkNN83tXdX85jGW1b/8n5tfx7u/qgIZ
XYjw4MAds0ATyHFANwQ6vaU4ldeNvJE6WzGndPy1+9MYhxPTTV9G7PDxUJisu3CvS2R60ZbilKR6py2gr34BX4
LV31BekGseXmQvVQebtkAL2UF80Ph/dkFn2+E9xg+Gs7N7T23W8DRlcIg83HsrkM5Ytcnx3MLOWLYuLvS54mv
zQItHYCke+s8nhb0NFzVaVMuvQdxWF4IOkm9FV8bqTC6FJX8VLD2sQ36D9OSL8zUhSCorGoYhzW9e4SI6QJKw
KgSXGiH+yy77TW0f2PxFEAu6TPlwBeCn3of2A/NGq5JrERAqOCkdAmVW3Xs4J5NHPWdOVkhEHaAvB6dvWVc
0MAtGTJFKGr5qvHDQOWsnfIYrI4TaC/ezKmI/WPTWnIbYfbBRtmbcpdmVSW5NHuntG/yhLoet8GeI82/ORzJry
Htt1/TYB2wXu6RhUQ2/Sk8hM1XABvZaWZ5qsM3znJxx5ySN+osvjfiPqQ2MD/IJGFsXe4vDffLLZgIA3MoQIrUv3
ix4yXkheoa265V5KW+SEyF4a7JVPzbCfeCYrnGwykRpSXOpjQcCE23Fp326Wmqo4LF+pu/n3euwYTNw26D0AG
RnV1Fy8JD9dwkuViwjRyArYXOcd4Aae9WAS/nJT/1LNa9Fhs0s8KVV4pMfTHBPPxQzjHMjmrSsZb4jXnYCcHRZO



Y6nrGn6Pp8B5roEi2R9ej5be3HkfjUR5KhmMLHZnqbzlC1DHsKSrTvpv7r75s6RkA2SSq//pcR1cZRIz50g7UocmX
Bgivm0+4zGE9AJovF3zNzUThw8qF8dsss5G3XZoeJ89sqdfJ757T7ShRhk54Towm0+EcM8+8Rzhy1/pjk8dz4Dlq
14NWdNtAg3S0jhdnXD2W2rr18V3/6pISp4fwol+7uyvELlJpmnZm+meCnkrfVLo8Web+xzLJhT/YyccdkxXkpU/0
X+dFJfu7Le0sAusg2uU4cSEACsF/upOOseG5sUW8kd61HVbZtW+5J1+hCJfqljrYBHbmb04/HGkdJUZr+wEF1O
W6zBgb+qMDDYUYSKPLaPMRbFJopU6LqFDGwgWKh/p7OOpr5DNtdmXw2STI3xlGVOXBu2RnJVE5s9KWmUo
GmBwKCFQGRkXSn8Jl6i/Lu/ubqndgh2YkYeUbZOO0n/uW+hFHERCxOp0/bhia6RlGxGdv5fw78Cartz0moo7Au
ONx1SxUzvcnOwzL6+incaAwEcbTpa1cbUUNW7p72g641xoSeMhfigYQizSV6SDUFNeu/NE7pKeKPiCj8PRbGR
M0mX/pUY6opAetX+o6/yuoVSGh6VWPVRjmKcEcqsg5U6ibfDYmwUKZo7jKFf+chvFWQJOiJWjtH+4LR6CRph
wI9swAbcp/sK41VyV/1+3cmjyRwywM8jVexyWQt4Axdys3zFvn/i/H3zOc2Kbkg2y0fKGTpI4kyuRB1fSp7UAcF9
06UHdwCWi4hwlfW8k0kbOxn1jw6xC98nhP4e/eccEJlDBWQlCypUc1xnKEtvq2bcugxuYcQvXfr8V2XPmEihiZT
Ca8szDeaeSB3OHmfliO0CSvfkbuPEcVx4uSdmQY7ftUZQegL5Pc3hG0/jFgm6wUWgKY6hoTSuAO07CDlCvlrY75
fSgCMarb5fTF8WCbrBRaApjqGhNK4A7TsIOUK+Wtjvl9KAIxqtvl9MXxYJusFFoCmOoaE0rgDtOwp6yYlmm9Pnf
do5m7CVUztXGy8m94Y40ESJrDJxuTemBARUvAZtth+/y3XMr+PEkDEYjqbLag3pD7/M86/NSm8fYtQ97mT/Nz0
UjSf6Mff4ggs+0ctS+DFNhjW0QuVfmjCZMqnm3sNjBP2iuc+swtGc3+nGEQToV3hY32IGGnzt9FizV3OdgT9adA
AD7lhgcw+QAlCIJUDUFVcKrQYZBD9au+Gjsl4tEuUrnNLgr5uM+F4QGbgiiOz598jmagxpAUfnVjyNjl4G1tQsjBqg
LFPcXhAZuCKI7Pn3yOZqDGkBR+dWPI2OXgbW1CyMGqAsU98tCn4rKHFzlEwAJeFLwzrB65fdal/cgfXOGOXIG1a
YRwspaQCXZZIX6hO+zut48Eusz5uHqyPwGmpGMxE3K5CgrHTCcFcyaiTaqyVAMCP4118Q2z94xXlkV6j9DwSM
1P4oojSdaRFi8SLCZZW6TLnWHBzqPIgzjYWwtKrG48KyCBrtL9NJqb84y77jKuUljfokQ9o52tf2RT3FKnrgE/uXotH
A6PqbFX7nfnapHZi5t2u5PaUbLlYzD6pYjfYZZpDVmop9V6fLj1OoR83zbjZC/c2pvIvl9OVx9r2jAVdx5SURYNFEFg
1rEXSp4jY7vvk/FJYspiBP2zd//CK4VjgYZbjwA/pxVWt/nukeW3Y03bjIYKSf8jSq95eUrMXWA7dj6JCODx7LtuQm
AsLKRKLpu95i8n5N2AM+374jOITIaKwRQOXcUKc4pjSrG990XewBE8h6Vx7Dv4ASaxEJ6QLCBwCA25lb3TlMv5
nvxoZl/ArO8wKaaHtY6K2/8ZLogdU6Pij8clLlGVBRzwiElnWbT4Lcmlnrr0asRNJ6sa8SWgiQ3SA460uH7urSE1ZO
YFn7hE6Uh5lPiVfzUg4OSIEhiousYX94imhzsEBGBcdiPiw+tSJ1b1AAnYtZP0J5TAZh+EdNRSXqdsOowafhO0WNZ
TW0tSQUCecbJUYdWXy1BqIYnqJGK0WaG12rMufkuHBSujujfhWXco2kwi+9jE19MpQ5T2DfWPGRX6gI27Wyy
sa4JQn8H9VqjtgpqrcLShInBSM4iRLPT7rlcp4B+gJUAlVqI0jOXCy5SwczgYRzymzz1DFFjbPY4kjoy6dOqsU3SMvd
WO8T+RgvjTN6gyxVGIvETenINX4uiNa/8E6zvjbszURlwlw4gPIlnuE3FTVBg4tTDunVFhTVqzMhhrk3I9h5LgA26h
LRatnUf7iXBc122DA3JbOBttg5GuCTB/o/1WLeYuI9FmgPHyVgXa3vABILk1t6aj0QbNOdVA2aaxAQ4QgRmEmr
5pC6pq5CEZUvlkxO1fhPM8msow6vFtXdrgNTAKHl9M9pzIJfkCZWZRu4wjjox5+kOj4OPfkDOSjJhTAwzuC0UuA
6upbSmpfldeN+HDaCLJ6Q072BjAUCtYHZiJIemZ7NBUpdLPUUR6ZYYwseb7gBqDcNR2QcFYClQNpc056lIdfknX
dFUQRKqmzuNFSgJQelbWygg86NeuLPf+X/+v62HMZTyGx+EQDvjEuvoAhjapMo+MyVaPMVhdKjBCHAaGfuP+
AFLIv/qJvzBR+mxVqr4ZHBZK1ecAG82NlMCVWSc11RkxHNRlpl65xZ7aEVQB8HDeII9Wo325eTdEe71x2VvgJjr
W3TT76DlOGYMayTvlq8j9pHeWyBQt8CRUVn8JmlvmL5getm3REtKuZQ0/eTn/9hJRm9vYCsgSgUg+W2ygT8uZ
AovZGljXU3+gGBuzyKMgz+mZtXEcRQi/+c1BP2M5vk2gpJLc6KTUNax+v2Bw3EAT3XOorheAf9mUE540+Uf5De
9HotpLaT2Va41NnRO+KFSStmDFTbz4QTk5gXZznFdf7KJ5UEwoaR00AEla8hYJyEJjCegnQ0IfAbEQf2Ogg2BsbjC
DZOihd5kmhOt+xEgwHjFKyCL7OJcE+Q==</ResponseData>
<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
<Reference URI="">
<Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
<DigestValue>GT4helMbJI3wqvLGxikkfPVRWkQ=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>fDqokMCx4lpvZgYBvPDk8Uw3g5UpFrWYD009RzFuN7LxHADlDazkXkdH0IPwOw5N5sH/6y1

http://www.w3.org/2000/09/xmldsig#


XdQAiL0K3WQMSrlZGkIi30w/CbUk+h0VswPd8kEhnuTV2B34xolu3Hir1CmUxzfjkpg1fbzE+Rj/1/XxvBigOxi2QZ
p0m48EqVx8yfeMXm8gK0kEwdOscr+zbdPltUu4d9wMv6DGN8Jn2UlDHwc/QmGrXej+NCjY0GxYDiEKqARMc
uidoP9uh18AQ4X/hJbvg8Mni+chdsWz0HCvuwIqjEF71Rwr8xAUXpEpYOuXUkf5GwJb2/03hymNH+f7GWPc8Z
8/CH8eZ4NWzhg==

</SignatureValue>
<KeyInfo>
<X509Data>
<X509SubjectName>CN=SAGAR CHANDRAKANT TANNA,
SERIALNUMBER=8c5b2ed5ea341e9a890f9582d9b413c98c7561f1e3da51dd5c0efca6beff0ad3,
OID.2.5.4.51="KAMALA MILL COMPOUND,710, TRADE WORLD C WING, SENAPATI BAPAT MARG, LOWER
PAREL WEST, MUMBAI CITY, MAHARASHTRA", STREET=MUMBAI CITY, S=MAHARASHTRA,
PostalCode=400013, OU=DIRECTOR, O=TSS CONSULTANCY PRIVATE LIMITED, C=IN</X509SubjectName>

<X509Certificate>MIIGlzCCBX+gAwIBAgIEAR3GGDANBgkqhkiG9w0BAQsFADCBkzELMAkGA1UEBhMCSU4xKj
AoBgNVBAoTIWVNdWRocmEgQ29uc3VtZXIgU2VydmljZXMgTGltaXRlZDEdMBsGA1UECxMUQ2VydGlmeWlu
ZyBBdXRob3JpdHkxOTA3BgNVBAMTMGUtTXVkaHJhIFN1YiBDQSBDbGFzcyAyIGZvciBEb2N1bWVudCBTaWdu
ZXIgMjAxNDAeFw0yMDAzMTIwOTM3MjNaFw0yMTAzMTIwOTM3MjNaMIIBbDELMAkGA1UEBhMCSU4xKD
AmBgNVBAoTH1RTUyBDT05TVUxUQU5DWSBQUklWQVRFIExJTUlURUQxETAPBgNVBAsTCERJUkVDVE9SMQ
8wDQYDVQQREwY0MDAwMTMxFDASBgNVBAgTC01BSEFSQVNIVFJBMRQwEgYDVQQJEwtNVU1CQUkgQ0lU
WTF2MHQGA1UEMxNtS0FNQUxBIE1JTEwgQ09NUE9VTkQsNzEwLCBUUkFERSBXT1JMRCBDIFdJTkcsIFNFTkF
QQVRJIEJBUEFUIE1BUkcsIExPV0VSIFBBUkVMIFdFU1QsIE1VTUJBSSBDSVRZLCBNQUhBUkFTSFRSQTFJMEcGA
1UEBRNAOGM1YjJlZDVlYTM0MWU5YTg5MGY5NTgyZDliNDEzYzk4Yzc1NjFmMWUzZGE1MWRkNWMwZWZj
YTZiZWZmMGFkMzEgMB4GA1UEAxMXU0FHQVIgQ0hBTkRSQUtBTlQgVEFOTkEwggEiMA0GCSqGSIb3DQEBA
QUAA4IBDwAwggEKAoIBAQDWCR4L8+VZM/kFzeEHfcVYt4g8y/WVd45AYsh714WQGCPSmPi3w3C9rBOOq6r
GP0rMo03t6jwT2zFwCTfBwWAhEINBbL9VeKp2nCGwxcU5sLVqsJ0MeLpEzPfEgXpz2V3kfg0fplxbOSmp79/pzS
3jjZVfu7Qqpbjtrtqj+mwGiE/pcM9cHgvcBLi0TJ3+ptpdz44FJ8JRjMjJU9TAHmfag36RNy8FZE9W0KDVG49zUqM
dBB5EWDSqK8fFQ4hTzd72vcwXaR+7ivT0LhYoW/rKThBqmMfaDGYi78upEy0H96VFf2YBYSQKh8zkzT+uws/+s
BcsCZzgbjqBk8oBjDmtAgMBAAGjggIVMIICETATBgNVHSMEDDAKgAhNpkTIpuIACDAdBgNVHQ4EFgQUej1EUg
swJ+t2MMsoNLQLUiwL4pgwDAYDVR0TAQH/BAIwADAOBgNVHQ8BAf8EBAMCBsAwKgYDVR0lBCMwIQYKKw
YBBAGCNwoDDAYJKoZIhvcvAQEFBggrBgEFBQcDAjCB0gYDVR0gBIHKMIHHMC0GBmCCZGQCAjAjMCEGCCsG
AQUFBwICMBUaE0NsYXNzIDIgQ2VydGlmaWNhdGUwRAYGYIJkZAoBMDowOAYIKwYBBQUHAgIwLBoqT3JnY
W5pc2F0aW9uYWwgRG9jdW1lbnQgU2lnbmVyIENlcnRpZmljYXRlMFAGB2CCZGQBCAIwRTBDBggrBgEFBQcC
ARY3aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9jcHMvZS1NdWRocmFfQ1BTLnBkZjB3BggrB
gEFBQcBAQRrMGkwJAYIKwYBBQUHMAGGGGh0dHA6Ly9vY3NwLmUtbXVkaHJhLmNvbTBBBggrBgEFBQcwA
oY1aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9jYWNlcnRzL2RvY2NsMi5jcnQwQwYDVR0fBD
wwOjA4oDagNIYyaHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9jcmxzL2RvY2NsMi5jcmwwDQ
YJKoZIhvcNAQELBQADggEBABwGG3WM6o9KWT0h3HMoCJO6c0BaDGI2nfkTEKPSVpox1IT8a//hjy2gpCgt2N
dqrcU5dL1eBaubHG9hSHmSCQorYlDpLQIJapsvr4efc3ZU2BP+FocEv9pMsrwgJyLB9QA5B9z0NRMtIn8NlVErXo
6kQv/tB9FE30SJmtPO3ESsi/Fs28PVyrQw9Bb1sdsS1zz/yWC/bogmSkXCzeEQEt6RuWCmdphkfMUN86H6OU
MSK0y5ZQtCF8BDwGOskFkh0Ts07AS0mUoEcT/DCQi3rrKQYU3WrusRpaJjIwMq2GFiT4TimWPTTKD+yYJTdRR
LrwFkWiEtQvQrgshwfMZr0qc=
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>

</A67DownloadFromCKYCCkycResponse>



Following are the steps to decrypt and read the response:

1. Verify the signature in Response XML using Public Key Present at Sender’s

2. Decode the Session Key from the Response XML.

3. Decrypt the above Session Key by Receiver’s Private Key using RSA (Asymmetric Algorithm)

4. Decode the data in Response XML.

5. Decrypt the data by Session Key (derived from above) using AES (Symmetric Algorithm).

A. Sample Request and Response

A. Request XML Table

Sr. No. XML - Type Example

1 Main Encrypted Request Refer XML A1

2 Signed Encrypted Request Refer XML A2

A1. Sample Request Main Body - Encrypted XML

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadFromCkycRequest xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJFbXBsb3llZUlkIjoiOSIsIlVzZXJuYW1lIjoiVGVzdDEwNSIsI

kVuY3J5cHRpb25Qcm92aWRlcklkIjoiMzIiLCJQYXJlbnRDb21wYW55SWQiOiI5IiwiUGFyZW50Q29tcGFueVVua

XF1ZUlkIjoiVGVzdDEwNSIsIkZJQ29kZSI6IklOMDM0NiIsImlzcyI6IlRyYWNrd2l6elNlcnZpY2UiLCJhdWQiOiJBbm

d1bGFyQ2xpZW50In0.lmRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiToken>

<SessionKey>LgAbecskSx3mfdOCq8doBvJqcxGUzRviwHsb73fTa6XBEQ+kiPssBX4GGiHKOE/hgIfWUbSy6wcO

wCvt8s/K6mGOxvCSR+ylo0KQUJme3YE9UwcWWlp2YPM9vWlDFT+IHVsVbum41YgSVSFdNdFrNg5/takquu/Tl

vuJpbBIpz20ErxqgQ/+7i8pyjCdP27DqLZxdBZEddRki7guVL4xLv3JwSVrWm1a4sT4eNBlxS8G1RuywfIbujKJUU5



+RR4wWRdyOaBEEbjzb4H56zexPneQPrpf73qaY86i3bBF6+8XdaL9NAiKwrxiebqceJ4nnf6EbV6RRQGuoUPSOh

3sXw==</SessionKey>

<RequestData>Pla6jnn+nWmF0GPYOyzg9+SHokdcv6x+fabuvUJDsYE35K/HIlmCGVM8l29Tp/yBxOvJlz9UwTYx

FcNjwtqc7AF6EEdTv3ZZ/d/D8eJB8RtjPWbeQ69i6exeq/zMeNw2jSL81AOB8dS/4ouyYJBzw9tmfjXYQmEbuem

JjcLv8J67TD02GRNNywzPcaJLSuXQybr0/F5BOkUfSkE7KnNBUTPoepmzWsDnJ7o6t7x1bdJ1uPXptlZPnYAhieP3

2nHeyCbU+W5X6jogTiO/tpWwc+4uKdCJIdHlNMPthyDv/vestcrZAr/SFqPpaQmXBUel4fE3xioP6KXkQLNAR/qI

28qsVNSvPPI0q842ip/mw1YwYs40HkEoEhegJVk12OaNwfEVlsUAMXzR1jqrXz0Ijowiv3Cs4TkxiB8zHmPsgRjm

Snychg7hr8jdQmdP2Op0iu5Mhg3iBHRx6uUhrz9ncAu5DV8/vH/n+Qz7nyZIKI09fBlZmRKdmAaboCG+suzgMxT

zJfJBJDrmZ75Eaqc9kzK4mImve8j28aN1jizCrG1mCN67EQ6vHdD17Mz6qerO5cJFY3iV8sG2kbwD0igwOQ==</R

equestData></RequestData>

A2. Sample Request Signed Request

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadFromCkycRequest xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJFbXBsb3llZUlkIjoiOSIsIlVzZXJuYW1lIjoiVGVzdDEwNSIsI

kVuY3J5cHRpb25Qcm92aWRlcklkIjoiMzIiLCJQYXJlbnRDb21wYW55SWQiOiI5IiwiUGFyZW50Q29tcGFueVVua

XF1ZUlkIjoiVGVzdDEwNSIsIkZJQ29kZSI6IklOMDM0NiIsImlzcyI6IlRyYWNrd2l6elNlcnZpY2UiLCJhdWQiOiJBbm

d1bGFyQ2xpZW50In0.lmRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiToken>

<SessionKey>LgAbecskSx3mfdOCq8doBvJqcxGUzRviwHsb73fTa6XBEQ+kiPssBX4GGiHKOE/hgIfWUbSy6wcO

wCvt8s/K6mGOxvCSR+ylo0KQUJme3YE9UwcWWlp2YPM9vWlDFT+IHVsVbum41YgSVSFdNdFrNg5/takquu/Tl

vuJpbBIpz20ErxqgQ/+7i8pyjCdP27DqLZxdBZEddRki7guVL4xLv3JwSVrWm1a4sT4eNBlxS8G1RuywfIbujKJUU5

+RR4wWRdyOaBEEbjzb4H56zexPneQPrpf73qaY86i3bBF6+8XdaL9NAiKwrxiebqceJ4nnf6EbV6RRQGuoUPSOh

3sXw==</SessionKey>

<RequestData>Pla6jnn+nWmF0GPYOyzg9+SHokdcv6x+fabuvUJDsYE35K/HIlmCGVM8l29Tp/yBxOvJlz9UwTYx

FcNjwtqc7AF6EEdTv3ZZ/d/D8eJB8RtjPWbeQ69i6exeq/zMeNw2jSL81AOB8dS/4ouyYJBzw9tmfjXYQmEbuem

JjcLv8J67TD02GRNNywzPcaJLSuXQybr0/F5BOkUfSkE7KnNBUTPoepmzWsDnJ7o6t7x1bdJ1uPXptlZPnYAhieP3

2nHeyCbU+W5X6jogTiO/tpWwc+4uKdCJIdHlNMPthyDv/vestcrZAr/SFqPpaQmXBUel4fE3xioP6KXkQLNAR/qI

28qsVNSvPPI0q842ip/mw1YwYs40HkEoEhegJVk12OaNwfEVlsUAMXzR1jqrXz0Ijowiv3Cs4TkxiB8zHmPsgRjm

Snychg7hr8jdQmdP2Op0iu5Mhg3iBHRx6uUhrz9ncAu5DV8/vH/n+Qz7nyZIKI09fBlZmRKdmAaboCG+suzgMxT



zJfJBJDrmZ75Eaqc9kzK4mImve8j28aN1jizCrG1mCN67EQ6vHdD17Mz6qerO5cJFY3iV8sG2kbwD0igwOQ==</R

equestData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod

Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /><Reference

URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"

/></Transforms><DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"

/><DigestValue>KfMpNLuUILQ9KLb1VICzpI2JsjU=</DigestValue></Reference></SignedInfo><SignatureValu

e>TosTyjYarW8uScCXBPWX58eKi0rGaolnQC/VqVpWSxF+BOttEnSCXWbvg48KPVG+vY3/DHR4ak2d84WoCKZ

0Sn02sWF5RlJKUPzvL4224NOEdb41UJIrCwj0G58YF+EA2OFfR/wH4kJqs4JETByw1a/jIr/VoZI7BMkDWQy8SRk

9itoelkvVP+mZAkLEtZObJ0El0uhfSHVSGDobxeXLVrfoxpMliUul1GdFKBRbL84lhmjOcqdjpExlBNvygr3DEaI+c9n

fKs9tpABGmiRf/J38onU6G+nEp3sI97L6DGp1xtbiljCEGvENOBkDYanY23yFMuzAGU8oFlzWsQrVaA==</Signat

ureValue><KeyInfo><X509Data><X509SubjectName>E=support@abcconsultancy.com, CN=www.abc.com,

OU=Software, O=ABC Consultancy Private Limited, L=Mumbai, S=MH,

C=IN</X509SubjectName><X509Certificate>MIIENTCCAx2gAwIBAgIUET81ZJ5/d5s6fzF0zffQPKcKUg0wDQYJK

oZIhvcNAQELBQAwgakxCzAJBgNVBAYTAklOMQswCQYDVQQIDAJNSDEPMA0GA1UEBwwGTXVtYmFpMSgwJ

gYDVQQKDB9BQkMgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMREwDwYDVQQLDAhTb2Z0d2FyZTEU

MBIGA1UEAwwLd3d3LmFiYy5jb20xKTAnBgkqhkiG9w0BCQEWGnN1cHBvcnRAYWJjY29uc3VsdGFuY3kuY29t

MB4XDTIxMDMwNTEyMzAxOFoXDTIyMDMwNTEyMzAxOFowgakxCzAJBgNVBAYTAklOMQswCQYDVQQIDAJ

NSDEPMA0GA1UEBwwGTXVtYmFpMSgwJgYDVQQKDB9BQkMgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pd

GVkMREwDwYDVQQLDAhTb2Z0d2FyZTEUMBIGA1UEAwwLd3d3LmFiYy5jb20xKTAnBgkqhkiG9w0BCQEWGn

N1cHBvcnRAYWJjY29uc3VsdGFuY3kuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA4N2is60JT

pegQkH0Cz14ctijJMFzVpc5c6lJZxGMqgDa8Z+34m7nfA7+y4GRBbbl97pgWVUv2p8UoCw9RrwfIXJvcycDftM3K

KzhuQ0LdbTbAe3rDWWvBk46K75mekblMUi99dYbs7hDbK+PK+JVPa7QCsv2hCiU4Mct24SV4P0tpWTfBeBYc4

EbhLxw05qFpKgll8cCDSvALGAWlIjwrWxyaBYJtH+UwTGr8nR9BkPsQFMoUssFp2VHM8UaPdvkQ0jViFsTHTA+

d7kTKuoN4C0loV9pVmfL9lNILoTRNHVtZ6t3pKxnviOPqMAwcaYnEEPDvk2/uqcheKJ98gkTDQIDAQABo1MwU

TAdBgNVHQ4EFgQU7VKPkKF8jtyzJW0ozYUIEgTcb3gwHwYDVR0jBBgwFoAU7VKPkKF8jtyzJW0ozYUIEgTcb3g

wDwYDVR0TAQH/BAUwAwEB/zANBgkqhkiG9w0BAQsFAAOCAQEAmi7KaPlmL8mwKqvRCDU6MwzrReqwUd

OGzHMMppMWQeFW2mE2dBDbaQ1v+g4uKXxc0jkSy6pJA81mBb5bU+h6WAivw2Tk29kzCc/EHtFdMD13V6

ON9mEwOETmYsPybPuhowz/UPAR5DRt9PnebcE9k4F09AJHczTJUVvnuvkCYFh1p+UlaoJ3hqZewEkAaxstE6vk

Kg7N0PHyQW03cEjcCHvakJgrg1PR9SttbEPhKNVbNS/Id4InSpf9xIZLM+4atLvoCCkFD8MbfNsXwlc1ltucFrSrEZc

BOFecyhv3tno9GqP44975ZRn+eilgjUOUQHudO4uuOzrDb8X3EmbuCg==</X509Certificate></X509Data></K

eyInfo></Signature>

</A67DownloadFromCkycRequest>



B. Sample Response XML

Sr. No. XML Type Example

1 Success Decrypted Response Refer XML B2

2 Rejected By TW Response - with Signature Refer XML B3

3 Rejected By TW Response - without Signature Refer XML B4

4 Rejected By CKYC Encrypted Response Refer XML B5

5 Rejected By CKYC Decrypted Response Refer XML B6

B1. Success Encrypted Response -

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<RequestStatus>AcceptedByTW</RequestStatus>

<SessionKey>ThV/YeXMof1ExA3jOX7HS+iSI9jO/s06trqFdvVRKw6584GKtTBPzy8iBI+xSkmz0mPGPYQ8Q6BiuE

RupR3NYVEIkO7O0me+dVTCPzMZleatRrlVTIVceCMKFibKNXVr7ueVKN90qX6qYJPztYSZx7lNbwwiW0qK16hm

53aHzBANX8q4d/fx+r3IZQ+eXAOvbEnIH1LwRAPISAAVW9HvWQCFvFcvu8M73Px1AE90Hyyp38RohbdRjbM1

oDBqLAgyNEaB9ofCyE9WFLff7il4i1IOGqQRqkZqHzYkEU2o38yRBbAtqL+gWksYAOejaQnk9nH8NDsBqUnGJ4X

IP3hEKw==</SessionKey>

<ResponseData>m5p/qNYkw/IZ/ruhsDgBHFc4XLsLGFRXAOrh7LbQZJ7hi0k1pmYzLdFkSoN45RD1acZOpgDZ9j

UwO80TDBATbGKuncILeavTItAJQuukotu5n5cIoEeFOgYqlW97hjUVJT8tb20/+sF3D+D+1CNTrQGwZUrrYBokch

yPn6jwsI7xja1PkEgUP3jK7WItRrgNUhgkIz69x/v417xQSPJYZIdT9ff2Rl12x/cnyAYoOTPRMxtaA8jH6yWiqM5Sx

m26PLHCI4bQCddLvRD+BNusKBlt4UJNMnvD/nFu/0reFXRaYzboq7Q0b7jBgJBh3pjOq3BuXqPrJeU7e+uWAHZ

EOK28vsC5GPNRJ8rIHn+j2bkUrCCHGO2i/gOZzPmUfDB0yda1sFGX8wh7kIBj24Fft3Bqd2CanGwN/3m8MndcH

TC5LmStjnIo1mRDSSwxzI7RJn0zaGECq6UAof8NnNmtEExYj1+7fUIqarTBotAkCuflEep8Vh1umxxhIKEsz67d3e

QVNPNTj79DfuYgI6HlXQFNY8hcQzXmZDvKLhk/JAfVm+M9i4t72cZb+HTdz09a9f04NchyiKPzBeEJHE1O19aj8q

uSVKut0rwAdQFlvtmAxfOKunvElsQoTVN3LZ6HFp+tu8Z9fD/GY34f0qmq6QMuQsx6u6Qe66gyvlmAvPhkOs4E

b+HYpUhgjdOJSXe5ae9fWRMBUEhucdq8WRBZnbLyy+L3uwJ3w0BfaDpAuefPfeWRRgZHw1aSutnT4fYi6n1bz

ga0nPlWpxcBHAHrMbe9ECUHkd7C1DVfqsrHuQyWbZacnEa3VLK6Njw5jWep2KFG1p+09Y9VJJXn1wyTvd7aciI

cheOMqEyra180mio9lEnwi9zYFIyUd8eoYMiB9CjstOZ5+8UFYJS2vyciqOAySa90U3JfziOruZfdbNOCpl1P0sbchJj

RE0rBNUcZq8xVeGLr7C6ahqARubUgxH3uaw3G5rarsnThhs6EERX/bI+KKKMNj8Tzt4jfm8NviqPz0tIoKsh5J5gw

s1BVk8viQX49fIcp/PEo5Fbs4GVYvSyegpR9s6il3SNyRKGnDGW2FTkuAlHMGrNWkBptDX2qOvpv7yi3SPcgqqW

WxZreL2sAC9rtMgP1Gw/NMOtVSkIU+9fG1/XDlSx11afUPl5TQSmg5XlrwPyZE4MROCJp719ZEwFQSG5x2rxZE



VpbBF8bXLlg844AJksv60t//KuSciUUleKgFXMeXpitsyHGWLngiu4Yi6wpG0qKi08w75WLrTMHMgbs</Respons

eData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod

Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256" /><Reference

URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"

/></Transforms><DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"

/><DigestValue>8JoCxxtjoBeQMHUt+HTuEHMORGMbVUDUhTFUPTXndYY=</DigestValue></Reference></Si

gnedInfo><SignatureValue>S4CIoS1GsMT0gvMvS+QByOw/RWtuOY8utAlA53LK+5q1iYoJFZ2ajWcTtgT8nyoPn

1l5opEP3PAj0tKgVn9nO4HyruKgN26CBCeAb4jAO1JPLIprjN0erY26Kgg8wZ/p8/59xJeYl5X2LKltB7qYyJLkasM5

UoXPyBVeSWjTu4XQVeTkCQy+9GwcZIG1EYK8oYVFUx/sKay9nBjEOHURsGksgfanoblChc4vCbzc2nRj3+5oufgZ

Zbr18X25qWs1wYjAuNtxvyZtsmWX1vXsKRwUtz0SSCjRNmUD+Lx9Bhjj2xaCI8oCVTBAPb2ei5zh/ioesB3bZeH

OOWdzHIhplg==</SignatureValue><KeyInfo><X509Data><X509SubjectName>E=support@tssconsultancy.co

m, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,

S=Maharashtra,

C=IN</X509SubjectName><X509Certificate>MIIEXzCCA0egAwIBAgIUbc58G4Nb6ytJuT1fjMWgwArvBgMwD

QYJKoZIhvcNAQELBQAwgb4xCzAJBgNVBAYTAklOMRQwEgYDVQQIDAtNYWhhcmFzaHRyYTEPMA0GA1UEBw

wGTXVtYmFpMSgwJgYDVQQKDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIwEAYDVQQL

DAlTb2Z0d2FyZSAxHzAdBgNVBAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiG9w0BCQEWGnN1

cHBvcnRAdHNzY29uc3VsdGFuY3kuY29tMB4XDTIxMDMwNTEyMTUyOVoXDTIyMDMwNTEyMTUyOVowgb4x

CzAJBgNVBAYTAklOMRQwEgYDVQQIDAtNYWhhcmFzaHRyYTEPMA0GA1UEBwwGTXVtYmFpMSgwJgYDVQQ

KDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIwEAYDVQQLDAlTb2Z0d2FyZSAxHzAdBgNV

BAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiG9w0BCQEWGnN1cHBvcnRAdHNzY29uc3VsdGF

uY3kuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAzpvouz2HJ/nGhSqxmeeRbsqgq/9/u65d9

KFq/8+3SoDMBGBONQAEt1+q4PY+z68d8j8pvegGoJU/yO+FqUt87687KuiihOfqzmpoVKPQge95lbtXoVXCmJo

0dT4r6Jq4DvexRWHlPzdZHL0HjCQLAHznaU4jglnVqfu6y+VrgVG9Khz1cDVh1tsC9rhMsboYDlVLjZUEBnH8dqx

NT5xOH/68aOgFWpOGQfgimxOkqtonAP3ArDvXGD0aZxvxM8o7PD3mZz4KCE+lyX/7UjEK8wgoYMGOeIcnei6

v83SwEAAW+1egyMCEtVLuc0QcyHDxuVprDqYbNO3/9gLxVdOnTQIDAQABo1MwUTAdBgNVHQ4EFgQUyJClz

pKcMjS1t302NXBJLJSzkeAwHwYDVR0jBBgwFoAUyJClzpKcMjS1t302NXBJLJSzkeAwDwYDVR0TAQH/BAUwAw

EB/zANBgkqhkiG9w0BAQsFAAOCAQEAawefNwOAAM6PTt9U6D+rVNdRxjM88PnATgBvnqI3cnm72XMImRT4

czrRc4gUqXHU/ciH2q6ahbkV2qs4GUSLMB0uw4AZjsBavFt/hevwDqYRB6INft0BAkvSZzrNaOR256lTumadd1Z

MMtjtEQ+SGaCn+u+YQjlAMRyDI8LWLqUBVAxVuQIgorJQXRgCrFwGqU2xn3hNiuNv17LHQNtI5gfb0el1PEKAjs

1dnVpgAT4LKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGHBZ9tOH/a5KCe5or8rZyAqxDJkgxQadhgsxHosBKsDmUY6U

fXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certificate></X509Data></KeyInfo></Signature></A67Downloa

dCkycResponse>



B2. Success Decrypted Response -
<?xml version="1.0" encoding="utf-16"?>
<A67CkycDownloadResponseDetail xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<RequestId>A67103</RequestId>
<ParentCompany>AAAAA8597P</ParentCompany>
<CKYCStatus>CKYCSuccess</CKYCStatus>
<ApplicationFormNo />
<CKYCConstiType>01</CKYCConstiType>
<CKYCAccType>01</CKYCAccType>
<CKYCNumber>20066089059707</CKYCNumber>
<CKYCNamePrefix>Mr</CKYCNamePrefix>
<CKYCFirstName>max</CKYCFirstName>
<CKYCMiddleName>sd</CKYCMiddleName>
<CKYCLastName>lee</CKYCLastName>
<CKYCFullName>Mr max sd lee</CKYCFullName>
<CKYCMaidenNamePrefix />
<CKYCMaidenFirstName />
<CKYCMaidenMiddleName />
<CKYCMaidenLastName />
<CKYCMaidenFullName />
<CKYCSpouseNamePrefix>Mr</CKYCSpouseNamePrefix>
<CKYCSpouseFirstName>sd</CKYCSpouseFirstName>
<CKYCSpouseMiddleName>ml</CKYCSpouseMiddleName>
<CKYCSpouseLastName>lee</CKYCSpouseLastName>
<CKYCSpouseFullName>Mr sd ml lee</CKYCSpouseFullName>
<CKYCMotherNamePrefix />
<CKYCMotherFirstName />
<CKYCMotherMiddletName />
<CKYCMotherLastName />
<CKYCMotherFullName />
<CKYCGender>M</CKYCGender>
<CKYCDOB>28-Mar-1992</CKYCDOB>
<CKYCPAN>DCVPM4582S</CKYCPAN>
<CKYCFormSixty>No</CKYCFormSixty>
<CKYCPerAdd1>dfsdf</CKYCPerAdd1>
<CKYCPerAdd2>df</CKYCPerAdd2>
<CKYCPerAdd3 />
<CKYCPerAddCity>Mumbai</CKYCPerAddCity>
<CKYCPerAddDistrict>Mumbai</CKYCPerAddDistrict>
<CKYCPerAddState>MH</CKYCPerAddState>
<CKYCPerAddCountry>IN</CKYCPerAddCountry>
<CKYCPerAddPin>400028</CKYCPerAddPin>
<CKYCPerAddPOA />
<CKYCPerAddSameasCorAdd>N</CKYCPerAddSameasCorAdd>
<CKYCCorAdd1>rieuro</CKYCCorAdd1>

http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema-instance


<CKYCCorAdd2 />
<CKYCCorAdd3 />
<CKYCCorAddCity>Thane</CKYCCorAddCity>
<CKYCCorAddDistrict>Thane</CKYCCorAddDistrict>
<CKYCCorAddState>MH</CKYCCorAddState>
<CKYCCorAddCountry>IN</CKYCCorAddCountry>
<CKYCCorAddPin>400607</CKYCCorAddPin>
<CKYCCorAddPOA>VoterID</CKYCCorAddPOA>
<CKYCResTelSTD />
<CKYCResTelNumber />
<CKYCOffTelSTD />
<CKYCOffTelNumber />
<CKYCMobileISD />
<CKYCMobileNumber />
<CKYCEmailAdd />
<CKYCRemarks />
<CKYCDateofDeclaration>27-Nov-2020</CKYCDateofDeclaration>
<CKYCPlaceofDeclaration>Vashi</CKYCPlaceofDeclaration>
<CKYCKYCVerificationDate>27-Nov-2020</CKYCKYCVerificationDate>
<CKYCTypeofDocSubmitted>01</CKYCTypeofDocSubmitted>
<CKYCKYCVerificationName>SS</CKYCKYCVerificationName>
<CKYCKYCVerificationDesg>Tester</CKYCKYCVerificationDesg>
<CKYCKYCVerificationBranch>Vashi</CKYCKYCVerificationBranch>
<CKYCKYCVerificationEmpcode>9632</CKYCKYCVerificationEmpcode>
<CKYCNumberofIds>4</CKYCNumberofIds>
<CKYCNumberofRelatedPersons>0</CKYCNumberofRelatedPersons>
<CKYCNumberofImages>4</CKYCNumberofImages>
<CKYCIDDetails>

<CKYCIdentityDetails>
<CKYCIDSequence>1</CKYCIDSequence>
<CKYCIDType>C</CKYCIDType>
<CKYCIDNumber>DCVPM4582S</CKYCIDNumber>
<CKYCIDVerificationStatus>02</CKYCIDVerificationStatus>

</CKYCIdentityDetails>
<CKYCIdentityDetails>
<CKYCIDSequence>2</CKYCIDSequence>
<CKYCIDType>B</CKYCIDType>
<CKYCIDNumber>V965447</CKYCIDNumber>

</CKYCIdentityDetails>
<CKYCIdentityDetails>
<CKYCIDSequence>3</CKYCIDSequence>
<CKYCIDType>I</CKYCIDType>
<CKYCIDNumber>XXXXXXXX0597</CKYCIDNumber>

</CKYCIdentityDetails>
<CKYCIdentityDetails>
<CKYCIDSequence>4</CKYCIDSequence>
<CKYCIDType>H</CKYCIDType>



<CKYCIDNumber>XXXXXXXX3421</CKYCIDNumber>
<CKYCIDVerificationStatus>02</CKYCIDVerificationStatus>

</CKYCIdentityDetails>
</CKYCIDDetails>
<CKYCRelatedPersonDetails />
<CKYCImageDetails>

<CKYCImageDetails>
<CKYCImageSequence>1</CKYCImageSequence>
<CKYCImageExtension>jpg</CKYCImageExtension>
<CKYCImageType>Photograph</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYCImageBranch>HOBRANCH</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31

9ajpaY6Z8HIiEOBcm
muTY0WY5doA+PwHsHr96j7R1BAO8JI9JWDGnRT9Jx/9k=</CKYCImag
eData>

</CKYCImageDetails>
<CKYCImageDetails>
<CKYCImageSequence>2</CKYCImageSequence>
<CKYCImageExtension>jpg</CKYCImageExtension>
<CKYCImageType>EKYCAuthImage</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYCImageBranch>HOBRANCH</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31

9ajpaY6Z8HIiEOBcm
muTY0WY5doA+PwHsHr96j7R1BAO8JI9JWDGnRT9Jx/9k=</CKYCImag
eData>

</CKYCImageDetails>
<CKYCImageDetails>
<CKYCImageSequence>3</CKYCImageSequence>
<CKYCImageExtension>jpg</CKYCImageExtension>
<CKYCImageType >AadhaarOffline</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYCImageBranch>HOREGIONBR</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31

9ajpaY6Z8HIiEOBcm
muTY0WY5doA+PwHsHr96j7R1BAO8JI9JWDGnRT9Jx/9k=</CKYCImag
eData>

</CKYCImageDetails>
<CKYCImageDetails>
<CKYCImageSequence>4</CKYCImageSequence>
<CKYCImageExtension>jpeg</CKYCImageExtension>
<CKYCImageType>VoterID</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYCImageBranch>HOREGIONBR</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31

9ajpaY6Z8HIiEOBcm



muTY0WY5doA+PwHsHr96j7R1BAO8JI9JWDGnRT9Jx/9k=</CKYCImag
eData>

</CKYCImageDetails>
</CKYCImageDetails>
</A67CkycDownloadResponseDetail>



B3. Rejected By TW Encrypted Response with Signature
<?xml version="1.0" encoding="utf-16"?>
<A67DownloadCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<RequestStatus>RejectedByTW</RequestStatus>
<RequestRejectionCode>RC797</RequestRejectionCode>
<RequestRejectionDescription>RC797 : ParentCompany is Mandatory.</RequestRejectionDescription>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod
Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256" /><Reference
URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"
/></Transforms><DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"
/><DigestValue>1C/ErYltHrjcc/KltLcfFsz7ZvUeU/RIzCnKQfd1U7E=</DigestValue></Reference></SignedInfo>
<SignatureValue>gYW5mor8rDkR9XzkBbzfn7T+DUQ6vng6MuK4AgrNTfbJy+iuPZjOMUQqlBSmJU6CC1gcmiz
bb4UTTKGr0ybvoNQaswYsv5u1hkkCh6WuB1MxRUzz0kekzSYKcacJyH6sN4ZRiCKD7kSssvpj1updRIcW/A+DLa
Zcx2WNbPCiAlRLPpoqz8XPHLD0NY+ymh643NnzK+aeZt823HPEXg1M4NGrmc77ZpdKREtigsPTxNHGjAbwb2g
TdlQqykNTUBzfsDL6yHw7fLmYTkyVZ3BpuR3ecleDUxlLymC/lm/z0jJl60cLabR89M3tMhQxbS7a19Ml2gxskhsq
taCY95v6dw==</SignatureValue><KeyInfo><X509Data><X509SubjectName>E=support@tssconsultancy.com
, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,
S=Maharashtra,
C=IN</X509SubjectName><X509Certificate>MIIEXzCCA0egAwIBAgIUbc58G4Nb6ytJuT1fjMWgwArvBgMwD
QYJKoZIhvcNAQELBQAwgb4xCzAJBgNVBAYTAklOMRQwEgYDVQQIDAtNYWhhcmFzaHRyYTEPMA0GA1UEBw
wGTXVtYmFpMSgwJgYDVQQKDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIwEAYDVQQL
DAlTb2Z0d2FyZSAxHzAdBgNVBAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiG9w0BCQEWGnN1
cHBvcnRAdHNzY29uc3VsdGFuY3kuY29tMB4XDTIxMDMwNTEyMTUyOVoXDTIyMDMwNTEyMTUyOVowgb4x
CzAJBgNVBAYTAklOMRQwEgYDVQQIDAtNYWhhcmFzaHRyYTEPMA0GA1UEBwwGTXVtYmFpMSgwJgYDVQQ
KDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIwEAYDVQQLDAlTb2Z0d2FyZSAxHzAdBgNV
BAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiG9w0BCQEWGnN1cHBvcnRAdHNzY29uc3VsdGF
uY3kuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAzpvouz2HJ/nGhSqxmeeRbsqgq/9/u65d9
KFq/8+3SoDMBGBONQAEt1+q4PY+z68d8j8pvegGoJU/yO+FqUt87687KuiihOfqzmpoVKPQge95lbtXoVXCmJo
0dT4r6Jq4DvexRWHlPzdZHL0HjCQLAHznaU4jglnVqfu6y+VrgVG9Khz1cDVh1tsC9rhMsboYDlVLjZUEBnH8dqx
NT5xOH/68aOgFWpOGQfgimxOkqtonAP3ArDvXGD0aZxvxM8o7PD3mZz4KCE+lyX/7UjEK8wgoYMGOeIcnei6
v83SwEAAW+1egyMCEtVLuc0QcyHDxuVprDqYbNO3/9gLxVdOnTQIDAQABo1MwUTAdBgNVHQ4EFgQUyJClz
pKcMjS1t302NXBJLJSzkeAwHwYDVR0jBBgwFoAUyJClzpKcMjS1t302NXBJLJSzkeAwDwYDVR0TAQH/BAUwAw
EB/zANBgkqhkiG9w0BAQsFAAOCAQEAawefNwOAAM6PTt9U6D+rVNdRxjM88PnATgBvnqI3cnm72XMImRT4
czrRc4gUqXHU/ciH2q6ahbkV2qs4GUSLMB0uw4AZjsBavFt/hevwDqYRB6INft0BAkvSZzrNaOR256lTumadd1Z
MMtjtEQ+SGaCn+u+YQjlAMRyDI8LWLqUBVAxVuQIgorJQXRgCrFwGqU2xn3hNiuNv17LHQNtI5gfb0el1PEKAjs
1dnVpgAT4LKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGHBZ9tOH/a5KCe5or8rZyAqxDJkgxQadhgsxHosBKsDmUY6U
fXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certificate></X509Data></KeyInfo></Signature></A67Downloa
dCkycResponse>
</A66SearchInCkycResponse>



B4. Rejected By TW Response without Signature
<?xml version="1.0" encoding="utf-16"?>
<A67DownloadCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<RequestStatus>RejectedByTW</RequestStatus>
<RequestRejectionCode>RC792</RequestRejectionCode>
<RequestRejectionDescription>RC792 : Invalid API Token or API Token is not

recognized.</RequestRejectionDescription>
</A67DownloadCkycResponse>

B5. Rejected By CKYC Encrypted Response

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<RequestStatus>AcceptedByTW</RequestStatus>

<SessionKey>KDvqs7A1oaUsGcGZz5D11ehueMh/yZaGqeqrEGHI8y/yX63JzzhWRlQQkQdCJ+jw1RIE4jAsjqRqF

pQxkm4TBy147q3ZY5MbaFuaoI1qAWsrdcDq3QlfWX+1W0JtTICQhldP67DVrQ2izZAaVkwl+5C923de0FP6fI6J

A86PvuKnLBhiHJJLc51nKo26BsifhdkLxTHwJrHYzU9Uc9pD5q8On00XUmNPV3dwwPtZTMQ3YdHy58lPhkKx9q

g4F0RAmhf0hsT1fBogsVd910hGP203VuX7oDnWohscZ66736N5oo+RVMYlf3/i29o5zSLN+tPSlvwokXG15t/K1

WWe1A==</SessionKey>

<ResponseData>eHhe3/3U25UjmBJMvsPSyOkBu2UF9u9d174iQIWRRh8qkd58oO3tmVzAfk8BgW8jFZOeuKq

ZtpQt3nAGxlcumBBa3VApywLtlFQOCig8JkUUU4fn09jU8fmwG5VtUJSkiyhvglnH4cvOgnX5k0Vy5akgucPMicn

3tga/Az2VBm6uG+EB4KlhG2pGaLA3ItlIqalz4D2NcWkCG+bm9GqNZGD2mgUgykTFohfi16Sjjz8Aoe3+icaggWK

B6BzDPib+Okg1mizrmJ8ClNXY0fbkfRecOLp/K081NCYqxwBKCdlUruKN6+Xl9o5l7iWpzLzA0zMgtxFr5S8Y/Lhan

qhtaej1QFv8zfqna/5iFqa4++9R2ze0B6DaJI2oecSKaPYO/Y02z6D+i5yULYHx8Dz9Qtyd4gjVDRftPxjAtG5mYe63k

VS7OeutagmA3dDVjYqh7EtpsL+mrHr6XQq6f6bl1xB5KQsk0Pe3vVk755Tx0S2SsYyhAUG+pXdFJXQWRNLv1BM

kWhYLFVM6KUO9lQLtfgM/21HYo3DERCVeTeUCytCY0AO2owIEJV16Sf+sVA2a6b2hEtaBZYoyfiNpcCRd4MrcdR

3FGbgPoTZFAH/pGiBW5wJwX/gwahjPNwtPKCxB</ResponseData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod

Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256" /><Reference

URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"

/></Transforms><DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"

/><DigestValue>A3UX7wOK/NWBOfRY5iP3EubAobKbyAxK/8Ef0kE+6wM=</DigestValue></Reference></Sig

nedInfo><SignatureValue>s1KI/Ensb4vKByRuAeY8xuvPpM1fYxiQ8i0HlAw/lSOFRVyav6Fs69FrnlX8uOSDrObR

nPDoYQwVqI3mR5GbhVdvStjxfuDOFXXH6+fEbJQbmbVMd8w4YXfNMjZcL2G22g+A96nKH43glpFYDBNqkwY

S3uz02pgEc8DVEHw98CvBMHYMGdvisAJgVBZI1SB5BJ4XeP/pb8S8VQZLv+1B04s9gz1R95v1o3S5vtFFQ4DqH

wCB5HyDonw6KDUciGp7PAKfvLnvYAL19uN0cnSs6RwsltvdQ4/kjGv1fuF08hzjqHVzZd6Y7zAeUAZsHzf5gU3VE

http://www.w3.org/2001/XMLSchema


uXIDYVkxNh9i+4xbQ==</SignatureValue><KeyInfo><X509Data><X509SubjectName>E=support@tssconsult

ancy.com, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,

S=Maharashtra,

C=IN</X509SubjectName><X509Certificate>MIIEXzCCA0egAwIBAgIUbc58G4Nb6ytJuT1fjMWgwArvBgMwD

QYJKoZIhvcNAQELBQAwgb4xCzAJBgNVBAYTAklOMRQwEgYDVQQIDAtNYWhhcmFzaHRyYTEPMA0GA1UEBw

wGTXVtYmFpMSgwJgYDVQQKDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIwEAYDVQQL

DAlTb2Z0d2FyZSAxHzAdBgNVBAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiG9w0BCQEWGnN1

cHBvcnRAdHNzY29uc3VsdGFuY3kuY29tMB4XDTIxMDMwNTEyMTUyOVoXDTIyMDMwNTEyMTUyOVowgb4x

CzAJBgNVBAYTAklOMRQwEgYDVQQIDAtNYWhhcmFzaHRyYTEPMA0GA1UEBwwGTXVtYmFpMSgwJgYDVQQ

KDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIwEAYDVQQLDAlTb2Z0d2FyZSAxHzAdBgNV

BAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiG9w0BCQEWGnN1cHBvcnRAdHNzY29uc3VsdGF

uY3kuY29tMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAzpvouz2HJ/nGhSqxmeeRbsqgq/9/u65d9

KFq/8+3SoDMBGBONQAEt1+q4PY+z68d8j8pvegGoJU/yO+FqUt87687KuiihOfqzmpoVKPQge95lbtXoVXCmJo

0dT4r6Jq4DvexRWHlPzdZHL0HjCQLAHznaU4jglnVqfu6y+VrgVG9Khz1cDVh1tsC9rhMsboYDlVLjZUEBnH8dqx

NT5xOH/68aOgFWpOGQfgimxOkqtonAP3ArDvXGD0aZxvxM8o7PD3mZz4KCE+lyX/7UjEK8wgoYMGOeIcnei6

v83SwEAAW+1egyMCEtVLuc0QcyHDxuVprDqYbNO3/9gLxVdOnTQIDAQABo1MwUTAdBgNVHQ4EFgQUyJClz

pKcMjS1t302NXBJLJSzkeAwHwYDVR0jBBgwFoAUyJClzpKcMjS1t302NXBJLJSzkeAwDwYDVR0TAQH/BAUwAw

EB/zANBgkqhkiG9w0BAQsFAAOCAQEAawefNwOAAM6PTt9U6D+rVNdRxjM88PnATgBvnqI3cnm72XMImRT4

czrRc4gUqXHU/ciH2q6ahbkV2qs4GUSLMB0uw4AZjsBavFt/hevwDqYRB6INft0BAkvSZzrNaOR256lTumadd1Z

MMtjtEQ+SGaCn+u+YQjlAMRyDI8LWLqUBVAxVuQIgorJQXRgCrFwGqU2xn3hNiuNv17LHQNtI5gfb0el1PEKAjs

1dnVpgAT4LKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGHBZ9tOH/a5KCe5or8rZyAqxDJkgxQadhgsxHosBKsDmUY6U

fXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certificate></X509Data></KeyInfo></Signature></A67Downloa

dCkycResponse>

B6. Rejected By CKYC Decrypted Response
<?xml version="1.0" encoding="utf-16"?>
<A67CkycDownloadResponseDetail xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<CKYCStatus>CKYCRejected</CKYCStatus>
<CKYCRejectionCode>RC826</CKYCRejectionCode>
<CKYCRejectionDescription>KYC Number 20066089059701 do not exists in system

</CKYCRejectionDescription>
<CKYCIDDetails />
<CKYCRelatedPersonDetails />
<CKYCImageDetails />

</A67CkycDownloadResponseDetail>


