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A. OVERVIEW
API Objective

This RESTful API helps on-boarding Fl applications to consume and download customer
details from CKYC Repository. These Fl applications will request A67 API with specific customer
CKYC details in the following XML format and TrackWizz will then subsequently request CERSAI
for the information. Fl applications will only need to send required details in encrypted format with
mentioned steps in the document, Trackwizz will then subsequently request CERSAI for the
information. Fl applications can request single customer data in a single request. Either one of the
Download Authentication factors is required from DOB, Mobile Number and Pincode +
BirthYear for each download request.

NOTE : To know more about CKYC , Please visit the below link:
https://www.voutube.com/watch?v=pgSduYudQLo

Resource URL

Sandbox URL: https://apisandbox1.trackwizz.

NOTE : Make sure to whitelist the above URL in your environment before using it.

Resource Information

Request & Response Format: XML
Request Type : POST


https://www.youtube.com/watch?v=pqSduYudQLo
https://apisandbox1.trackwizz.com/a81/download
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B. API Request Details

Header of the Table

Mandatory Fields

Request Parameter Description
Request — Main

String Static Value will be shared by the

TrackWizz team during implementation.

SessionKey Yes String Each request gets encrypted using two
types of encryption. First, the data will get
encrypted using a symmetric session key,
this key will be unique for each request.
This key will also be sent with the request
after encrypting it using an asymmetric
key.

RequestData Yes Complex This field contains encrypted customer
details given by FI.

Request Data Fields

String 60 A request identifier given by FI.
App||cat|onFormNo String To recognize the application from which
the request is being initiated.

String 60 It is a unique & Static value given by TW,
for authentication of the Fl

APITag 2000 Additional field to add remarks in request.
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Yes String 14 A unique 14- digit identification number
assigned by CERSAI to the Individuals

Subjective [Date Format of the date should be
DD-MM-YYYY.
E.g:- 20-12-2012

MobileNumber Only numbers allowed.

Pincode Subjective  String 6 Only numbers allowed. If the pincode is
provided, the birth year is mandatory. Only
applicable to Individuals.

BirthYear Subjective Format should be YYYY. Only numbers
allowed. If BirthYear is provided Pin Code
is mandatory. Only applicable to
Individuals.

Note : Any one of the Download Authentication Factor can be entered with the CKYC Number
to fetch the data of the customer from CKYC repository.

The following combinations will be used for authentication:
1. CKYC Number + DOB (Date of Birth)
2. CKYC Number + MobileNumber
3. CKYC Number + Pincode + BirthYear
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C. APl Response Details

Response Parameter Description

Response — Main

Reflection of the status Accepted/Rejected

would be shown as :-
® AcceptedByTW
® RejectedByTW

Yes String 60

A rejection Code given due to request failure

RequestRejectionCode given by TrackWizz.
Refer for more details.

Reason for request failure given by
No String 500 TrackWizz.
Refer Table 1.2 for more details.

RequestRejectionDescriptio
n

Each response gets encrypted using two
types of encryption. First, the data will get

encrypted using a symmetric session key, this

SessionKe
y key will be unique for each response. This

key will also be sent with the response after
encrypting it using an asymmetric key.

This field contains encrypted customer

ResponseData No String details given by CKYC
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Response Data

Yes String 60 Request identifier given in the request by FI.

ParentCompany Yes i It is a unique & Static value given
by TW, for authentication of the Fl’s

Status to the Fl request given by CKYC API.
Possible Values :
® CKYCSuccess
e CKYCRejected

Reason for the request failure given by CKYC
CKYCRejectionDescription String |300 API

ApplicationFormNo No String 60 To recognize the application from which the
request is being initiated.

CKYCConstiType --

CKYCAccType Numbg 2 01-Normal
02-Small
03- Simplified
04- OTPbased EKYC Account
05 - Minor

Numbe 14 Unique CKYC 14 Digit number of customer

Yes String 60

T
_ String 50 First Name of Customer
e e
CKYCLastName String 50 Last name of customer

CKYCFullName “ Full name of customer
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CKYCMaidenNamePrefix String 5 Eg : - Mrs, Ms. of Maiden
T P P S
CKYCMaidenMiddleName String 50 Middle name of maiden
ﬂ
CKYCMaidenFullName String 158 Full Name of Maiden

CKYCFatherFirstName Strﬂ 50 First name of customer’s father
R N A
CKYCFatherLastName String 50 LastName of Customer’s father
T W P P
CKYCSpouseNamePrefix String 5 Spouse Prefix - Mr/Mrs.
T O P S
CKYCSpouseMiddleName Strﬁ 50 Middle Name of Spouse

P P N P S
CKYCSpouseFullName String 158 Full Name of Spouse
-- Prefix of Customer’s Mother Eg: Mrs.
_ String 50 First Name of Customer’s Mother
N P P
CKYCMotherLastName No String 50 Last Name of Customer’s Mother

CKYCMotherFullName i Full Name of customer’s Mother
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Yes String 1 Possible Values :

e M-—Male
e F—Female
e T-—Transgender

CKYCPAN PAN or String 10 PAN number of Customer
FormSixty i
Mandatory

CKYCFormSixty i Customer’s Form Sixty details

String 55 Customer’s Personal address 1

CKYCPerAdd3 String 55 Customer’s Personal address 3

CKYCPerAddCity - City of personal Address

String 50 District of Personal Address

CKYCPerAddState -- Refer Table 1.5

Yes String 2 Refer Table 1.6

CKYCPerAddPin 6 digits if |String |10 PIN number of customer residing over
Country
. Permanent address
selected is

'India’

Not
mandatory|

if country

is not India
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_ Yes String 30 Refer table 1.8

CKYCPerAddSameasCorAdd No String 1 Permanent address as same as

Corresponding address

CKYCCorAdd1 Customer’s Corresponding Address 1

CKYCCorAdd2 No String 55 Customer’s Corresponding

Address 2

CKYCCorAdd3 String |55 Customer’s Corresponding

Address 3

String 50 Customer’s Corresponding City

Address

CKYCCorAddDistrict String |50 Customer’s Corresponding

Address District
String 2 ReferTable 1.5

CKYCCorAddCountry -- Refer Table 1.6

CKYCCorAddPin 6 digits if String 10
Country

selected
is 'India’

Not
mandatory
if country i
not India

CKYCCorAddPOA 6 Refer table 1.8
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_ Numbe 4 Customer’s STD code

B P o P S
CKYCOffTelSTD Numbe 4 Customer’s Office STD

P P P I
CKYCMobilelSD Numbe 3 ISD number of CKYC customer
T P O
CKYCEmailAdd String 100 Email Address of CKYC customer
U P S
CKYCDateofDeclaration Date DD-MM-YYYY

B R Y S S
CKYCKYCVerificationDate No Date 11 DD-MM-YYYY

01- Certified Copies
02 - E-KYC data received from
UIDAI
. 03 - Data received from offline
CKYCTypeofDocSubmitted e
verification
04 - Digital KYC process
05 - Equivalent e-document

06 - Video KYC

CKYCKYCVerificationName String 150 KYC Verification Name of Customer

CKYCKYCVerificationDesg _ Verfiied Designation Of Customer

CKYCKYCVerificationBranch String 50 KYC verification Branch

Yes Numbe 2 Number of CKYC identity details in



TR@CKWIZZ

CKYCNumberofRelatedPersons |Yes Numbg 2 Number of related part data of
customer

Yes Numbe 2 Number of Images uploaded

On CKYC portal

CKYC ID Details (Multiple per
transaction, PerKYC)

Comple

CKYCIDSequence Id’s in then CKYC response.

CKYCIDType String 2 Id types present in CKYC response.

CKYCIDNumber - Number of above Id’s in response.

CKYCIDNumber Numbe 200 Number of above Id’s in response..

CKYC Related Person
Details(Multiple per
transaction,PerKYC)

No

CKYCRPRelation Yes Numbe 2 Should be as per table 1.3
CKYCRPCKYCNumber Numbe 14 Related Party CKYC number
T R O P
CKYCRPFirstName String 50 Related Party First name

CKYCRPMiddleName _ Related Party Middle Name

CKYCRPLastName No String 50 Related Party LastName
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CKYCRPMaidenPrefix Related Party Maiden Prefix

CKYCRPMaidenFirstName String 50 Related party Maiden’s First Name
P R P S
CKYCRPMaidenLastName String 50 Related Party Maiden Last name
T W R
CKYCRPFatherPrefix String 5 Related Party father Prefix

B N N A P
CKYCRPFatherMiddleName Strﬁ 50 Related Party Father’s Middle name
R Y P S
CKYCRPSpousePrefix String 5 Mrs/Ms
T N P
CKYCRPSpouseMiddleName String 50 Middle name of Spouse
e O O O
CKYCRPMotherNamePrefix String 5

T S R P ST
CKYCRPMotherMiddleName String 50 Related Party Mother’s Middle name
P P W P W
CKYCRPDateOfBirth Yes Date 10 DD-MM-YYYY

‘M’ — Male,
CKYCRPGender Yes ing |1 ‘F’ — Female,
T'- Transgender

CKYCRPPerAdd1 Yes String 55 Related party permanent Address 1
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CKYCRPPerAdd2 String |55 Related Party Permanent
Address 2
CKYCRPPerAdd3 No String 55 Rela Related party permanent
Address 3
CKYCRPPerAddDistrict String 50 Related party District
e U R
CKYCRPPerAddCountry Yes String 2 Should be as per table 1.6

CKYCRPPerAddPIN Subjective |String |10 Should be 6 digits if country selected is ‘India

Mandatory if the country is not India.

CKYCRPPerAddPOA String 3 Refer table 1.8

Mandatory if
CKYCRPPerAddSameasCorAdd Flag is ‘N’

CKYCRPCorAdd1 Subjective String 55

CKYCRPCorAdd3 String 55
CKYCRPCorAddDistrict String 50

CKYCRPCorAddState -- Should be as per table 1.5

CKYCRPCorAddCountry Yes String 2 Should be as per table 1.6
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CKYCRPCorAddPIN Subjective |String (10 Should be 6 digits if the country selected is

‘India’.Not mandatory if the country is
not India.

CKYCRPCorAddPOA String 3 ReferTablel1.8

e P P
CKYCRPResTelNum Numbe 10

e R I
CKYCRPOffTeINum Numbe 10

P N ™ S I
CKYCRPMobNum Numbe 10

T T P I
CKYCRPRemarks String 300

P N W N
CKYCRPPhotoData String Image as Base64 Encoded String
B O W O
CKYCRPPerPOAData Strﬁ Image as Base64 Encoded String
T O A S
CKYCRPCorPOAData Yes String Image as Base64 Encoded String

CKYCRPFormSixty PAN or

Form60 is
Mandator

CKYCRPUID No Numbe 12
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CKYCRPOfflineVerficationAadhaar No String 12
CKYCRPPAN PAN or String 10 Eg- HUYPO2002)

Form60 is

Mandatory
T T P
CKYCRPVoterld String 20
S U W P I
CKYCRPPassportNumber String 20
P P P S
CKYCRPDrivingLicenceNumber No String 20
_
CKYCRPProofOfldName String 50

Only if Account type is '03'

01' - Identity card with applicant’s

photograph issued by Central/ State Governmr

Departments, Statutory/ Regulatory Authoriti
CKYCRPSlmpllfledIDType No String 2 Public Sector Undertakings, Scheduled

Commercial

Banks, and Public Financial Institutions.

02' - Letter issued by a gazetted officer,

with a duly attested photograph of the persol

CKYCRPDateofDeclaration Yes Date 11 DD-MM-YYYY
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CKYCRPKYCVerificationDate Yes Date 11 DD-MM-YYYY
CKYCRPTypeofDocSubmitted ing |2 01- Certified Copies
02 - E-KYC data received from UIDAI
03 - Data received from offline
verification.
04 - Digital KYC process
05 - Equivalent e-document
06 - Video KYC
CKYCRPKYCVer|f|cat|onName String 150
CKYCRPKYCVerificationBranch Yes String 150

CKYC Image Details(Multiple PerKYC) - [Both]

CKYCImageSequence Number
-%--+_
CKYCImageType String Refer to table 1.7

CKYCImageBranch String

CKYClmageData -- Image as Base64 encoded string
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Response Enumeration Table Lists

Table 1.1- Possible IDTypes

Passport 20 String L7622463
String DCVPM4582S

Proof of Possession
of Aadhaar (UID)

National Population

12 Number XXXX XXXX 4323 (Last Four Digits)

20 String 30078420558947
Register Letter

E-KYC
String Same as Aadhar
Authentication

Offline Verification
of Aadhaar

12 String Same as Aadhar

Table 1.2- TrackWizz Rejection code

RC791 AP| Token is Mandatory

RC793 The Employee does not have access to APl in Employee Master
RC795 Invalid requestld Length

RC799 Invalid ApplicationFormNo Length

RC830 CKYCNumber is Mandatory

RC831 Invalid CKYCNumber Length
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RC833 At Least one Download AuthenticationFactor required.

Date of Birth is mandatory for downloading details from CKYC.

RC809 Invalid DOB Format.

RC836 MobileNumber should be numbers only

RC838 Pincode should be numbers only

RC840 BirthYear should be numbers only

ApplicationFormNo should be alphanumeric only. Special characters are not allowed.

EC842 Tags should be as per the Enum/List

RC798 Parent Company is not recognized or missing.

This error code will be generated in case of some exception from CKYC.

RC827 This error code will be generated in case of some exception from TrackWizz.

This error code will be thrown if the signed request cannot be verified by TrackWizz.

RC829 This error code will check whether there are any special characters present in the inputs
parameters.

RC828 IP Address is not whitelisted

Table 1.3- Relation Type

Type of Relationship/Control

1 Guardian of minor
I
3 Authorized Representative

Table 1.4- Constitution Type

CKYC Code CKYC Value

Individual
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Table 1.5- State Enumeration

S

Andaman & Nicobar AN
Arunachal Pradesh AR
Bihar BR
Chattisgarh CG
T N N
Daman & Diu DD
Goa GA
Haryana HR
Jammu & Kashmir JK
Karnataka KA
Lakshadweep LD
Maharashtra MH
Meghalaya ML
Nagaland NL

oasrs o

Puducherry PY
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N T

Rajasthan RJ

Tamil Nadu TN
Tripura TR
Uttarakhand UA
OTHER XX

Army Post Office

Table 1.6- Country Enumeration

India IN
Aland Islands AX
Algeria Dz
Andorra AD
Anguilla Al

Antigua And Barbuda AG
Armenia AM
Australia AU
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Azerbaijan AZ

Bahrain BH

Bangladesh o
Barbados BB

Belgium BE

Benin BJ

Bhutan BT

Bolvio o |
Bosnia And Herzegovina BA

Bouvet Island BV
o
British Indian Ocean Territory 10

Bulgaria BG

Burundi Bl

Cameroon CM

Cape Verde Ccv

Central African Republic CF

Chile CL

Christmas Island CX

Cocos (Keeling) Islands

Colombia co
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Congo CG
Cook Islands CK
Cote D'ivoire Cl
Cuba cu
Czech Republic Cz
Djibouti DJ
Dominican Republic DO
Egypt EG
Equatorial Guinea GQ
Estonia EE
Falkland Islands (Malvinas) FK
Fiji F
France FR
French Polynesia PF
Gabon GA
Georgia GE
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Ghana GH

Greece GR

Grenada GD

Guam GU

Guernsey GG

Guinea-Bissau GW

Haiti HT

Vatican City State VA

Hong Kong HK

Iceland IS

onesa o
Iran, Islamic Republic Of IR
g Ja__
Ireland IE

Israel IL

Jamaica IM

Jersey JE

Kazakhstan Kz

Kiribati Kl
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Korea, Republic Of KR
Kyrgyzstan KG
Latvia LV
Lesotho LS
Libyan Arab Jamabhiriya LY
Lithuania LT
Macao MO
Madagascar MG
Malaysia MY
Mali ML
Marshall Islands MH
Mauritania MR
Mayotte YT
Micronesia, Federated States Of FM
Monaco MC
Montenegro ME
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Morocco MA
Myanmar MM
Nauru NR
Netherlands NL
New Zealand NZ
Niger NE
Niue NU
Northern Mariana Islands MP
Oman oM
Palau PW
Panama PA
Paraguay PY
Philippines PH
e T
Poland PL
Puerto Rico PR
Reunion Island RE

Russian Federation RU
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Saint Barthelemy BL
Saint Kitts And Nevis KN
Saint Martin MF
Saint Vincent And The Grenadines VC
San Marino SM
Saudi Arabia SA
Serbia RS
Sierra Leone SL
Slovakia SK
Solomon Islands SB
South Africa ZA
Spain ES
Sudan SD
Svalbard And Jan Mayen Islands S
Sweden SE
Syrian Arab Republic Sy

Taiwan, Province Of China
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Tajikistan T)
Thailand TH
Togo TG
Tonga TO
Tunisia TN
Turkmenistan ™
Tuvalu TV
Ukraine UA
United Kingdom GB
United States Minor Outlying Islands U]\Y]
Uzbekistan uz
Venezuela, Bolivarian Republic Of VE
Virgin Islands, British VG
Wallis And Futuna WEF
Yemen YE
Zimbabwe W

Bonaire, Sint Eustatius And Saba _

Curacao CW
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South Sudan SS
Not Applicable
Others 77

Table 1.7- CKYClmageType

02 Photograph

Not allowed for upload & update. Will
A\

only be provided in download

First 8 digits of the Aadhaar Number
04 Proof of Possession of Aadhaar should be redacted in the document
uploaded

Cos e

06 Driving Licence

08 NREGA Job Card

. Upload of signature has been made
Signature

optional for all account types

Simplified Measures Account - Identity card

with applicant’s photograph issued by Central/

State Government Departments, Statutory/ Not allowed for upload & update. Will
Regulatory Authorities, Public Sector only be provided in download
Undertakings, Scheduled Commercial Banks,

and Public Financial Institutions.

10

Simplified Measures Account - Letter issued by

) . Not allowed for upload & update. Will
a gazetted officer, with a duly attested . ;
only be provided in download
photograph of the person.

Utility bill which is not more than two months Not allowed for upload & update. Will
old of any service provider (electricity, only be provided in download

12
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telephone, post-paid mobile phone, piped gas,

water bill).
- . Not allowed for upload & update
13 Property or Municipal Tax receipt. . .
only be provided in download
o Bank account or Post Office savings bank Not allowed for upload & update. Will
account statement. only be provided in download

Undertakings, if they contain the address.

Pension or family pension payment orders
o= (PPOs) issued to retired employees by Not allowed for upload & update
Government Departments or Public Sector only be provided in download

Letter of allotment of accommodation from

employer issued by State or Central

Government departments, statutory or

regulatory bodies, public sector undertakings, Not allowed for upload & update. Will
scheduled commercial banks, financial only be provided in download
institutions and listed companies. Similarly,

leave and licence agreements with such

employers allotting official accommodation.

Documents issued by Government

S Not allowed for upload & update
departments of foreign jurisdictions and letters . .
) . e ! only be provided in download
issued by Foreign Embassy or Mission in India.

35 National Population Registry Letter

First 8 digits of the Aadhaar Number
E-KYC Authentication should be redacted in the document

uploaded

First 8 digits of the Aadhaar Number
37 Offline verification of Aadhaar should be redacted in the document
uploaded
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D. Encryption & Decryption Steps

Request Encryption Steps

Following are the steps to be followed for encryption
1. Generate a Session Key of 256 bit.
2. Encrypt the data using AES (Symmetric Algorithm) using the above generated Session Key

3. Encode the above encrypted data to Base64 string. Example: The above sample data would look
like following: f86EzPWUEaqwTEAMYyfrjANBgkghkiGOWOBAQsFADCBkzr2ZLVncZb3u

4. Encrypt the session key using Public Key of the Receiver, using RSA (Asymmetric Algorithm)
5. Encode the above encrypted Session Key to Base64 string.
6. Add this encrypted and encoded data and Session Key to the request XML.

7. Using the Private Key of the Sender, sign the entire request XML. The request of A83 API will
look like following

<?xml version="1.0" encoding="utf-16"7>
<A67DownloadFromCkycRequest xmlns:xsi="http:/www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http:/www.w3.0rg/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NilsInR5cCI6IkpXVCI9.ey)FbXBsb3LZUkljoiOSIsIlVzZZXJuYW 1UjoiVGVzdDEwWNSIslk
VuY3J5cHRpb25Qcm92aWRIcklkljoiMzIiLCIQYXJIbnRDb2 1wYW555WQIOil5liwiUGFyZW50Q29tcGFueVVuaX
F1ZULkljoiVGVzdDEwNSIsIkZ]Q29kZSI61kLOMDMONilsImlzcyl6ILIRyYWNrd2l6elNlecnZpY2UiLCIhdWQIiOiJBbmd1
bGFyQ2xpZW50In0.LmRg8ANSZSMY-T8bwZ_37bFykoCnL7 GmeW4Qc3s_J9I</ApiToken>

<SessionKey>hJB8BwWAZZILyuHGCOMHtdQSgiGgEe9EEOgjOjJUiwrhASknQzafoK3beY5X2Ta87TP9gQERG1VD
9hVif+56DwP9/A2CelLgCaTeDHkcK4+HYQqQHIiStf1Vj3dIXQOD 1liygnulaQ23Bn+mhryWpk4LzdHhUdwPOUGLr
iXCgBVZffCkb86AsL.g8CKHQDyy3BUPEt7EHh6dscd4ge659H1zgx17HAr6t2FviEKrquRgqtn)NfEqoGb5Rri9Gar
z8bey4FQT8IC3kiD/N1KYsNUTRutXHtwRngWrVO1STFPYt2ehB29x3eS+ghHTV/I998guTAUo 1trpK+fXuG9unR2
icw==</SessionKey>

<RequestData>mfEZo+dvdGCbRgJpHH+HG9pLViYpnTdXETh4alzNGJI6GYue3OpP+6+CLP7Yi67BlrnvomFlehMB
XLdVYei8Jaugg8TtaxysVbSCBPbeCc8t2r9Cr+Q7yPvenH4Rylyx1ZP60pNv/ENG1P8ZW 1BBtu/vZrtouYf/XlvMhIU
mXEt//kiBJHx20EOPbL7 GgBIWdxZ2EJr6K2QDLeHNObtc/fEYyaloMY/3gbzPOi2 TAn+PHNNBSIX 1rsljdyZgW1iNtl

Ouwn3Ir+o/cjf3Px9cAN/8k AxfmZqUlswKbBKXLHUBCHYCiaLmrcymy160Z0vsjFxBoYGOV/1yiOOHV/iK9e8zu02y
raNTKronH9CmEUGfF8OR+ql/peZTeE3QqH+GQNuH5BkbwtU/lcg3Set02Fd/81SGJ)7SIRui+HKglZexrFxcKtnrMg
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Zd4341sFUlpO0Uz8V36jHUNLTVBRw 1tnaadfngiHFwWEpVIPq75PmeSr7 GGVYWES97dTodx8tT/A68F8akFuH1mNu
DNbVrlja4elVxXNsl1a29TXV5g7CNoKh00cxVIRVMHST+Ssj7ZxynaMRyKG/J4r4YyZT736XtXS0B8sWYmhVHjO
PHwK446dWQ==

</RequestData>

<Signature xmlns="http:/www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http:/www.w3.org/TR/2001/REC-xml-c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />

<Reference URI="">

<Transforms><Transform Algorithm="http:/www.w3.0rg/2000/09/xmldsig#enveloped-signature" />

</Transforms><DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>PzW10803LTrZk4v801HgDURssfk=</DigestValue>

</Reference>

</SignedInfo>

<SignatureValue>TAbenbgQU+SKL7 xhfjy85iT2mjab5/XRWV/V/RYNOEb8ILfN5d+huUjsFoPpLgW9p2dL990vln
Rx6cAZ4H+INBMYUxzhDgy9mfKJsZTAG3xp2dBvKOHF3fzUVetgot5ZC9gevdyMtAN/O9nhtY(5zPYKAuUOs1gA
WnNFAhOcpmDRINTVR0aGHQxwvI4gAqOVom8kYjTgBUzG/BhQLRyPpQsOlhgan5Xzuzc250NHck3dKgBEOgS
LIWv60izaloJDTjlxupXwym4tyc5c)Op41C0OxGs7+vsc+xaT50DQfZyw186JJpZyO4vziROOrH1Ug==
</SignatureValue>

<KeylInfo>

<X509Data>

<X509SubjectName>CN=SAGAR CHANDRAKANT TANNA,
SERIALNUMBER=8c5b2ed5ea341e9a890f9582d9b413c98c7561fle3da51dd5cOefcabbeffOad3,
0ID.2.5.4.51="KAMALA MILL COMPOUND,710, TRADE WORLD C WING, SENAPATI BAPAT MARG, LOWER
PAREL WEST, MUMBAI CITY, MAHARASHTRA", STREET=MUMBAI CITY, SSMAHARASHTRA,
PostalCode=400013, OU=DIRECTOR, O=TSS CONSULTANCY PRIVATE LIMITED, C=IN

</X509SubjectName>
<X509Certificate>MIIGlzCCBX+gAwIBAgIEAR3GGDANBgkghkiGOWOBAQsFADCBkzELMAKGA1UEBhMCSU4x
KjAoBgNVBAoTIWVNdIWRocmEgQ29uc3VtZXIgU2Vydm|jZXMgTGltaXRIZDEdMBsGA1UECxMUQ2VydGlme
W luZyBBdXRob3JpdHkxOTA3BgNVBAMTMGUtTXVkaHJhIFN1YiBDQSBDbGFzcyAylGZvciBEL2N1bWVudCBT
aWduzZXIgMjAXxNDAeFwOyMDAxzMTIwOTM3MjNaFwOyMTAzMTIwOTM3MjNaMIIBbDELMAKGA1UEBhMCSU
AxKDAmMBgNVBAoTH1RTUyBDTO5TVUxUQU5DWSBQUKIWQVRFIEXJITUIURUQXETAPBgNVBASTCERIUKVD
VE9SMQ8wDQYDVQQREWYOMDAWMTMxFDASBgNVBAgTCO1BSEFSQVNIVFIBMRQwWEgYDVQQJEWtNVU1C
QUkgQOlUzT+uws/+sBcsCZzgbjgBk8oBjDmtAgMBAAGjgglVMIICETATBgNVHSMcEDDAKgAhNpkTIpulACDAd
BgNVHQ4EFgQUej1EUgswl+t2MMsoNLQLUiwL4pgwDAYDVROTAQH/BAIWADAOBgNVHQ8BAfSBEBAMCBSA
wKgYDVROIBCMwIQYKKwYBBAGCNwoDDAYJKoZlhvevAQEFBggrBgEFBQcDAJCBOgYDVROgBIHKMIHHMCO
GBmMCCZAIwRTBDBggrBgEFBQcCARY3aHROcDovL3d3dy5lLW11ZGhyYS5jb20vemVwb3NpdG9yeS9jdWRoc
mFfQ1BTLNGkwJAYIKwYBBQUHMAGGGGhOdHAGBLY9VY3NwLmMUtbXVkaHJhLmNvbTBBBggrBgEFBQcwAoY1
aHROcDovL3d3dy5lLW11ZGhyYS5jb20vemVwb3NpdG9yeS9jYWNIcnRzL2RvY2NsMi5jcnQwQwYDVROfBDw
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wOjA40DagNIYyaHROcDovL3d3dy5lILW11ZGhyYS5jb20vemVwb3NpdG9yeS9jcmxzL 2RvY2NsMi5jcmwwDQY)J
KoZlhveNAQELBQADggEBABWGG3WMG09KWTOh3HMoCJO6c0BaDGI2nfkTEKPSVpox11T8a//hjy2gpCgt2Ndq
rcUsdL1eBaubHGOhSHMSCQorYIDpLQlUapsvrdefc3ZU2BP+FocEvOpMsrwglyLBOQASB9zONRMtINBNIVErXo6k
QV/ABIFE30SImtPO3ESsi/Fs28PVyrQw9Bb1lsdsS1zz/yWC/bogmSkXCzeEQEt6RUWCmdphkfMUN8GHE0OUMSK
0y5ZQtCF8BDwWGOskFkh0Ts07 ASOmUoECcT/DCQi3rrKQYU3WrusRpaljlwMg2GFiT4TimWPTTKD+yYJTdRRLrw
FkWIEtQvQrgshwfMZrOgc=

</X509Certificate>

</X509Data>

</KeylInfo>

</Signature>
</A67DownloadFromCkycRequest>

Response Decryption Steps

Consider the following response for the above request made to a system

<?xml version="1.0" encoding="utf-16"?>
<A67DownloadCkycResponse xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<SessionKey>pd6uKRuD4nq6g5/Iv0OLpsrmoXYm1z8t2pAx62IWequerWXb4+39jS0bgCfmKjrBrvkxPWeTn3dK
m8T5L9/3SGjjyEUgMa/nSIEKVIIAtG6065WIKOeY1sXVD48+46266wYDzgAOEMWYI+2w8dloJGCTNYwOaNnLZ
2h+qgKYI11FoLdktHkskhCgGDQHz6hsKiLS42tiyQzvOulTFmaut5UFdbXPkho2QEAI2wNHycUGOhN9zsy/skGWy
m3CC5KQeW2fQRsv7Tm9kg/rr54IK3ktDI1fk/Dnw7AunHnoTYX6weXjlkiK+zMgzJUj7f8APKiHIIOR6bZizX+UCBr
0uWQ==</SessionKey>

<RequestStatus>AcceptedByTW</RequestStatus>

<ResponseData>v06kNQRo3/i0k40kIRIZErhNUZFEYGfTHt8xi47xY7m1z41gn3TUGF2IMgnorQwfl93clHp6WR
0hm6LmMG/Ixpo3/mzRmoJNJIhbK1jNH/T/fxDHhX90gY95LoHaW+AGyrhnClpGqSVb9ll+H62Pmxjb+YeO700aH
|/rgEcgc)9EcrmOSJAydTYBI7ST4hUt25tk4kOpid5AsbcsQYIZ68fc07ikOPRCaE26nItEuYUMuMwA+ymNmxMpfr
OvARO+yrgQe//FLrRULbIZg/OEXUi5Yht13m5mVQQEIWuMphdf2QAPYR4A6fNCGPuUlG/vziwNnGvBv6Hhy09qgx
DxsS2MojtbMabYFsZ4+n0bWBo78qDt194GumDatly05yoaZqBcWzQ0612Muo4HV+q9+yJdMFMDoxEExk+W
OW1tOE3/eLwOprUA907PZ2Cg5JvI5T5h604APACWa+5HK8KTLAGAVIIOjBWLWA4ADXxBNEQgQCa9LMVvo+3uZGF
UMNjfZvNmNO/m7rJEBGxrERAqOCkdAmuoTUCVVsodaxEQKjgpHQJrqE1AIVbKHVDoVXd01orc1WO0cP1/2H8i
Cz7s3559d9NDhBd1mTSG7qqroPQMIpwlLTDLgSHUKpT73tMVHdWeR++IkNN83tXdX85jGW1b/8n5tfx7u/qglZ
XYjw4MAdsOATYyHFANwQ6vaU4ldeNvIE6WzGndPy1+9MYhxPTTV9G7PDxUJisu3CvS2R60ZbilKR6py2gr34BX4
LV31BekGseXmQvVQebtkAL2UF80Ph/dkFn2+E9xg+Gs7N7T23WS8DRIclg83HsrkM5Ytcnx3MLOWLYulLvS54mv
zQItHYCke+s8nhbONFzVaVMuvQdxWF4I0km9FV8bgTC6FIX8VLD2sQ36D90SL8zUhSCorGoYhzW9e4SI6QJKw
KgSXGiH+yy77TWOf2PxFEAu6TPIwBeCn30f2A/NGq5JrERAqQOCkdAMVW3Xs4J5NHPWdOVKhEHaAvB6dvWVc
OMAtGTIFKGr5qvHDQOWSsnflYri4TaC/ezKml/WPTWnlbYfbBRtmbcpdmVSW5NHuntG/yhLoet8Gel82/ORzJry
Htt1/TYB2wXu6RhUQ2/Sk8hM1XABvZaWZ5qsM3zn)xx5ySN+osvjfiPqQ2MD/1JGFsXe4vDffLLZgIA3MoQlrUv3
ix4yXkheoa265V5KW+SEyF4a7)VPzbCfeCYrnGwykRpSXOpjQcCE23Fp326Wmao4LF+pu/n3euwYTNw26D0AG
RnV1Fy8JD9dwkuViwjRyArYXOcd4Aae9WAS/nJT/1LNa9Fhs0s8KVV4pM{THBPPxQzjHMjmrSsZb4jXnYCcHRZO
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Y6nrGn6Pp8B5roEi2R9ej5be3HkfjURSKhmMLHZNngbzIC1DHsKSrTvpv7r75s6RkA2SSq//pcR1cZRIz50g7UocmX
BgivmO0+4zGE9AJovF3zNzUThw8qF8dsss5G3XZoel89sqdfl757T7ShRhk54TowmO0+EcM8+8Rzhy1/pjk8dz4Dlqg
14NWdANtAg3S0jhdnXD2W2rr18V3/6plSpafwol+7uyvELII pmnZm+meCnkrfVLo8Web+xzLIhT/YyccdkxXkpU/0
X+dFJfu7Le0sAusg2uU4cSEACsF/upO0seG5sUWS8kd61HVbZtW+5J1+hClfgljryBHbmb04/HGkdJUZr+wEF10
W6zBgb+gMDDYUYSKPLaPMRbFJopU6LgFDGWgWKh/p700pr5DNtdmXw2STI3xIGVOXBu2RnJVE5s9KWmUo
GmBWKCFQGRkXSn8JI6i/Lu/ubgndgh2YkYeUbZOOO0ONn/uW+hFHERCxOpO0/bhia6RIGxGdv5fw78CartzOmoo7Au
ONx1SxUzvcnOwzL6+incaAwEcbTpalcbUUNW7p72g641x0SeMhfigYQizSV6SDUFNeu/NE7pKeKPiCj8PRbGR
MOmMX/pUY6opAetX+06/yuoVSGh6VWPVRjmKcEcqsg5U6ibfDYmwUKZo7jKFf+chvFWQJOiJWjtH+4LR6CRph
wl9swAbcp/sK41VyV/1+3cmjyRwywM8jVexyWQt4Axdys3zFvn/i/H3z0c2Kbkg2y0fKGTpl4kyuRB1fSp7UACF9
06UHdwCWi4hwIfW8k0OkbOxn1jw6xC98nhP4e/eccEJIDBWQICypUclxnKEtvg2bcugxuYcQvXfr8V2XPmEihiZT
Ca8szDeaeSB30HMfliIO0CSvfkbuPECVx4uSdmQY7ftUZQeglL5Pc3hGO/jFgmbewUWgKY6hoTSUAOO7CDICVIrY75
fSgCMarb5fTF8WCbhrBRaApjgGhNK4A7TsIOUK+WtjvI9KAIxgtvI9MXxYJusFFoCmOoaEOrgDtOwp6byYImm9Pnf
do5m7CVUztXGy8m94Y40ESIrDIxuTemBARUVAZtth+/y3XMr+PEKDEYjgbLag3pD7/M86/NSm8fYtQ97mT/Nz0
UjSfeMff4ggs+0ctS+DFNhjW0QuVfmjCZMgnm3sNjBP2iuc+swtGc3+nGEQToV3hY32IGGnzt9FizV30dgT9adA
AD7lhgcw+QAICIJUDUFVcKrQYZBD9au+Gjsl4tEuUrnNLgr5uM+F4QGhbgiiOz598jmagxpAUfnVjyNjl4G1tQsjBgg
LFPcXhAZuCKI7Pn3y0ZgDGkBR+dWPI20XgbW1CyMGqAsU98tCn4rKHFzIEwAJeFLwzrB65fdal/cgfXOGOXIG1a
YRwspaQCXZZIX6hO+zut48Eusz5uHqyPwGmpGMXE3K5CgrHTCcFcyaiTaqyVAMCP4118Q22z94xXIkV6j9DwWSM
1P400jSdaRFi8SLCZZW6TLnWHBzqPlgzjYWwtKrG48KyCBrtLINIqb84y77jKuUljfokQ9052tf2RT3FKnrgE/uXotH
A6PgbFX7nfnapHZi5t2u5PaUbLIYzD6pYjfYZZpDVmop9V6fLj10oR83zbjZC/c2pvIviI90OVx9r2jAVdx5SURYNFEFg
1rEXSp4jY7vvk/FIYspiBP2zd//CKAVjgYZbjwA/pxVWt/nukeW3Y03bjlYKSf8jSq95e UrMXWA7dj6JCODx7LtuQm
AsLKRKLpu95i8n5N2AM+374jOITIakwRQOXcUKc4pjSrG990XewBE8h6Vx7Dv4ASaxEJ6QLCBWCA251b3TIMVS
nvxoZl/ArO8wKaaHtY6K2/8ZLogdU6Pij8clLIGVBRzwiEINWbT4LcmInrrOasRNJ6sa8SWgiQ3SA460uH7urSE1ZO
YFn7hE6UIS5IPiVfzUg40SIEhiousYX94imhzsEBGBcdiPiw+tSJ1b1AANnYtZPOJ5TAZh+EdNRSXgdsOowafhOOWNZ
TWO0tSQUCechJUYdWXy1BqlYngJGKOWaG12rMufkuHBSujujfhWXco2kwi+9jE19MpQ5T2DfWPGRX6gI27Wyy
sa4JQn8H9VajtgpqreLShinBSM4IRLPT 7rlcp4B+g) UAIVGI0jOXCy5SwezgYRzymzz 1 DFFjbPY4kjoy6dOgsU3SMvd
WOS8T+RgvjTN6gyxVGIVETenINX4uiNa/8E6zvjbszURIwlw4gPlInuE3FTVBg4t TDUnVFhTVgzMhhrk319h5LgA26h
LRatnUf7iXBc122DA3JbOBttg5GuCTB/o/1WLeYul9FmgPHyVgXa3vABILk1t6aj0QbNOdVA2aaxAQ4QgRmEmr
5pC6pq5CEZUVIkxO1fhPM8msow6vFtXdrgNTAKHIOM9pzI)fkCZWZRudwjjox5+k0j40PfkDOSjJhTAWzuCOUUA
6upbSmpfldeN+HDaCLI6Q072BjAUCtYHZiJlemZ7NBUpdLPUUR6ZYYwseb7gBqDcNR2QcFYCIQNpcO5611dfknX
dFUQRKgmzuNFSglQelbWygg86NeuLPf+X/+v62HMZTyGx+EQDvjEuvoAhjapMo+MyVaPMVhdKjBCHAaGfuP+
AFLIv/qlvzBR+mxVqr4ZHBZK1ecAG82NIMCVWSc11RkxHNRIpl65xZ7aEVQB8HDellI9Wo0325eTdEe71x2Vvgljr
W3TT76DIOGYMayTvlg8j9pHeWyBQt8CRUVN8ImlvmL5getm3REtKuZQ0/eTn/9hJRMIvYCsgSgUg+W2ygT8uZ
AovZGljXU3+gGBuzyKMgz+mZtXEcRQi/+c1BP2M5vk2gp) Lc6KTUNax+v2Bw3EAT3XOorheAf9mUE540+Uf5De
9HotpLaT2Va41NnRO+KFSStmDFTbz4QTk5gXZznFdf7KJ5UEwo0aR00AEIa8hYJyEJjCegnQOIfAbEQf20gg2BshjC
DZOihd5kmhOt+xEgwHjFKyCL70JcE+Q==</ResponseData>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />

<Reference URI="">

<Transforms><Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>GT4helMbJI3wqvLGxikkfPVRWkQ=</DigestValue>

</Reference>

</Signedinfo>
<SignatureValue>fDgokMCx4lpvZgYBvPDk8Uw3g5UpFrWYDO09RzFuN7LxHADIDazkXkdHOIPwWOw5N5sH/6y1
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XdQAILOK3WQMSrlIZGkli30w/CbUk+h0VswPd8kEhnuTV2B34xolu3HirlCmUxzfikpg1fbzE+Rj/1/XxvBigOxi2QZ
pOM48EqVx8yfeMXm8gKOkEwdOscr+zbdPltUu4dd9wMv6DGN8In2UIDHwWc/QmGrXej+NCjYOGXYDIEKgARMC
uidoP9uh18AQ4X/hJbvg8Mni+chdsWzOHCvuwlgjEF71Rwr8xAUXpEpYOuXUkf5GwIb2/03hymNH+f7GWPc8Z
8/CH8eZANWzhg==

</SignatureValue>

<KeyInfo>

<X509Data>

<X509SubjectName>CN=SAGAR CHANDRAKANT TANNA,
SERIALNUMBER=8c5b2ed5ea341e9a890f9582d9b413¢98c7561fle3da51dd5cOefcabbeffOad3,
0I1D.2.5.4.51="KAMALA MILL COMPOUND,710, TRADE WORLD C WING, SENAPATI BAPAT MARG, LOWER
PAREL WEST, MUMBAI CITY, MAHARASHTRA", STREET=MUMBAI CITY, S=MAHARASHTRA,
PostalCode=400013, OU=DIRECTOR, O=TSS CONSULTANCY PRIVATE LIMITED, C=IN</X509SubjectName>

<X509Certificate>MIIGIzCCBX+gAwIBAgIEAR3GGDANBgkghkiGOWOBAQsSFADCBkzELMAKGA1UEBhMCSU4xK]
AoBgNVBAOTIWVNdWRocmEgQ29uc3VtzXIgU2VydmljzZXMgTGltaXRIZDEdMBsGALUECXxMUQ2VydGImeWIu
ZyBBdXRob3JpdHkxOTA3BgNVBAMTMGUtTXVkaHJhIFN1YiBDQSBDbGFzcyAylGZvciBEb2N1bWVudCBTaWdu
ZXIgMjAXNDAeFwOyMDAzMTIwOTM3MjNaFwOyMTAzMTIwOTM3MjNaMIIBbDELMAKGA1UEBhMCSU4xKD
AmBgNVBAOTH1RTUyBDTO5TVUxUQU5DWSBQUKIWQVRFIEXJTUIURUQXETAPBgNVBASTCERJUKVDVESSMQ
8wDQYDVQQREWYOMDAwWMTMxFDASBgNVBAgTCO1BSEFSQVNIVFIBMRQwWEgYDVQQJEWtNVU1CQUkgQOIU
WTF2MHQGA1UEMxNtSOFNQUxXBIELJTEWgQO9NUE9VTkQsNzEwLCBUUKFERSBXT1JMRCBDIFdJTkesIFNFTkF
QQVRIJIEJBUEFUIE1BUkcsIExPVOVSIFBBUKVMIFdFU1QsIE1IVTUIBSSBDSVRZLCBNQUBUKFTSFRSQTFIMECGA
1UEBRNAOGM1YJJIZDVIYTMOMWUSYTg5MGY5NTgyZDIiINDEzYzk4YzcINjJFmMWUzZGEIMWRKNWMwZW?Zj
YTZiZWZmMGFkMzEgMB4GA1UEAXMXUOFHQVIgQOhBTKRSQUtBTIQgVEFOTKEwggEIMAOGCSqGSIb3DQEBA
QUAA4IBDWAwWggEKA0IBAQDWCR4L8+VZM/kFzeEHfcVYt4g8y/WVd45AYsh714WQGCPSmMPi3w3C9rBOOqg6r
GPOrMo03t6jwT2zFwCTfBWWAEINBbLIVeKp2nCGwxcU5sLVgsJOMelLpEzPfEgXpz2V3kfgOfplxbOSmp79/pzS
3jjzVfu7Qqpbijtrtgj+mwGiE/pcM9cHgvcBLIOT)3+ptpdz44FI8IRjMjJUITAHmMfag36RNy8FZESWOKDVG49zUgM
dBB5EWDSgK8fFQ4hTzd72vewXaR+7ivTOLhYoW/rKThBgmMfaDGYi78upEyOH96VFf2YBYSQKh8zkzT+uws/+s
BcsCZzgbjqBk8oBjDMtAgMBAAGjggIVMIICETATBgNVHSMEDDAKgAhNpkTIpulACDAdBgNVHQAEFgQUej1EUg
swl+t2MMsoNLQLUiwL4pgwDAYDVROTAQH/BAIWADAOBgNVHQ8BAfSEBAMCBsAwWKgYDVROIBCMwIQYKKw
YBBAGCNwoDDAYJKoZIhvevAQEFBggrBgEFBQcDAjCBOgYDVROgBIHKMIHHMCOGBMCCZGQCAjAJMCEGCCsG
AQUFBWICMBUaEONsYXNzIDIgQ2VydGlmaWNhdGUwRAYGYIJkZAoBMDowOAYIKwYBBQUHAgIwLBoqT3JnY
W5pc2F0aW9uYWwgRG9jdW1lbnQgU2InbmVyIENIcnRpZmIjYXRIMFAGB2CCZGQBCAIWRTBDBggrBgEFBQcC
ARY3aHROcDovL3d3dy5ILW11ZGhyYS5jb20vemVwb3NpdG9yeSSjcHMvZSINdWRocmFfQ1BTLnBkZjB3BggrB
gEFBQcBAQRrMGkwJAYIKwYBBQUHMAGGGGhOdHAG6LYSVY3NwLmUtbXVkaHJhLmNvbTBBBggrBgEFBQCcwWA
oY1aHROcDovL3d3dy5ILW11ZGhyYS5jb20vemVwb3NpdG9yeS9jYWNIcnRzL2RvY2NsMi5jcnQwQwYDVROfBD
wwOjA4oDagNIlYyaHROcDovL3d3dy5ILW11ZGhyYS5jb20vemVwb3NpdG9yeS9jcmxzL2RvY2NsMi5jcmwwDQ
YJKoZIhveNAQELBQADggEBABWGG3WM609KWTOh3HMoCJO6c0BaDGI2nfkTEKPSVpox1I1T8a//hjy2gpCgt2N
dgrcU5dL1eBaubHG9hSHMSCQorYIDpLQllapsvrdefc3ZU2BP+FocEvOpMsrwglyLB9QA5B9zONRMtIN8NIVErXo
6kQv/tBOFE30SImtPO3ESsi/Fs28PVyrQw9Bb1sdsS1zz/yWC/bogmSkXCzeEQEt6RUWCMdphkfMUN86H60U
MSKOy5ZQtCF8BDwWGOskFkh0Ts07ASOMUoECT/DCQi3rrKQYU3WrusRpaljlwMg2GFiT4ATimWPTTKD+yYJTdRR
LrwFkWiEtQvQrgshwfMZrOqc=

</X509Certificate>

</X509Data>

</Keylnfo>

</Signature>

</A67DownloadFromCKYCCkycResponse>
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Following are the steps to decrypt and read the response:

1. Verify the signature in Response XML using Public Key Present at Sender’s

2. Decode the Session Key from the Response XML.

3. Decrypt the above Session Key by Receiver’s Private Key using RSA (Asymmetric Algorithm)
4. Decode the data in Response XML.

5. Decrypt the data by Session Key (derived from above) using AES (Symmetric Algorithm).

A. Sample Request and Response

A. Request XML Table

2 Signed Encrypted Request

Al. Sample Request Main Body - Encrypted XML
<?xml version="1.0" encoding="utf-16"?>

<A67DownloadFromCkycRequest xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NilsinR5cCl61kpXVCJ9.eyJFbXBsh311ZUlkljoiOSIslIVzZXJuYW11ljoiVGVzdDEwNSIsI
kVuY3J5cHRpb25Qcm92aWRIcklkljoiMzliLCJQYXJIbnRDb21wYW55SWQiOil5liwiUGFyZW50Q29tcGFueVVua

XF1ZUIkljoiVGVzdDEwNSIsIkZ)Q29kZSI161klOMDMONilsimlzcyl6lIRyYYWNrd2I6elNIcnZpY2UiLCJhdWQiOiJBbm
d1bGFyQ2xpZW50In0.ImRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiToken>

<SessionKey>LgAbecskSx3mfdOCq8doBvJqcxGUzRviwHsb73fTa6XBEQ+kiPssBX4GGiHKOE/hglfWUbSy6wcO
wCvt8s/K6mGOxvCSR+yloOKQUIJme3YE9UwWcWWIp2YPMIVWIDFT+IHVsVbum41YgSVSFANdFrNg5/takquu/TI
vulpbBlpz20ErxqgQ/+7i8pyjCdP27DqLZxdBZEddRki7guVLAxLv3IwSVrWm1adsT4eNBIxS8G1RuywflbujKIUUS
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+RR4AWWRdyOaBEEbjzb4H56zexPneQPrpf73qaY86i3bBF6+8XdaL9NAiKwrxiebqcel4annf6EbV6RRQGUoUPSOh
3sXw==</SessionKey>

<RequestData>Pla6jnn+nWmFOGPYOyzg9+SHokdcv6x+fabuvUJDsYE35K/HIImCGVMS8I29Tp/yBxOvJIz9UwTYx
FcNjwtqc7AF6EEdTv3ZZ/d/D8e)B8RtjPWbeQ69i6exeq/zMeNw2jSL81AOB8dS/4ouyYIBzwItmfjXYQmEbuem
JjcLv8J67TD02GRNNywzPcalLSuXQybr0/F5BOkUfSKE7ZKnNBUTPoepmzWsDnJ706t7x1bdJ1uPXptiZPnYAhieP3
2nHeyCbU+W5X6jogTiO/tpWwc+4uKdCJIdHINMPthyDv/vestcrZAr/SFqPpaQmXBUel4fE3xioP6KXkQLNAR/ql
28qsVNSvPP10q842ip/mw1YwYs40HkEoEheg)Vk120aNwfEVISUAMXzR1jqrXz0ljowiv3Cs4TkxiB8zHmPsgRjm
Snychg7hr8jdQmdP20p0iu5Mhg3iBHRx6uUhrz9ncAu5DV8/vH/n+Qz7nyZIKI09fBIZmRKdmAaboCG+suzgMxT
2JfIBJDrmZ75Eaqc9kzK4mimve8j28aN1jizCrGImCN67EQ6VHAD17Mz6qerO5cJFY3iV8sG2kbwD0igwOQ==</R
equestData></RequestData>

A2. Sample Request Signed Request
<?xml version="1.0" encoding="utf-16"?>

<A67DownloadFromCkycRequest xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:xsd="http://www.w3.org/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCJ9.eyJFbXBsh311ZUIkljoiOSIsIVzZXJuYW1lljoiVGVzdDEwNSIsI
kVuY3J5cHRpb25Qcm92aWRIcklkljoiMzliLCJQYXJIbnRDb21wYW55SWQiOil5liwiUGFyZW50Q29tcGFueVVua

XF1ZUlkljoiVGVzdDEwNSIsIkZ)JQ29kZSI61klOMDMONilsIimlzcyl6lIRyYWNrd2I6elNIcnZpY2UiLCJhdWQiOiJBbm
d1bGFyQ2xpZW50In0.ImRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J91</ApiToken>

<SessionKey>LgAbecskSx3mfdOCq8doBvlqcxGUzRviwHsb73fTa6XBEQ+kiPssBX4GGiHKOE/hglfWUbSy6wcO
wCvt8s/K6mGOxvCSR+yloOKQUIJme3YEQUwWcWWIp2YPMOvWIDFT+IHVsVbum41YgSVSFANdFrNg5/takquu/TI
vulpbBIpz20ErxqgQ/+7i8pyjCdP27DgLZxdBZEddRki7guVL4xLv3JwSVrWm1a4sT4eNBIxS8G1RuywflbujKJUU5
+RR4WWRdyOaBEEbjzb4H56zexPneQPrpf73qaY86i3bBF6+8XdaL9NAiKwrxiebqceldnnf6EbV6RRQGUoUPSOh
3sXw==</SessionKey>

<RequestData>Pla6jnn+nWmFOGPYOyzg9+SHokdcv6x+fabuvUJDsYE35K/HIImCGVMS8I29Tp/yBxOvJIzZ9UwTYx
FcNjwtgc7AF6EEdTv3ZZ/d/D8e)B8RtjPWbeQ69i6exeq/zMeNw2jSL81AOB8dS/4ouyYIBzwItmfiXYQmEbuem
JjcLv8J67TD02GRNNywzPcalLSuXQybr0/F5BOkUfSKEZKnNBUTPoepmzWsDnJ706t7x1bdJ1uPXptiZPnYAhieP3
2nHeyCbU+W5X6jogTiO/tpWwc+4uKdCJIdHINMPthyDv/vestcrZAr/SFqPpaQmXBUel4fE3xioP6KXKkQLNAR/ql
28qsVNSvPPI0q842ip/mw1YwYs40HkEoEheg)Vk120aNwfEVISUAMXzR1jqrXz0ljowiv3Cs4TkxiB8zHmPsgRjm
Snychg7hr8jdQmdP20p0iu5Mhg3iBHRx6uUhrz9ncAu5DV8/vH/n+Qz7nyZIKIO9fBIZmRKdmAaboCG+suzgMxT
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2JfJBJIDrmZ75Eaqc9kzK4mimve8j28aN1jizCrG1ImCN67EQ6vHdD17Mz6qerO5cJFY3iV8sG2kbwD0igwOQ==</R
equestData>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" /><Reference
URI=""><Transforms><Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
/></Transforms><DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"
/><DigestValue>KfMpNLuUILQ9KLb1VICzpl2JsjU=</DigestValue></Reference></Signedinfo><SignatureValu
e>TosTyjYarW8uScCXBPWX58eKiOrGaolnQC/VqVpWSxF+BOttEnSCXWbvg48KPVG+vY3/DHR4ak2d84WoCKzZ
0Sn02sWF5RIJKUPzvL4224NOEdb41UJIrCwjOG58YF+EA20FfR/wH4kJqs4JETByw1a/jlr/VoZI7BMkDWQy8SRk
9itoelkvVP+mZAKkLEtZObJOEIOUhfSHVSGDobxeXLVrfoxpMIiUullGdFKBRbL84IhmjOcqdjpExIBNvygr3DEal+c9n
fKs9tpABGmIiRf/J380nU6G+nEp3s197L6DGp1xtbilj CEGVENOBkDYanY23yFMuzAGUS8oFIzWsQrVaA==</Signat
ureValue><Keylnfo><X509Data><X509SubjectName>E=support@abcconsultancy.com, CN=www.abc.com,
OU=Software, O=ABC Consultancy Private Limited, L=Mumbai, S=MH,
C=IN</X509SubjectName><X509Certificate>MIIENTCCAx2gAwIBAgIUET81ZJ5/d5s6fzF0zffQPKcKUgOwDQYJK
oZlhveNAQELBQAwgakxCzAJBgNVBAYTAKIOMQswCQYDVQQIDAJNSDEPMAOGA1UEBWWGTXVtYmFpMSgw)
gYDVQQKDB9BQkMgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMREwDwYDVQQLDAhTb2Z0d2FyZTEU
MBIGA1UEAwwLd3d3LmFiYy5jb20xKTAnBgkqhkiGO9wOBCQEWGNnN1cHBvcnRAYWIJjY29uc3VsdGFuY3kuY29t
MBAXDTIXMDMwNTEyMzAxOFoXDTlyMDMwNTEyMzAxOFowgakxCzAJBgNVBAYTAkIOMQswCQYDVQQIDA)J
NSDEPMAOGA1UEBWwWGTXVtYmFpMSgwlgYDVQQKDB9BQkMgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pd
GVKMREwDwYDVQQLDAhTb2Z0d2FyZTEUMBIGA1UEAwwLd3d3LmFiYy5jb20xKTAnBgkqhkiGOwWOBCQEWGnN
N1cHBvcnRAYWIJjY29uc3VsdGFuY3kuY29tMIIBIjANBgkqhkiGO9wWOBAQEFAAOCAQ8AMIIBCgKCAQEA4N2is60JT
pegQkHOCz14ctijJMFzVpc5c6l1ZxGMqgDa8Z+34m7nfA7+y4GRBbbI97pgWVUv2p8UoCwIRrwflXJvcycDftM3K
KzhuQOLdbTbAe3rDWWvBk46K75mekbIMUi99dYbs7hDbK+PK+JVPa7QCsv2hCiU4Mct24SV4P0tpWTfBeBYc4
EbhLxw05qFpKglli8cCDSVALGAWIIjwrWxyaBYJtH+UwTGr8nR9BkPsQFMoUssFp2VHM8UaPdvkQOjViFsTHTA+
d7kTKuoN4CO0loV9pVmFLIINILoTRNHVtZ6t3pKxnviOPgMAwcaYnEEPDvk2/uqcheKJ98gkTDQIDAQABo1MwU
TAdBgNVHQ4EFgQU7VKPkKF8jtyzJWO0o0zYUIEgTcb3gwHwWYDVROjBBgwFoAU7VKPkKF8jtyzJW00zYUIEgTch3g
wDwYDVROTAQH/BAUWAWEB/zANBgkqhkiGO9w0OBAQsFAAOCAQEAmMi7KaPImL8mwKqvRCDU6MwzrReqwUd
O0GzHMMppMWQeFW2mE2dBDbaQ1v+g4ukXxc0jkSy6pJA81mBb5bU+h6WAivw2Tk29kzCc/EHtFAMD13V6
ON9MEWOETmYsPybPuhowz/UPAR5DRt9PnebcE9k4F09AIHCczTIUVvnuvkCYFhlp+UlaoJ3hgZewEkAaxstE6vk
Kg7NOPHyQWO03cEjcCHvaklgrg1PRISttbEPhKNVbNS/1d4InSpfIxIZLM+4atLvoCCkFD8MbfNsXwlc1ltucFrSrEZc
BOFecyhv3tno9GqP44975ZRn+eilgjlUOUQHUdO4uuOzrDb8X3EmbuCg==</X509Certificate></X509Data></K
eyInfo></Signature>

</A67DownloadFromCkycRequest>
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B. Sample Response XML

‘ Rejected By TW Response - with Signature _

Rejected By TW Response - without Signature Refer XML B4

‘“ Rejected By CKYC Encrypted Response _

Rejected By CKYC Decrypted Response Refer XML B6

B1. Success Encrypted Response -

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadCkycResponse xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">
<RequestStatus>AcceptedByTW</RequestStatus>

<SessionKey>ThV/YeXMof1ExA3jOX7HS+iSI9j0/s06trqFdvVRKw6584GKtTBPzy8iBl+xSkmz0OmPGPYQ8Q6BiuE
RupR3NYVEIkO700me+dVTCPzMZleatRrIVTIVceCMKFibKNXVr7ueVKN90gX6qYJPztYSZx7INbwwiW0gK16hm
53aHzBANX8q4d/fx+r31ZQ+eXAOvVbEnIH1LWRAPISAAVWIHVWQCFvFcvu8M73Px1AE90Hyyp38RohbdRjbM1
oDBqLAgyNEaB9ofCyE9QWFLff7il4i1l0GqQRgkZqHzYKkEU2038yRBbAtqL+gWksYAOejaQnk9nH8NDsBqUnGJ4X
IP3hEKw==</SessionKey>

<ResponseData>m5p/qNYkw/1Z/ruhsDgBHFc4XLsLGFRXAOrh7LbQZJ7hiOk1pmYzLdFkSoN45RD1acZOpgDZ9j
UwOS80TDBATbGKunclLeavTItAJQuukotu5n5cloEeFOgYqlW97hjuVIT8tb20/+sF3D+D+1CNTrQGwZUrrYBokch
yPn6jwsl7xjalPkEgUP3jK7WItRrgNUhgklz69x/v417xQSPIYZIdTIff2RI12x/cnyAYoOTPRMxtaA8jH6yWiqM5Sx
m26PLHCI4bQCddLvRD+BNusKBIt4UINMnvD/nFu/OreFXRaYzboq7Q0b7jBg)Bh3pjOq3BuXqPrleU7e+uWAHZ
EOK28vsC5GPNRIJ8rIHN+j2bkUrCCHG02i/g0ZzPmUfDB0ydalsFGX8wh7kIBj24Fft3Bqd2CanGwN/3m8MndcH
TC5LmStjnloImRDSSwxzI7RIN0zaGECq6UA0fSNNNmtEExYj1+7fUlgarTBotAkCuflEep8VhlumxxhlKEsz67d3e

QVNPNTj79DfuYgl6HIXQFNY8hcQzXmZDvKLhk/JAfVm+M9i4t72cZb+HTdz09a9f04NchyiKPzBeEJHE1019aj8q

uSVKutOrwAdQFIvtmAxfOKunvEIsQoTVN3LZ6HFp+tu8Z9fD/GY34f0gmg6QMuQsx6u6Qe66gyvimAvPhkOs4E
b+HYpUhgjdOJSXe5ae9fWRMBUEhucdq8WRBZnbLyy+L3uwl)3w0BfaDpAuefPfeWRRgZHw1aSutnT4fYi6nlbz

ga0nPIWpxcBHAHrMbe9ECUHkd7C1DVfgsrHuQyWbZacnEa3VLK6Njw5jWep2KFG1p+09Y9VIIXnlwyTvd7acil
cheOMqEyral180mio9lEnwi9zYFlyUd8eoYMIiB9CjstOZ5+8UFYJS2vyciqOAySa90U3JfziOruZfdbNOCpl1P0Osbchlj
REOrBNUcZq8xVeGLr7C6ahqARubUgxH3uaw3G5rarsnThhs6EERX/bl+KKKMNj8Tzt4jfm8NviqPz0tloKsh5)5gw
s1BVk8viQX49flcp/PEo5Fbs4GVYvSyegpR9Is6il3SNyRKGNDGW2FTkuAIHMGrNWkBptDX2qOvpv7yi3SPcgqqW
WxZreL2sAC9rtMgP1Gw/NMOtVSkIU+9fG1/XDISx11afUPISTQSmg5XIrwPyZEAMROCIp719ZEWFQSG5x2rxZE



TR@QCKlez

VpbBF8bXLIg844AJksv60t//KuSciUUleKgFXMeXpitsyHGWLngiudYiewpG0gKi08w75WLrTMHMgbs</Respons
eData>

<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#" ><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" /><Reference
URI=""><Transforms><Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
/></Transforms><DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/><DigestValue>8JoCxxtjoBeQMHUt+HTUEHMORGMbVUDUTFUPTXndYY=</DigestValue></Reference></Si
gnedinfo><SignatureValue>S4CloS1GsMT0gvMvS+QByOw/RWtuOY8utAIA53LK+5q1iYoJFZ2ajWcTtgT8nyoPn
1150pEP3PAj0tKgVn9n0O4HyruKgN26CBCeAb4jAO1JPLIpriNOerY26Kgg8wz/p8/59xJeYI5X2LKItB7qYylLkasM5
UoXPyBVeSWjTu4XQVeTkCQy+9GwcZIG1EYK80YVFUx/sKay9nBjEOHURsGksgfanoblChc4vCbzc2nRj3+50ufgZ
Zbr18X25qWs1wYjAuNtxvyZtsmWX1vXsKRwUtz0SSCiJRNmUD+Lx9Bhjj2xaCl80CVTBAPb2ei5zh/ioesB3bZeH
OOWdzHIhplg==</SignatureValue><Keylnfo><X509Data><X509SubjectName>E=support@tssconsultancy.co
m, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,
S=Maharashtra,
C=IN</X509SubjectName><X509Certificate>MIIEXzCCAOegAwIBAgIUbc58G4Nb6ytJuT1fiMWgwArvBgMwD
QYJKoZlhveNAQELBQAwgh4xCzAJBgNVBAYTAKIOMRQWEgYDVQQIDAtNYWhhcmFzaHRYYTEPMAOGA1UEBw
wWGTXVtYmFpMSgwlgYDVQQKDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIWEAYDVQQL
DAITb2Z0d2FyZSAxHzAdBgNVBAMMFnd3dy50c3Njb25z2dWx0YW5jeS5jb20xKTAnBgkqhkiGOWOBCQEWGNnN1
cHBvcnRAdHNzY29uc3VsdGFuY3kuY29tMB4XDTIXMDMwNTEYMTUyOVoXDTlyMDMwNTEyMTUyOVowgb4x
CzAJBgNVBAYTAKIOMRQWEgYDVQQIDAtNYWhhcmFzaHRYYTEPMAOGA1UEBWwWGTXVtYmFpMSgwlgYDVQQ
KDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIWEAYDVQQLDAITb2Z0d2FyZSAxHzAdBgNV
BAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiGOwOBCQEWGNN1cHBvcnRAdHNzY29uc3VsdGF
uY3kuY29tMIIBIjANBgkghkiGO9WOBAQEFAAOCAQ8AMIIBCgKCAQEAzpvouz2H)/nGhSqxmeeRbsqgq/9/u65d9
KFq/8+3SoDMBGBONQAEt1+q4PY+268d8j8pvegGolU/y0+FqUt87687KuiihOfgzmpoVKPQge95IbtXoVXCmJlo
0dT4r6Jq4DvexRWHIPzdZHLOHjCQLAHznaU4jgInVqfuby+VrgVG9Khz1cDVh1tsC9rhMsboYDIVLjZUEBnH8dqgx
NT5xOH/68a0gFWpOGQfgimxOkqtonAP3ArDvXGD0aZxvxM807PD3mZz4KCE+lyX/7UjEK8wgoYMGOelcnei6
v83SWEAAW+1egyMCEtVLucOQcyHDxuVprDqYbNO3/9gLxVdOnTQIDAQABo1MwUTAdBgNVHQ4EFgQUYyIClz
pKcMjS1t302NXBJLISzkeAWHWYDVROjBBgwFoAUyJClzpKcMjS1t302NXBJLISzkeAwDwYDVROTAQH/BAUWAW
EB/zANBgkqhkiG9wOBAQsFAAOCAQEAawefNWOAAMG6PTtIU6D+rVNdRXjM88PnATgBvngl3cnm72XMImRT4
czrRc4gUqXHU/ciH2g6ahbkV2qs4GUSLMBOuw4AZjsBavFt/hevwDqYRB6INftOBAkvSZzrNaOR256ITumadd1Z
MMtjtEQ+SGaCn+u+YQjIAMRyDISLWLqUBVAxVuQlgorJQXRgCrFwGqU2xn3hNiuNv17LHQNtI5gfb0el1PEKAjs
1dnVpgATALKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGHBZ9tOH/a5KCe50r8rZyAqxDJkgxQadhgsxHosBKsDmUY6U
fXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certificate></X509Data></Keylnfo></Signature></A67Downloa
dCkycResponse>
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B2. Success Decrypted Response -

<?xml version="1.0" encoding="utf-16"?>
<A67CkycDownloadResponseDetail xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Requestld>A67103</Requestid>
<ParentCompany>AAAAA8597P</ParentCompany>
<CKYCStatus>CKYCSuccess</CKYCStatus>
<ApplicationFormNo />
<CKYCConstiType>01</CKYCConstiType>
<CKYCAccType>01</CKYCAccType>
<CKYCNumber>20066089059707</CKYCNumber>
<CKYCNamePrefix>Mr</CKYCNamePrefix>
<CKYCFirstName>max</CKYCFirstName>
<CKYCMiddleName>sd</CKYCMiddleName>
<CKYCLastName>lee</CKYCLastName>
<CKYCFullName>Mr max sd lee</CKYCFullName>
<CKYCMaidenNamePrefix />

<CKYCMaidenFirstName />

<CKYCMaidenMiddleName />

<CKYCMaidenLastName />

<CKYCMaidenFullName />
<CKYCSpouseNamePrefix>Mr</CKYCSpouseNamePrefix>
<CKYCSpouseFirstName>sd</CKYCSpouseFirstName>
<CKYCSpouseMiddleName>ml</CKYCSpouseMiddleName>
<CKYCSpouseLastName>lee</CKYCSpouseLastName>
<CKYCSpouseFullName>Mr sd ml lee</CKYCSpouseFullName>
<CKYCMotherNamePrefix />

<CKYCMotherFirstName />

<CKYCMotherMiddletName />

<CKYCMotherLastName />

<CKYCMotherFullName />
<CKYCGender>M</CKYCGender>
<CKYCDOB>28-Mar-1992</CKYCDOB>
<CKYCPAN>DCVPM4582S</CKYCPAN>
<CKYCFormSixty>No</CKYCFormSixty>
<CKYCPerAdd1>dfsdf</CKYCPerAdd1>
<CKYCPerAdd2>df</CKYCPerAdd2>

<CKYCPerAdd3 />
<CKYCPerAddCity>Mumbai</CKYCPerAddCity>
<CKYCPerAddDistrict>Mumbai</CKYCPerAddDistrict>
<CKYCPerAddState>MH</CKYCPerAddState>
<CKYCPerAddCountry>IN</CKYCPerAddCountry>
<CKYCPerAddPin>400028</CKYCPerAddPin>
<CKYCPerAddPOA />
<CKYCPerAddSameasCorAdd>N</CKYCPerAddSameasCorAdd>
<CKYCCorAdd1>rieuro</CKYCCorAdd1>
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<CKYCCorAdd2 />
<CKYCCorAdd3 />
<CKYCCorAddCity>Thane</CKYCCorAddCity>
<CKYCCorAddDistrict>Thane</CKYCCorAddDistrict>
<CKYCCorAddState>MH</CKYCCorAddState>
<CKYCCorAddCountry>IN</CKYCCorAddCountry>
<CKYCCorAddPin>400607</CKYCCorAddPin>
<CKYCCorAddPOA>VoterlD</CKYCCorAddPOA>
<CKYCResTelSTD />
<CKYCResTelNumber />
<CKYCOffTelSTD />
<CKYCOffTeINumber />
<CKYCMobilelSD />
<CKYCMobileNumber />
<CKYCEmailAdd />
<CKYCRemarks />
<CKYCDateofDeclaration>27-Nov-2020</CKYCDateofDeclaration>
<CKYCPlaceofDeclaration>Vashi</CKYCPlaceofDeclaration>
<CKYCKYCVerificationDate>27-Nov-2020</CKYCKYCVerificationDate>
<CKYCTypeofDocSubmitted>01</CKYCTypeofDocSubmitted>
<CKYCKYCVerificationName>SS</CKYCKYCVerificationName>
<CKYCKYCVerificationDesg>Tester</CKYCKYCVerificationDesg>
<CKYCKYCVerificationBranch>Vashi</CKYCKYCVerificationBranch>
<CKYCKYCVerificationEmpcode>9632</CKYCKYCVerificationEmpcode>
<CKYCNumberoflds>4</CKYCNumberofids>
<CKYCNumberofRelatedPersons>0</CKYCNumberofRelatedPersons>
<CKYCNumberofimages>4</CKYCNumberoflmages>
<CKYCIDDetails>
<CKYCldentityDetails>
<CKYCIDSequence>1</CKYCIDSequence>
<CKYCIDType>C</CKYCIDType>
<CKYCIDNumber>DCVPM45825</CKYCIDNumber>
<CKYCIDVerificationStatus>02</CKYCIDVerificationStatus>
</CKYCldentityDetails>
<CKYCldentityDetails>
<CKYCIDSequence>2</CKYCIDSequence>
<CKYCIDType>B</CKYCIDType>
<CKYCIDNumber>v965447</CKYCIDNumber>
</CKYCldentityDetails>
<CKYCldentityDetails>
<CKYCIDSequence>3</CKYCIDSequence>
<CKYCIDType>I</CKYCIDType>
<CKYCIDNumber>XXXXXXXX0597</CKYCIDNumber>
</CKYCldentityDetails>
<CKYCldentityDetails>
<CKYCIDSequence>4</CKYCIDSequence>
<CKYCIDType>H</CKYCIDType>
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<CKYCIDNumber>XXXXXXXX3421</CKYCIDNumber>
<CKYCIDVerificationStatus>02</CKYCIDVerificationStatus>
</CKYCldentityDetails>
</CKYCIDDetails>
<CKYCRelatedPersonDetails />
<CKYCImageDetails>
<CKYCImageDetails>
<CKYCImageSequence>1</CKYCImageSequence>
<CKYCImageExtension>jpg</CKYCImageExtension>
<CKYCImageType>Photograph</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYCImageBranch>HOBRANCH</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31
9ajpaY6Z8HIIEOBcm
muTYOWY5doA+PwHsHr96j7R1BA08JI9JWDGnRT9Jx/9k=</CKYCImag
eData>
</CKYCImageDetails>
<CKYClmageDetails>
<CKYCImageSequence>2</CKYCIimageSequence>
<CKYCImageExtension>jpg</CKYCImageExtension>
<CKYClmageType>EKYCAuthimage</CKYCIimageType>
<CKYCImageGlobalorLocal />
<CKYCImageBranch>HOBRANCH</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31
9ajpaY6Z8HIIEOBcm
muTYOWY5doA+PwHsHr96j7R1BA08JI9JWDGnRT9Jx/9k=</CKYCImag
eData>
</CKYCImageDetails>
<CKYCImageDetails>
<CKYCImageSequence>3</CKYCImageSequence>
<CKYCImageExtension>jpg</CKYCImageExtension>
<CKYCImageType >AadhaarOffline</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYClmageBranch>HOREGIONBR</CKYCImageBranch>
<CKYClmageData>/9j/4AAQSkZJRgABAQAAAQABA2N4MhuAe/b31
9ajpaY6Z8HIIEOBcm
muTYOWY5doA+PwHsHr96j7R1BA08JI9JWDGnRT9Jx/9k=</CKYCImag
eData>
</CKYCImageDetails>
<CKYClmageDetails>
<CKYCImageSequence>4</CKYCImageSequence>
<CKYCImageExtension>jpeg</CKYClmageExtension>
<CKYClmageType>VoterlD</CKYCImageType>
<CKYCImageGlobalorLocal />
<CKYClmageBranch>HOREGIONBR</CKYCImageBranch>
<CKYCImageData>/9j/4AAQSkZIJRgABAQAAAQABA2N4MhuAe/b31
9ajpaY6Z8HIiIEOBcm
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muTYOWY5doA+PwHsHr96j7R1BA08JI9JWDGnRT9Jx/9k=</CKYCImag
eData>
</CKYCImageDetails>
</CKYCImageDetails>
</A67CkycDownloadResponseDetail>
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B3. Rejected By TW Encrypted Response with Signature

<?xml version="1.0" encoding="utf-16"?>
<A67DownloadCkycResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestStatus>RejectedByTW</RequestStatus>

<RequestRejectionCode>RC797</RequestRejectionCode>

<RequestRejectionDescription>RC797 : ParentCompany is Mandatory.</RequestRejectionDescription>
<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#" ><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-morettrsa-sha256" /><Reference
URI=""><Transforms><Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
/></Transforms><DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenci#tsha256"
/><DigestValue>1C/ErYItHrjcc/KltLcfFsz7ZvUeU/RIzCnKQfd1U7E=</DigestValue></Reference></Signedinfo>
<SignatureValue>gYW5mor8rDkR9XzkBbzfn7T+DUQ6vng6MuK4AgrNTfbly+iuPZjOMUQqIBSmJU6CClgcmiz
bb4UTTKGrOybvoNQaswYsv5ulhkkCh6WuB1MxRUzz0kekzSYKcaclyH6sN4ZRiCKD7kSssvpjlupdRIcW/A+DLa
Zcx2WNbPCIAIRLPpoqz8XPHLDONY+ymh643NnzK+aeZt823HPEXg1M4NGrmc77ZpdKREtigsPTXNHGjAbwb2g
TdlQqykNTUBzfsDL6yHW7fLmYTkyVZ3BpuR3ecleDUxILymC/Im/z0j)I60cLabR89M3tMhQxbS7a19MI2gxskhsq
taCY95v6dw==</SignatureValue><Keylnfo><X509Data><X509SubjectName>E=support@tssconsultancy.com
, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,
S=Maharashtra,
C=IN</X509SubjectName><X509Certificate>MIIEXzCCAOegAwIBAgIUbc58G4Nb6ytJuT1fiMWgwArvBgMwD
QYJKoZlhveNAQELBQAwghb4xCzAJBgNVBAYTAKIOMRQWEgYDVQQIDAtNYWhhcmFzaHRYYTEPMAOGA1UEBw
WGTXVtYmFpMSgwlgYDVQQKDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIWEAYDVQQL
DAITb2Z0d2FyZSAxHzAdBgNVBAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiGOwOBCQEWGNN1
cHBvcnRAdHNzY29uc3VsdGFuY3kuY29tMB4XDTIXMDMwNTEYyMTUyOVoXDTlyMDMwNTEyMTUyOVowghb4x
CzAJBgNVBAYTAKIOMRQwWEgYDVQQIDAtNYWhhcmFzaHRYYTEPMAOGALUEBWwWGTXVtYmFpMSgwlgYDVQQ
KDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIWEAYDVQQLDAITb2Z0d2FyZSAxHzAdBgNV
BAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiGOwWOBCQEWGNN1cHBvcnRAdHNzY29uc3VsdGF
uY3kuY29tMIIBIjANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEAzpvouz2HJ/nGhSgxmeeRbsqgq/9/u65d9
KFq/8+3SoDMBGBONQAEt1+q4PY+268d8j8pvegGolU/y0+FqUt87687KuiihOfgzmpoVKPQge95IbtXoVXCmlo
0dT4r6Jq4DvexRWHIPzdZHLOHjCQLAHznaU4jgInVqfuby+VrgVG9Khz1cDVh1tsC9rhMsboYDIVLjZUEBnH8dqgx
NT5xOH/68a0gFWpOGQfgimxOkqtonAP3ArDvXGD0aZxvxM807PD3mZz4KCE+lyX/7UjEK8wgoYMGOelcnei6
v83SWEAAW+1egyMCEtVLuc0QcyHDxuVprDqYbNO3/9gLxVdOnTQIDAQABo1MwUTAdBgNVHQ4EFgQUYICIz
pKcMjS1t302NXBJLISzkeAWHWYDVROjBBgwFoAUyJClzpKcMjS1t302NXBJLISzkeAwDwYDVROTAQH/BAUWAW
EB/zANBgkqhkiGO9WOBAQsFAAOCAQEAawefNWOAAMG6PTt9U6D+rVNdRxjM88PnATgBvnql3cnm72XMImRT4
czrRc4gUqXHU/ciH2g6ahbkV2qs4GUSLMBOuw4AZjsBavFt/hevwDqYRB6INftOBAkvSZzrNaOR256ITumadd1Z
MMLtjtEQ+SGaCn+u+YQjIAMRyDISLWLqUBVAxVuQlgorJQXRgCrFwGqU2xn3hNiuNv17LHQNtI5gfb0el1PEKAjs
1dnVpgATALKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGHBZ9tOH/a5KCe50r8rZyAqxDJkgxQadhgsxHosBKsDmUY6U
fXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certificate></X509Data></Keylnfo></Signature></A67Downloa
dCkycResponse>
</A66SearchinCkycResponse>
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B4. Rejected By TW Response without Signature

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadCkycResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'

xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">
<RequestStatus>RejectedByTW</RequestStatus>
<RequestRejectionCode>RC792</RequestRejectionCode>
<RequestRejectionDescription>RC792 : Invalid API Token or API Token is not

recognized.</RequestRejectionDescription>

</A67DownloadCkycResponse>

B5. Rejected By CKYC Encrypted Response

<?xml version="1.0" encoding="utf-16"?>

<A67DownloadCkycResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'
xmlins:xsd="http://www.w3.0org/2001/XMLSchema">

<RequestStatus>AcceptedByTW</RequestStatus>

<SessionKey>KDvqs7AloaUsGcGZz5D11ehueMh/yZaGgeqrEGHI8y/yX63JzzhWRIQQkQdCJ+jw1RIE4jAsjqRqF
pQxkm4TBy147q32Y5MbaFuaollqAWsrdcDq3QIfWX+1WO0JtTICQhldP67DVrQ2izZAaVkwl+5C923de0FP6fl6)
A86PvuKnLBhiHJJLc51nKo26BsifhdkLxTHwIrHYzU9Uc9pD5q80n00XUmNPV3dwwPtZTMQ3YdHy58IPhkKx9q
g4FORAMhfOhsT1fBogsVd910hGP203VuX7o0DnWohscZ66736N500+RVMYIf3/i2905zSLN+tPSlvwokXG15t/K1
WWelA==</SessionKey>

<ResponseData>eHhe3/3U25UjmBJMvsPSyOkBu2UF9u9d174iQIWRRh8qkd58003tmVzAfk8BgWS8jFZOeuKq

ZtpQt3nAGxlcumBBa3VApywLtIFQOCig8JkUUU4fn09jU8fmwG5VtUISkiyhvginH4cvOgnX5k0Vy5akgucPMicn

3tga/Az2VBm6uG+EB4KIhG2pGalLA3Itliqalz4D2NcWkCG+bm9GgNZGD2mgUgykTFohfi16Sjjz8 Aoe3+icaggWK
B6BzDPib+0kg1mizrmJ8CINXYOfbkfRecOLp/KO81NCYqxwBKCdIUruKN6+XI90517iWpzLzA0zMgtxFr5S8Y/Lhan
ghtaej1QFv8zfgna/5iFqad++9R2ze0B6Dall20ecSKaPYO/Y02z6D+i5yULYHx8Dz9Qtyd4gjVDRftPxjAtG5mYe63k
VS70eutagmA3dDVjYgh7EtpsL+mrHr6XQq6f6bl1xB5KQsk0Pe3vVk755Tx0S2SsYyhAUG+pXdFIXQWRNLv1BM

kWhYLFVM6KUO091QLtfgM/21HYo3DERCVeTeUCytCYOAO20wIEJV16Sf+sVA2a6b2hEtaBZYoyfiNpcCRd4MrcdR
3FGbgPoTZFAH/pGiBW5wJwX/gwahjPNwtPKCxB</ResponseData>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-morettrsa-sha256" /><Reference
URI=""><Transforms><Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
/></Transforms><DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenci#tsha256"
/><DigestValue>A3UX7wOK/NWBOfRY5iP3EubAobKbyAxK/8EfOKE+6wM=</DigestValue></Reference></Sig
nedinfo><SignatureValue>s1KI/Ensb4vKByRuAeY8xuvPpM1fYxiQ8iOHIAwW/ISOFRVyav6Fs69FrnIX8uOSDrObR
nPDoYQwVqI3mR5GbhVdvStjxfuDOFXXH6+fEbJQbmbVMd8w4YXfNMjZcL2G22g+A96nKH43glpFYDBNgkwY
S3uz02pgEc8DVEHWI8CVBMHYMGdvisAJgVBZI1SB5BJ4XeP/pb8S8VQZLv+1B04s9gz1R95v103S5vtFFQ4ADgH
wCB5HyDonw6KDUciGp7PAKfvLnvYAL19uNOcnSs6RwsltvdQ4/kjGvifuF08hzjgHVzZd6Y7zAeUAZsHzf5gU3VE
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uXIDYVkxNh9i+4xbQ==</SignatureValue><Keylnfo><X509Data><X509SubjectName>E=support@tssconsult
ancy.com, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,
S=Maharashtra,
C=IN</X509SubjectName><X509Certificate>MIIEXzCCAOegAwIBAgIUbc58G4Nb6ytuT1fiMWgwArvBgMwD
QYJKoZlhveNAQELBQAwgh4xCzAJBgNVBAYTAKIOMRQWEgYDVQQIDAtNYWhhcmFzaHRYYTEPMAOGA1UEBw
wWGTXVtYmFpMSgwlgYDVQQKDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIWEAYDVQQL
DAITb2Z0d2FyZSAxHzAdBgNVBAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiGOwOBCQEWGNN1
cHBvcnRAdHNzY29uc3VsdGFuY3kuY29tMBA4XDTIXMDMwNTEyMTUyOVoXDTlyMDMwNTEyMTUyOVowgb4x
CzAJBgNVBAYTAKIOMRQwWEgYDVQQIDAtNYWhhcmFzaHRYYTEPMAOGA1UEBWwWGTXVtYmFpMSgwlgYDVQQ
KDB9UU1MgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMRIWEAYDVQQLDAITb2Z0d2FyZSAxHzAdBgNV
BAMMFnd3dy50c3Njb25zdWx0YW5jeS5jb20xKTAnBgkqhkiGOwWOBCQEWGNN1cHBvcnRAdHNzY29uc3VsdGF
uY3kuY29tMIIBIjANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEAzpvouz2HJ/nGhSgxmeeRbsqgq/9/u65d9
KFq/8+3SoDMBGBONQAEt1+q4PY+268d8j8pvegGolU/y0+FqUt87687KuiihOfgzmpoVKPQge95IbtXoVXCmJlo
0dT4r6Jq4DvexRWHIPzdZHLOHjCQLAHznaU4jgInVqfuby+VrgVG9Khz1cDVh1tsC9rhMsboYDIVLjZUEBnH8dqgx
NT5xOH/68a0gFWpOGQfgimxOkqtonAP3ArDvXGD0aZxvxM807PD3mZz4KCE+lyX/7UjEK8wgoYMGOelcnei6
v83SWEAAW+1egyMCEtVLucOQcyHDxuVprDqYbNO3/9gLxVdOnTQIDAQABo1MwUTAdBgNVHQ4EFgQUYyIClz
pKcMjS1t302NXBJLISzkeAWHWYDVROjBBgwFoAUyJClzpKcMjS1t302NXBJLISzkeAwDwYDVROTAQH/BAUWAW
EB/zANBgkqhkiGO9WOBAQsFAAOCAQEAawefNWOAAMG6PTtOU6D+rVNdRXjM88PnATgBvnql3cnm72XMImRT4
czrRcdgUqXHU/ciH2g6ahbkV2qs4GUSLMBOuw4AZjsBavFt/hevwDqYRB6INftOBAkvSZzrNaOR256ITumadd1z
MMLtjtEQ+SGaCn+u+YQjIAMRyDISLWLqUBVAxVuQlgorJQXRgCrFwGqU2xn3hNiuNv17LHQNtI5gfb0el1PEKAjs
1dnVpgATALKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGHBZ9tOH/a5KCe50r8rZyAqxDJkgxQadhgsxHosBKsDmUY6U
fXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certificate></X509Data></Keylnfo></Signature></A67Downloa
dCkycResponse>

B6. Rejected By CKYC Decrypted Response

<?xml version="1.0" encoding="utf-16"?>
<A67CkycDownloadResponseDetail xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">
<CKYCStatus>CKYCRejected</CKYCStatus>
<CKYCRejectionCode>RC826</CKYCRejectionCode>
<CKYCRejectionDescription>KYC Number 20066089059701 do not exists in system
</CKYCRejectionDescription>
<CKYCIDDetails />
<CKYCRelatedPersonDetails />
<CKYCImageDetails />
</A67CkycDownloadResponseDetail>



