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A. OVERVIEW

API Objective

This Restful API helps on-boarding FI applications to consume and search for customers in CKYC
Repository. These FI applications will request A80 API with specific customer identification details
in the following XML format and TrackWizz will then subsequently request CERSAI for the
information. All the API requests and responses will be end to end encrypted. FI applications to hit
a single request at a time.

NOTE : To know more about CKYC , Please visit the below link:
https://www.youtube.com/watch?v=pqSduYudQLo

Resource URL

Sandbox URL: https://apisandbox1.trackwizz.com/a80/search

NOTE : Make sure to whitelist the above URL in your environment before using it.

Resource Information

Request & Response  Format : XML
Request Type : POST

https://www.youtube.com/watch?v=pqSduYudQLo
https://apisandbox1.trackwizz.com/a80/search


B. API Request Details

Colour Indications

Header of the Table

Mandatory Fields

Request Parameter Description
Request – Main

Field Name / XML Tag Mandatory Data Type Length Remarks

ApiToken Yes String 60 Static Value will be shared by the

TrackWizz team during implementation.

SessionKey Yes String Each request gets encrypted using two

types of encryption. First, the data will get

encrypted using a symmetric session key,

this key will be unique for each request.

This key will also be sent with the request

after encrypting it using an asymmetric

key.

RequestData Yes Complex This field contains encrypted customer

details given by FI.

Request Data Fields

Field Name / XML Tag Mandatory
Data

Type
Length Remarks

RequestId Yes String 60 A request identifier given by FI.

ApplicationRefNumber No String 60
To recognize the application from which

the request is being initiated.

ParentCompany Yes String 60
It is a unique & Static value given by TW, for

authentication of the FI.

Tags No String 2000 Additional field to add remarks in request.



InputIdType Yes String 1

Customer Identity Details given by

customers to FI for searching the records in

CKYC.

Refer Table 1.1 for more details.

InputIdNo Yes String 60

Identification number given in the request

by customers to FI based on the above

given ID.

FirstName No String 150

First Name of the customer given by FI.

● Mandatory for InputIdType E

(Aadhar). .

MiddleName No String 50

Middle Name of the customer given by FI.

● Mandatory for InputIdType E

(Aadhar).

LastName No String 50

Last Name of the customer given by FI.

● Mandatory for InputIdType E

(Aadhar).

DateOfBirth No String 10

Date Of Birth of the customer passed in the

request by FI.

● Mandatory for InputIdType E

(Aadhar).

● Should not be current date or

future date and should be in the

format DD-MM-YYYY

E.g :- 16-05-2022

Gender No String

Specified Gender of the customer in the

request by FI.

● Mandatory for InputIdType E

(Aadhar).

Refer Table 1.2 for more details.



Request Enumeration Table Lists

Table 1.1- Possible IDTypes

IDType Description Character
Data Type

Allowed
Example

A Passport 20 String L7622463

B Voter ID 20 String UTC875654

C PAN 10 String DCVPM4582S

D Driving License 20 String MH013456

E Aadhar Card Number 04 String XXXX XXXX 4323 (Last Four Digits)

F NREGA Job Card 40 String 233423

Z CKYC Identifier 14 String 30078420558947

G
National Population

Register Letter
20 String 908979

Table 1.2- Gender Category

Gender Description

M Male

F Female

T Transgender



C. API Response Details
Response Parameter Description

Response – Main

Field Name Mandatory Data Type Length Remarks

RequestStatus Yes String 60 Request Status given by TrackWizz.

Possible Values:

● AcceptedByTW

● RejectedByTW

RequestRejectionCode No String 60 A rejection Code given due to request

failure given by TrackWizz.

Refer Table 1.9 for more details.

RequestRejectionDesc

ription

No String 500 Reason for request failure given by

TrackWizz.

Refer Table 1.9 for more details.

SessionKey No String Each response  gets encrypted using two

types of encryption. First, the data will get

encrypted using a symmetric session key,

this key will be unique for each response.

This key will also be sent with the response

after encrypting it using an asymmetric key.

ResponseData No String This field contains encrypted customer

details given by CKYC.

Response Data

Field Name Mandatory Data

Type

Length Remarks

RequestId Yes String 60 Request identifier given in the request by FI.

CKYCStatus Yes String 60 Status to the FI request given by CKYC API.

Possible Values :

● CKYCSuccess

● CKYCRejected

CKYCRejectionDescrip No String 300 Reason for the request failure given by CKYC API.



tion Refer Table 1.10 for more details.

ApplicationReference

Number

No String 60 To recognize the application from which the request

is being initiated.

Tags No String 2000 Same string will be given that was passed in the

request.

CKYCAvailable No String 10 KYC details of the requested

customers are present or not.

Possible Values :

● Yes

● No

CKYCID No Num

ber

14 A unique 14- digit identification number assigned by

CERSAI to the Individuals / Legal Entities.

CKYCName No String 158 Full Name of the customer as per CKYC response.

CKYCAge No String 3 Age of the customer as per CKYC response.

CKYCFatherName No String 158 Father’s Name of the customer as per CKYC

response.

CKYCPhotoImageType No String 5 Extension of the photograph given by CKYC.

CKYCGenDate No String 10 Date when the customer got registered at CKYC.

The date will be in this format DD-MM-YYYY

E.g. 16-05-2022

CKYCPhoto No String Photograph of the customer given in Base 64

Encoded String format.

CKYCRequestID No String 8 Request Identifier  will be auto generated by

TrackWizz .

CKYCRequestDate No String 10 Date when we Search for customers data in the

CKYC repository.

The date will be in the format

DD-MM-YYYY

E.g. 16-05-2022

CKYCUpdateDate No String 10 Date when the customer details are last updated in

CKYC.

The date will be in this format DD-MM-YYYY

CKYCRemarks No String 200 Remarks Given by CKYC

CKYCPhotoBytes No String Photograph of the customer given in Base 64

Encoded String format.

CKYCAvailableIDType Yes String 2 These are customer IDs available in CKYC Response.



Refer Table 1.8a for Individual

CKYCAvailableIDTypeS

tatus

No String 2 Status of the Identification details present in the

CKCY response.

Possible values are :

● 01-Verified

● 02-Unverified

● 03-Unverifiable

( It shows the status of the sent ID parameter from

CKYC)

CKYCIDRemarks No String 300 Remarks given by CKYC for available IDs

Response Enumeration Table Lists

Table 1.8a - CKYCAvailableIDType

IDType Description Character Validation
Data Type

Allowed

A Passport 20 String

B Voter ID 20 String

C PAN 10

First 3 digits any alphabet,

4th digit from these-ABCFGHJLPT,

5th digit any alphabet,

6th to 9th digit any number and

last digit any alphabet.

String

D Driving Licence 20 String

E
Aadhar Card

Number
04 Four digit Aadhar Card Number(Last four digit) String

F NREGA Job Card 40 String



G

National

Population

Register Letter

20 String

H
E-KYC

Authentication
12 String

I

Offline

Verification of

Aadhaar

12 String

Z CKYC Identifier 14 String

Table 1.9- Request Rejection codes

Rejection Code Description

RC791
This error code will be used to validate the field ApiToken. if this field has no value
then this error code will be given.

RC792

This error code will validate whether the API Token passed in the request is valid

and generated from TrackWizz or not.

RC793
This error code will validate whether the user whose API Token has been passed in

the request has access to A50 API or not.

RC794
This error code will be used to validate the field Request ID. if this field has no value

then this error code will be given.

RC795

This error code will be used to validate if the value passed in the field Request ID is

greater than 60 string or no.

RC797 ParentCompany is Mandatory.

RC798 Parent Company is not recognized or missing.

RC799

This error code will be used to validate if the value passed in the field

ApplicationFormNo is greater than 60 string or no.



RC800

This error code will be used to validate InputIdType. If this field has no value then

this error code will be given.

RC801

This error code will be used to validate if the value passed in InputIdType is as per

the TrackWizz Code or not.

RC802

This error code will be used to validate InputIdNumber. If this field has no value

then this error code will be given.

RC803

This error code will be used to validate if the value passed in the field

InputIdNumber is greater than 20 string or not for InputIdType A.

RC804

This error code will be used to validate if the value passed in the field

InputIdNumber is greater than 20 string or not for InputIdType B.

RC805

This error code will be used to validate if the value passed in the field PAN is greater

than 10 string or no for InputIdType C.It also validates whether First 3 digit any

alphabet, 4th Digit, 5th digit any alphabet, 6th to 9th digit any number and last digit

any alphabet.

RC806

This error code will be used to validate if the value passed in the field

InputIdNumber is greater than 20 string or not for InputIdType D.

RC807

This error code will be used to validate if the value passed in the field

InputIdNumber is greater than 20 string or not for InputIdType F.

RC808

This error code will be used to validate if the value passed in the field

InputIdNumber is greater than 14 string or not for InputIdType Z.

RC809

This error code will be used to validate the date passed in the field DateOfBirth is as

per the format DD-MM-YYYY or not when search is being done for InputIdType E.

RC810

This error code will be used to validate whether the date passed in field DateOfBirth

is lesser than current date or not when search is being done for InputIdType E.

RC811

This error code to check if value is provided to the DateOfBirth or not when search

is being done for InputIdType E.

RC812

This error code will be used to validate the value passed in the field Gender is as per

TrackWizz Enum/List or no when search is being done for InputIdType E.

RC813

This error code to check if value is provided in the field Gender or not when search

is being done for InputIdType E.

RC814

This error code will validate if value is provided in either one of the fields FirstName

or MiddleName or LastName or not when search is being done for InputIdType E.

RC815

This error code will be used to validate if the value passed in the field FirstName is

greater than 50 string or not for InputIdType E.

RC816

This error code will be used to validate if the value passed in the field MiddleName

is greater than 50 string or not for InputIdType E.



RC817

This error code will be used to validate if the value passed in the field LastName is

greater than 50 string or not for InputIdType E.

RC818

This error code will validate that the length of the field InputIdNumber should be 4

digits only when search is being done for InputIdType E.

RC819

This error code to check if the value provided in the field InputIdNumber is numeric

only when search is being done for InputIdType E.

RC820

This error code will validate if any spaces or special characters apart from

apostrophy are available in the field FirstName when search is being done for

InputIdType E.

RC821

This error code will validate if any spaces or special characters apart from

apostrophy are available in the field MiddleName when search is being done for

InputIdType E.

RC822

This error code will validate if any spaces or special characters apart from

apostrophy are available in the field LastName when search is being done for

InputIdType E.

RC825 This error code will be generated if the request signature is not verified by the TW.

RC823

This error code will be used to validate if the value passed in the field

InputIdNumber is greater than 20 string or not for InputIdType G.

RC826 This error code will be generated in case of some exception from CKYC.

RC827 This error code will be generated in case of some exception from TrackWizz.

RC829

This error code will be thrown if there are any special characters present in the

input parameters.

Table 1.10- Rejections from CKYC

Serial Number Error Message

01 Digital signature cannot be verified. The certificate is expired.

02 Validation failure

03 Request Id should not exceed more than 8 digits

04 Request Id is not unique throughout the day for an FI.

05 Institution does not exists

06 No records found

07 Time difference should be less than 5 minutes

08 Please configure your IP address.



09 The given IP does not match with the institution’s registered IP.

10 Session Key Decryption error. Please encrypt with correct public Key

11 PID Data Decoding error

12 Invalid Date-Time Stamp. The format is dd-MM-yyyy hh:mm:ss

13 Please enter version number

14 KYC Number should be of length 14 digits

15 KYC Number <<KYC_NO>> does not exists in system

16 Please enter individual KYC number



D. Encryption & Decryption Steps

Request Encryption Steps

Following are the steps to be followed for encryption

1. Generate a Session Key of 256 bit.

2. Encrypt the data using AES (Symmetric Algorithm) using the above generated Session Key

3. Encode the above encrypted data to Base64 string. Example: The above sample data would
look like following: f86EzPWUEaqwTEAMyfrjANBgkqhkiG9w0BAQsFADCBkzr2ZLVncZb3u

4. Encrypt the session key using Public Key of the Receiver, using RSA (Asymmetric Algorithm)

5. Encode the above encrypted Session Key to Base64 string.

6. Add this encrypted and encoded data and Session Key to the request XML.

7. Using the Private Key of the Sender, sign the entire request XML. The request of A83 API will
look like following

Response Decryption Steps

Consider the following response for the above request made to a system

<?xml version="1.0" encoding="utf-16"?>
<A66SearchInCkycRequest xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<ApiToken>eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJFbXBsb3llZUlkIjoiOSIsIlVzZXJuYW1lIjoiVGVzdDEwN
SIsIkVuY3J5cHRpb25Qcm92aWRlcklkIjoiMzIiLCJQYXJlbnRDb21wYW55SWQiOiI5IiwiUGFyZW50Q29tcGFu
eVVuaXF1ZUlkIjoiVGVzdDEwNSIsIkZJQ29kZSI6IklOMDM0NiIsImlzcyI6IlRyYWNrd2l6elNlcnZpY2UiLCJhdW
QiOiJBbmd1bGFyQ2xpZW50In0.lmRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiToken>
<SessionKey>hJB8BwAZZILyuHGC9MHtdQSgiGgEe9EEOgjOjJUiwrhASknQzafoK3beY5X2Ta87TP9gQERG1V
D9hVif+56DwP9/A2CeLgCaTeDHkcK4+HYQqQHiStf1Vj3dlXQ0D1iygnuJaQ23Bn+mhryWpk4LzdHhUdwPO
UGLriXCqBVZffCkb86AsLg8CKHQDyy3BUPEt7EHh6dscd4qe659H1zgx17HAr6t2FviEKrquRgqtnJNfEqoGb5
Rri9Garz8bey4FQT8lC3kiD/n1KYsNllTRutXHtwRnqWrVO1STFPYt2ehB29x3eS+ghHTV/I998guTAUo
1trpK+fXuG9unR2icw==</SessionKey>
<RequestData>mfEZo+dvdGCbRqJpHH+HG9plViYpnTdXETh4alzNGJl6GYue3OpP+6+CLP7Yi67BIrnvomFIeh
MBXLdVYei8Jaugq8TtaxysVbSCBPbeCc8t2r9Cr+Q7yPv6nH4RyJyx1ZP60pNv/ENG1P8ZW1BBtu/vZrtouYf/X
lvMhIUmXEtJ//kiBJHx2oE0PbL7GqBIWdxZ2EJr6K2QDLeHn0btc/fEYya1oMY/3gbzPOi2TAn+PHNnBSlX1rslj
dyZqWtNtIOuwn3Ir+o/cjf3Px9cAN/8kAxfmZqUIswKbBKXLHuBCHYCiaLmrcymy16oZOvsjFxBoYG0V/1yiOO
HV/iK9e8zu02yraNTKr6nH9CmEUGfF8OR+qJ/peZTeE3QqH+GQNuH5BkbwtU/lcq3Set02Fd/81SGJJ7SlRui+

http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema


HKglZcxrFxcKtnrMgZd434lsFUlp0Uzu5oQTmlR3DYL1gjyNR9G7LEsfT0M9tHXTD3g6f92IGxvLskuzVdDieD44
V7TGoWN795rEdUzTcF4zkNWSPxHnYnj/7nl3//ZJWvsQbnf6Qx8V36jHUnLTvBRw1tnaadfnqiHFwEpvIPq75
PmeSr7GGVYWES97dTodx8tT/A68F8akFuH1mNuDNbVrlja4elVxXNsI1a29TXV5g7CNoKh00cxVJRvmHST+S
sj7ZxynaMRyKG/J4r4YyZT736XtXS0B8sWYmhVHjOPHwK446dWQ==</RequestData>
<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
<SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /><Reference
URI=""><Transforms><Transform
Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"
/></Transforms><DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"
/><DigestValue>PzWlo8o3LTrZk4v8O1HqDURssfk=</DigestValue></Reference></SignedInfo><Signature
Value>lTAbenbqQU+SKl7xhfjy85iT2mjab5/XRWV/V/RYN0Eb8lLfN5d+huUjsFoPpLgW9p2dL990vnRx6cAZ4
H+l6MYUlxzhDgy9mfKJsZTA63xp2dBvKOHF3fzUVetgot5ZC9gevdyMtAN/O9nhtYl5zPYKAuOs1gAWnNFAh0
cpmDRJNTVR0aGHQdzvpEElH+4l94Tb7SIFEJDixwvI4gAqOVom8kYjTgBUzG/BhQLRyPpQs0lhgan5Xzuzc25
ONHck3dKgBEOgSllWv60izaIoJDTj1xupXwym4tyc5cJOp41C0xGs7+vsc+xaT50DQfZyw186JJpZyO4vziR
0OrH1lJg==</SignatureValue><KeyInfo><X509Data><X509SubjectName>CN=SAGAR CHANDRAKANT
TANNA,SERIALNUMBER=8c5b2ed5ea341e9a890f9582d9b413c98c7561f1e3da51dd5c0efca6beff0ad3,
OID.2.5.4.51="KAMALA MILL COMPOUND,710, TRADE WORLD C WING, SENAPATI BAPAT MARG, LOWER
PAREL WEST, MUMBAI CITY, MAHARASHTRA", STREET=MUMBAI CITY, S=MAHARASHTRA,
PostalCode=400013, OU=DIRECTOR, O=TSS CONSULTANCY PRIVATE LIMITED,
C=IN</X509SubjectName><X509Certificate>
MIIGlzCCBX+gAwIBAgIEAR3GGDANBgkqhkiG9w0BAQsFADCBkzELMAkGA1UEBhMCSU4xKjAoBgNVBAoTI
WVNdWRocmEgQ29uc3VtZXIgU2VydmljZXMgTGltaXRlZDEdMBsGA1UECxMUQ2VydGlmeWluZyBBdXRob
3JpdHkxOTA3BgNVBAMTMGUtTXVkaHJhIFN1YiBDQSBDbGFzcyAyIGZvciBEb2N1bWVudCBTaWduZXIgMjA
xNDAeFw0yMDAxzMTIwOTM3MjNaFw0yMTAzMTIwOTM3MjNaMIIBbDELMAkGA1UEBhMCSU4xKDAmB
gNVBAoTH1RTUyBDT05TVUxUQU5DWSBQUklWQVRFIExJTUlURUQxETAPBgNVBAsTCERJUkVDVE9SMQ8
wDQYDVQQREwY0MDAwMTMxFDASBgNVBAgTC01BSEFSQVNIVFJBMRQwEgYDVQQJEwtNVU1CQUkgQ0l
UWTF2MHQGA1UEMxNtS0FNQUxBIE1JTEwgQ09NUE9VTkQsNzEwLCBUUkFEzRSBXT1JMRCBDIFdJTkcsIF
NFTkFQQVRJIEJBUEFUIE1BUkcsIExPV0VSIFBBUkVMIFdFU1QsIE1VTUJBSSBDSVRZLCBNQUhBUkFTSFRSQT
FJMEcGA1UEBRNAOGM1YjJlZDVlYTM0MWU5YTg5MGY5NTgyZDliNDEzYzk4Yzc1NjFmMWUzZGE1MWRkN
WMwZWZjYTZiZWZmMGFkMzEgMB4GA1UEAxMXU0FHQVIgQ0hBTkRSQUtBTlQgVEFOTkEwggEiMA0GCS
qGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDWCR4L8+VZM/kFzeEHfcVYt4g8y/WVd45AYsh714WQGCPSm
Pi3w3C9rBOOq6rGP0rMo03t6jwT2zFwCTfBwWxAhEINBbL9VeKp2nCGwxcU5sLVqsJ0MeLpEzPfEgXpz2V3
kfg0fplxbOSmp79/pzS3jjZVfu7Qqpbjtrtqj+mwGiE/pcM9cHgvcBLi0TJ3+ptpdz44FJ8JRjMjJU9TAHmfag36RN
y8FZE9W0KDVG49zUqMdBB5EWDSqK8fFQ4hTzd72vcwXaR+7ivT0LhYoW/rKThBqmMfaDGYi78upEy0H96
VFf2YBYSQKh8zkzT+uws/+sBcsCZzgbjqBk8oBjDmtAgMBAAGjggIVMIICETATBgNVHSMcEDDAKgAhNpkTIp
uIACDAdBgNVHQ4EFgQUej1EUgswJ+t2MMsoNLQLUiwL4pgwDAYDVR0TAQH/BAIwADAOBgNVHQ8BAf8E
BAMCBsAwKgYDVR0lBCMwIQYKKwYBBAGCNwoDDAYJKoZIhvcvAQEFBggrBgEFBQcDAjCB0gYDVR0gBIHK
MIHHMC0GBmCCZGQCAjAjMCEGCCsGAQUFBwICMBUaE0NsYXNzIDIgQ2VydGlmaWNhdGUwRAYGYIJkZA
oBMDowOAYIKwYBBQUHAgIwLBoqT3JnYW5pc2F0aW9uYWwgRG9jdW1lbnQgU2lnbmVyIENlcnRpZmljYX
RlMFAGB2CCZGQBCAIwRTBDBggrBgEFBQcCARY3aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9
yeS9jcHMvZS1NdWRocmFfQ1BTLnBkZjB3BggrBgEFBQcBAQRrMGkwJAYIKwYBBQUHMAGGGGh0dHA6Ly9
vY3NwLmUtbXVkaHJhLmNvbTBBBggrBgEFBQcwAoY1aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3Np
dG9yeS9jYWNlcnRzL2RvY2NsMi5jcnQwQwYDVR0fBDwwOjA4oDagNIYyaHR0cDovL3d3dy5lLW11ZGhyYS5
jb20vcmVwb3NpdG9yeS9jcmxzL2RvY2NsMi5jcmwwDQYJKoZIhvcNAQELBQADggEBABwGG3WM6o9KWT
0h3HMoCJO6c0BaDGI2nfkTEKPSVpox1IT8a//hjy2gpCgt2NdqrcU5dL1eBaubHG9hSHmSCQorYlDpLQIJapsv
r4efc3ZU2BP+FocEv9pMsrwgJyLB9QA5B9z0NRMtIn8NlVErXo6kQv/tB9FE30SJmtPO3ESsi/Fs28PVyrQw9B

http://www.w3.org/2000/09/xmldsig
http://www.w3.org/2000/09/xmldsig
http://www.w3.org/TR/2001/REC-xml-c14n-20010315
http://www.w3.org/TR/2001/REC-xml-c14n-20010315
http://www.w3.org/2000/09/xmldsig#rsa-sha1
http://www.w3.org/2000/09/xmldsig#enveloped-signature
http://www.w3.org/2000/09/xmldsig#sha1
http://www.w3.org/2000/09/xmldsig#sha1


b1sdsS1zz/yWC/bogmSkXCzeEQEt6RuWCmdphkfMUN86H6OUMSK0y5ZQtCF8BDwGOskFkh0Ts07AS0mU
oEcT/DCQi3rrKQYU3WrusRpaJjIwMq2GFiT4TimWPTTKD+yYJTdRRLrwFkWiEtQvQrgshwfMZr0qc=
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</A66SearchInCkycRequest>

Following are the steps to decrypt and read the response:

1. Verify the signature in Response XML using Public Key Present at Sender’s

2. Decode the Session Key from the Response XML.

3. Decrypt the above Session Key by Receiver’s Private Key using RSA (Asymmetric Algorithm)

4. Decode the data in Response XML.

5. Decrypt the data by Session Key (derived from above) using AES (Symmetric Algorithm).

E.Sample Request and Response

A. Request XML Table

Sr. No. XML - Type Example

1 Plain Request Refer XML A1

2 Main Encrypted Request Refer XML A2

3 Signed Encrypted Request Refer XML A3

A1. Sample Decrypted Request Data XML

<?xml version="1.0" encoding="utf-16"?>

<A66RequestData
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<InputIdType>Z</InputIdType>
<InputIdNo>30028091745022</InputIdNo>
<DateOfBirth>12-03-1995</DateOfBirth>
<RequestId>12</RequestId>
<Tags>TW01</Tags>
<ParentCompany>AAAAA8597P</ParentCompany>
<ApplicationRefNumber>appref123</ApplicationRefNumber>

http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema


<FirstName>XYZ</FirstName>
<MiddleName>XYZ</MiddleName>
<LastName>XYZ</LastName>
<Gender>M</Gender>

</A66RequestData>

A2. Sample Request Main Body - Encrypted XML

<?xml version="1.0" encoding="utf-16"?>

<A66SearchInCkycRequest

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJFbXBsb3llZUlkIjoiOSIsIlVzZXJuYW1lIjoiVGVzdDE

wNSIsIkVuY3J5cHRpb25Qcm92aWRlcklkIjoiMzIiLCJQYXJlbnRDb21wYW55SWQiOiI5IiwiUGFyZW50Q29t

cGFueVVuaXF1ZUlkIjoiVGVzdDEwNSIsIkZJQ29kZSI6IklOMDM0NiIsImlzcyI6IlRyYWNrd2l6elNlcnZpY2UiL

CJhdWQiOiJBbmd1bGFyQ2xpZW50In0.lmRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiTo

ken>

<SessionKey>hJB8BwAZZILyuHGC9MHtdQSgiGgEe9EEOgjOjJUiwrhASknQzafoK3beY5X2Ta87TP9gQERG

1VD9hVif+56DwP9/A2CeLgCaTeDHkcK4+HYQqQHiStf1Vj3dlXQ0D1iygnuJaQ23Bn+mhryWpk4LzdHhUd

wPOUGLriXCqBVZffCkb86AsLg8CKHQDyy3BUPEt7EHh6dscd4qe659H1zgx17HAr6t2FviEKrquRgqtnJNfEq

oGb5Rri9Garz8bey4FQT8lC3kiD/n1KYsNllTRutXHtwRnqWrVO1STFPYt2ehB29x3eS+ghHTV/I998guTAUo

1trpK+fXuG9unR2icw==</SessionKey>

<RequestData>mfEZo+dvdGCbRqJpHH+HG9plViYpnTdXETh4alzNGJl6GYue3OpP+6+CLP7Yi67BIrnvomF

IehMBXLdVYei8Jaugq8TtaxysVbSCBPbeCc8t2r9Cr+Q7yPv6nH4RyJyx1ZP60pNv/ENG1P8ZW1BBtu/vZrt

ouYf/XlvMhIUmXEtJ//kiBJHx2oE0PbL7GqBIWdxZ2EJr6K2QDLeHn0bt/fEYya1oMY/3gbPOi2TAn+PHNn

BSlX1rsljdyZqWtNtIOuwn3Ir+o/cjf3P9cAN/8kAxfmZqUIswKbBKXLHuBCHYCiaLmrcymy16oZOvsjFxBoY

G0V/1yiOOHV/iK9e8zu02yraNTKr6nH9CmEUGfF8OR+qJ/peZTeE3QqH+GQNuH5BkbwtU/lcq3Set02Fd

/81SGJJ7SlRui+HKglZcxrFxcKtnrMgZd434lsFUlp0Uzu5oQTmlR3DYL1gjyNR9G7LEsfT0M9tHXTD3g6f92I

GxvLskuzVdDieD44V7TGoWN795rEdUzTcF4zkNWSPxHnYnj/7nl3//ZJWvsQbnf6Qx8V36jHUnLTvBRw1t

naadfnqiHFwEpvIPq75PmeSr7GGVYWES97dTodx8tT/A68F8akFuH1mNuDNbVrlja4elVxXNsI1a29TXV5

g7CNoKh00cxVJRvmHST+Ssj7ZxynaMRyKG/J4r4YyZT736XtXS0B8sWYmhVHjOPHwK446dWQ==</Requ

estData>
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A5. Sample Request Signed Request

<?xml version="1.0" encoding="utf-16"?>

<A66SearchInCkycRequest

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<ApiToken>eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJFbXBsb3llZUlkIjoiOSIsIlVzZXJuYW1lIjoiVGVzdDE

wNSIsIkVuY3J5cHRpb25Qcm92aWRlcklkIjoiMzIiLCJQYXJlbnRDb21wYW55SWQiOiI5IiwiUGFyZW50Q29t

cGFueVVuaXF1ZUlkIjoiVGVzdDEwNSIsIkZJQ29kZSI6IklOMDM0NiIsImlzcyI6IlRyYWNrd2l6elNlcnZpY2UiL

CJhdWQiOiJBbmd1bGFyQ2xpZW50In0.lmRg8AN5ZSMY-T8bwZ_37bFykoCnL7GmeW4Qc3s_J9I</ApiTo

ken>

<SessionKey>hJB8BwAZZILyuHGC9MHtdQSgiGgEe9EEOgjOjJUiwrhASknQzafoK3beY5X2Ta87TP9gQERG

1VD9hVif+56DwP9/A2CeLgCaTeDHkcK4+HYQqQHiStf1Vj3dlXQ0D1iygnuJaQ23Bn+mhryWpk4LzdHhUd

wPOUGLriXCqBVZffCkb86AsLg8CKHQDyy3BUPEt7EHh6dscd4qe659H1zgx17HAr6t2FviEKrquRgqtnJNfEq

oGb5Rri9Garz8bey4FQT8lC3kiD/n1KYsNllTRutXHtwRnqWrVO1STFPYt2ehB29x3eS+ghHTV/I998guTAUo

1trpK+fXuG9unR2icw==</SessionKey>

<RequestData>mfEZo+dvdGCbRqJpHH+HG9plViYpnTdXETh4alzNGJl6GYue3OpP+6+CLP7Yi67BIrnvomF

IehMBXLdVYei8Jaugq8TtaxysVbSCBPbeCc8t2r9Cr+Q7yPv6nH4RyJyx1ZP60pNv/ENG1P8ZW1BBtu/vZrt

ouYf/XlvMhIUmXEtJ//kiBJHx2oE0PbL7GqBIWdxZ2EJr6K2QDLeHn0bt/fEYya1oMY/3gbPOi2TAn+PHNn

BSlX1rsljdyZqWtNtIOuwn3Ir+o/cjf3P9cAN/8kAxfmZqUIswKbBKXLHuBCHYCiaLmrcymy16oZOvsjFxBoY

G0V/1yiOOHV/iK9e8zu02yraNTKr6nH9CmEUGfF8OR+qJ/peZTeE3QqH+GQNuH5BkbwtU/lcq3Set02Fd

/81SGJJ7SlRui+HKglZcxrFxcKtnrMgZd434lsFUlp0Uzu5oQTmlR3DYL1gjyNR9G7LEsfT0M9tHXTD3g6f92I

GxvLskuzVdDieD44V7TGoWN795rEdUzTcF4zkNWSPxHnYnj/7nl3//ZJWvsQbnf6Qx8V36jHUnLTvBRw1t

naadfnqiHFwEpvIPq75PmeSr7GGVYWES97dTodx8tT/A68F8akFuH1mNuDNbVrlja4elVxXNsI1a29TXV5

g7CNoKh00cxVJRvmHST+Ssj7ZxynaMRyKG/J4r4YyZT736XtXS0B8sWYmhVHjOPHwK446dWQ==</Requ

estData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod

Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /><Reference

URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"

/></Transforms><DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"

/><DigestValue>lTV5vdqQH65VeNvrY60bHtMbuq0=</DigestValue></Reference></SignedInfo><SignatureVa

lue>niE2pTUu72CBJjNGXTonPP6TQXdO+hRDm5mzGgdi8rAb0W+aw71VtrQh0R2v47O8uqtUzU3CZF92Bk76u

zuhyr7uaud3CFMpQb6uP26tl8T+plZEDa3WTdNn7YtNaW0eQl3tOkbSOD0OWdVUQQzukYaFMFalwZW+0yPQ

XRFodgHDazMlK8s3xNvyx3cBs2cg6GTF0CU+tnIyoBiK5mUqW62lZ2S4aWlT/Aj63hky3g4yD8sB2Wr1Ni/s6oom
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x+1kQc7QDxZLQ6LpkLWn9ZO8xLqOD28W7RmV6X3U/3XicrRbONlGIh19Xs04CdzIpYGeKfg/5BbQhFbjRsc7m8

xXXg==</SignatureValue><KeyInfo><X509Data><X509SubjectName>E=support@abcconsultancy.com,

CN=www.abc.com, OU=Software, O=ABC Consultancy Private Limited, L=Mumbai, S=MH,

C=IN</X509SubjectName><X509Certificate>MIIENTCCAx2gAwIBAgIUET81ZJ5/d5s6fzF0zffQPKcKUg0wDQYJK

oZIhvcNAQELBQAwgakxCzAJBgNVBAYTAklOMQswCQYDVQQIDAJNSDEPMA0GA1UEBwwGTXVtYmFpMSgwJ

gYDVQQKDB9BQkMgQ29uc3VsdGFuY3kgUHJpdmF0ZSBMaW1pdGVkMREwDwYDVQQLDAhTb2Z0d2FyZTEU

MBIGA1UEAwwLd3d3LmFiYy5jb20xKTAnBgkqhkiG9w0BCQEWGnN1czVpc5c6lJZxGMqgDa8Z+34m7nfA7+y4

GRBbbl97pgWVUv2p8UoCw9RrwfIXJvcycDftM3KKzhuQ0LdbTbAe3rDWWvBk46K75mekblMUi99dYbs7hDbK

+PK+JVPa7QCsv2hCiU4Mct24SV4P0tpWTfBeBYc4EbhLxw05qFpKgll8cCDSvALGAWlIjwrWxyaBYJtH+UwTGr8n

R9BkPsQFMoUssFp2VHM8UaPdvkQ0jViFsTHTA+d7kTKuoN4C0loV9pVmfL9lNILoTRNHVtZ6t3pKxnviOPqMA

wcaYnEEPDvk2/uqcheKJ98gkTDQIDAQABo1MwUTAdBgNVHQ4EFgQU7VKPkKF8jtyzJW0ozYUIEgTcb3gwHwY

DVR0jBBgwFoAU7VKPkKF8jtyzJW0ozYUIEgTcb3gwDwYDVR0TAQH/BAUwAwEB/zANBgkqhkiG9w0BAQsFAA

OCAQEAmi7KaPlmL8mwKqvRCDU6MwzrReqwUdOGzHMMppMWQeFW2mE2dBDbaQ1v+g4uKXxc0jkSy6pJ

A81mBb5bU+h6WAivw2Tk29kzCc/EHtFdMD13V6ON9mEwOETmYsPybPuhowz/UPAR5DRt9PnebcE9k4F09AJ

HczTJUVvnuvkCYFh1p+UlaoJ3hqZewEkAaxstE6vkKg7N0PHyQW03cEjcCHvakJgrg1PR9SttbEPhKNVbNS/Id4In

Spf9xIZLM+4atLvoCCkFD8MbfNsXwlc1ltucFrSrEZcBOFecyhv3tno9GqP44975ZRn+eilgjUOUQHudO4uuOzrDb8

X3EmbuCg==</X509Certificate></X509Data></KeyInfo></Signature></A66SearchInCkycRequest>



B. Sample Response XML

Sr. No. XML Type Get Record Type Example

2 Success Decrypted Response IND Refer XML B2

6 Rejected By TW Response - with Signature IND, LE, Both Refer XML B3

7 Rejected By TW Response - without Signature IND, LE, Both Refer XML B4

8 Rejected By CKYC Encrypted Response IND, LE, Both Refer XML B5

9 Rejected By CKYC Decrypted Response IND, LE, Both Refer XML B6

B1. Success Encrypted Response -

<?xml version="1.0" encoding="utf-16"?>

<A66SearchInCkycResponse

xmlns:xsd="http://www.w3.org/2001/XMLSchema"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SessionKey>

pd6uKRuD4nq6g5/Iv0OLpsrmoXYm1z8t2pAx62lWequerWXb4+39jS0bgCfmKjrBrVkxPWeTn3dKm8T5L9

/3SGjjyEUqMa/nSJEkVJiAtG6o65W9KOeY1sXVD48+46z66wYDzqAoEmWYI+2w8dloJGCTNYwOaNnLZ2h

+qKYl11FoLdktHkskhCgGDQHz6hsKiLS42tiyQzvOulTFmaut5UFdbXPkho2QEAl2wNHycUGOhN9zsy/skG

Wym3CC5KQeW2fQRsv7Tm9kg/rr54lK3ktDl1fk/Dnw7AunHnoTYX6weXjIkiK+zMgzJUj7f8APKiHlIOR6bZ

i zX+UCBr0uWQ==</SessionKey>

<RequestStatus>AcceptedByTW</RequestStatus>

<ResponseData>v06kNQRo3/i0k4OklRIZErhNUZFEYGfTHt8xi47xY7m1z41gn3TUGF2IMqnorQwfl93cIH

p6WR0hm6LmG/Ixpo3/mzRmoJNJJhbK1jNH/T/fxDHhX9OgY95LoHaW+AGyrhnCIpGqSVb9II+H62Pmxj

b+YeO700aHI/rgEcgcJ9Ecrm0SJAydTYBl7ST4hUt25tk4kOpid5AsbcsQYlZ68fc07ikOPRCaE26nItEuYUMu

MwA+ymNmxMpfr0vAR0+yrgQe//FLrRULbIZg/0EXUi5Yht13m5mVQqElWuMphdf2QAPyR4A6fNCGPu

lG/vziwNnGvBv6Hhy09qxDxsS2MojtbMabYFsZ4+n0bWBo78qDt194GumDatly05yoaZqBcWzQ0612M

uo4HV+q9+yJdMFMDoxEExk+WOWtOE3/eLw0prUA9O7PZ2Cg5Jvl5T5h6O4APAcWa+5Hk8kTLAqAvIiO

jBWLw4DxBNEQgQCa9LMVvo+3uZGFUMNjfZvNmNO/m7rJEBGxrERAqOCkdAmuoTUCVVsodaxEQKjgp

HQJrqE1AlVbKHVDoVXd01orc1W0cP1/2H8iCz7s3S59d9NDhBd1mTSG7qqr9PQMlpwLTDLqSHUKpT73t

MVHdWeR++IkNN83tXdX85jGW1b/8n5tfx7u/qgIZXYjw4MAds0ATyHFANwQ6vaU4ldeNvJE6WzGndPy

1+9MYhxPTTV9G7PDxUJisu3CvS2R60ZbilKR6py2gr34BX4LV31BekGseXmQvVQebtkAL2UF80Ph/dkFn2

+E9xg+Gs7N7T23W8DRlcIg83HsrkM5Ytcnx3MLOWLYuLvS54mvzQItHYCke+s8nhb0NFzVaVMuvQdxWF

4IOkm9FV8bqTC6FJX8VLD2sQ36D9OSL8zUhSCorGoYhzW9e4SI6QJKwKgSXGiH+yy77TW0f2PxFEAu6TP
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+gGBuzyKMgz+mZtXEcRQi/+c1BP2M5vk2gpJLc6KTUNax+v2Bw3EAT3XOorheAf9mUE540+Uf5De9Hot

pLaT2Va41NnRO+KFSStmDFTbz4QTk5gXZznFdf7KJ5UEwoaR00AEla8hYJyEJjCegnQ0IfAbEQf2Ogg2Bsbj

CDZOihd5kmhOt+xEgwHjFKyCL7OJcE+Q==</ResponseData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

<Reference URI="">

<Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

</Transforms>

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

<DigestValue>GT4helMbJI3wqvLGxikkfPVRWkQ=</DigestValue>

</Reference>

</SignedInfo>

<SignatureValue>fDqokMCx4lpvZgYBvPDk8Uw3g5UpFrWYD009RzFuN7LxHADlDazkXkdH0IPwOw5N

5sH/6y1XdQAiL0K3WQMSrlZGkIi30w/CbUk+h0VswPd8kEhnuTV2B34xolu3Hir1CmUxzfjkpg1fbzE+Rj/

1/XxvBigOxi2QZp0m48EqVx8yfeMXm8gK0kEwdOscr+zbdPltUu4d9wMv6DGN8Jn2UlDHwc/QmGrXej

+NCjY0GxYDiEKqARMcuidoP9uh18AQ4X/hJbvg8Mni+chdsWz0HCvuwIqjEF71Rwr8xAUXpEpYOuXUkf

5GwJb2/0 3hymNH+f7GWPc8Z8/CH8eZ4NWzhg==</SignatureValue>

<KeyInfo>

<X509Data>

<X509SubjectName>CN=SAGAR CHANDRAKANT TANNA,

SERIALNUMBER=8c5b2ed5ea341e9a890f9582d9b413c98c7561f1e3da51dd5c0efca6beff0ad3,

OID.2.5.4.51="KAMALA MILL COMPOUND,710, TRADE WORLD C WING, SENAPATI BAPAT

MARG,LOWER PAREL WEST, MUMBAI CITY, MAHARASHTRA", STREET=MUMBAI CITY,

S=MAHARASHTRA, PostalCode=400013, OU=DIRECTOR, O=TSS CONSULTANCY PRIVATE

LIMITED, C=IN

</X509SubjectName>

<X509Certificate>

MIIGlzCCBX+gAwIBAgIEAR3GGDANBgkqhkiG9w0BAQsFADCBkzELMAkGA1UEBhMCSU4xKjAoBgNVBAo

TIWVNdWRocmEgQ29uc3VtZXIgU2VydmljZXMgTGltaXRlZDEdMBsGA1UECxMUQ2VydGlmeWluZyBBd

XRob3JpdHkxOTA3BgNVBAMTMGUtTXVkaHJhIFN1YiBDQSBDbGFzcyAyIGZvciBEb2N1bWVudCBTaWdu

ZXIgMjAxNDAeFw0yMDAzMTIwOTM3MjNaFw0yMTAzMTIwOTM3MjNaMIIBbDELMAkGA1UEBhMCSU

4xKDAmBgNVBAoTH1RTUyBDT05TVUxUQU5DWSBQUklWQVRFIExJTUlURUQxETAPBgNVBAsTCERJUkV

DVE9SMQ8wDQYDVQQREwY0MDAwMTMxFDASBgNVBAgTC01BSEFSQVNIVFJBMRQwEgYDVQQJEwtN

VU1CQUkgQ0lUWTF2MHQGA1UEMxNtS0FNQUxBIE1JTEwgQ09NUE9VTkQsNzEwLCBUUkFERSBXT1JM

RCBDIFdJTkcsIFNFTkFQQVRJIEJBUEFUIE1BUkcsIExPV0VSIFBBUkVMIFdFU1QsIE1VTUJBSSBDSVRZLCBN

QUhBUkFTSFRSQTFJMEcGA1UEBRNAOGM1YjJlZDVlYTM0MWU5YTg5MGY5NTgyZDliNDEzYzk4Yzc1NjF

mMWUzZGE1MWRkNWMwZWZjYTZiZWZmMGFkMzEgMB4GA1UEAxMXU0FHQVIgQ0hBTkRSQUtBTlQ

gVEFOTkEwggEiMABDBggrBgEFBQcCARY3aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3NpdG9yeS9j

cHMvZS1NdWRocmFfQ1BTLnBkZjB3BggrBgEFBQcBAQRrMGkwJAYIKwYBBQUHMAGGGGh0dHA6Ly9vY

3NwLmUtbXVkaHJhLmNvbTBBBggrBgEFBQcwAoY1aHR0cDovL3d3dy5lLW11ZGhyYS5jb20vcmVwb3Np
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dG9yeS9jYWNlcnRzL2RvY2NsMi5jcnQwQwYDVR0fBDwwOjA4oDagNIYyaHR0cDovL3d3dy5lLW11ZGhy

YS5jb20vcmVwb3NpdG9yeS9jcmxzL2RvY2NsMi5jcmwwDQYJKoZIhvcNAQELBQADggEBABwGG3WM6o

9KWT0h3HMoCJO6c0BaDGI2nfkTEKPSVpox1IT8a//hjy2gpCgt2NdqrcU5dL1eBaubHG9hSHmSCQorYlDp

LQIJapsvr4efc3ZU2BP+FocEv9pMsrwgJyLB9QA5B9z0NRMtIn8NlVErXo6kQv/tB9FE30SJmtPO3ESsi/Fs28

PVyrQw9Bb1sdsS1zz/yWC/bogmSkXCzeEQEt6RuWCmdphkfMUN86H6OUMSK0y5ZQtCF8BDwGOskFkh

0Ts07AS0mUoEcT/DCQi3rrKQYU3WrusRpaJjIwMq2GFiT4TimWPTTKD+yYJTdRRLrwFkWiEtQvQrgshwfM

Zr0qc=</X509Certificate>

</X509Data>

</KeyInfo>

</Signature>

</A66SearchInCkycResponse>

B2. Success Decrypted Response -
<?xml version="1.0" encoding="utf-16"?>
<A66ResponseData
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<RequestId>12</RequestId>
<CKYCStatus>CKYCSuccess</CKYCStatus>
<ApplicationReferenceNumber>appref123</ApplicationReferenceNumber>
<Tags>TW01</Tags>
<CKYCAvailable>Yes</CKYCAvailable>
<CKYCAccType>Normal</CKYCAccType>
<CKYCID>30028091745022</CKYCID>
<CKYCAge>25</CKYCAge>
<CKYCFatherName>Mr jpga jpgs</CKYCFatherName>
<CKYCPhotoImageType>jpg</CKYCPhotoImageType>
<CKYCGenDate>23-Apr-2020</CKYCGenDate>
<CKYCName>Mr jpg jpga jpgs</CKYCName>
<CKYCPhoto>/9j/4AAQSkZJRgABAQAAAQABAAD/2wCEAAkGBxAQEhEPEhISEhAWERgQFRIQEg8PEhc
QFREWFxUXFRUYHSggGBolGxUTIjEhJSorLi4uFx8zODMtNygtLisBCgoKDg0OGxAQGyshHSEtLS0tLS01L
y0rLS0tNS0tLy0uLC0tLTctLS0tLS0tNy0tLS0tLSsrLSstLTgtKys3OP/AABEIAOkA2AMBIgACEQEDEQH/xAA
cAAEAAgIDAQAAAAAAAAAAAAAABQYDBDAQACEQMRAD8A9xAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAA4bKzvVvzg9nvhzk6le11RpJSmupzfKC9bPIsd4Rdq1b2xHBT6KF
Okrdl5KTfrA9u2pvLgsK8tfEUqcueWU1m/KtTnZ28mCxDy0cTRqS/djOOb3cz5onNycpttyk80pN3k5Pm
3Lmzo4p80n60gPqxVYt2TV+q6v7jtGSGXAYNcrYen/oRMmDAYdUqdOkuUIRh+WKX0M5pZwAAAAAA
AAAAAAAAAAAAAABq4+q4pW5t/Q8y3e2G8PtfFtfs3RdeH/fq3nF+qUZe89O2hC8L9TuVqGHaxc6ttHh
4wv2xqydviUZJmJldjiJhIgAoXgAAAAAVTbmyVX2AAAAAAAAAB0rRvFrsIUnTQx9CKWZLW+pTlrvytx21
OmiADO0AAAAAAEr6AkMBRi0pNa3OqV7p05tbUNunGyS7DsAbGQAAAAAAAAAAAAAAAAAAAAAD
Bj+Fpv2roNkomNe1sTsAASAAAAAAAAHDYZQt59tyqzlShJqlF5XZ2zNc7tdBZixTknUK8mSKRuVj2lvNQ
o3inxJ/uw5X7yS+pCA4tStvcJrea+noWzd5qFa0W+HN/hnyv2S5MmkeRFg3Y23KlONKcm6UnlV3fLJvS1
+gx5el1G6tWPqN+LL8Dg5MTWAAAAAIzeHG8ChOadpWyx/mlojzUtm/mK1pUex1H+kf7ipnpdLTVN8s
HUW3bXAADUoAAAMUaWrb11ul/90mUAAABgx6jw6mbzcjv7u+xQv1t8bFq3oxGWmqa5yfyrXQ+H2
PUpyhUjVhxPvM+ak3CSq1FN5YqacLNdbGztjyoSqOFRfeVJVZKUHLWdeU/JebRZZONuvXTVOYAEK9izy
SpKrFQ432iF6Tco1OPxvLee0430tZO3SdKm72ZPNUTlKjiKcmqdo5sTOlJyjHM7JcPld8+ZOgDVwuD4c6kr

http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema-instance


6Ty6WtbLDL9DHs7ZNHDyrTpxalWqcWpeUpXnZK6TemiWiN4AQq2ApTqTqShlnBwccPTeHunUjPNUln
bnLybX05y6zBPdp5cqqqX3tapavT48fvpuWkcytJX0lfpempYQBAw3eaqRqcVNJxd3TvW8ikoZY1c3kwd
rtW5t6nD3Zio1IwqPLLhKMaqdaCjRfmyi5LOny5onwBXqu7OalGg508vlqbVKSeSpUcnCladqcVeyTzW0
NmpsNSrOq3Ty2nlgqUl5U4ZW6jc2pKzeiUSYAEbsfZfA4jcoynNpvJGVOKUVZJ Jyk/iSQAAAAAAB//Z

</CKYCPhoto>
<CKYCRequestId>17351</CKYCRequestId>
<CKYCRequestDate>22-Dec-2020</CKYCRequestDate>
<CKYCUpdatedDate>26-Nov-2020</CKYCUpdatedDate>
<CKYCPhotoBytes>

/9j/4AAQSkZJRgABAQAAAQABAAD/2wCEAAkGBxAQEhEPEhISEhAWERgQFRIQEg8PEhcQFREWFxUXFR
UYHSggGBolGxUTIjEhJSorLi4uFx8zODMtNygtLisBCgoKDg0OGxAQGyshHSEtLS0tLS01Ly0rLS0tNS0tLy0uL
C0tLTctLS0tLS0tNy0tLS0tLSsrLSstLTgtKys3OP/AABEIAOkA2AMBIgACEQEDEQH/xAAcAAEAAgIDAQAAAA
AAAAAAAAAABQYDBAECBwj/xABEEAACAQIDBAQLBQYEBwAAAAAAAQIDEQQSIQUGEzFBUWHRBxYiM
lNxgZGhosEUI0KSsTNSYnKCwhVzsuEXJCWDk9Lw/8QAGwEBAAMBAQEBAAAAAAAAAAAAAAEDBAIFBgf
/xAAnEQEAAgIBBAICAQUAAAAAAAAAAQIDEVEEEiExE0EFYQYUMnGBsf/aAAwDAQACEQMRAD8A9xAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA4bKzvVvzg9nvhzk6le11RpJSmu
pzfKC9bPIsd4Rdq1b2xHBT6KFOkrdl5KTfrA9u2pvLgsK8tfEUqcueWU1m/KtTnZ28mCxDy0cTR0007PrWjL
ep6WuaPPv6cYOotinx6XMENgNs8o1fVnX1X1JbiRtmusvO99PefP5enyYp1aHtYs1MkbrLuaO0alOi20rL72
svA AAAAB//Z</CKYCPhotoBytes>

<CKYCRemarks />
<CKYCIDDetails>
<ID>

<CKYCAvailableIDType>C</CKYCAvailableIDType>
<CKYCAvailableIDTypeStatus>03</CKYCAvailableIDTypeStatus>
<CKYCIDRemarks />

</ID>
<ID>

<CKYCAvailableIDType>E</CKYCAvailableIDType>
<CKYCAvailableIDTypeStatus>03</CKYCAvailableIDTypeStatus>
<CKYCIDRemarks />

</ID>
<ID>

<CKYCAvailableIDType>H</CKYCAvailableIDType>
<CKYCAvailableIDTypeStatus>03</CKYCAvailableIDTypeStatus>
<CKYCIDRemarks />

</ID>
<ID>

<CKYCAvailableIDType>I</CKYCAvailableIDType>
<CKYCAvailableIDTypeStatus>03</CKYCAvailableIDTypeStatus>
<CKYCIDRemarks />

</ID>
</CKYCIDDetails>

</A66ResponseData>



B3. Rejected By TW Encrypted Response with Signature

<?xml version="1.0" encoding="utf-16"?>

<A66SearchInCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<RequestStatus>RejectedByTW</RequestStatus>

<RequestRejectionCode>RC805</RequestRejectionCode>

<RequestRejectionDescription>RC805 : PAN is incorrect.The expected format is 5 characters, 4 numbers

and 1 character.</RequestRejectionDescription>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod

Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256" /><Reference

URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"

/></Transforms><DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"

/><DigestValue>x0K4jgSwXOe46X9F4/AgioUF3Jvfbjp/TJKnTrKaET0=</DigestValue></Reference></SignedInf

o><SignatureValue>rKVv6DuAUFnqLvi3qYqynkTs9VGHHS44hg7Yd6oUa6oOZC5wGV7maytz4UlHio+EDsOygZ

Sd7iPHiMbUczLp7oSGxWqP+PDBUhaPvYz9Fe4wksOEQR1wz9fDdmjdFE1s3S7Zign530NIxefM5iD8yUkIOtEqw

rHrzU1PahlXU7qEPeLxb+dvRrybamy/6qQUNqStFi7sR72IKMjVnDDBIZFEHUdt3F7DcbsbXyy/N3rpUGsXHV6zU

KyYTWtdYh2IjYN9X8vQ==</SignatureValue><KeyInfo><X509Data><X509SubjectName>E=support@tsscons

ultancy.com, CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,

S=Maharashtra,

C=IN</X509SubjectName><X509Certificate>fb0el1PEKAjs1dnVpgAT4LKXDTiFBTnxLQ9hPTbPdbdY2rudS7vGH

BZ9tOH/a5KCe5or8rZyAqxDJkgxQadhgsxHosBKsDmUY6UfXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509Certific

ate></X509Data></KeyInfo></Signature></A66SearchInCkycResponse>

B4. Rejected By TW Response without Signature

<?xml version="1.0" encoding="utf-16"?>

<A66SearchInCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<RequestStatus>RejectedByTW</RequestStatus>

<RequestRejectionCode>RC792</RequestRejectionCode>

<RequestRejectionDescription>RC792 : Invalid API Token or API Token is not

recognized.</RequestRejectionDescription>

</A66SearchInCkycResponse>

B5. Rejected By CKYC Encrypted Response

<?xml version="1.0" encoding="utf-16"?>

<A66SearchInCkycResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<RequestStatus>AcceptedByTW</RequestStatus>



<SessionKey>qOYt4A/jOsuPObCcpjGndoHxEbQI40f8LxBk/bRakUvcJ2hEq77Uu4Qq1PPMd/bKOjXArkg==</Se

ssionKey>

<ResponseData>KysWAMP3Iur42fk5oSORac2HNuF+aTwWq0aYihQXBGdhn+6VfCWQYEnIutTFqTiabQBxjn6SJ

jAGI1khsl954P1IVtKxSBqste9TlX++Q5Vmwg76lbly</ResponseData>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" /><SignatureMethod

Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256" /><Reference

URI=""><Transforms><Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"

/></Transforms><DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"

/><DigestValue>CCRUS8C/x2gqLZNqdFgfkz77T7oAukxnxrNQ3IyuaDA=</DigestValue></Reference></Signed

Info><SignatureValue>R7bXbuLhd/Jo74jGu7hfIiC+ad+btZuEwJLJ4+0WwUeAWJXdpcLqiSz/vqTZaVg0DlAFT5z/

s23CO3wB9hPHtjNrN5ZcrAmWltFtqzV6NKY+10Brroe7Oz44vCqCDjiIJ+hDRHXztTelMszONns0PBAqIqwUY/w9

aUdcG/LSttFFgEKeERJry69IxpxaX5TIU5GIUsLoeIRmjSMBYjsXIAItrQxRJkoQLlpT1tMB0Jm2lgFaG7c8uknDp3dj

b+XoOE7MATxIbzfYGzeuW332uBSJj39eX4u7DgnOwK0XpuJeIjW6UuO7QJZZeZuvs3W0tx166EEjwJBsp5cAdpP

suA==</SignatureValue><KeyInfo><X509Data><X509SubjectName>E=support@tssconsultancy.com,

CN=www.tssconsultancy.com, OU="Software ", O=TSS Consultancy Private Limited, L=Mumbai,

S=Maharashtra,

C=IN</X509SubjectName><X509Certificate>MIIEXzCCA0egAwIBAgIUbc58G4Nb6ytJuT1fjMWgwArdbdY2rud

S7vGHBZ9tOH/a5KCe5or8rZyAqxDJkgxQadhgsxHosBKsDmUY6UfXJzOHAvVcaSrsFntYVNncyfGKIzA==</X509

Certificate></X509Data></KeyInfo></Signature></A66SearchInCkycResponse>

B6. Rejected By CKYC Decrypted Response

<?xml version="1.0" encoding="utf-16"?>

<A66ResponseData xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<RequestId>12345</RequestId>

<CKYCRejectionDescription>Please enter valid KYC Number</CKYCRejectionDescription>

<Tags />

<ApplicationReferenceNumber />

<CKYCAvailable>No</CKYCAvailable>

<CKYCStatus>CKYCRejected</CKYCStatus>

<CKYCRequestId>76322</CKYCRequestId>

<CKYCPIdDetails />

</A66ResponseData>


