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1. ASM  What is ASM?

What is Attack Surface Management (ASM)?

Businesses and organizations have numerous network devices, databases, servers, applications, and domains, and all of these IT assets are operated by IP addresses and ports.
Attack Surface Management refers to the proactive detection and management of attack vectors such as open ports, server vulnerabilities, similar domains, phishing, and domains distribu

ting malicious code.

With the rapid change in corporates' IT environment,
attack surfaces are varying and broadening in a bigger scale.

Corporate digital assets Corporate digital assets
in the past of today
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1. ASM  What is ASM?

Attack Surface

All assets on the external network can be targets of attacks.
AvE-2020-15778

OpenSSH

ACVE-2021-23017

Apache

Acve 20135516 Attack Surface
nginx

172.4.124.13

156.137.22.9 172.4.124.14

A\ CVE-2021-2356

RDP MySQL

172.4.124.12 156.137.22.10

Corporate Data Center



1. ASM  Hacker's Attack Process

Hacker's Attack Process

Hackers put a lot of time and effort into
collecting information on the target.

Therefore, it is essential to find the exact
exposure point of the attack surface.




1. ASM Differences

Differences between Traditional Security Methods and ASM

Traditional security devices and solutions primarily focus on taking action after an attack.
ASM prevents the attack by identifying and managing the exposure of attacks in advance.

Complicated task
Multiple potential
failures Traditional Security Solutions

* Need to install equipment or Software
 Integration and customization

+ Passive policies

» Ongoing updates and management

«  Multiple failure points

+ Work suspended upon failure occurrence
FW

TraditionzTSecurity

Solutions Simple task

No potential
failure ASM

(Attack Surface Management)

Attack Surface
Management

SaaS-based service enables

automated operation without

cumbersome work




1. ASM Differences

Vulnerability detection process of traditional security solutions

Code Vulnerability Establish-

selection of Behavior, type, Type Database Deep-dive Selection of p analysis/ assessment & Post-hoc ment Countermea-
target and interface timati h vsi otential Error Abnormal vsi of attack sures against
software analysis estimation searc analysis attack points L behavior analysis : attacks
injection detection scenario

Hwang, Seong Oun. (2012). A Methodology for Security Vulnerability Assessment Process on Binary Code. The Journal of The Institute of Internet,
Broadcasting and Communication, 12(5), 237-242. https://doi.org/10.7236/JIWIT.2012.12.5.237

Vulnerability detection process of ASM System

Countermeasures

Automated

Vulnerability Detection = Vutlnerabilityl Analysic

against Vulnerability

Effects of Introducing ASM

Decreased Probability
of Penetrating Attack
Surface

Reduced Increased Work Improved Attack
Cost&Resources Efficiency Surface Security




1. ASM  Why ASM Matters

The importance of Attack Surface Management,
the major talking point of the information security market

Gartner FORRESTER'

72021 Emerging Technologies:

r :
Critical Insights for External 2022 ASM Report: .
Attack Surface Management, Find and Cover Your Assets with Attack Surface

Management

"ASM is a new solution that helps organizations
identify risks associated with internet-connected ass
ets and systems that they may be unaware of. More
than one-third of the recent successful

attacks against enterprises originate from

externally connected assets. That's why ASM will be
come an essential task for CIOs and CISOs.”

“Some ASM tools discovered several hundred
percent more cloud assets than organizations
thought they were using, and on average, attack
surface management tools initially discover 30%
more cloud assets than security teams know they
have.”




1. ASM  Why ASM Matters

Managing attack surface and
vulnerabilities is now a MUST

As corporates accommodate new assets and workflow more broadly . e . .
. . Covid-19 pandemic and increase in working from home expanded corporate
and deeply, adoptlng ASM will become a MUST. attack surfaces

Increased Zero-day vulnerabilities targeting remote SW, including VPN
82% of corporates will support working from home after the end of Covid-19

Popularization of working from home

v' Gartner said, “Strengthening digital abilities of digital workplace employees to create an engaging,

intuitive work environment." Transition to the digital workplace

v' With the trend of going digital, technology to integrate Al, cloud, and loT is drawing corporates’ : : - : :
With the trend of going digital, the cloud working environment draws

investment and attention corporates' investment and attention

v/ But with digital workplaces using ICT technology, they have become the new target for hackers’ Dti'?itakl workplace with ICT technology has become a new target for hackers'
attac

attack Increased user convenience, increased threats of being hacked
v' Increased user convenience means increased threats of being hacked

v' COVID-19 pandemic and working-from-home trend increased corporate attack surfaces
v' Corporates are putting more emphasis on cloud-based applications, devices, and human security
elements Industry 4.0, increase in loT devices

v' Demand for expanded vulnerabilities management to deal with risks in a decentralized digital work

Business innovation utilizing loT devices
environment is more vital than ever For the past 5 years, approximately 20.5 billion devices were connected

v' As organizations get used to operating the new business model, they will prefer vulnerabilities

management for new platforms and applications

Reference : Frost & Sullivan, Global Vulnerability Management Market, Forecast to 2025
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2. Criminal IP ASM  Criminal IP ASM Features

Automatic detection of
client assets

Criminal IP ASM conducts an internet-wide scan
for known and unknown client assets on IP addresses

and open ports.

4.2 billion IP address info

Scan Port data from all over the world

Over 300 million domain address data




2. Criminal IP ASM  Criminal IP ASM Features

v

Installed on-premises Cloud saas

Cloud-based web interface

Criminal IP ASM is a SaaS-type ASM product that [— =\
does not require installment or deploying hardware or 11101=0
software on customer servers. L
1111 =0
After registering your account, you can use your
network's PC, tablet, or mobile device to launch your , )
Maintenance Cost Maintenance Cost
ASM solution rapidly and readily through an easy-to- - Initial installation of product and building
bi : internal server
use web Intertace. - System update patch, upgrade \:/V Annual purchase
- Internal server and network failure issue
management

- Hardware maintenance and upgrade \Z User Guide and Training

- Network maintenance and upgrade
- Security maintenance and upgrade ¢ Customization

- Database maintenance and upgrade




2. Criminal IP ASM  Criminal IP ASM Features

Asset and vulnerability risk scoring

IP/Asset Domain/Certificate
Our algorithm using Al machine-learning provides real-time N NE——
Critical have been attacked falsified or contain

detection to visualize the assets with five levels of risk scoring.

or are under attack malicious links

Cybersecurity managers can prioritize the risks based on the

visualized scoring to respond QUICk|y and preC|ser. Network/assets are exposed The domain is falsified

Dangerous to attack surface, vulnerable or a certificate has expired/
to attacks leaked, requiring action

r7» Domain Scoring s LI Network/assets Domain/certificates
Moderate maintain a moderate maintain a moderate
I — Quthound: Low security level security level

Critical

60% 40% Low
N Eeseia s The domain is not falsified
N or a certificate is free from
andpare kept safe y leakage or expiration,
P and is kept safe
Safe

@ You and 37 people have viewed this IP address.




2. Criminal IP ASM  Criminal IP ASM Features - -

Priminal P

Free integration with
CT | S ea rC h e n g i n e Search for the information on certificates

connected to the public Internet.

Criminal IP a Cyber Threat Intelligence search engine, provides @ ~ o

a detailed search of corporate's asset data detected by ASM.

Enterprise
Search Intelligence
@ APICall: EnterprUnlimited or desired

usage / contract period

Asset SearCh Banner EXplorer @ P Scoring in all Search

@ API Support

Domaln SearCh VUInerab”]ty @ Image / Vulnerability Search Filter

@ |P Search API Sleep (less than 1) Checl:);haent;;i?:‘zi:;:i\:‘adn;:r::;zl—time
Image SearCh StatIStICS @ Tag Search Filter : : ;

@ Search Function available Scoring based on big data. G@'—E

Cert'f'cate SearCh Element Ana|ySIS @ |Intelligence Function available EEE hl[
. @ Commercial use available ’Oa oot Lt DT
EXp|O|t Sea I’Ch Map © Preminum support : special support ?
center




2. Criminal IP ASM  Criminal IP ASM Features

Daily Analysis Report & Messenger Integration

BENVALIolelas on new assets and vulnerabilities are
. ) ) . N Criminal IP ASM
automatically sent MEREMEN, and we provide I_‘

Daily Report

lallalarm service that enables quick responsefieay

. . . . Al Spera
integrating with business messengers such as Slack.
* High 27 Newly discovered risks : 4 Total Assets 328 v 12 i
g Domain 317 17 [

* Low 45 y Doma i f it IP: 11 ~55

0 AS Name ~Appeategory vort
I ‘:\
“

“  ASM Bot ; : : :

ASM'  2023-04-05
Al Spera ASM Asset Check Report

Risk
* High remote_access service port(s) 22, 111 has been detected on IP 89.248.168.143
IP 94.102.51.22 found as a malicious IP address by Criminal IP
* Low Ports 902, 8000, 8300 are open on IP 80.82.77.62

* Low 12 vulnerabilities are detected on IP 51.79.255.159



2. Criminal IP ASM  Features and Product Ul

Oriminal P

Dashboard £ AlSpera

Overview of Criminal IP ASM

Criminal IP ASM automatically monitors and generates a report on assets exposed
to the attack surface.
All IT assets are thoroughly detected globally, with a streamlined introduction

procedure requiring registration of only one primary domain.
50

Country Number of
Risk Detected Per Month

o

New Assets I[P Assets Domain Certificate

Automatically detects assets Scans open ports of Shows the associated domains and Displays information about :
that have been detected IP addresses subdomains of the certificate applied to _—
recently added or changed the detected IP address the domain - I | | e

I

Risk Intelligence SedbeEl OSINT . App category
Search Result (Google Hacking)
Alerts users about exploitable Gets details about the exposure Presents asset information on Monitors information about assets
vulnerabilities of assets such as status and vulnerabilities on the statistics, geographic information, exposed to Google
IP, domain, certificate, and attack surface and vulnerability status Provides an asset search query

application




2. Criminal IP ASM  Features and Product Ul

Dashboard € AlSpera

Dashboard

Risk High

6
A real-time view of the entire threat

landscape and a solid understanding

of your security situation. ;k(;w

Number of
Risk Detected Per Month

8,097
3 7,096 5.861
) 6,532 6,452
5326
5,146
4,981
2,953
\ l 1 M M. Feb D l




2. Criminal IP ASM  Features and Product Ul

Risk Classification

Assets are automatically detected and
classified into three levels depending
on risk: High, Medium, and Low, to
quickly identify assets that are in

urgent need of security measures.

risk High

6

Risk Low

50

45'9




2. Criminal IP ASM  Features and Product Ul

Host & Cloud
Statistics

Provides the total number of
automatically detected hosts and the

status of the enterprise’s cloud assets.

The number of Host matches the total
sum of assets classified into each cloud

and IDC assets.



2. Criminal IP ASM  Features and Product Ul

Geographic Statistics
of Assets

Provides the geographical distribution
of corporate IT assets based on IP address

data from over the world.

Country

1




2. Criminal IP ASM  Features and Product Ul

Vulnerable Assets
Graph

Shows the number of vulnerable assets

detected in a monthly graph.

Number of
Risk Detected Per Month




2. Criminal IP ASM  Features and Product Ul

App category

AS Name, Software,
Port Statistics

Visualizes the ratio of ASN, application,
and open ports in chart formats

for better readability.




2. Criminal IP ASM  Features and Product Ul

Recent Risks

Shows recently detected risks.
Upon clicking data on Assets, you can

see details about the vulnerability.

Recent risks




2. Criminal IP ASM  Features and Product Ul

New Assets

Shows recently added new assets.
Upon clicking on each asset, you can see

detailed information.

New Assets (past 14 days)

AMAZON-02

AMAZON-02

AMAZON-02

AMAZON-02

AMAZON-02




2. Criminal IP ASM  Features and Product Ul

IP Assets (Applications)

IP Assets
(Applications)

Provides a carefully curated summary (risk
score, AS Name, geolocation, vulnerabilities,

etc.) of detected IP assets. N P P P e

r# IP Scoring = Summary

nbound: Connection Detection

Immediately connects to an intelligence

Domain

search engine upon clicking on an IP address

APNIC RESEARCH

to access enriched threat intelligence. e

CDNIP

Security




2. Criminal IP ASM  Features and Product Ul

Domain/ Certificates

* Mot Started

Domain / Certificates

aispera.com

Displays contextualized threat information B ieocom ©
. . MG T Q) Domain Search
about a domain (score, technology, jQuery, ° httg
PHP etc.), number of vulnerabilities for a
7 Domain Scoring 7= Summary
domain, certificate information (SSL, encryp-tio o common E

n, SSL expiration date), and subdomains.

» Page Networking Info




2. Criminal IP ASM  Features and Product Ul

Risks

If threats are detected from registered assets,

they are automatically added to the Risks pag : | Q Asset Search
. He = e file_server service port(s) 21 has been detected on IP 2 5 Q) Dourain Search
e so you can quickly check assets o Q 1P Assets

exposed to threats. file_server service port(s) 21 has been detecterian P£ -~~~ 12 =37 A O
) Q Maps




2. Criminal IP ASM  Features and Product Ul

OSINT Gougle

O S | N T (G O O g | e H a C ki n g ) Displays a list of assets exposed to Google search engines.

500
400
200

Displays a list of assets exposed to the
Google search engine.
You can check the type, file presence, and

accessibility status of the exposed assets.

® Live
- Search Word
https://abed.ab f -

Resume Al Spera 8

Search Word

hitps.//abed.ab

Customer_info.sql 8




2. Criminal IP ASM  Features and Product Ul

Criminal IP o -
Threat Intelligence Search Engine

Domain

Enjoy additional features of Search, Intelligence, and
APl integration provided by the Criminal IP CTI
search engine paired with ASM.

Stay on top of the latest cybersecurity trends

through our compilation of statistics-packed analysis

APl Integration

reports on global cyber threats.

Provides APIs that detach risk socred IPs or block malicious
npm install eslint

domain links.
All other functions of the Criminal IP and sample codes that & GoLEE el
allows access to the database are seamlessly integrated into the added 109 packages from 64 contributors and audited 109
enterprises’ infra. packages in 3.491s
9 packages are looking for funding
Get Started Sample Codes run “npm fund” for details

found @ vulnerabilities



2. Criminal IP ASM  Competitors

Features Criminal IP ASM Tenable Mandiant

Ease of use (UI)

OSINT (Google Hacking) %, %) %)

Access To Threat Intel

Access to Cybersecurity Search Engine/Ability to scan any @ @ @
asset even those not belonging to the company

Manual addition of Assets @ @ @

Domain Scanning and Scoring @ @

Pricing
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3. Application  Adopting ASM

Only one requirement to adopt Criminal IP ASM

We do not request much information from clients when they start using Criminal IP ASM.

©lpl el A= e [N EIIaNETe le [N HE I e JSEIC MMM INCIE is enough to immediately start Attack Surface Management (ASM) as it automatically identifies

all network-exposed assets.

Primary Domain Registration Attack Surface Management

Dashboard

Automation area

“ 10 - o 23 ' Y
AUTO O 214 A ° 1 - © 183
12 ’ 187 i 234 ) ® 213 y O 17a
ated doma Country
» & A W
Auto-registration J ‘
omplex amp atio .

()

. ') .(~ r

AS Nami

Automatic extraction of IPs
and domains in possession




3. Application  ASM Use Cases

Real Data of attack surfaces detected by ASM

Even at this moment, the major assets of many companies and organizations are exposed and unprotected to attack surfaces.

SW Patch Server Dev/Test System

Shared System with
Cooperators

Marketing Event Page




3. Application  ASM Use Cases

Case 1 : When new vulnerabilities are discovered

ATl s A RNVEIN N SN delilale| is generated if any enterprise assets with exploitable vulnerabilities are discovered through threat intelligence analysis. You
i Ndlldgcountermeasures against vulnerabilities through Criminal IP.

Safe Critical
2021.01.30 A 2021.02.01

(Before) (After)
New
CVE-2021-44228
1.2.3.4 e vosing 1.2.3.4 7o vosting
Server A Server A r# IP Scoring

r P Scoring

Inbound: Critical Outbound: Critical

Inbound: Safe Outbound: Safe

N\ N\

20% 20%

o [0

o [0




3. Application

Case 1 : When new vulnerabilities are discovered

ASM Use Cases

=

————0
(__Public Institution B )

Public institution 'B/,

checks vulnerabilities every six months according to NIS policy

Vulnerabilities
Check

12

System Patch

Vulnerabilities
Unattended

January

Inspected a large-scale vulnerability

February

Patched overall system in order over a month

March-June
Unable to check new vulnerabilities until the second

half of the year

Y
Criminal IP ASM

Introduction of Criminal IP ASM solution to public institution 'B'

N
Criminal IP AS M

LOGYJ @

Vulnerabilities
occurrence

A~

Immediate response

Regular vulnerability inspection via ASM

Large-scale vulnerability (Log4shell) issue occurrence

Complete inspection of assets with vulnerabilities
as soon as the vulnerability is found

A vulnerability report is generated, and immediate
measures are taken by response procedures of
the Al Spera security team

No need to check for large-scale vulnerabilities every year

Criminal IP ASM sends automatic reports regularly




3. Application  ASM Use Cases

Case 2 : When dangerous ports are opened

If a port that should not be open is accidentally opened or left open,

Criminal IP ASM scans all IP ports in real-time and provides a threat report

((QD

@® Current Open Ports

80

TCP © That may have vulnerabilities.




3. Application

ASM Use Cases

Case 2 : When dangerous ports are opened

e

Manufacturer P

Manufacturer 'P'

ERP failure
occurred

ERP failure
occurred

using ERP system

> >

3306 Port
opened

To gain access to DB from outside,
DB Port '3306' had to be opened

Criminal IP AS M

Introduced Criminal I[P ASM
to Manufacturer P six months later

Criminal IP AS M

Real-time scanning of
ports and assets

DB issue
detected

Internal developer
checked, found DB issue

L)

@R
EZaNS

Firewall system
error

Used firewall management solution to set
time limit to using DB Port, but due to
system error, Port 3306 was left open

Port detection

Discovery of multiple open
ports and assets with
restricted external access

Immediate response

Ports closure and immediate
response after verification with
ASM automatic report

Request for
External Officer

Requested help to DBA (Data Base
Administrator), who was on vacation

Port 3306
exposure

Port 3306 was left open and unattended

g
= 'm

Real-time
management of

ports and assets
in operation




3. Application  ASM Use Cases

Case 3 : When new assets are added

Criminal IP ASM's real-time scanning enables the [ofS(laile]sie) NN R EIREI(=R (Sl i oloX=Te o] gigl-Te] (et =Te

New Assets (past 14 days)
Assets Description AS Name Summary Date
212016 4 n
((Q)) S googe ttest
2212013 TEST rest
212014 3 toest

2212092 b ttest




3. Application  ASM Use Cases

Case 3 : When new assets are added

c & ®
)

Alibaba Cloud

. . Multi-cloud Landing page Alibaba Cloud
IT Service Corporate 'A operation creation adoption

(IT Service Corporate A)

operating multi-cloud Using Google Cloud, AWS, The marketing team created Used Alibaba Cloud
Azure as major cloud an event landing page for as the marketing agency suggested
services the new service

> B, @ 72

[ ] [ ]
Personal information

e Domain unattended after
utilization

event

Event
operation

The security team did not provide an Called personal-information-related API After the end of the event,
inspection, as it was the marketing to send EDM (used as a one-time event client information and server left

team's project page) unattended

/\ /—\ 'Y N (Q) ClOSin n d
LYY N g unuse
. . AS M Criminal IP ASM ‘ n event pages and
Criminal IP : , , t ti
Introduction of ASM Discovery of unknown assets automating

Introduced Criminal IP ASM to . . . ] ] cloud asset
. Real-time automatic Discovery of unknown Server removal and immediate
IT Service Corporate A Y management

I detection of cyber assets assets scattered on unused response after verification with with ASM
two years later clouds ASM automatic report
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Thank you

Address E-mail Website

21515 Hawthorne Blvd,, Suite 200, Torrance, support@aispera.com https://www.criminalip.io/

California, 90503, The United States of America

Al Spera
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