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Topsec Inbox
Protect

Secure your organization in
real-time with advanced
inbox protection that
integrates directly into O365.
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Introduction

Topsec Inbox Protect provides advanced security and protection across internal mail.
Our latest service provides a quick and easy setup to add internal inbox
scanning directly into user mailbox accounts, removing any threats and preventing

interaction with potentially malicious mail.

By authorising a Microsoft Tenant to allow ‘Topsec Inbox Protect’ to connect, our
gateway scanning is replicated within user mailboxes. Microsoft will notify Topsec Inbox
Protect of any new internal mail, at which point Protect will query the mailbox,
retrieve the mail, and process it through our security scanners. Any mail that fails our

scanning process will be removed from the user's view and quarantined locally.

Why should you have Inbox Protect along
with O365?
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Second Layer Internal/External Easy Setup in just a
Approach Protection few steps
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Reacts to historical
mail within 14 days
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How does Inbox Protect
service work?

For customer on 0365 without the
Topsec Gateway

o
®

0365 ALERTS INBOX PROTECT TO
NEW EMAIL AS IT ARRIVES IN USER
MAILBOXES.

@ INBOX PROTECT RECEIVES THE
ALERTS FROM 0365 AND RETRIEVES
THE EMAIL FROM THE USER INBOX.

THE EMAIL IS PASSED THROUGH @

TOPSEC SECURITY SCANS. THIS

INCLUDES VIRUS & SPAM SCANNING,

SANDBOXING AND CROSS CHECKS

AGAINST KNOWN RISKS.,

@ IF AN EMAIL FAILS A SECURITY

CHECK, INBOX PROTECT ALERTS

0365 AND INSTRUCTS THE ACCOUNT

TO SECURELY QUARANTINE THE
EMAIL LOCALLY.

0365 RECEIVES THE INSTRUCTIONS
AND REMOVES THE MALICIOUS EMAIL
FROM THE INBOX, PREVENTING
ACCESS TO THE MALICIOUS EMAIL.

2 WHERE NO ISSUES ARE FOUND,
TOPSEC RECORD THE RESULT AND
THE MAILBOX REMAINS UNCHANGED.
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Features include

@ Protect scans include the 'Inbox’ folder and sub folders.

@ 365 Mailbox scans internal mails as they arrive.

@ Virus scanning of attachments.

@ Spam Scanning : Checking for spam content within mails.

@ WBL List Check : Checking for known bad mail addresses and domains.

@ URL Re-Writing : Links are re-written to use a Topsec scanner when opened.

@ URL Analysis : Detailed analysis of URLs is carried out by Topsec.

What kind of mail is scanned?

When using Topsec Inbox Protect as a stand-alone service for O366 users:

Internal and External mails are scanned.

What does Second-Layered Approach mean?

This means that ‘Protect’ adds an additional layer of more extensive testing on top
of Microsoft's own security. Having Inbox Protect ensures the same level of
mail scanning across both internal and external mail, as it adds an extra

layer to internal mail that is not scanned by the gateway alone.

Performing Inbox Protect scanning on internal mails maintains a high standard of
mail security across the board. This ensures that all internal mail is handled

with the same level of interrogation as external mail.
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On-boarding / Setup Requirements:

You will first need to obtain your Active Directory ‘Tenant ID’ from your
Microsoft account; this can be found in the Microsoft ‘Overview’ tab.

Crverview Maonitoring Properties Tutorials

I Search your tenant

Basic information

M Users 2
Tenant ID eadc70 [y Groups

Primary domain Applications

License Azure AD Free Devices 0
Alerts

The tenant ID will need to be mailed to our support team (support@topsec.com).
Once received, we add the tenant to your portal account.

With the tenant now added, you will be able to view the setup in the "Settings/
Office 365" tab of your portal account:

X Serices i Domaings «f Cuihound Seffings I Users T Adorw | Block MW Ruies W R Grougs 2 TLS Enfiorcement i Email Continuty

X Seftings

2 Settings

Genaral Digest Realtems NHotfications Access Control Cifice 168

B office 365 Tenant IDs

Exampe-lenant-K-2X- 11111111

= Al Mew Tenant 1D
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To provide permission to “Topsec Inbox Protect’, you will need to authorise the
tenant setup by clicking the ‘authorise’ button. This will prompt a Microsoft login

where permissions can be granted:

BT Microsoft

Permissions requested
Review for your organisation

Email security 365 Protect
|]u&l:v.' LCloud Solutions l.:mntaﬂﬂ

This app would like to:

Sign in and read user profile
Read basic madl in all mailboxes
Read all users” full profiles

Read mail in all mallboxes

< < <L

Read and write mail in all mailboxes

' Read directory data

1 you accept, this app will get sccess to the specified resources for all
users in your organisaion. Mo one else will be prompted to review these
permlsshons.

Accepting these permissions means that you allow this app 1o use your
data as specified in their Terms of Service and Privacy Statement. The
publisher has not provided links to their Terms for you (o review.
“Wou can change these permissions at heips://myapps microsofi.com.

Show details

Does this app look suspicions? Report it here

e [N

Once accepted, ‘Topsec Inbox Protect’ will be activated and functioning.

Inbox Protect with other Gateways

Topsec Inbox Protect interacts directly with the O365 inbox and does not require a
gateway setup. As a result, Topsec Inbox Protect can be used alongside any
provider's gateway services as a layer of security that performs scans and checks

that meet the Topsec gateway standards.
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