


——— Threat Monitoring & response by Evolutio
#Secure_route2cloud

The Threat landscape to which any organisation is exposed
requires the support of a strong, experienced & specialized
Cyber team to react & respond accordingly

Based on our Cybersecurity capabilities & powered by a leading
technology such as Microsoft Sentinel & Microsoft 365 defender,
Evolutio offers a complete Threat Monitoring & Response service,
fueled/enriched with Response, orchestration & Threat Hunting
services under the name Threat Monitoring & response by
Evolutio.

Depending on the level of maturity, Evolutio offers different
service bundles to fit Customers needs

evolutio.com
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Services Bundles: Managed Threat Monitoring (Microsoft Azure O nctuces
DESCRIPTION SIWER GOLD
Posture Risk Assessment (%) (]
Source coverage map ] o
INCLUDED
Cyber use case (deployment & activation) INCLUDED (A) (Personalized Use
cases) (B)
Non-native standard & intermmediate complex sources integration OPTIONAL(C) OPTIONAL(C)
Complex sources integration OPTIONAL(D) OPTIONAL(D)
Communication protocol adapted to Advanced Threat Monitoring ] ()
Event volumen & collection monitoring ] (]
Security alert, Threat & incident Monitoring, triage & analisis @ (24x7) @ (24x7)
Continual review of existing use cases MONTHLY ( E) MONTHLY ( E)
Service reports MONTHLY ( F) MONTHLY ( F)
Client actionable information based on alert analysis ] o
Evolutio Threat Intel & SOAR capability o (]
Technical Service Security lead nominated & recurrent follow-up Service meeting MONTHLY MONTHLY
General Service demands INCLUDED( G) INCLUDED(G)

Log retention & storage policy

3 m.online+ 12 m.
offline (For analysis

3 m.online+ 12 m.
offline (For analysis

purposes) purposes)
Offline log Management & storage OPCIONAL OPCIONAL
Threat Intel Feed Export Q o

€ Excluded

Add-on Service



Portfolio Proteccion de endpoint y otros vectores

Managed Endpoint Protection Managed EDR-XDR + Threat
(EPP) Hunting

v" Servicio Managed EDR

v’ 7x24 Monitorizacion y deteccion Q 91 p 7 Toreen Mt
v Optimizacién de reglas y politicas de seguridad -

v Notificacién de alertas criticas y

evolutl

detecciones/bloqueos realizados
v Gestion de consultas y cambios

v" Gestion de incidencias de servicio

v" Informes mensuales de nivel de servicio
Managed EDR

v Capacidades de monitorizacién, deteccion y respuesta a incidentes de

sequridad
v’ 7x24 Monitorizacién, deteccion y contencion

v Optimizacién de reglas y politicas de seguridad
v Notificacién de alertas y detecciones/bloqueos realizados
v Gestion de consultas y catalogo de cambios del servicio

v Informes periddicos de servicio

v Informes sobre investigaciones de amenazas e informes post incidentes

v’ Servicio proactivo y dinamico

v/ Basado en la telemetria del EDR y Threat
Intel de Evolutio

v/ Basado en hipoétesis e indicios de
inteligencia

v Feedback y enriquecimiento del EDR

v Informe mensual con hallazgos

evolutiod



Why is Evolutio a trusted & reliable partner to face up to these challenges?

#Secure_route2cloud

Experience in continuous
Threat Monitoring Use case
Development

Mature & specialized
Security teams
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evolutio.com

Orchestration & response
capabilities

e

Cloud & Security inherent
approach

‘@

Holistic Threat Intel
approach

Mitre Attack Alignhment

MITRE
ATT&CK.
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