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DSPA for LDAP/AD

DSPA component allows you to apply the strong
authentication principles to a standard one-factor
infrastructure based on static passwords. It
protects accounts right in the user directory
(AD/LDAP, DBMS).

The Protectimus DSPA component installed on the
client's premises changes users' passwords on a
schedule. Passwords are composed of two parts: a
static part, specified by the user, and a dynamic
part, a one-time password generated using the
TOTP algorithm.
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What problems does Protectimus DSPA solve?

1. Existing multi-factor authentication
solutions protect only part of the
Infrastructure

All standard MFA solutions add two-factor
authentication only to endpoints. This leaves
hackers a chance to attack your
infrastructure bypassing two-factor
authentication and calling your user
directory straightforward.

For example, it's possible to call Active
Directory via the Windows command line,
and it's enough to know user login and
password to perform an action on their
behalf.

Using Protectimus DSPA to enable system
protection, you can be certain that nobody
will have access to AD, LDAP or user
accounts in your database without a
dynamic password, no matter where the
request comes from or is directed.
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How does it work?
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What is Protectimus DSPA?

Scheduled password changes Hassle-free administration

On-premise platform

Protectimus  DSPA  (Dynamic  Strong
Password Authentication) is the first
database security solution that provides
two-factor  authentication for account
protection directly in Active Directory and
other user directories (LDAP, databases).

Active
Directory
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The password
looks like:

P@sswO0rd!459812

The server www.google.com at Please log in to your Google Account
requires a username and password.

T ' [User name ]
‘w l Password ]
Remember my credentials

Standard WinLogon window

Active

. D'
Any user directory, for irectory

1N example, LDAP or database

Users get access by entering their
password and a one-time code from
the Protectimus Smart OTP app on
their smartphone

Scheduled password
change (5 min)

)‘ ProTecTimys

ProTectimus
Protectimus Smart Protectimus on-premise platform
mobile app with DSPA component
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OTP tokens to choose from

Protectimus Smart OTP app

Messaging chatbots

Hardware tokens

—~oath.-

e) ProTeCTimus CERTIFIE




www.protectimus.com
sales@protectimus.com

ProTecTimus

Protectimus is a powerful ecosystem
for building strong authentication

.
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On-premise platform Private cloud
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ProTECTIMUS How to set up?

Install the platform and the DSPA component

The Protectimus authentication platform and DSPA component are
available upon request, please contact support@protectimus.com.

Create a user

In the Users tab, choose Add User. Choose LDAP User as the user
type. The user's login must match the user's CN in the directory
service.

Create a resource

In the Resources tab, choose Add Resource. Choose LDAP
Resource as the resource type.

Assign a user to a resource

-"‘I In the Resources tab, click Assign, then User. Only LDAP users can
- be assigned to an LDAP resource.
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Activate self-service

Click on the Resource name, navigate to the Self-Service tab.
Enable self-service and specify its address. Your users will need to
authenticate on self-service with their login (CN) and OTP (sent by
email) to issue the tokens and create the passwords, identical to
their passwords in AD.
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Key Features

Secure Easy to use
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