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Code42 Incydr integrates with cloud storage services to detect and respond to 
improper sharing without impeding user productivity.

Integration Overview

Cloud storage services such as Box, Google Drive, and OneDrive allow employees to effectively 
collaborate with one another and are critical to how many organizations get work done. Incydr’s 
integration with these services looks at all file activity across the corporate account. Unlike traditional 
security methods, this identifies any potential risk of files being shared and allows security practitioners 
to act quickly when there is real risk.

Features:

SOLUTION BRIEF

Code42 Incydr™ + Cloud Exfiltration Detectors 
Detect and manage files shared from your Box, Google Drive,  
or OneDrive environment

Full visibility: 

Monitor Box, Google 
Drive, and OneDrive 
to detect public or 

unauthorized file sharing

Access to file contents:  
Gain temporary access 

to view file contents and 
assess risk

 Drive secure work habits:  
Ensure appropriate use 
of Box, Google Drive, or 
OneDrive and oversee 

sharing with third party file 
sharing without disrupting 

legitimate work



About Code42
Code42 is the leader in Insider Risk Management. Native to the cloud, the Code42® Incydr™ solution 
rapidly detects data loss and speeds incident response without inhibiting employee productivity. 
Amplifying the e�ectiveness of Incydr are the Code42® Instructor™ microlearning solution, and Incydr’s 
full suite of expert services. With Code42, security professionals can protect corporate data and reduce 
insider threats while fostering an open and collaborative culture for employees. Innovative organizations, 
including the fastest-growing security companies, rely on Code42 to safeguard their ideas.
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Benefits:

 �  Data movement visibility: Detect and respond when files are shared externally from your corporate 
Box, Google Drive, or OneDrive account

 �  User & file context: Quickly investigate exposure events using key details, such as who created the 
file, who has access to it, and the content it contains

 �  Drive secure work habits: Ensure appropriate use of Box, Google Drive, or OneDrive and oversee 
sharing with third party file sharing without disrupting legitimate work

Incydr secures collaboration by detecting when files are shared publicly or with external users to identify 
possible unauthorized access and displays information about all detected file events and file sharing 
permissions changes in the file event metadata for further investigation.
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