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Our Security-Minded Approach for Ransomware

Understand the business vision and 
goals for modernizing the enterprise.

Assess the current state portfolio, 
determine modernization options, 

design the future state view and build 
the transition factory execution plan

Execute on the transition plan 
against the prioritized options.  

Vision & 
Strategy

Continuously improve the modernization 
of services to the enterprise. 

Discovery & 
Design

Execution & 
Delivery

Optimization
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Collective Insights Path to Hyper-Secure Active Directory

Standardization and 

Hardening
Hardening security posture 

and establishing standards 

to stay ahead of threats and 

adversaries

Monitoring
Bring vigilance to forests and 

domains based on leading 

practices

Oversight
Further enhance the security 

posture of the organization 

by applying modern 

technologies and updating 

standards

Portfolio, Program and Project Management

Organizational Change Management

Design
Apply common standards 

and patterns across the 

Active Directory ecosystem 

to drive efficiencies

Identity & Access

Apps & Data

Infrastructure

Devices

Gov & Processes

Assessment
Assess the current state 

Active Directory ecosystem 

to understand risks and 

impacts to value

Identity & Access

Apps & Data

Infrastructure

Devices

Gov & Processes

Identity & Access

Apps & Data

Infrastructure

Devices

Gov & Processes

Identity & Access

Apps & Data

Infrastructure

Devices
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Identity & Access

Apps & Data

Infrastructure

Devices

Gov & Processes

Transforming the customer’s Active Directory ecosystem to support a hybrid, cloud-enabled modern authentication 
environment is a multi-year journey encompassing several steps. This customer begins the journey by completing the 
Discovery and Standardization stages.

Identity & Access: Who people are, what tasks they can do and on what systems and content they can perform those tasks

Apps & Data: The systems and content that require identity and contain information that should be limited to authorized personnel

Infrastructure: The shared services and platforms that enable identity and access management to systems and content 

Devices: The user endpoint computing resources used to access systems and content

Governance & Processes: The frameworks to direct, support, maintain, and sustain all the above categories

Pre-Discovery
Assess the current state 

Active Directory ecosystem 

to understand risks and 

impacts to value

Identity & Access

Apps & Data

Infrastructure

Devices

Gov & Processes


